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Prerequisite Steps for Running the Microsoft Rights Managed SDK Samples
The rights managed sample programs operate in combination with Microsoft Active Directory Rights Management Services (ADRMS).  In order to execute theses samples you first need to complete the following steps to define and configure your rights management environment. 

1. Create a public/private key pair to use in the generation of a rights management manifest (step 5).
For details, see Obtaining a Key Pair for Manifest Signing available at http://go.microsoft.com/fwlink/?LinkId=73709
2. Forward the public key created in step 1 to Microsoft to be digitally signed.
For details, see Licensing Information for Developing Active Directory Rights Management Solutions available at http://go.microsoft.com/fwlink/?LinkId=73711.  Microsoft will return an ADRMS certificate chain file that will be used in step 4.
3. Complete the application manifest configuration file (MCF) below with the information and keys specific to your environment.  Save the completed MCF file as <your_name>.mcf.  For information on the syntax of manifest configuration files, see Syntax of the MCF File available at http://go.microsoft.com/fwlink/?LinkId=73712
AUTO-GUID

[Path and filename to your Private Key .dat file]

MODULELIST

            REQ HASH [Path and filename to your RM application .exe file]
            REQ HASH “%windir%\\Microsoft.NET\\Framework\\v3.0\\WPF\\PresentationHostDLL.dll”

POLICYLIST

            INCLUSION

                [Path and filename to your Public Key .dat file]

            EXCLUSION
4. Copy your public and private key files (.dat) created in step 1 together with the ADRMS certificate chain file (.xml) returned by Microsoft in step 2 to the folders specified in AUTO-GUID section of your MCF file.  Copy your rights-managed application .exe file to the folder specified in the MODULELIST REQ HASH statement.
5. Open a command window and execute the GenManifest.exe utility with the following syntax to create a rights management manifest.  The name of the output manifest file must be the same as the manifest file name that the application program expects to load.  For more information about the GenManifest utility, see Genmanifest.exe at http://go.microsoft.com/fwlink/?LinkId=73715.  (GenManifest.exe is installed as part of the Active Directory Rights Management Services SDK.)

GenManifest.exe –chain [path\chainFile.xml  path\mcfFile.mcf  path\Manifest.xml]

Example:
    GenManifest.exe  –chain myChainFile.xml  myMcfFile.mcf  myRmAppManifest.xml



6. Copy the manifest file created in step 5 to the folder where the application expects to read it (commonly in the same directory as the application .exe).  (The rights-managed application reads and then passes the contents of the manifest file as a string to the System.Security.RightsManagement.SecureEnvironment.Create method.)
7. If you are running under Windows XP or Windows Server 2003, you will need to install Microsoft Windows Rights Management Services Client with Service Pack 1 which is downloadable at http://go.microsoft.com/fwlink/?LinkId=73716.  For Windows Vista, the Rights Management Services Client is built-in and does not need to be installed separately.
8. Create a duplicate copy the file "PresentationHostDLL.dll" located in "C:\WINDOWS\Microsoft.NET\Framework\v3.0\WPF\" in the same folder with the rights-managed application executable (.exe).

At this point your program should be able to run with full rights management functionality.  For more information about digital rights management, see the Microsoft Active Directory Rights Management Services SDK site at http://go.microsoft.com/fwlink/?LinkId=73829. 
[End]
2 of 2

