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Purpose:
This project completes the cross-platform sniffer that can run on either Windows or Linux and can be used remotely from either Windows or Linux platforms.  The purpose of the sniffer is to detect new socket port connections, new processes, and new files, e.g., ones not detected before on the analysis machine.  The sniffer has uses for both administrators and for malware detection.  In this project you will develop a program that searches files, running processes, and open socket connections, reporting any not seen on its last analysis scan.  

Requirements:

Your Sniffer project:



1. shall use standard C++ and the standard library, compile and link from the command line, using  g++ within the Eclipse IDE and Visual C++ in the Visual Studio IDE
.



2. shall provide an application that analyzes all files, open tcp and udp ports
, and all processes currently running, and reports any not found on a previous analysis.  This should work for both Windows and Linux.



3. shall provide an option to report only summary statistics.



4. shall provide an option to report all the newly found files, ports, and processes from the previous analysis without starting a new analysis.
 

5. shall provide persistent storage for the latest analysis results so the application may operate as expected even though it shut down between analyses.



6. shall provide a graphical user interface
 that spawns each of the analysis activities, e.g., files, ports, and processes, on its own thread and reports results from each analysis as the analysis proceeds.  Port analysis is an exception, since the parent process won’t know any results until the end of that analysis.  This exception isn’t a serious limitation since the port analysis proceeds much more quickly than the other two, especially the file analysis.


7. shall implement the analysis activities on Windows using COM technology.  Your project may use either an in-process or out-of-process COM component
.



� You may use Java and NetBeans IDE for the required GUI if you wish.


� You may use netstat –atu (Linux) and netstat –abf (Windows) to extract tcp and udp statistics, e.g., run as a child process, collect the output, and parse.  A somewhat more graceful alternative is to use getTcpTable, getUdpTable, … on windows.  In Linux you can read the pseudo files /proc/net/tcp, /proc/net/udp, …  �� HYPERLINK "http://msdn.microsoft.com/en-us/library/windows/desktop/aa366026(v=vs.85).aspx" �http://msdn.microsoft.com/en-us/library/windows/desktop/aa366026(v=vs.85).aspx� �� HYPERLINK "http://linux.die.net/man/5/proc" �http://linux.die.net/man/5/proc� 


� You can use any of the following: java swing with sockets, named pipes (Windows and Linux), or FIFOs (Linxu) to communicate with the native code, gtk+, Qt, WxWidgets, or HTML5.  Java interop or HTML5 are recommended.


� It is expected, but not mandatory, that the COM components are simply wrappers for each of the analysis activities.  That allows this Windows only technology to share most of its implementation with Linux. 





