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Purpose:
This semester we will develop a cross-platform sniffer that can run on either Windows or Linux and can be used remotely from either Windows or Linux platforms.  The purpose of the sniffer is to detect new socket port connections, new processes, and new files, e.g., ones not detected before on the analysis machine.  The sniffer has uses for both administrators and for malware detection.  We will build this facility in a sequence of projects, each of which need to function correctly on either a Windows 7 or Linux Ubuntu 11.10 platform.  In this project you will develop a program that searches a directory subtree and reports any files not seen on its last search of these directories.  

As part of this project you will develop a DirTools facility that supports file and directory analysis, navigation of directory trees, finding system time, reporting system errors.  This code already exists on the Windows 7 Platform
, so you will need to port the code to Linux.  You will then design and implement a console application that searches a path specified on the command line and reports any files it had not previously scanned, reporting new files and also new versions of previously scanned files.  Note that if there are folders not previously scanned, then all their files will be reported.
Because the working set is potentially large, and we need to make persistent some form of the analysis, there are several interesting design questions for you to consider.  Feel free to ask about these in class.

Requirements:

Your NewFiles project:



1. shall use standard C++ and the standard library, compile and link from the command line, using  g++ within the Eclipse IDE and Visual C++ in the Visual Studio IDE.



2. shall port all the code in the C++ packages: fileInfo, nav, sysTime, and WinTools to the Linux evironment.  Essentially you will replace all of the Windows API calls with Linux API calls.  The external interfaces of these packages shall be identical.


3. shall provide a console application that analyzes all of the files and directories found on a path specified on the program’s command line, and reports any files and directories not found on a previous analysis.  Your program shall provide a command line option to report only summary statistics.



4. shall provide a command line option to exclude a finite number of directories and their descendents as specified in an associated XML file.



5. shall provide an option to report all the newly found files and directories from the previous analysis without starting a new analysis.
 

6. shall provide persistent storage for the latest analysis results so the application may operate as expected even though it shut down between analyses.



You will find it helpful to look at the Man pages for System Calls on your Linux system.  Those describe the semantics of each call and the header files you will need to include.
� � HYPERLINK "http://www.lcs.syr.edu/faculty/fawcett/handouts/CoreTechnologies/Win32SystemProgramming/code/Win32Tools/" �http://www.lcs.syr.edu/faculty/fawcett/handouts/CoreTechnologies/Win32SystemProgramming/code/Win32Tools/�





