CSE775 – Distributed Objects

    Summer 2010

Midterm Examination
Name:________________________________________  SUID:____________________

This is a closed book examination.  Please place all your books on the floor beside you.  You may keep one page of notes on your desktop in addition to this exam package.  All examinations will be collected promptly at the end of class.  Please be prepared to quickly hand in your examination at that time.

If you have any questions, please do not leave your seat.  Raise your hand and I will come to your desk to discuss your question.  I will answer all questions about the meaning of the wording of any question.  I may choose not to answer other questions.

You will find it helpful to review all questions before beginning.  All questions are given equal weight for grading, but not all questions have the same difficulty.  Therefore, it is very much to your advantage to answer first those questions you believe to be easiest.

1. Project #2
 requires that you build two in-process COM components used to analyze all of the currently running processes and active ports on the local machine, merge those with lists of the processes and active ports analyzed previously, and mark any newly identified processes and ports as unsafe.  This analysis occurs during a scan, and scans are scheduled to run periodically.

Since these lists may be relatively large, you’ve decided to support enumeration by the client on each sniffer component’s list, so that the list never gets sent back to the client through the component’s COM interface, e.g., we avoid making a copy of the list in the client’s scope.  

Please write the IDL for one of these components that describes two interfaces.  One for scheduling scans and one for enumerating results.  How would you avoid changing the component table while the client is enumerating in a COM specific way?

Answer:  Part b – wait for Release on IQ1Enum interface

import "oaidl.idl";

import "ocidl.idl";

[


object,


uuid(77162FCF-E5BD-488C-AA42-99A8B1A22952),


dual,


nonextensible,


pointer_default(unique)

]

interface IQ1 : IDispatch{

  [id(1)] HRESULT Start([in] ULONG Latency);

  [id(2)] HRESULT Stop(void);

};

[


object,


uuid(2F11A0A6-73D8-411B-9FD2-9785B0978651),


dual,


nonextensible,


pointer_default(unique)

]

interface IQ1Enum : IDispatch{

  [id(3)] HRESULT Next(BSTR* Item);

  [id(4)] HRESULT Skip([in] ULONG NumberItems);

  [id(5)] HRESULT Reset(void);

  [id(6)] HRESULT Clone([out,retval] IQ1Enum** Enumerator);

};

[


uuid(FC3B2787-DD8E-45D3-A961-F5D7E5AB08A7),


version(1.0),

]

library MT_Su10Lib

{


importlib("stdole2.tlb");


[



uuid(42C72795-9931-412D-A950-7CF30AF6F520)




]


coclass Q1


{



[default] interface IQ1;


};

};

2. You’ve decided, for Project #2, to have your sniffer components notify the client host of a scan completion by sending a windows message.  Describe each of the implementation steps necessary to do that.

Please address three different client configurations
:
a. Win32 window as in Project #1

b. WinForm or WPF window - can you do that?  Explain.
c. Console application - can you do that?  Explain.

Answer:  Assume the sniffers are running on child threads.  Then:
Part a:

Get handle to client window using FindWindow or FindWindowEx, or passed through COM interface.  You will need to define WM_User type message(s) for this notification.  Now client handles the message as usual.

Part b:
Both WinForms and WPF Applications have message loops.  You have to install a message filter to trap the notification message.  Here’s how you do that with a WinForm.  A little Googling will show you how to do that in WPF.


protected override void WndProc(ref Message m)
{
  base.WndProc(ref m);
  if (m.Msg == WM_USER) { /* Do something */ };
}
Part c:
You’ve see me do this by creating a window in a console application.  It’s neater to use a Message-only window: http://msdn.microsoft.com/en-us/library/ms632599(VS.85).aspx#message_only. 
3. In Project #3
 you are asked to implement a design that uses an out-of-process COM sniffer host that loads both port and process in-process sniffers and manages the persistence of each sniffer list.  You’ve decided to have the host run each sniffer on its own child thread, leaving the host’s main thread to handle requests by the client and manage list persistence.

If the host main thread is implemented to use a single-threaded apartment, describe the threading models you will use, the complete apartment model structure, and the use of proxies for the host and its components.

Answer:

Since the Host’s main thread creates an STA, it’s child threads cannot join that, so they must either create and join an MTA or create their own STAs.  Since the sniffers won’t communicate with each other, there isn’t much point to putting them in an MTA, so we’ll have each child thread create its own STA and load its sniffer.  We’ll build the sniffers with ATL and mark them as APARTMENT_THREADED, so they can reside in their thread’s apartment.  

All communication between the Host and sniffers will be marshaled through proxies because those calls are cross apartment.  Since these are STAs that happens throught message loops.

Note that there is no significant performance issue with using sniffer STAs, since inputs to the sniffers are small and infrequent.  Input to the host may be relatively large, but must be marshaled into the host’s STA anyway.
4. How does an in-process COM component differ in structure from an out-of-process COM component that uses a single threaded apartment?

Answer:

An in-process component, usually loaded into the client’s process, implements the functions DllGetClassObject, DllCanUnloadNow, DllRegisterServer, and DllUnregisterServer.  It may or may not require marshaling, depending on whether it resides in client’s apartment.

An out-of-process component implements a main that calls CoInitialize(Ex), creates an instance of its class factory and passes to CoRegisterClassObject, it starts a message loop and, when that quits, calls CoUnregisterClassObject.  An out-proc will always have to marshal since it cannot reside in its client’s apartment (apartments are limited to a single process).

So, the main structural differences are that the in-proc component is a Dll with the required COM functions.  It resides in an apartment that either the client or COM created. An out-proc component provides a main function that creates and joins an apartment, registers itself and starts processing messages generated by the RPC channel.
5. What are the differences between the native C++ object model and COM’s object model?

Answer:

C++ supports inheritance of implementation and inheritance for substitution.  It defines interfaces as abstract classes or structs with no implementation, and can pass any type defined in its code or library through its interfaces.  C++ has no binary standard, so code developed by different compilers may not interoperate correctly.

COM does not support inheritance of COM implementation and can pass only a few types through its interfaces, e.g., the OleAutomation types plus a few more.  While COM does support inheritance based substitution, its use is much more awkward than for native C++.  COM is governed by a binary standard that specifies vtable layout and NDR data types, so can be expected to interoperate with clients written with different compilers and even in a limited set of different languages.
6. How do you implement dynamic (run-time) binding in COM?  Please consider three cases:
a. You are using a compiled COM enabled language and know everything about the target type.

b. You are using an interpreted language and know the target type.

c. You are using a compiled language, don’t know the type, but have access to its type library.


Answer:

Part a.
All bindings to COM instances are done at run-time, usually using CoCreateInstance.

Part b.
Binding to interpreted languages has to happen through the IDispatch interface since that is all an interpreted language can know – it can’t compile your custom interface since it is not compiled.  If you know the type details, you can simply call GetIDsofNames and Invoke.  These require some setup in C++ to establish the input types and to recover the returned data, if any.

Part c.
Since we now don’t know anything about the type other that how to get to its type library, we need to call GetTypeInfo to return an ITypeInfo interface pointer and do a lot of querying on that to get information needed to call GetIdsOfNames etc.




7. You need a COM interface that returns a BSTR.  Write the component’s IDL for that function and all the coded that implements the function.  Describe the COM policy for memory management in this case and discuss the particulars of every allocation and de-allocation that occurs when this function is called.  Consider the two cases: the client and component reside in the same apartment, and the client and component reside in different apartments.

Answer:

We saw an example of this in the FirstATLSu10 demo, handed out in class.  Here’s the code:

[


object,


uuid(B13E9B64-A446-461C-A4D4-3B0EA83D1F9A),


dual,


nonextensible,


pointer_default(unique)

]

interface IDemo : IDispatch{

  [id(1)] HRESULT SendString([in] BSTR str);

  [id(2)] HRESULT GetString([out,retval] BSTR* pStr);

};



STDMETHODIMP CDemo::GetString(BSTR* pStr)

{

  *pStr = CComBSTR(L"Hello from Server").Detach();

  return S_OK;

}

For out parameters, the Server allocates and the client frees, using SysFreeString.  If the client and component reside in the same apartment, this is all there is to the memory management.  

If they reside in different apartments then the call passes, on the way back, from the server code to the stub, over the RPC channel, through the client’s Proxy and on to the client.  

The server creates the memory, here, by creating a CComBstr object, it passes ownership of the allocation to the stub with the call to detach().  The stub reads the contents, sends them over the RPC channel, then deallocates the memory by calling SysFreeString.  

The Proxy has called a SysAllocString, and assigns the pointer to the client’s BSTR* pointer.  The proxy then retrieves the contents from the RPC channel and loads them into the allocated memory for the client to use, and ultimately to deallocate.
� Project #2 statement is attached at the end of this package.


� For part a. you are expected to provide quite specific implementation details since it is related to Project #1.  For parts b. and c. you should suggest ways of accomplishing this messaging if you think it is possible.


� The Project #3 statement is attached at the end of this examination package.





