CSE775 – Distributed Objects

    Spring 2009

Midterm #1 Examination
Name:_______Instructor’s Solution______________  SUID:____________________

This is a closed book examination.  Please place all your books on the floor beside you.  You may keep one page of notes on your desktop in addition to this exam package.  All examinations will be collected promptly at the end of class.  Please be prepared to quickly hand in your examination at that time.

If you have any questions, please do not leave your seat.  Raise your hand and I will come to your desk to discuss your question.  I will answer all questions about the meaning of the wording of any question.  I may choose not to answer other questions.

You will find it helpful to review all questions before beginning.  All questions are given equal weight for grading, but not all questions have the same difficulty.  Therefore, it is very much to your advantage to answer first those questions you believe to be easiest.

1. Describe the IUnknown interface, in as much detail as you can
.  When would you use it?

Answer:
IUnknown declares three virtual functions: 

a. ULONG Addref();

b. ULONG Release();

c. HRESULT QueryInterface(REFIID iid, void** ppv);

Addref and Release make its COM server reference counted, and allow clients and COM run-time to manage its lifetime.  Every function that returns a pointer to a COM interface is required to call Addref() to increment the server’s reference count.  This must also be done by any code that assigns or copies an interface pointer.  Whenever a client finishes using a pointer to a COM interface the client must call Release() to decrement the server’s reference count.  When the reference count goes to zero, the server is marked for unloading. 

QueryInterface supports querying for, and accessing, all of the interfaces of the COM object the server supports.

Every COM server is required to support IUnknown, by having all its interfaces derive directly, or indirectly, from that interface, so IUnknown is used wherever COM is used. 

2. Describe all of the ways you can think of for sending notifications and string messages between two windows processes, using both Win32 and COM technologies.  This question is asking about your design alternatives for both Projects #1 and #2
.

Answer:
Here’s a list of ways to send notifications and strings between two Windows processes:
a. Send or post a windows message, using a handle to the receiving window, perhaps found using ::FindWindow(titleStr).  If the message is user definded, it can represent notification of any event you wish.

b. Event notification can be achieved using named kernel objects, like manual-reset events.

c. If both processes run on the same machine, shared memory-mapped files can be used to send both notifications and strings, as you did in Project #2.  Named pipes are a Windows technology that uses memory-mapped files for socket-like communication between processes on the same machine.

d. Sockets can be used to communicate between any two machines that reside on the network or have internet connections.  These communications can be used to send both strings and notifications.

e. All out-of-process COM components use interprocess communication via remote procedure calls (RPCs).  By defining suitable interfaces these calls support notification and sending strings between processes and machines.

f. Windows Communication Foundation supports RPCs and sending messages between processes and machines. 

g. The .Net WebClient, HttpWebRequest, and HttpWebResponse classes provide communication means, based on the HTTP protocol, to communicate between processes and machines.

Note:
Socket technology is the basis for methods discussed in c., d., e., and f.  Outside of the Windows sphere, Java RMI and CORBA also provide means to communicate between processes and machines.
3. What features must a software entity have to be considered a component?  What behaviors are expected of a component?  Describe how COM structures software to support component behaviors.

Answer:
A software component must implement one or more published interfaces, provide an object factory for creating instances of all classes needed to implement its interfaces, and must be implemented as a dynamic link library or an executable that can be programmatically started.

The essential characteristic of a component is that, when embedded as part of a larger system, it may be modified and rebuilt and subsequently used in the larger system without any rebuilding activities required for other parts of the larger system.

COM supports component behavior by requiring all COM servers to publish interfaces derived, directly or indirectly, from IUnknown, requiring all servers to implement IClassFactory or IClassFactory2 to create instances of their internal classes, and all servers must be implemented as dynamic link libraries (in-process) or executables (out-of-process) that can be programmatically started.  COM stores information for loading in the Windows registry and Running Object Table (out-of-process) components.
4. In Project #2 you are required to send XML string messages between two processes.  Further you are required, for one design, to do that using two in-process COM components, one holding send and receive queues, and one managing a Memory-Mapped File (MMF).  Suppose that you have decided to support that with two child threads, one reading from a send queue and writing to the MMF and one reading from the MMF and enqueuing on a receive queue.  Describe where the threads are created and how you will design the apartment structure to support sending data to and from the client, queue manager, and MMF manager.

Answer:
The simplest design, I believe, uses threads that join a Multi-threaded apartment .  I have both threads created by the Message Manager component, and servicing send and receive queues.  This message handler loads and activates two Memory Mapped
 File Manager components, one for transmission in each direction, used by the reading and writing threads, and each synchronized by a read/write toggle class, RWToggle.  Both components have threading model of “Both”.

One MMF is used to send from the Parent process to the logger, and one is used to send from the logger to the Parent process.  If there is nothing in the send queue, the send thread will be blocked on a deQ() call.  If there is nothing to read in the MMF, the receive thread will be blocked on the MMF RWtoggle, waiting to read.  As soon as a message enters the send queue, the send thread deQ()s and attempts to write to the MMF.  It is possible it will block on the RWToggle until the logger resets after reading.

If we use BlockingQueues, which are thread safe, then no synchronization is needed beyond that provided by ATL for the servers and that provided by the RWToggle class.

With this design, it does not matter whether clients create a Single Threaded Apartment or a Multi-threaded Apartment.  Everything just works.  If the parent process main thread creates an MTA, then there is only that one apartment in the parent process.  The same is true of the logger process.  If the parent process main thread creates an Apartment-threaded (STA) apartment then the process has two apartments, the primary STA and MTA and will communicate with the Message handler component through a proxy.  The same holds for the logger process.

If either the Parent or logger processes are built with Winforms or WPF, then the UI thread must belong to an STA, so in this case a proxy will be used, as described above.  For the second design, no child threads or MMF are needed since communication threading is handled by the rpc channel.  In this case each process may use either STAs or MTAs or a mix.


5. Suppose you need to send an array of strings from a COM component back to its client.  Please write the client code, IDL, and component code to manage this operation.  You may limit the code you write to this specific operation.

Answer:

See CodeSp08 – Files and FilesClient folders

Client:

#include <atlbase.h>

#include <iostream>

#include "../Files/Files_i.h"

int main(int argc, char* argv[])

{

  CoInitialize(NULL);

  CComQIPtr<IFileHandler> pFileHandler;

  pFileHandler.CoCreateInstance(CLSID_FileHandler);

  if(pFileHandler)

  {

    long Count;

    BSTR* FileNames;

    HRESULT hr = pFileHandler->GetFileNames(&Count, &FileNames);

    if(SUCCEEDED(hr))

    {

      for(int i=0; i<Count; ++i)

      {

        std::wcout << "\n  " << FileNames[i];

        SysFreeString(FileNames[i]);

      }

      CoTaskMemFree(FileNames);

    }

  }

  std::wcout << "\n\n";


return 0;

}


IDL:
interface IFileHandler : IDispatch{

  [id(1), helpstring("method GetFileNames")] 

  HRESULT GetFileNames([out] LONG* pCount, [out] BSTR** pFileNames);

};


Server:

STDMETHODIMP CFileHandler::GetFileNames(LONG* pCount, BSTR** pFileNames)

{

  *pCount = 3;

  BSTR* names = (BSTR*)CoTaskMemAlloc(3*sizeof(BSTR));

  names[0] = SysAllocString(L"Groucho");

  names[1] = SysAllocString(L"Harpo");

  names[2] = SysAllocString(L"Zeppo");

  *pFileNames = names;

  return S_OK;

}

A safearray approach is illustrated by FileHandler component in CodeSp07
6. Describe the COM error handling mechanism.  What are your obligations if an exception is thrown inside a COM component.

Answer:

Error codes are returned, as HRESULTs, by all COM interface functions except for IUnknown::Addref() and IUnknown::Release(), which return ULONGs.  It is the responsibility of the component designer to trap all exceptions and return appropriate error codes, e.g.:

S_OK 


: successful normal operation

S_FALSE


: return logical false as a success code

E_FAIL 


: generic failure

E_OUTOFMEMORY
: memory allocation failed

E_NOTIMPL

: interface not implemented

E_UNEXPECTED

: method call at incorrect time

Clients test these HRESULT codes using the macros:

SUCCEEDED(hr)
FAILED(hr)

which return BOOL values.
7. Describe the activation process for an in-process COM component.  What roles are played by GUIDs in this process?

Answer:

The client calls CoInitialize(Ex) to create an apartment, then calls CoCreateInstance to request COM to activate the component.

COM searches the registry, using the CLSID passed as an argument to CoCreateInstance, locates the component and loads its library.  The component executes its DllMain().

COM calls GetProcAddress for DllGetClassObject(), calls it to get pointer to component’s class factory, calls the class factory CreateInstance(), asking for the interface requested by the client.

The component’s class factory creates an instance of the class, or classes, implementing the component’s interface, and returns it to COM.

COM returns the interface pointer to the client as a side-effect of the CoCreateInstance() call.

GUIDS describe the component, each of its interfaces, and its typelibrary.  When COM searches the registry for the component it does so with the component’s CLSID which is just a programmatic name for its GUID.  The client passes the IID for the interface, which is just a programmatic name for its GUID.

The typelibrary GUID is used for dynamically creating information clients need to communicate with the server.  When you make a reference to a COM component in C#, the typelibrary is used in the construction of the Run-Time Callable Wrapper (RCW), e.g., the proxy C# uses to talk with your COM component.
� This question is not about the implementation of the interface, but about its syntax and the expected semantics of any implementation.


� Project #1 and #2 statements are included at the back of this exam.


� If we don’t use two MMFs, it is possible for the Parent process’s receive thread to read a message it just sent to the logger before the logger can get to it.  You could use a single MMF if you suspend the receive thread for the entire duration of sending messages, and then activate it to receive messages from the other side.  You just can’t have both reading and writing threads running concurrently on the same side using the same MMF.





