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Goals of document

1) Show how to make a group of pages available only after registration with built-in
authentication and registration mechanisms

2) Show to make specific pages available only to select users

3) Show to make specific pages available only to select roles



Using Built-in Registration and Authentication Mechanisms
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Name the controller ‘TestController’.
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Here the view is shown. An additional heading has been added (This is a test page).
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Run the application and navigate to /Test/Index as shown:
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To add the requirement of user authentication to view a page, we will use the [Authorize]
attribute as shown :
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The above should not allow any user to view page /Test/Index unless logged in.

Run the application and navigate to /Test/Index.
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ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Leamn more »




The page is redirected to the login page.
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Log in.

Use a local account to leg in. Use another service to leg in.
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configured. See this article for details on
setting up this ASP_NET application to support
logging in via external services

User name
Password

Remember me?
Log in

SR if you don't have a local account

©2014 - My ASP.NET Application

Create a new account called ‘testUser’.

| Register - My ASP.NET Ap x |

€« C | [ localhost:1305/Accour

Register.
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After registration, navigate to /Test/Index
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Getting started

ASP.NET MVC gives you a powerful. patterns-
based way to build dynamic websites that
enables a clean separation of concerns and
gives you full control over markup for
enjoyable, agile development

Learn more »
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Get more libraries

NuGet is a free Visual Studio extension that
makes it easy fo add, remove, and update
libraries and tools in Visual Studio projects

Learn more »

Web Hosting

You can easily find a web hosting company
that offers the right mix of features and price
for your applications

Learn more »

Now the user is logged in, /Test/Index can be viewed.

C' [ localhost:

Index

© 2014 - My ASP_NET Application




Add another action to the TestController called ‘Foo’.
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An additional heading has been added to the new page (Foo : test page).

Foo.cshtml + X PUEERS]] TestController.cs Your ASP.NET application Solution Explorer

+ ® o-2ndm &=

ViewBag.Title = "Foo"; Search Solution Explorer (Ctrl+;)

J %1 Solution 'RolesDema’ (1 project)
<h2>Foo</h2> 4 ] RolesDemo
b & Properties
<h&> Foo : test page </h&> b =B References
= App Data
b1 App Start
3 Content
4 Contraollers

-

& AccountController.cs

-

©* HomeController.cs

-

c* TestController.cs
fonts

Models

Scripts

AT v

Views
Account
Home
Shared
Test
i@ Foo.cshtml
@) Index.cshtml
[&] _ViewStart.cshtml
¥ Web.config
B favicon.ico
41 Global.asax
4§21 packages.config
I Project_Readme.html
c* Startup.cs
¥ Web.config

AT v

-

- v

The [Authorize] attribute can be applied to the Controller as well. That will affect every action in
that Controller.

Remove the [Authorize] attribute from the Index action and add it to the TestController as
follows:
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Run the application, and navigate to /Test/Index :

| Home Page - My ASP.NE x"._\
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ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Learn more »

Navigation to /Test/Index redirects the page to login page.

———————=———. . e g
| Login- My ASP.NET App % |

€« C' | [ localhost:1305/Account/Login?ReturnUrl=%2FTest%2FIndex 0=

Log in.

Use a local account to log in. Use another service to log in.

There are no external authentication services

configured. See this article for details on

setting up this ASP.NET application to support
Password logging in via external services

User name

Remember me?

Login

Reqister it you don't have a local account

©2014 - My ASP.NET Application

Now try navigating to /Test/Foo. Since the attribute was applied to the controller, this
navigation should also redirect to login page if user is not logged in.
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ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications

using HTML, CSS and JavaScript.

Learn more »

Navigation to /Test/Foo redirects to login page.

| Login - My ASP.NET App| x

« C | [I localhost:1305/Account/Login?ReturnUrl=%2FTest%2FFoo X =

| Log in.

Use a local account to log in. Use another service to log in.

User name There are no external authentication services
configured. See this arficle for details on
setling up this ASP.NET application to support

Password logging in via external services

Remember me?

Log in

Register if you don't have a local account

©2014 - My ASP NET Application

There are situations when you want to exclude some of actions, but still apply the [Authorize]
attribute to the controller. For this, the [AllowAnonymous] attribute is used.

Apply the [AllowAnonymous] attribute to the Foo action as follows:
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From the above, navigation to action methods other than ‘Foo’ should require authentication.

Run the application and navigate to /Test/Foo:

Home Page - My ASP.NET x |

C [ localhost:1205/Test/Foq|

.~ ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Leam more »

The page is accessible even though user is logged out, because of the [AllowAnonymous]
attribute.

Foo - My ASP.NET Applic. x "-.k

« C' [ localhost1

Foo

00 - fest page]

‘ © 2014 - My ASP.NET Application



How to make specific pages available only to select users

For this demo, we need to create two test users. Run the application and click Register.

'Y Bones 9 @ L ] [ESREEE >

| Home Page - My ASP.NET x |

« C [ localhost1305

[
F
ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Learn more »

Register a user named ‘admin’.

' Register.

Create a new account.

User name admin

Password =~ seeeesees

Confirm password | ssseeeens

Register

© 2014 - My ASP.NET Application




After registering ‘admin’ user, register another user named ‘employee’.

12 Rericher - M ASE MNET A 3 e . = | B |t
| Register - My ASP.NET Ap x |

€« C [ localhost:1305/Account/Register el =

Register.

Create a new account.

User name employee ‘

Password | seeeees
Confirm password | «eeeed |
Register

© 2014 - My ASP.NET Application

To specify which users are allowed to view a page after authentication, we use the [Authorize]
attribute, and specify a comma separated list of users.

Remove the [Authorize] attribute from the TestController.

Add the [Authorize (Users="admin")] attribute to Foo action method to specify only ‘admin’ user
can view that page after logging in.
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using system.Collections.Generic;
using System.Ling;
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Scripts
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Run the application and navigate to /Test/Foo.

HomePage - My ASP.NET X |

( I c

[ localhost1305/Test/Fool =

ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Learn more »

Because of the [Authorize] attribute, the page is redirected to login page.
Login as the ‘admin’ user.

_F—EEL_J

| Login- MyASP.NET App x §

- C' | [4 localhost:1305/Account/Login?ReturnUrl=%2FTest%2FFoo el

Log in.

Use a local account to log in. Use another service to log in.

There are no external authentication services

User name admin
configured. See this article for details on
setting up this ASP.NET application to support
Password | eeeeeee logging in via external services

Remember me?

Login

Register if you don't have a local account

@ 2014 - My ASP.NET Application

After logging in, the ‘admin’ user can view the page.

"1 Foo - My ASP.NET Applic. x \

‘ €« C | [} localhost:1305/Test/Foo &
I

Foo

00 : test page)

© 2014 - My ASP.NET Application




Log out the ‘admin’ user. Navigate to /Test/Foo as follows:

s

HomePage - My ASP.NET % |

( I c

[ localhost:1305/Test/Foo|

ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Learn more »

The page will be redirected. Now try logging in as ‘employee’. Since ‘employee’ is not in the list
of allowed users, even after logging in, ‘employee’ must not be able to navigate to /Test/Foo.

" | Login- My ASP.NET App x \

L C' | [4 localhost:1305/Account/Login?ReturnUrl=%2FTest%2FFoo w5 =

Log in.

Use a local account to log in. Use another service to log in.

There are no external authentication services

configured. See this article for details on

setting up this ASP.NET application to support
Password | seeeeed | logging in via external services

User name employee

Remember me?

Login

Register if you don't have a local account

@ 2014 - My ASP.NET Application




Now try navigating to /Test/Foo. You will observe that the page is navigated to the login page
again, even though the ‘employee’ user is logged in. It won't allow the navigation to /Test/Foo
unless a user in the [Authorize] attribute list is logged in.

Log in - My ASP.MET App % |

| & C' | [1 localhost1305/Account/Login?ReturnUrl=%2FTest%2FFoo i

Hello employee!

l Log in.

Use a local account to log in. Use another service to log in.

There are no external authentication services
configured. See this article for details on
setling up this ASP.NET application to support
Password logging in via external services

User name

Remember me?
| Login

| Reqgister if you don't have a local account

© 2014 - My ASP.NET Application

Log in as the ‘admin’ user again.

Log in - My ASP.MET App| %

| & C 4 localhost:13

Log in.

Use a local account to log in. Use another service to log in.

[admin) There are no external authentication services
configured. See this article for details on
setting up this ASP.NET application to support

Password | seeeeeees logging in via external services

User name

Remember me?

Login

Reqister if you don't have a local account

© 2014 - My ASP NET Application




It can be observed that the navigation was allowed, once a user in the list logged in.

. . o — .

" | Foo- My ASP.NET Applic. x |

‘ €« C [} localhost:1305
|

Test/Foo

Foo

© 2014 - My ASP.NET Application

To allows both ‘admin” and ‘employee’ users to view that page, edit the ‘Users’ list in the
[Authorize] attribute of the Foo action method and add ‘employee’ to that list as follows:

Foo.cshtml Index.cshtml Tesl(ummllﬂ.(s Balbd Vour ASP.NET application ~  Solution Explorer
‘cRulesDan_m Controllers TestController - @ Foof) - @ e-reuan o pE
using System.Collections.Generic;
using System.ling;
using System.Web; R Solution ‘RelesDemo’ (1 project)
using System.Web.Mvc; 4 F] RolesDemo
b & Properties
=Inamespace RolesDemo.Controllers I b am References

+
o | Search Solution Explorer (Ctrl+;)

App_Data

B public class TestController : Controller b App Start
I 3 Content

= ' 4 L. Controllers

I [/ GET: [Test/ c* AccountController.cs
c#* HomeController.cs
El public ActienResult Index()
{
return View();

v w -

c# TestController.cs
fonts
Models

} Scripts

AT T

Views

[Authorize(Users="admin,emplayee”)]| Account

= ublic ActienResult Foo
4 0 Shared

{
return View(); =t
} [® Foo.cshtml

¥ @] Index.cshtml

} [@ _ViewStart.cshtml
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favicon.ico
&) Global.asax
§7) packages.config
5 Project_Readme.html|
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Run the application and navigate to /Test/Foo.
o [ 1) ||
| HomePage - My ASPNET x |\
( C | [} localhost1305/Test/Foo) =

ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications
using HTML, CSS and JavaScript.

Learn more »




It will be redirected to login page.

Login as the ‘employee’ user.

Log in - My ASP.NET App| x

<« C' | [1 localhost:1305/Account/Login?ReturnUrl=%2FTest%2FFoo w =

cation name

. Log in.

Use a local account to log in. Use another service to log in.

User name employee There are no external authentication services
configured. See this article for details on
setting up this ASP.NET application to support

Password | seeeee | logging in via external services

Remember me?
Login

Reqgister if you don't have a local account

© 2014 - My ASP.NET Application

Navigate to /Test/Foo, and the page will be displayed for ‘employee’ user.

SN o=
| Foo - My ASP.NET Applic. x

| € C [} localhost:1305

Hello employee!

' Foo

Foo:test page

| © 2014 - My ASP.NET Application




How to make specific pages available only to select roles

In Visual Studio 2013, the ASP .NET Web configuration tool was removed which assisted in
managing roles.

To complete this task, we have to manage roles by using an alternative method, by editing
some tables using SQL Server Explorer.

The tables we are interested in are:

1) AspNetRoles — stores role id and name
2) AspNetUserRoles — stores mapping of user id to role id
3) AspNetUsers — stores user id and user nhame

The first step is to create some users in the website. For the remainder of this task, it will be
assumed that the following users exist:

1) admin
2) employee
3) employee2

The first step is to open Server Explorer and get to the window where we can run some queries
in the tables.

Server Explorer appears as an option in the left column as shown:

FILE EDIT VIEW  PROJECT  BUILD

o - 32 e

LA

©  Foo.cshtml Index.cshtrmnl

i # RolesDemo.Controllers. TestControll

=

'g_ —lusing System;

o using System.Collections.
using System.Ling;

=] .

2 using System.Web;

o using System.Web.Mvc;

2

o —Inamespace RolesDemo.Contr

" 1

m

E J/ [Authorize]

o=

m

% - public class TestCont

1

Click and navigate to the Server Explorer and open the tables menu as shown:



LA
o

rver Explorer * = x j
Q e B
4 ¥ Data Connections
4 | DefaultConnection (RolesDema)
4 [T Tables
B _ MigrationHistory
R AspMetRoles
BR AspMetUserClaims
R AspMetUserLogins
BR AspMetUserRoles
BR AspMetUsers
Views

A A v

loyadsupabey xogoo|  1=1opdxg ssaaag

Stored Procedures
Functions
Synonyms

Types

A v S - S v

Aszemblies
= Servers

t- [@® SharePoint Connections
b mm Windows Azure

Right click and select new query.

4 RolesDeme - Microsoft Visual Studio G Y5 | QuickLaunch (CtrivQ) P - B x
FILE EDIT VIEW PROECT BULD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW HELP signin [

@-0 -2 @d 9 - | b GoogleChrome - ¢ - Debug - A _i n s
TR +[@ Indexg N @ e-eRadm o &= 2
4 g Data Connections f Search Selution Explorer (Ctrl+;) p- "

4 P DefaultConnection (RolesDemo) &1 Solution ‘RolesDema’ (1 project)

4 ] RolesDemo

Jopadsupabey xogjo0) siojdg nms ¢

M Add New Table
P Es b S Propeties
b BB As New Query e
b B Asp b wm References
b B9 A W Refresh App_Data
b B A K Properties Alt=Enter 2 3 App_Start
B Asphetl: b Centent
’ Vi e piroller 4 @l Controllers
: — b o AccountController.cs
b 1 Stored Procedures
b c* HomeController.cs
b Functions
r b o TestController.cs
b Tymnym b fonts
o b Models
b Assemblies
= b Scripts
b B Severs b e
I E® SharePoint Connections
b =2 Windows Azure 4 Account
- 1 b Home
b1 Shared
4 Test

@] Foe.cshtml
@] Index.cshtml
@1 _ViewStart.cshtml
42 Web.config
B favicon.ico
£ Global.asax
3 packages.config
) Project_Readme.html
€ Startup.cs
¥ Web.config

Solution Explorer | Class View

ErorList Output Find Symbol Results




First let's examine the 3 tables. Use select statements as shown below.

Foo.cshtml Index.cs

mf  aspnet-RolesDemo-20;

loyadsurafeq xogoo)

Fselect * from AspNetRoles;

select * from AspNetUserRoles;

select * from AspNetUsers;

In Server Explorer you can highlight and execute individual lines. The execute button is the
green play button in the top left corner.

4 RolesDeme - Microsoft Visual Studio G Y5 | QuickLaunch (CtrivQ) A - ®

FILE EDIT VIEEW PROJECT BULD DEBUG TEAM SQL TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP Sign in
- B -2 ¥ 9 - - P GoogleChrome ~ ¢ - Debug -

@ x

> Solution Explarer v 3Xx
@ o-2a &=

Search Selution Explorer (Ctrl+;) p-

Index.cshtml

3 Foo.cshtml
B v ¥ aspnet-RolesDemo-201403140120;

saudoig

s

Exccute (Ctrl-Shift-E)
&1 Solution ‘RolesDema’ (1 project)
4 ] RolesDemo
b K Properties
=n References
a4 App_Data
select * from AspletUserRoles; » App_Start

Jopadsujabieg  x0qjoo)

Fselect * from AspletRoles;

b 1 Content
select * from Asplletlsers; onten
4 ] Controllers

e AccountController.cs

€ HomeController.cs
€4 TestController.cs
fonts

Models

Scripts

Views

Lv v

Account
Home
Shared
Test
@] Foe.cshtml
@] Index.cshtml
@1 _ViewStart.cshtml
42 Web.config
B favicon.ico
£ Global.asax
3 packages.config
) Project_Readme.html
€ Startup.cs
¥ Web.config

g

0% -
m§ New Connection Opened (LocalDb)\v11.0 (1.0 SP1) | Lusitania\TA Grading (53) | aspnet-RolesDemo-20140... | 00:00:00 | Orows  Solution Explorer  Class View

ErorList Output Find Symbol Results




-select * from AspNetRoles;

select * from AspNetUserRoles;

select * from AspNetUsers;

100 % -

S T-50L T EH Results Message

ld Mame

-lselect * from AspNetRoles;

select * from AspNetUserRoles;

select * from AspNetUsers;

0% -

5 T-50L T B Results

Userld Roleld

Slselect * from AspNetRoles;
select * from AspNetUserRoles;

select * from AspNetUsers:

100% -

S T-50QL T+ B Results Message

Id

| 009e87dd-7c36-4729-8eab-776f 19 289d9
4d33b74-51e2-478-9504-33ecfa7h4e3b
64682311-5437-445a-h696-2234b 4 8fbc 1o
b20de Fa-ef30-4b70-959d-87ab3c 836223

o pa —

UserName
admin
testUser
employes
employee2

Message

PasswordHash

AQo0Z5Rd 7agoCOk 7B61 /AP BUSZkb Xzbz SNy 7WQhazPm-+E. ..

ABzLuH3N8Yx 0y TEuch50CS TS/ ZhESP +4XVOAdr/GGSrLtP5h1T...
AKUvBBok FTXb 7P X4G]8spPs TI2F+0 5Pw Tk ZyrGMgrO2GBPv7 ...
AlJOEMJelW10hjrHFOHuSfBjno 5iRdXBo+ale TdQ InZ05FNVZTIH. .

Security Stamp
de333473-135-47d7-Hb59a3-2c80c 7442 1be
16df5549-8b66-4d22-8464-1cF9FI78a7
384%ee5-1572-4250-940a-4b 235552 3619
ObcZaat8-a181-4f4d-a87e-d21af205c15a

Discriminator

ApplicationUser
Application User
Application User
ApplicationUser

As can be seen, the AspNetRoles, and AspNetUserRoles tables are empty, whereas the
AspNetUsers contains details about the current users.



In this task, we will create two roles, namely admin and employee and assign them to users as
follows:

1) admin user -> admin role
2) employee & employee2 user -> employee role

The next step is to create the two roles, admin and employee.

Use insert statements as shown below:

—Iselect * from AspNetRoles;
select * from AspNetUserRoles;
select * from AspNetUsers;
insert into AspNetRoles(Id,Name) values(1, 'admin');

insert into AspNetRoles(Id,Name) valuesiz,'employee'}ﬂ

Execute the insert statements (you can highlight them both and click the execute button).

—Iselect * from AspMetRoles;
select * from AspMetUserRoles;
select * from AspNetUsers;
ﬁnsert intoc AspNetRoles(Id,Mame) values(1, 'admin');
insert into AspNetRoles(Id,Mame) wvalues(2,'emplaoyee'];
100 % -
S T-50L t Message

{1 row({a) affected)

{1 row({a) affected)



Check the contents of the AspNetRoles table.

-lselect * from AspNetRoles;
select * from AspNetUserRoles;
select * from AspNetUsers;

insert into AspMetRoles(Id,Name) wvalues(1, 'admin');

insert into AspMetRoles(Id,Name) wvalues(2, 'employee'];

H B Results Message

employes

The next step is to identify the user ids we want to map.

Record the user ids of the desired users somewhere (in this demo, those are just pasted in the
same window to keep track of them).

—|select * from AspNetRoles:
select * from AspNetUserRoles:
select * from AspNetUsers:
insert into AspNetRoles(Id,Name) values(1, 'admin');

insert into AspNetRoles(Id,Name) values(2, 'employee');

100 %
ST-5qL A F Results Message
Id UserMame  PasswordHash SecurityStamp Discriminator
1 00987dd-7c36-47e9-Beab-77639:285d9  admin AQ0Z5Rd70goCOK7BE1 A/ QP BUSZkb X2z SNy 7WChazPm+E...  ded33473-1¥547d705%a3-2c80c74421bc  ApplicationUser
2 4d33b74-91e2-4778-9504-33ecfa7h4e3b  testUser AHzLUH3NE YDy TELChB0CI TS/ ZhEBP+4XVOAdr/GGSrLtPBh1T...  16df5549-8b66-4d22-8464-1c0FS0F978a7 ApplicationUser
3 64682311-5437-4453-0696-2234b48bclc  employee  AKUvEBokKTXb7PX4Gj8spPsTI2F+05Pw TkZywGMgrO2GEPYY...  384%ee3-157e-4258-940a-4b23559c3619  ApplicationUser
4 b20de Fa-ef30-4b70-959d-87ab3c83622a  employee2  AlJDEMJelW10hirHfOHuSfBjno5iRdXBo+ale TAQ InZOSFNVZTIH...  ObcZaab8al181-4f4d-a87ed21af205¢15a

ApplicationUser



select * from AspNetUsers;

insert into AspNetRoles(Id,Name) values(1,'admin');

insert into AspNetRoles(Id,Name) values(2,'employee’);
Sladmin - 889e87dd-7c36-47e9-8eab-776T392289d9

employee - 64682311-5437-445a3-b696-2234b48Tbclc

employee2 - b2@de7fa-ef9@-4b7@-959d-87ab3c83622a

100 % -
ST-50L LA FH Results Message
Id UserName  PasswordHash
1 009e87dd-7c36-47e5-8eab-77639285d3  admin AQ0Z5Rd7qgoClk7BE1 A/ QP BUBZb Xz SN 1y TWQhazPm+E...
2 4d33b74f-91e2-4778-9304-332cfa7hdedb testlser ABlzLuH3NEYxyi TEuchB0CH TS/ ZhEBP+4XVOAdr/GGSrLEPER1T...
) 64682311-5437-445a-b636-2234b48fbc1c  employee  AKUvBBok i TXb7PX4G)BspPsTI2F+05Pw Tk ZyrGMgrO2GBPYT...
4 | b20deFa-f30-4b70-959d-87ab3c836225 : employes2  AlJDSMJe!W10hjrHfOHUSfBjno5dRdXBo+ale TdQ InZOSFNVZTIH...

SecurityStamp
de333473-1¥5-47d7b%a3-2c80cT442 1be
16df5549-8b66-4d22-3464-1c0F30F978a7
384%eee5-157e-4a58-940a-4b 235553619
Obc2aa58-a181-4f4d-a87e-d21af205¢ 15a

Discriminator

ApplicationUser
Applicationlser
ApplicationUser
ApplicationUser

The next step is to insert the mappings between user id and role id. From before, we inserted

the role ids:

1) admin role ->id 1
2) employee role -> id 2

employee - B4682311-5437-4453-bB96-2234h48fhclc

employee2 - b2@8de7fa-ef98-4b70-959d-87ab3c33622a

insert intoc AspMetUserRoles(UserId,Roleld) values('@@89e87dd-7c36-47ed-Beab-776T392289d9",1);

insert intoc AspNetUserRoles(UserId,Roleld) values('64682311-5437-445a-b696-2234b48fbclc’, 2);

insert intoc AspMetUserRoles(UserId,Roleld) values('b28de?fa-ef9@-4b78-959d-87ab3cB3622a",2);

Execute the insert statements.



—IdUINLr - WSRO SUL - LD S/ EY - ogdU - A D DOEL0DUD

employee - 64682311-5437-4453-b696-2234b48fhclc
employee2 - b2@de7?fa-ef29@-4b78-959d-87ab3c83622a
insert into AspNetlUserRoles(UserId,Roleld) values('@89e87dd-7c36-47e9-Beab-7761392289d9",1);
insert into AspNetUserRoles(UserId,Roleld) values('G64682311-5437-4455-bE06-2234b48fbclc’,2);

insert into AspNetUserRoles(UserId,Roleld) values('b2@8de7fa-ef98-4b78-959d-537ab3c83622a',2);
|
100% -
5 T-50L t Message

{1 row{a) affected)
{1l row{s) affected)

{1 row({3a) affected)

Check the contents of the AspNetUserRoles table.

-lselect * from AspNetRoles;

select * from AspNetlUserRoles;

select * from AspNetUsers;
insert into AspMetRoles(Id,Name) walues(l, 'admin');

insert into AspNetRoles(Id,Name) wvalues(2, 'employee');
100 % -
5 T-50L T+ HEH Results Message
Userld Roleld
1 | 009e87dd-7c36-47e9-Beab- 776396 289d9 1
2 B4682311-5437-445a b696-2234b 48 b1 2
3 b20de Fa-=f50-4b70-955d-87ab3cB36228 2

Now our user to role mapping is complete.

The last step is to use these roles in Authorize attribute. Edit the Test Controller as follows
(replacing a user list with role list):



SQLQuery3.sgl * Foo.cshtml Index.cshtrmnl m

*z RolesDermo. Controllers. TestController

—lusing System;
using System.Collections.Generic;
using System.Lling;
using System.Web;
using System.Web.Mvc;

—Inamespace RolesDemc.Controllers
1
/i [Authorize]
= public class TestContreller : Controller
1
- ff
/S GET: [Test/

= public ActionResult Index()

1
¥

return View();

[Authorize{Roles="employee™}]
// [AllowAnonymous ]

= public ActicnResult Foo()

1
H

return View();

This should only allow users in employee role (employee & employee2) to view the result of Foo
Action method.

Run the application and login as employee user.



- - = M »

Log in - My ASP.NET App %

<« C' [ localhost1305/Account/Login

Log in.

Use a local account to log in.

User name employee
Password | eeseees |

Remember me?
Login

Reqgister if you don't have a local account

D 2014 - My ASP.NET Application

Navigate to Test/Foo as follows:

,. L4 . - - Al - E
/ | Foo- MyASP.NET Applic. x \ |

€« (< lllliocalhost:1305/Test/Foo

Foo

Foo :testpage

‘ ©2014 - My ASP.NET Application

As expected this user can view this page. Repeat the test for employee2 user.



- i — - Y _—
| Foo-MyASP.NET Applic. x \ |

L CBIE] 0calhost: 1305/ Test/Fog

Foo

Foo:testpage

© 2014 - My ASP_NET Application

As expected, users in employee role can access the page.
Now let’s test the admin user, which belongs to admin role.

Login as the admin user:
L -

Login - My ASP.NET App. % | |

€« C' | [3 localhost:1305/Account/Login

Log in.

Use a local account to log in.

User name admin
Fassword SEEEEEEEW

Remember me?
Log in

Reqgister if you don't have a local account

@ 2014 - My ASP.NET Application



Navigate to Test/Foo.

- - - wE] P
Login - My ASP.NET App' x \ |

€« C' | [ localhost:1305/Account/Login?ReturnUrl=%2FTest%2FFoo

Log in.

Use a local account to log in. Use another service to log in.

There are no external authentication services

User name : :
configured. See this article for details on
' setting up this ASP.NET application to support
Password logging in via external services

Remember me?
Login

Register if you don't have a local account

As can be seen, the admin user is not allowed to view the page. This is as we expected, given
we only authorized the employee role to access the page.



