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Use Cases:
Having a Component Server managing a large product’s code has several advantages. 

· Dependencies of modules can be assessed and considered when designing new modules to the project.
· Performing revisions or bug fixes on one module is facilitated by the “larger picture” of dependencies, showing where the change could cascade into other modules.

· The testing plan can be formulated by observing the dependencies, effectively blocking off modules, programs, then the system itself.

· The manifest files that make up the branch nodes of the tree create a collection of documentation useful in understanding the system as a whole.

Assuming an average module size of 500 lines of code, an average system size of 7500 lines of code, the average system would have 25 modules. However, large scale coding projects in industry can exceed 750,000 lines of code. This would result in 1500 different modules! Additionally, a modest guess of 3 dependencies per module results in 4500 dependencies to consider when making changes to the system.  An automated method of tracking and organizing this large number of files, their dependencies, and the changes made to them is unquestionably needed for systems of this scale.
Goals:

The goal of creating the Component Server is to have a project file server used during integration of software developed by several teams for a large project. Because large projects often have several different teams working with software developed by other teams, a hierarchal organization of the system must be maintained. The file server will manage several versions of code that the teams can work with as they discover latent errors and performance problems.  
Critical Issues:

In the design of this Component Server, the most important elements of the design are going to be:

· How many servers are needed to serve the entire team of programmers making requests in an average work day? (Bandwidth and processing issues.)

· How many simultaneous client connections can one server handle? (Bandwidth, timing, and processing issues.)

· How many threads will be running on the server side? How many threads on the client side? (Processing and virtual memory issues)

· How many queues will be present on the server? Will one queue handle ever client? Or will each client have its own dedicated queue? (Memory and timing issues.)

Estimate of Load: 

Earlier, I approximated that there would be as many as 1500 modules in a single system. Each one of these modules would have a manifest of varying size. Roughly, we can divide the requests for manifests into three different levels, starting with the module request. This request only requires the transfer of the requester’s manifest. The next level of request is a program request. This requires the transmission of the manifests of every module in that program, along with all the versions. Finally, the request of a complete system manifest can occur, resulting in the largest transfer of data. We will now examine the likely frequency of each type of request.
Frequency of requests by type

Manifest level: The most common request. The designers will be working at this level the most. A request here results in the manifest (containing all versions) for a code file being transferred to a client. We can assume that this request makes up 80% of the requests handled by the server.

Program level: This transfers every manifest of every version in a program. The file size is larger, but the frequency of this level should be lower. A safe estimate would make this 15% of the requests.

System level: The entire system is sent in this request. By far this is the heaviest file to transfer, but it is also infrequent. This would make up 5% of the requests hypothetically.

Approximate size of each type for the example system*
Module – 996 bytes < 1.0KB  = size of one module
Program – 8,741 bytes ≈ 8.5KB   =one program, with three modules and three revisions beneath it
System – 17,469 bytes ≈ 17.0KB   =one system, with two programs beneath it
The relationships show that one level is approximately a factor of the number of branches below it. In the example, 8741 ≈ (3 x 3 x 996) and 17,469 ≈ (2 x 8,741).

The example system has 5 different code modules, or is about .3% the size of a 1500 module. Scalability isn’t exactly linear with the manifest documents because when you add modules, you often place them in the same programs as are currently created. Many manifests can be simply added onto, rather than new files being created. We’ll say that the module size number needs to be scaled by ≈ 300. Underneath programs, 97 modules are added (making the total number 100). Finally, there are 8 programs added to hold the additional code (making 10 total programs). These numbers scale like this now:
Module – 996 bytes  x 300 ≈ 290.7KB
Program – 290.7KB x 100 ≈ 290700KB ≈ 283.9 MB
System –  290700KB x 10 ≈ 2907000KB ≈ 2.8 GB!!
On a LAN, you can expect 100MB/S transfers, meaning that, assuming the server was in the office, average download times look like this:

Module – 290.7KB/100MB/s = .0028 s

Program – 283.9MB/100MB/s = 2.839 s

System – 2.8GB/100MB/s = 28.389 s
The average time to transfer a complete manifest per file request is 80%(.0028) + 15%(2.839) + 5%(28.389) =  1.847 s

At 9AM when everyone is requesting updated manifests, the load on the server’s subnet will get quite high. Therefore, a server farm should be used with a centralized server handling manifest requests, and then load balancing the file transfers between the slave servers. 

Conclusions from Load Analysis:

· A locally cached System Manifest, updated nightly, is needed to reduce the average transfer time during working hours to 0.570 s. 

· A remote Component Server would result in long transfer times; most notably program manifests (20% of requests with cached system manifests, 283.9 seconds using assured 1MB/s connection to server).

· A server farm is needed to avoid congestion on the file serving subnet during peak request hours. However, the administrator of the system must ensure that all served versions are the same.
The diagram on the next page shows the layout of the server farm and the method by which requests are responded to. When a request comes in to the master server, it sends it to the server that currently has the least amount of traffic. When loads are high, one slave server can still transfer to multiple clients at high rates with less traffic on its own subnet.
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The main processes in the system are the communication enabling processes. They are supported on the server side by the file update process which interacts with the database to manipulate and retrieve desired manifests. 
Threads and Queues:
For the each server that is part of the server farm, there will be 3 threads active. One thread is the main thread that handles the processing and the user interface. Another thread is responsible only for grabbing incoming messages and stuffing them into a queue. When prompted by the main thread, this receive thread will pass along the oldest message in the queue to the main thread that will process it. This is important because requests for service could theoretically come in so fast that messages would be lost if the main thread had to catch requests and process them.
The third thread works like the receive thread, but instead handles sending the data out of the machine. In this case, this send thread has a queue that is full of information and a destination (IP address) to send the data. 
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Because I’m recommending a server farm for distributed file serving, each machine will have a lesser load on it. This enables one receive queue and one send queue for ever client connecting to the server. The queue should be large enough to store more information than could be ever requested so that the queue does not overflow. When a file transfer is requested, the manifest file should be broken into chunks, placed in the send queue, and sent out when its turn arrives. 

Message transfer:

Being driven by a GUI, the messages being transferred are asynchronously sent, so the socket applications run in the background. The main thread knows there is a message waiting when a blocking call occurs. It then receives the message and processes it. Because multiple clients are able to connect to the server, the server component manages simultaneous connections with many different clients, starting a new thread instance for each connection. 

User Interaction:
The user has the ability to request manifests, store manifests, delete unwanted entries, and create a new manifest entry. When a new entry is desired, the server just inserts the file into the appropriate section of the XML representation of the system. As with any change, the server will keep the old copy as the correct version, with the new version in a “holding tank” until a higher authority deems it acceptable for use in the system. The actual XML document will be a tree-structure as seen below.
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<system=My example system</systerm>
- <prog number="1">
~ <program version="1.0.prg">
<change>added code</change>
- <mod number="1">
- <module version="1.0.mod">
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The user’s activities are mapped out in the activity diagram on the next page.
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XML Message Structure:
All messages passed between the client and server will have an XML format. The tags that are present on each side of data will indicate to the server what the nature of the client’s request is. Then a class of functions to handle every message request will consist of decoding abilities and then calls to the appropriate functions to perform the task. Messages will look like this:

<sendfile>”filename”</sendfile> for a file transfer

<version>”versionnumber”</version> for specifying the version in a new file

Risks and Concerns:
· Is the server farm method too complex? Is it really needed?

· Will the master server perform well under a heavy load of requests?

· Security is an issue. With proprietary software and intellectual property being available on the network, is it possible to allow legitimate users access the code while preventing industrial espionage?

Analysis of Concerns:
The added complexity of the server farm as opposed to a single server is undeniable, but necessary. The load analysis proves that the serving of files must be spread out as to not be hindered by a clogged subnet.

The substance of a request is fairly simple and straightforward. Ten lines of XML should be able to completely encapsulate a request. Therefore, this results in a small file being transmitted to the server. The uploads are infrequent enough as to not pose a problem either.

Security is the biggest concern with this system. Users must be authenticated through an extensive process. I recommend having a certificate authority on the network to implement a secure private key/ public key transmission protocol. The encryption that this system provides would eliminate the possibility of an employee using software to sniff network traffic and view the plaintext xml messages.
I also believe that there should be an authentication method. This could be as simple as a user/password requirement, but this runs the risk of users with weak passwords. Kerberos is a network authentication protocol that will ensure that access to the code is legitimate.

Appendix A
This is an example system from class. It was used to approximate manifest file sizes.
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Appendix B
These are the test XML files created to determine the approximate sizes for each type of client request. Due to their size, they accompany this document in the zip file.
Module.xml – 996 bytes < 1.0KB

Program.xml – 8,741 bytes ≈ 8.5KB 

System.xml – 17,469 bytes ≈ 17.0KB

*see representation of the system in appendix A
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