Remote Collaboration System

(SWCollab)

Preliminary Architectural Concept

Project #5

Saket Satta

CSE681 – Software Modeling & Analysis

Version 1.0

14 December 2002

Table of Contents

· Executive Summary.…………………..……………………………………………………………….
3
· Introduction ……………………………..……………………………………………………………….
5
· Use Cases  …………………….………………………………………………………………………….
5
· Critical Issues……..………………………………………………………………………………………10
· Client/Server Model Overview… ……………………………………………………………………18
· Client Architecture..……….………………………………………………………………………..…..22
· Client Design…....………………………………………………………………………………………..26
· Client sub-systems………..……..………..……………………………………………………….….31
· Server Activities..……………………………………………………………………………………..….74
· Server Architecture..……….………………………………………………………………………..….76
· Conclusions…………..……….………………………………………………………………………..….77
· Appendix A – References……………………….…………………………………………………....80
· Appendix B – Component Server Summary…………………………………………………....81
· Acknowledgements..……….…………………………………………………………………..……..87

Executive Summary

SWCollab system will be used to support collaboration between teams of software developers working on a common project, possibly from different locations and connected by a corporate network or the internet. SWCollab will allow team-members to discuss and develop concepts and code by communicating ideas through text-messages and diagrams and collaborate on source code and other documents pertaining to a project.

The SWCollab will consist of a multi-threaded server that uses .NET Remoting model. Many different clients can log on to the server concurrently. Their requests are queued according to a high-priority/low-priority model and serviced by a worker thread on the server. 
The following were the main decisions after analysis of critical issues:

Use of a client-side caching system

Use of priority queues

Pooling of threads and queues per project

Use of robust security system – user based roles and encryption 

Use of server-activated singleton object

Limiting packet sizes to 4KB

The following main sub-systems were identified on the client-side:
SWMessageManager

SWCacheManager

SWXMLManager

SWAnnotateManager

SWWhiteBoardManager

SWChatManager

SWSecurityManager

SWComponentServer

The following main sub-systems were identified on the server-side:
SWResponseHandler

SWFileServer

SWXMLManager

SWObjectServer

SWListServer

SWSecurityManager

SWComponentServer

For feasibility, a usage model and loading model was developed, and a prototype tested. Using a pessimistic model service rate was found to be inadequeate. However many solutions to remedy this were suggested and implemented.
Introduction

The goal of the SWCollab system is to support collaboration between teams of software developers working on a common project, possibly from different locations and connected by a corporate network or the internet. SWCollab will allow team-members to discuss and develop concepts and code by communicating ideas through text-messages and diagrams and collaborate on source code and other documents pertaining to a project. It will also provide a facility to review and add comments to components
 held on the component server. These comments will become a permanent part of the component and will aid in future software development for the organization. 

This kind of collaboration helps a software development organization manage workflow and quality of its source code and documents.  
Use Cases

Principal Users

The following are the principal users envisioned by this project:

Developers: use the program mainly to:

· View project related diagrams and specifications documents

· Discuss conceptual ideas and code snippets with peers by means of diagrams and chat messages in (near) real-time. Develop code by this means
· Markup code, design descriptions and component’s behavior prior to review

· Annotate components and documents after review

· Present ideas to Team Lead and get real-time feedback/approval

· Upload source code files, assembly files, and test drivers.

· Upload module interface and test data

· View module manifests 

· Review code and add annotations for own work purposes

· Extract code/documentation files and module manifests

· Ask for latest versions of module manifests

Team Leaders: use the program mainly to:
· Make presentations to the software architect and program manager

· Hold meetings with other team leads to discuss schedules, progress, integration etc.
· Have review sessions
 with developers to discuss specifications, component’s behavior, identify problems with code, develop and refine concepts (by means of diagrams, code snippets) etc.

· Integrate system interface, modules, diagrams and specifications documents into the component server

· Build sub-systems

· View project related diagrams, documents and source files
Software Architect: uses the program mainly to:

· Hold meetings with Team Leads to convey and develop architecture concept (including concept diagrams), discuss requirements and specifications

· Have review sessions with Team Leads and Project Manager where components maybe annotated

· Make presentations to Project Manager and Management

· Integrate components and identify problems with the same 
· Upload the architectural concept document, project interface and related documentation files (may include test data, performance reports etc)

· View prg and sys manifests

· Extract prg and sys manifests and included files

· Ask for latest versions of sys manifests

· Create prg manifest

· Build projects

Project Manager: uses the program mainly to:

· Hold meetings with Software Architect, Management and Clients to discuss requirements and specifications

· Make presentations to Management and Clients

· Have review sessions with Software Architect and Team Leads to discuss component integration, qualification testing and identify problems
· Ask for latest versions of prg manifests

· View prg manifests

· Extract prg manifests and included files

· Upload additional documentation for project (may included spec reports, version details, archiving details)

· Create new version of prg manifest

Administrator – will use the system to:

· Delete files from the system on request from authorized individual

· Add to and modify list of individuals allowed to access components and level of access

· Monitor attempted hacks and take steps to minimize damage caused
· Review projects with project manager for archiving purposes once they have been shipped


Quality assessment personnel may hold reviews with project manager and software architect to discuss quality control issues.

Senior-level managers will use the system to:

· Hold meetings and reviews with the project manager, software architect and clients.

· Review documentation, specifications, code

SWCollab Services

Identification of principal users and their needs shows us that SWCollab will have to perform a number of services that are listed below.
For the component server services, SWCollab will have to:

· Provide methods for extracting, viewing and creating components

· Provide methods for building files in the components

· Provide methods for uploading components and files

· Keep several versions of the components accessible to multiple users of project teams. This is because the individual project components will not be used in isolation by a team. Most teams will be developing software used by other teams.  Sometimes, the developers need to change the software on account of errors, incompatibilities between components, and performance problems. One team might be ready to use the new versions but another may still need the old versions for some time. 

· Ensure that when the source file is changed, the related components are not changed

· Create a user stamp for each user made manifest file to ensure only owner can make a new version

· Maintain a data structure of when user last accessed component server and which components that have been added and that they need now
· Have all components and related files accessible by a single command

For the annotation services, SWCollab will have to:
· Provide a method for creating an annotation document on the client

· Allow user to markup code, design descriptions and component’s behavior prior to review

· Allow user to annotate components and documents after review. This can include annotations for personal use as well as for use by other organization members

· Display views of unchanged document/code, new document/code and unchanged document/code with highlighted changes

· Provide a method for attaching an annotation document to the server’s component.

· Allow client to retrieve and save an annotation document

· Allow a client to see the status of an annotated document

For review services, SWCollab will have to:

· Provide a tool that supports the drawing of diagrams and inclusion of text

· Supply a tool for viewing complex drawings and documents held at a remote site and being edited by other users in (near) real-time
· Provide a facility for managing telephonic conference calls between users
· Allow for virtual meetings where presentations can be made

· Supply a means for informing work-group members of rendezvous time, current participants, writer ownership, security breaches and errors
· Provide a multi-person messaging system where participants can communicate in real-time with individual participants or a whole workgroup by text messages

Apart from these, for core services SWCollab has to:
· Provide a standard for renaming new versions of components and documents

· Provide a robust means of communication of diagrams (line-by-line), text messages, binary files between the central server and all clients

· Have a standard for interpreting various commands and responses

· Provide a central standard time that is used to make decisions on time-critical processes

· Ensure that in case of broken connections, valuable data is not lost i.e should provide a means for caching

· Cache data to minimize network traffic and latency – this also entails ensuring cache consistency
· Allow authorized users to maintain a list of projects, subscribers to these projects and their level of access

· Allow administrators to delete files, components and make changes to the same

· Manage access based on user role

· Archive old versions of components after certain depth

· Provide a means of securing all data from internal or external security threats – this includes emergency measures when hacks are detected

· Ensure that internal communication is not being monitored by unauthorized persons

Usage Model 

We assume that users of this system are as follows:
Developers: 1000

Team Leads: 100

Management, Software Architects, QA personnel, administrators: 400

Assumption of usage for the loading model is that 1000 clients login between 9 AM and 10.30 AM. Of these, 750 are developers, 75 are teams leads and 175 other members of the organization (not necessarily different users i.e. same user makes request more than once). From this composition we guess that in the space of 1 and half hours Between them, these users make the following types of requests:
400 requests for viewing manifests (300 modules, 80 programs, 20 systems)
100 requests for extracting manifests (80 modules, 15 programs, 5 systems)

50 upload requests

50 requests for creating annotated documents
50 requests for editing annotated documents

25 requests for retrieving annotated documents

25 annotation status requests

50 telephonic conversations (conferences)
50 chats

150 requests for viewing diagrams, Visio files and Doc files

50 diagrams being edited 
Loading Model 

Network load
We assume that 1 module contains 15 files and 5 modules, 1 program contains 100 modules, 1 system contains 10 programs.

The base entries (xml banner element, comments, author etc) in xml based manifest take around 200 bytes. Each entry for a file or manifest in an xml component takes around 30 bytes.
Thus, a module will be 200 + 20 * 30 = 800 B < 1 KB

A program will be 200 + 100 * 30 ≈ 3.2 KB

A system will be 200 + 10 * 30 ≈ 0.5 KB

Considering each file to be 500 Source lines of code, we have an average file size of 25KB.  

A request for a module will result in a response of 800 + 5 * 800 + 2* 800 (indirect dependencies, say) B ≈ 6.5 KB sized XML message and 15 + 5 * 15 + 2 * 15 (indirect dependencies, say)  = 120 files being sent back of size 25 KB each for a total of 120 * 25 = 3000 KB
A request for a program will result in a response of 3.2KB + 100 * 6.4KB =  643.2 KB sized message and 100 * 120 – 20 (for common files, say) = 10000 files of size 25 KB each =  250000 KB ≈ 244 MB
A request for a system will result in a response of 0.5 KB +10 * 643.2 KB ≈ 6.25 MB sized message and 10 * 10000 = 100000 files of size 25 KB each =  2500000 KB ≈ 2.38 GB !!
Server load

Based on the usage model, and some back-of-the-envelope calculations, in the space of one minute, the average user might be expected to make the following requests: 

Request to view 1 program manifest

Broadcast 4 chat messages

Update diagrams 1 time

Upload 1 file 
Make 1 phone connection

A prototype client-server application was setup wherein the client fired the above-calculated requests in the space of a minute. 
The average services times for these requests were as follows (in microseconds):

View program manifest: 72745
Broadcast 4 chat messages: 14619 each

Update diagram: 14619 (assumed same as chat message broadcast)

Make phone connection: 14619 (assumed same as chat message broadcast)

Upload file: 12398

Total service time is 0.172856 secs. Average service time per message is 0.172856/8 = 0.021 secs
In one sec 1/8 messages arrive. Therefore (1 = 0.133.
In 0.021 secs 1 request can be serviced. Therefore (1 =47.6

Assume service time is proportional to 1/n, where n is the number of concurrent clients (pessimistic), e.g.:

 

(n = (1 / n  and  
(n = n (1



Therefore, the load factor (n = (n / (n. For 5 concurrent clients, 

(n =  5 x 0.133 / (47.6 / 5) = 0.06 < 0.25. Thus the loading is ok for 5 concurrent clients. 
We can find the number of concurrent clients that server can handle by the formula

n2 = (1 x .25 / (1 = 89.46

Therefore n = 9.45

Thus we can support around 9 to 10 concurrent clients with this pessimistic model.

Note: Client and server machines were Intel-Pentium 4s running at 1.7 GHz.
The usage and loading models give us a good idea of the critical issues associated with the Collab system. These are enumerated in the next section.
Critical issues and tasks

High Network load and transfer times
Component-serving is undoubtedly the most data intensive activity for the system and hence we consider the transfer times for components on a 1.5MB/s internet line (internet model not implemented in this architecture but assumptions for sake of critical-case calculations):
For viewing components:

Module – 6.5 KB/1.5MB/s = .004 s
Program – 643.2 KB/1.5MB/s = .418 s
System – 6.25 MB/1.5MB/s = 4.16 s
For viewing the average request for a manifest according to the usage model will take 300/400(.004) + 80/400(.418) + 20/400(4.16) < .003 + .08 + .216 = .219 s. On average the transfer times will not be a critical issue for viewing of components; however the viewing time for a system component is unacceptable. Moreover if many systems are requested, the network would be become overloaded. An acceptable solution to this problem would be caching on the client. This is discussed briefly below and in detail later. Another solution is not giving all the components to the full depth of the component tree but only gathering the component names up until a certain level. Then if the lower level components are asked for, another request can be sent. We can also think of sending the information back in the form of files that can be opened and read rather than as messages. The advantage of this is that file transfer will be faster because of the use of write-back objects rather than messages which are queued and sent back.
For extracting components:

Module – 3000 KB/1.5MB/s = 1.89 s

Program – 244 MB/1.5MB/s = 162 s!
System – 2.38 GB/1.5MB/s = 27 min!!
For viewing the average request for a manifest according to the usage model will take 80/100(1.89) + 15/100(162) + 5/100(1624) < .003 + 24.3 + 81 = 105.4 s.

This is of course a totally unacceptable time under any circumstance. Granted that we have taken a pessimistic transfer rate, still it is possible that a client may be connected at this rate and we have to try and reduce this figure. One solution is to have client side caching. Whenever the client connects to the server, the server looks up the date of last connection by this client and sends all the manifests that the have been added to the project’s library. This way majority of viewing and extracting requests are fulfilled from the client’s cache. The only time that cache will not be able to fulfill the client’s request is when the server has not updated the cache at the time when client has a made a component request. We assume that this happens 10% of the time. 

Client-side caching

There are both advantages and disadvantages of using client-side caching. We can do a quick analysis of both and see if we can be convinced if it is a good idea for this project.

Advantages:

· Requests for files are usually fulfilled from the cache and we reduce network traffic, server load and increase response time in this method. The benefits are especially great for operations requiring extraction of components from the component server. Overall all the usability of the system improves

· Updating of the cache is done every night when there are no users of SWCollab so as not to affect the usability of the system for them. 

· There are operations in SWCollab where files are opened in read-only mode so the issue of write-through does not affect these operations

· We do not have to cache everything- we can find the operations that have a high data update probability and decide not to cache these to avoid double costs associated with write-throughs

· Nowadays with the great improvements and cost-reduction of hardware technology we can safely assume that client-machines will be powerful enough to perform the operations of SWCollab without usability problems

Disadvantages:

· For operations that requiring altering of the database, we end up doing the twice the work if use client-side caching (write-throughs). This is because whatever we save or change locally also has to be uploaded to the server. 

· Even after going to such lengths to minimize network traffic, server load and increase response time, if the file we request does exist in cache then we pass the request to the server. For some this requests and for some days this can happens many times a day. 

· The server has to access many hundreds of machines nightly when users are not there and know which files to send them

· There is a danger that a user tries to write to an annotation file that is already being used by another user. We would need to prevent this by providing a locking mechanism that tells the second user that the annotation file is already under use and who is using this. That way the second user could contact the first user having the lock to discuss the annotations and maybe negotiate for the lock.

· The client machine will have to do a lot more work if we decide to implement client-caching
Although firm conclusions can be made only after quantitative tests, this is not within the scope of a study of this nature and indeed is a complete study by itself. However, the above preliminary observations show that most of disadvantages are outweighed by the advantages or can be made less severe by some remedial course of action. Moreover some research on this topic shows that client-side caching has been found to be advantageous in certain environments. (A reference to this research is provided in the appendix)

Design Decision: Hence we decide to use client-side caching on the basis of this analysis. 

Versioning

We have seen that one system consists of files that add up to 3.84 GB. The versioning function provided by the component server makes a new version of a file every time that it is changed and uploaded by a user. It is reasonable to estimate that each file is versioned in this way around 10 times from the time that it is created to the time it is finalized. Thus each system will consist of files that take up of 38.4 GB on the server!! The growth of versions in this way would lead to high costs of hardware for this kind of storage and maintenance difficulties. 
One possible solution is that the user can ask the system to save the changed document or source code file (but not manifest) as a new version or to overwrite the old version. This may be dangerous in some cases since the user may mistakenly overwrite old versions that were to be kept or maybe at a later point of time were thought to be more useful than the later version. 
Another solution to this with regards to manifests is to allow the manifest to be open for additions without-reversioning. This can be done by a user with a higher level of authority. The system will start to re-version only when an authorized user marks the manifest as closed. Once the manifest is marked closed, it will stay closed.

One more approach is to provide a base-line validation system. In this system, authorized users take a decision as to whether a document or file should be kept and if so, it made into a base line that is versioned. Any intermediate files are not kept persistently and are not versioned.

Design Decision: In this system we will use a design in which the user can decide not to reversion a file but has to have permission to do so. This permission will be given based on the user level and maybe decision taken by a higher authority.

Client Service time
We have seen that the maximum of concurrent clients that our server can handle is around 10. We need to improve this number and there are a number of ways in which we can think of doing so:
· Server-side caching

If the requests made by different clients all result in the same xml response by the server then it is better to have the response cached once so that repeated requests can be served from the cache instead of being processed again and again. This will improve the service time dramatically for all such requests. To implement this in our design we will have to have a manager which keeps a certain number of requests and their responses in memory and checks all new requests to see if they can be serviced by old responses. A quick analysis of the type of requests and users (from usage and loading models) show that since there are many type of requests possible with different parameters and many different users envisioned, the number of hits (requests being able to be serviced by old responses) can be increased only if the cache is very large. In the author’s opinion, the cost of maintaining this server side will be too great for the benefits afforded.
Decision: We do not use server-side caching.

· Use a more powerful server
By making the server’s processor more powerful as well as by increasing its memory we can definitely increase its service time. This is an obvious but expensive solution. There are many other alternatives that we should try out first before adding to the hardware.

Decision: We will use the best server available within a reasonable budget but will look to other solutions before we increase the budget.

· Packet size
We can try to find the optimum packet size for use in our system. Results of a study done Srinivas Shrilangani, showed that in the environment his application was running under, as the packet size increases from 1024 to 4096 bytes there was a slight decrease in service time but with a further increase the packet size to 8192 there was an increase in the service time. The conclusions were that as the block size increases to a limit (there 4k) the efficiency of data transfer increase but packet size crosses the efficiency limit the response time increases hence efficiency deteriorates. So we can keep fix the packet size to be around 4K assuming that our system runs under similar conditions. However before we implement the system we will need to build a robust prototype to test the packet size for our conditions.
Decision: We will keep the packet size to 4K. We can do more tests to confirm this size as optimum. 

· Server-farm

In order to increase the number of clients that can be serviced effectively, we can think of a server farm with many servers having access to the SWCollab Server database. The primary server can decide which server can handle more clients and direct the client connection to these backup or mirror-servers. Alternatively, it can send a message to the client asking it to connect to a mirror server. This reduces the overhead on the primary server without adding too much code on the client side.

However, the disadvantage with this model is that it includes overhead of transferring requests from primary to slave servers and of deciding between different servers. 
Decision: A preliminary overview suggests that for this project, having a server-farm will add too much overhead (looking to the activities of SWCollab) 

Web Services vs Remoting
SWCollab may be run only on the corporate network or may use the internet. If it is used over the internet then we cannot use .NET Remoting and will have to use Web Services. For scalability issues, it is advisable to conform to the Web Services model, however, this will have an effect on the service time due to the overhead of SOAP protocol.
Decision: The project should ideally use the Web Services model since its advantages outweigh the disadvantages but due to time constrains, we base the present project on .NET Remoting model. 

Persistence of state between requests

For the operations of SWCollab server we need the information generated by one request to be available when the next request is made, even though it may be by another client. This is because we have to communicate between different clients and hence have to keep their references in memory. We need a way to achieve this persistence on the server.
The .NET remoting model provides a server-activated singleton object of which only one instance is created exists at any time and all clients are serviced by this instance. This object can thus be used to maintain state between requests and clients since it does not get collected at least until it lease expires and this lease can be extended infinitely. 
Decision: We use .NET Remoting’s server-activated singleton object

Queues on the server per project, pooling

We will have to maintain queues on the server since many clients will be making requests to the server concurrently and we have to make sure that neither requests no responses are lost. If we maintain a recvQ and sendQ for each client that connects, the number of queues generated as well as threads servicing these will become out of hand and consume enormous amounts of system resources. Hence we need to think of a better server side queue and thread model.
To reduce the number of queues, we can think of maintaining queues per project instead of per client. Whenever a client logs on, they will choose the project that they want to collaborate on. At this time all responses to the client’s request will be enqueued in a sendQ for the project queue. A dedicated thread will service these requests. Thus we can substantially reduce the number of threads and queues needed on the server.
The cost of this is the overhead associated with directing requests to the appropriate queues. More significantly, since one thread has to service more clients, the service rate may be reduced.
Decision: We allocate queues per project and not per client

Use of priority queues 

Requests such as broadcasting of chat messages have to be processed very quickly for them to have meaning. Other requests do not have such a high priority and can be given a lower priority to chat messages and diagram updates. Moreover requests such as extracting of system or program manifests take a long time to be processed and we cannot have chat messages being queued after such requests since there will be a significant delay in broadcast of the same and this will severely affect usability of the system. 
The problem naturally suggests the use of priority queues. Requests such as chat and diagram broadcasts can be enqueued in the high priority queue whereas low priority requests such as manifest view and extract can be enqueued in the low priority queue. The high priority queue is serviced more frequently than the low priority queue and hence the clients get responses to these requests very fast. Here, we have to take care that the low priority queue is not starved. For this purpose we can use some sort of queuing algorithm that ensures that this does not happen.
Decision: We use a low-priority queue for file-requests and a high-priority queue for chat messages, diagrams etc.

Back-up database
There are many events by which the original data stored on the primary server’s database is lost or corrupted. These include natural calamities, unintentional data deletion/data corruption by authorized users or by malicious users etc. 

A solution to this is to have one or possibly more backup databases that contain the same data as the original database. This of course means that the data has to be regularly copied to the secondary database. However, this activity can be done daily or weekly at a time when the primary server will not be attending to client requests. Hence it will not affect the service rates for concurrent clients. 

The only problem with the last option is that the data that was added to the database after the last major back-up would be lost in case of an accident. We could have the data copied to secondary database every time new data is added to the primary, but the performance hit would be too great for this option to be viable. 
A compromise would be to have a log file that maintains a record of the time, name and location of data added to the server. Then, when the server detects low number of client requests, it could see the last time it made a back-up and back-up the data added since. This kind of log file will be maintained in any case for updating the cache on the client so this will not be an added overhead. The only facility we will need to provide for this solution to be viable is a reliable way of detecting periods of low client activity. 
Decision: We use a back-up database with a log file system.

Security

Security is of paramount importance to this project. We have to guard against internal threats as well as external threats. Only authorized users should be allowed into the system and their access be restricted to what has been mandated by authorities. The method of communication should also be secure from malicious persons who try to monitor traffic. Although encryption causes a performance hit, it is unavoidable if the user requires it. We can allow the user to pass unencrypted messages to improve performance for some operations when allowed by administrator. Other issues are discussed in detail in the security sub-system.
Decision – We need to have a security sub-system that takes care of security of SWCollab.
Synchronization. 
We will need to have a multi-threaded Server system that can concurrently handle requests from different clients. A situation can occur when one server thread is writing a file while another server thread is trying to access it for extracting or viewing. This could be a problem and we need to make sure that when the first thread is writing a file, no other thread can access it. This can be done by synchronizing the code where file writing is being done. This is not very difficult to implement using the .NET System.threading classes and in fact essential for this system.
Decision: We have to serialize access to code and use locks, monitors, ManualResetsEvents etc. for this pupose.

Use of client-side threads. 

Many of the operations of the component server may require a significant amount of processing time. If the client is dedicated to waiting for the response from server before further processing, then it will inconvenience the user who wants to enter more commands or browse manifest files and file text. Apart from problems supporting the user interface, the client also has to service the message queue at regular intervals and may need to spawn compiles on received files. Hence we need to use worker threads that make server requests while allowing the client activities to progress concurrently with communication to the server. In addition to sending threads on the client side, an argument can be made for a client-side receiving thread that de-queues messages sent by server, processes them if required and then asks UI thread to populate its controls. This leaves the main UI thread completely free to handle user interface.

Decision: We have three threads on the client., a main UI thread, a send thread and a receive thread

Queues for client.

 A user enters the requests through GUI and hence they arrive asynchronously. These requests may be bunched together or they may be widely separated in time. Moreover, the user may enter new requests before earlier requests have been processed. The server may be busy processing other requests and may not be able to handle these requests. We need a way to handle this situation. This can be done by means of a sendQ. Moreover, many of the requests sent to the component server ask it to send back a collection of files belonging to some component. As the files reach the client, the client receiving thread will have to process them and give it to the UI thread. But the UI thread may be busy taking user inputs. Hence again we can queue where the processed responses can be stored until the client is ready for it.

Decision: We have two queues on the client: a send queue and a receive queue

Client/Server Model Overview
SWCollab is a distributed application with a central server component that stores and serves components, documents, code, diagrams and other information relating to the software projects of a software development organization. Access to this information is had by means of a client program which can be on the same machine that is running the server as well as on remote machines. The client program is a windows based GUI component that allows users to interact with the server in an intuitive way. This interaction will consist of XML based requests to the server by the client (made through a proxy) and XML based responses from the server back to the same client and/or other client/s. The client also passes a reference to an Object that is used to read and write binary information on the client. 
The client/server interactions can be of various types and will be discussed in detail in the next section. 
The following diagram is presented to show the general thread and queue system envisioned for a client that is interacting with the server. An overall picture of the SWCollab system with multiple-clients connected is shown after this diagram.
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Client consists of three threads: main UI thread, send thread and receive thread; and two queues: sendQ and recvQ

main thread gets user input, converts it to xml format, enqueues it in a thread safe sendQ that is shared between itself and the send thread. 

send thread dequeues xml messages from the shared sendQ and sends it to server via a proxy. It also sends a reference to an object on the client to server. The communication between the client and server is actually by means of a TcpChannel. The xml response from the server is sent via the proxy and is promptly enqueued by the send thread in the recvQ. The binary response is sent back via the reference to client-side object. Here, the sendQ ensures that requests by the user are not lost in case of communication breakdown or if the server is overloaded.

receive thread dequeues the xml response and processes it. As per the response, the receive thread asks the UI thread to display some information in its controls. The recvQ ensures that that the servers response is not lost even if the receive thread is busy processing the previous response.

The Server uses a singleton object to service requests from all clients. Every time a request is made by a client, the remotable object running on the server looks at the type of request and depending upon the priority of the request, puts it in a low or high priority queue and sets an event. A worker thread then dequeues the high priority queue first and responds to the request. If the high priority queue is empty, then it dequeues the low priority queue and responds to the request. Details of this system are provided in a later section. The xml response is sent back via the proxy to the client by means of the TcpChannel. Binary response is sent to the client by using a reference to an object on the client by means of the registered TcpChannel. 

The diagram on the next page gives us the overall view of the functioning of SWCollab when many clients are connected. 
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 Typically, users belonging to different work-groups will logon to collaborate on their respective projects. This diagram shows two groups consisting of 3 users each who are collaborating of two different projects. When a client wants to collaborate on a project, it sends an xml message conveying this and a reference to its PBRO. The server reads the username and project id and sees if this project is already being collaborated on. If so, it will add the new client’s userid and PBRO to a list of subscribers for that project. Any new requests by this client pertaining to collaborating will be added to the high/low priority queues maintained for this project and will be left for a project-dedicated worker thread to handle. Else it will start a new thread to handle this project and will also construct two new queues dedicated to this project. Thus we see that there are two worker threads generated on the client by the singleton object thread to handle requirements of each project. The singleton thread is thus left free to listen for new requests from clients.
The Context Diagram shows the overall interactions of SWCollab, SWCollabServer and the outer world.
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User gives inputs to the SWCollabClient program from its User Interface. The Client converts this into an XML request format and if client file system services cannot fulfil the request it sends this as well as a reference its writeback object to the Server using .NET Remoting. The SWCollabServer gets the request from the network and parses the XML to analyze the request. It uses file systems services to respond to the request and converts the response into XML message. Files are sent by the reference to PBRO. It also generates log messages that are sent to the display sink and takes administrators commands. Client gets the response via the proxy and/or BRO, sends files to file systems services and text information to UI display.


Architecture


SWCollab Client has been partitioned into the following main-sub systems:

SWCollabClientExec

SWMessageManager

SWCacheManager

SWXMLManager

SWAnnotateManager

SWWhiteBoardManager

SWChatManager

SWSecurityManager
SWComponentServer

Their relation with each other is as follows:
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Their processing  activities are as follows:
SWCollabClientExec – This is the executive module that co-ordinates the activities of all the other subsystems of SWCollab.
It is responsible for starting the forms of the other sub-systems(SWAnnotateManager, SWWhiteBoardManager, SWChatManager, SWComponentServer) when the user clicks the appropriate button. It delegates all the processing activities of SWCollab to the other sub-systems. Its main interactions with SWXMLManager and SWMessageManager are to connect to the server, give the username and password and to disconnect from the server. SWMessageManager checks with this module for know whether the communication is to be enxrypted or not. It also interacts with SWCacheManager to send the date and time of last connection and get the files added or updated since last connection.
SWMessageManager – This is the main communications sub-system of the SWCollab. All communication with the server is done through this sub-system. It’s responsibilities are to:
· Generate a reference to an object that is proxy for the server’s object for communicating with the server

· Pass an encrypted or unencrypted xml string and reference to the client’s object to the proxy

· Get response from the proxy

· Have thread-safe send and receive queues

· Provide methods of encrypting xml messages when desired by user

· Provide means for decrypting encrypted message into xml string

· Have function pointers of various modules so that it can notify them when there is a message for them

· Convert parameters to be sent into xml and decode received xml into parameters 

It provides services to SWAnnotateManager, SWWhiteBoardManager, SWChatManager, SWComponentServer, SWCacheManager and SWCollabClientExec. It uses the services of 

SWXMLManager for coding/encoding xml and of SWSecurityManager for encrypting/decrypting files and messages. 

SWCacheManager – This module provides caching services to SWCollab. It’s responsibilities are to:
· Provide means by which to search for and retrieve file requested by other sub-systems

· Have a facility by which if the file is not present in the designated cache, will request for it from the server

· Have a method by which whenever a file is saved, it uploads the file to the server

It provides services to SWWhiteBoardManager, SWChatManager, SWComponentServer, SWCacheManager and SWCollabClientExec. . It uses the services of SWMessageManager for communicating with client.


SWXMLManager – The responsibilities of this sub-system are to:

· Provide an efficient method of converting notifications and requests to xml documents for transmission over the network and translation xml document received into responses that can be processed and displayed. 

· Convert information into xml format that can be formatted, stored and handled efficiently

· Translate information from xml files or messages into data that can be built up in memory

It provides services to SWMessageManager and SWCollabClientExec


SWAnnotateManager –  This module provides annotation services to SWCollab. It’s responsibilities are to:
· Provide an interface that will concurrently display old text and new text or old text with changes inserted into the text. The interface shall allow user to enter comments and new text at the site where change is required

· Provide means for marking which text is old, which is new and which is comment

· Provide a means of identifying the maintenance page (for code) and update it to reflect changes once new annotation document has been finalized

· Supply a tool that makes document or code files from the finalized annotation document. This tool will also create a new version of component with the new document attached and upload it to the server.

It uses the services of SWMessageManager and SWCacheManager. It provides services to SWCollabClientExec. 

SWWhiteBoardManager – This module provides a virtual meeting room for SWCollab. It’s responsibilities are to:

· Provide a tool that supports the creation, editing, retrieving and grouping of diagrams (with text) and viewing those being edited by other users in (near) real-time

· Supply a tool for viewing complex drawings and documents held at a remote site 

· Provide a facility for managing telephonic conversations between users

· Provide a means of requesting a diagram lock and releasing it

· Supply a means for informing work-group current participants and writer ownership

It uses the services of SWMessageManager and SWCacheManager. It provides services to SWCollabClientExec. 

SWChatManager - This module provides text-based chat services to SWCollab.  It’s responsibilities are to:

· Provide an interface that will display username and chat message sent by them

· Provide means to enter text and specify recipient 

· Provide a means of saving the chat messages in a session

· Provide a way of time-stamping the messages for formal logs

· Provide a way of synchronizing chats with other collaborative tools such as the WhiteBoard 

· Provide a secure means of transferring messages from user to recipient and getting messages from other users to client

It uses the services of SWMessageManager and SWCacheManager. It provides services to SWCollabClientExec. 

SWSecuruty – This module provides security services to SWCollab. It’s responsibilities are to:

· Provide means to encrypt and decrypt files

· Provide means to encrypt and decrypt messages

It provides services to SWMessageManager.

SWComponentServer – This module takes care of component related activities for SWCollab. It’s responsibilities are to:
· Provide methods for extracting, viewing and creating components

· Provide methods for building files in the components

· Provide methods for uploading components and files

· Keep several versions of the components accessible to multiple users of project teams. This is because the individual project components will not be used in isolation by a team. Most teams will be developing software used by other teams.  Sometimes, the developers need to change the software on account of errors, incompatibilities between components, and performance problems. One team might be ready to use the new versions but another may still need the old versions for some time. 

· Ensure that when the source file is changed, the related components are not changed

· Create a user stamp for each user made manifest file to ensure only owner can make a new version

· Maintain a data structure of when user last accessed component server and which components that have been added and that they need now.
It uses the services of SWMessageManager and SWCacheManager. It provides services to SWCollabClientExec. 

Design


The major activities of SWCollab are:

· Show the names of all available components on server – systems or programs or modules and source files at the start of the program

· Show a view of a particular component – this will be a tree view that shows all the components this component depends on, all the components each of these depend on and so on.

· Extract a component to client and all included files

· Insert a new file in server

· Make a new component – only the owner can make a new version of existing manifest

· Get latest version of components available for making a new component

· Create a new annotation document, for a code file or document file,. This consists of creating an xml file from the code or document file. 

· Edit the annotation document. That is, for deleted words, it will put <deleted> tags around the words and for new words, it will put <new> tags around them. 

· Save annotation file as an xml file in the appropriate location and attach it to its component by opening the manifest and adding an entry there. 
· Create a new document or code file from the current annotation document
· Find the revision status of that component.  It checks whether changes are pending on the component’s manifest and on all its descendants and returns the answer.

· Get the collection of manifests added or modified since the last date connected
· If a file is requested, it searches in the cache first. If it is not found there it will ask the server to get the file. 

· If there is a request for saving a file without giving it a new version number, it will first check if permission is granted. If so, the file will be saved with the same version as the previous one (i.e the old one will be overwritten). If not, the user will be given a error message.

· If there is a request for versioning of a file, it will the latest version of file of same name, if it exists, from the latest versions file and increment the version of a file. It will save this, update the latest versions file and also upload it to the server.

· If there is a request for the latest version of a document or manifest, it will go through the version file that is maintained and return all requested information.

· Provide information about who is online 
· Send a chat message to either a specified participant or all participants

· Displays chat messages sent by other users

· Save all the messages that occurred during the duration of one meeting in the minutes sub-folder of the project folder. Alternatively entire chat session can be saved at a location of the user’s choice.
· Encrypt messages and files to be sent
· Decrypt received messages and files
· Authenticate users. This includes a check the password against the username from a special file that has been encrypted. If the password matches, the user is given clearance to access information to SWCollab as per the user level. The username is also given to SWCollab so that it can keep track of who is logged on. If it doesn’t match, the erroneous access attempt is recorded with date, time and other details in a security log. This log can be accessed if some suspicious activity is noticed or upon-break in attempts. This can be updated on a weekly basis.

· Allow the administrator to set passwords, user access level or user lists.
· Show which meetings are in progress

· Create a new diagram. This entails assigning an id to the diagram and making a object of it. 

· Maintaining a record of which object is locked by which user

· Edit a diagram. This consists of manipulating the object set in memory.

· Broadcast the diagram update

· Set and get locks. The lock is basically a Boolean variable that is set to ‘true’ to lock it’s object and ‘false’ to release it. The first user to request for the lock will be allowed to write to the object. Users after this are put in a queue. 

· Convert xml for a diagram into an object in memory and display this in view area
· Write an object from memory to file.
· Retrieve the diagram from file and build it in memory
· Get a user’s phone number from a relevant file and connect to the user vai phone network
The following diagram gives us an overall activity diagram that shows basic system operations.
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When SWCollabClient is started it shows the main SWCollab Form to the user. If the user clicks connect, an attempt is made to connect to the server using .NET remoting. If connection is successful, a proxy object is created and SWMessageManager is instantiated with two queues and a recv and send thread are created. 
The user is asked to give username and password which is sent to the server for verification. If the server refuses access, the program exits. If the user is verified, a list of all current users is shown on the main SWCollab client form. At the same time the server sends all the files that have been modified or changed in the main database for the client to update in its cache. 
The user can now choose to either annotate, collaborate, chat or use component server. This will result in the relevant forms being displayed. Each of these is discussed in detail later. Whatever request the user makes, will be enqueued in the send thread. SWMessageManager’s functionality will dequeue it and see if the request can be satisfied from the cache. If not it will ask the server to satisfy the request via the proxy.
The reply from the server is enqueued in the recvQ by the send thread and it goes back to listening on the send thread.
The receive thread dequeues the recvQ and processes the response from the server and marshals a call to the UIThread to populate the appropriate form’s controls accordingly. 

If the user wants to exit, it has to get permission from the server first. When this happens the application can end. 
User Interface

The user interface is a windows form that allows the client user to enter requests by clicking a button and choosing options from the main menu. Importantly, the information needed by the client is presented in an easy to understand way.

The next page shows a screen shot of the program during operation. When the client program is started, there will be blank form with only a main-menu showing. Of the menu controls, only file will be enables. The user has to click on server>sign-in. When connection is established, a authentication for will pop-up. The user has to enter username and password at this time. If she is verified then all the other menu-controls will be enables and at the same time the view control will show a lost of users along with their designations and project collaborating on. Now the user has a choice of using any one of the facilities that are show on the main menu. These are Component Server, WhiteBoard, Annotate or Chat. Tools allows the user to select encryption mode. When the user is finished she can goto server>request sign-out and upon getting permission will be allowed to quit. The user interfaces for these are described in their respective sections. 
An important feature of the SWCollab overall design is that all the user-interfaces of different modules are designed to be used in conjunction with each other. Most of them will make sense only when another UI is also present. Thus the chat form, white-board form and main SWCollab forms are tightly linked. The idea behind this was not to have any redundancy in user interfaces. Thus chat UI can be used with the whiteboard and annotate forms. They simply all have to be openied at the same time. 

Client User Interface as it appears while running:
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The following sections are devoted to detailed descriptions of each of the sub-systems.

WhiteBoard sub-system

Summary

The WhiteBoard sub-system is meant to provide a virtual meeting room where users of the SWCollab can collaborate and discuss diagrams as well as view documents. It is also used for telephonic conversations at the time of meetings. A critical issue that was identified for this system was the need for a locking system for editing diagrams. Another one concerned permissions to join the meeting.

The following partitions were found suitable for this sub-system:

whiteBoardManager – executive module that displays user interface and co-ordinates other modules

wObjectManager – Defines and manages objects in the white board domain

wTelephoneManager – Provides a facility to connect to the phone network

wFileManager –Responsible for saving diagrams and retrieving files

wMessageManager – communicates sub-system’s messages to SWMessageManager


The other critical issues pertaining to this sub-system which concern caching of diagrams and rollbacks are dealt with at the system-level since they are general to the whole system

Introduction

The WhiteBoard sub-system is the part of SWCollab that supplies a virtual meeting room where users can collaborate on diagrams and other documents. The goal of this sub-system is to provide a facility that accepts ASCII text, Word doc files, Visio files and sketches created with a mouse, or stylus and digital pad. This will be the main collaborating tool of this system and will be used by developers, team leads, managers and clients for meetings and reviews.

Users:

The whiteboard sub-system will be used by

· Developers to:

· Have virtual work sessions with their colleagues

· Make presentations to software architects and team leads

· Get input from team leads

· View complex drawings and documents stored at remote location

· Team leads to:

· See presentations by developers

· Have meetings with colleagues and team leads

· Review source code

· Discuss specifications, requirements and design with software architects

· View complex drawings and documents stored at remote location

· software architects:

· See presentations by team leads

· View complex drawings and documents stored at remote location

· Convey specifications, requirements and design to team leads

· Review changes made and relevance of change

· identify reviewers by organization (client, designer, quality control etc.)

· Management and possibly clients to:

· Have meetings between users not at same location

· Have reviews with software architect and team leads

Sub-system tasks:

Analysis of the uses shows that the sub-system has to:

· Provide a tool that supports the creation, editing, retrieving and grouping of diagrams (with text) and viewing those being edited by other users in (near) real-time

· Supply a tool for viewing complex drawings and documents held at a remote site 

· Provide a facility for managing telephonic conversations between users

· Provide a means of requesting a diagram lock and releasing it

· Supply a means for informing work-group current participants and writer ownership

Critical issues

Concern:

If two users start editing the same diagram then there will be a lot of conflicts for the object manager to solve and may result in a wrong diagram. 

Resolution

We need to have a locking mechanism in place that allows only one user to write to one diagram at a time. This can be implemented by having a lock attached to each diagram object that controls whether it is locked and who is the owner of the lock. Any one who requests the lock will be put in a FIFO queue.

Concern:

Security could be an issue when a user who, although has been allowed onto the system, is not welcome to the whiteboard meeting and joins it, monitoring the goings on.

Resolution

One solution is to have the person who starts the meeting become the host and have anybody who wants to join the meeting, ask for the hosts permission before being allowed to join the meeting.

Design


SWWhiteBoard was partitioned into the following modules: whiteBoardManager, wFileManager, wMessageManager, wTelephoneManager, wObjectManager

Their relationship with each other is shown in the following diagram: 
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The processing activities of each module are as follows:

whiteBoardManager – This is the executive module of SWWhiteBoard. It is responsible for:

· Coordinating the activities of the modules of SWWhiteBoard

· Getting requests and inputs from the user

· Showing diagrams, word and visio documents, list of active objects, users logged on, users having telephonic conversations, error messages

· Communicating with wFileManager for saving and retrieving of diagrams. It also asks wFileManager for word and visio documents.

· Communicating with wObjectManager for displaying diagrams and conveying the editing of diagrams. 

· Asking wTelephoneManager to connect users to the phone network

· Communicating with the server via wMessageManager (for lock get/release functions)


wObjectManager – This is the module which defines and manages objects in the white board domain. It is responsible for:

· Keeping objects in memory while user is editing them

· Giving objects(or object elements) to whiteBoardManager for display 

· Giving objects to wFileManager for storage

· Retrieving files of graphical objects from wFileManager

· Managing the grouping, addition and deletion of elements from its object array 

· Communicating with wMessageManager for sending and retrieving of graphical components that are being edited by other users

wTelephoneManager – This module is responsible for:

· Providing a facility to connect to the phone network

· Asking wFileManager for finding logs of users and their telephone numbers

· Asking wMessageManager for users in workgroup and those connected by phonelines

· Dialing a requested number/s and setting up conference calls

· Letting whiteBoardManager know who is the current speaker and list of listeners

 wFileManager – This is the module that is responsible for file handling for the SWWhiteBoard sub-system. Specifically, it is responsible for:

· Communicating with SWCacheManager for retrieving the diagram or word/visio document to be displayed, and saving the diagram specified. It also asks SWCacheManager for Telephone Directory files

· Interacting with wObjectManager for purposes of getting diagram objects in its memory and giving it diagrams from file to build in its memory

· Communicating with whiteBoardManager to get requests for word/visio files and diagrams. It gives word/visio files directly to the whiteBoardManager

· Fielding requests from wTelephoneManager  for files of users and their telephone numbers

wMessageManager – This module is responsible for:

· Communicating whiteBoardManager’s requests to SWMessageManager and SWMessageManager’s replies to whiteBoardManager. This includes requests for getting and setting of locks for diagram objects, requesting permission for starting of meetings, creation of diagrams etc.

· Sending diagram elements from wObjectManager to SWMessageManager and getting diagrams elements from SWMessageManager for wObjectManager 


The activities of SWWhiteBoard are shown in the following diagram:
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On the main SWCollab form, when the user clicks on the ‘Whiteboard’ button, the whiteBoardManager Form is created. This form will show which meetings are going on. The user can either elect to join the meeting or start a new one. Once the meeting has started, when the user clicks on the ‘create new diagram’ button, a request for creating new drawing object is sent to the server via wMessageManager. The server creates a new diagram and a lock for that diagram in its memory and signals to whiteBoardManager that it is allowed to make the diagram via wMessageManager. This diagram has been given a unique id by the server so that it can be identified. This is communicated by wMessageManager to the whiteBoardManager client which asks wObjectManager to makes in memory an object with that id. When the user (who now has a lock for the diagram) adds a graphical object or text to the new allocated object (by using the drawing tools provided by whiteBoardManager), the coordinates (starting and ending), former object are given to a function of wObjectManager. The user can also undo or redo changes uptil a certain level by use of appropriate buttons. This is handled by the same module. This module updates the object in its memory and sends only the new part to wMessageManager. This is then communicated to the server. 

At any time, any other user wanting to write to this object will not be allowed to do so, since the user has got a lock to the object.

If the user wants to release the lock, it will let the server know via the click of a button on whiteBoardManager. This message is conveyed to the server via wMessageManager. The server releases the lock and the next user to request for the lock will be allowed to write to the object. Users after this are put in a queue. The lock is basically a Boolean variable that is set to ‘true’ to lock it’s object and ‘false’ to release it. 

When some other user writes to a graphical object, the new component added to the object (or maybe new object itself) and its id are conveyed to wMessageManager. This conveys the graphical component to the wObjectManager which will see the type of object and add it to its array of sub-objects and send it the main viewing control of whiteBoardManager. The wMessageManager also conveys which user has lock to the object. whiteBoardManager displays this in the appropriate control.

If the user clicks a button on whiteBoardManager to save the diagram, this is conveyed to whiteBoardManager which asks wFileManager to take the object from wObjectManager and write it to file. wFileManager will communicate with SWCacheManager for this purpose.

If the user wants to retrieve a diagram, it will request the wFileManager for the diagram, and if it is not an active diagram (for maybe another project) then the object will be directly sent to wObjectManager. wObjectManager will build this object in memory by reading it’s dimensions and send it to WhiteBoardManager to display.

When a client clicks on open word document, wFileManager is asked to retrieve the diagram and asks whiteBoardManager to display it in read-only mode. Similarly visio diagrams are retrieved and displayed.

If a client wants to talk over the phone with another user or with the whole work group, she will click a button that will use the functions of wTelephoneManager. This will look up the log of users and phone numbers by communicating with wFileManager and dial that number. 

Closing a meeting causes termination of phone connections, closing of files and other housekeeping work.


Architecture

SWWhiteBoard consists of the following classes: whiteBoardManager, wFileManager, wMessageManager, wTelephoneManager, wObjectManager

Their relationship with each other is shown in the following diagram: 
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The functions of each class are as follows:

whiteBoardManager: wObjectManager, wFileManager, wMessageManager, wTelephoneManager

This is the executive component of SWWhiteBoard and is also the graphical user interface component.  It enables a user to enter requests by using its controls. A screenshot of this Form in operation is shown in a later section. It’s public interface is its constructor which is invoked when a user clicks ‘WhiteBoard’ in the main SWCollab form.  At this time, it is given references to SWCacheManager and SWMessageManager objects. 

This class provides logic for coordinating the activities of the helper classes of SWWhiteBoard. It does this by calling public functions of these classes as necessitated by the actions of the user. It manages the on-screen drawing activities by taking user input for drawing/deleting/grouping a line, rectangle, ellipse or writing a text. These user activities will result in calling of its private functions such as drawLine(), drawRect(), drawEllipse(), drawText(), delete(), groupObjects. Each of these functions takes the co-ordinates picked by the user as necessary for that object/objects (2 for line, 4 for rectangle, 3 for ellipse), draws it in the relevant control and calls one of the public functions of wObjectManager with that object to build it in memory. It also has event handlers called OnDrawLine(), OnDrawRect(), OnDrawEllipse(), OnDrawText() for when objectManager receives objects from the server and wants whiteBoardManager to display them. When the relevant events occur, these handlers draw the object as per the parameters included in the event. 

Before allowing user to edit the diagram, it checks whether it is locked by calling wObjectManager’s function. It also sets the lock and releases the lock as desired by calling functions of wObjectManager and communicating the same to the server via SWMessageManager.

The drawing is done by using classes of .NETs System.Drawing and System.Drawing.Drawing2D; chiefly its Pen class. We will not go into detail for this here. The Appendix provides references for information on this topic. 

Word and visio files requested by user are retrieved by using a function of wFileManager and shown in a control allocated for these. These are read only and cannot be edited. Again, we will not go into detail of how the word and visio applications are marshaled to display the requested files. 


wObjectManager: whiteBoardManager, wMessageManager, wFileManager

This class defines and manages objects in the white board domain. It’s public interface includes the functions makeObject(), addToObject(), deletefromObject(), groupObjects(), undo(), redo(), isLocked(), setLock(), releaseLock(). With these functions it is able to build in memory the diagram that is being displayed on the whiteboard screen. These functions allow whiteBoardManager to edit the diagram. As soon as the drawing object is added to the main object, wObjectManager, converts this to xml format and sends a message to server via wMessageManager communicating this object. It also keeps a track of which were the last few changes and has the intelligence to back up to those changes if so desired by the user. This is done by marking each change done (for upto say 5 changes) and keeping it memory. 

The actual objects used for drawing the diagram are from .NETs System.Drawing and System.Drawing.Drawing2D; eg the Rectangle class. We will not go into detail for this here. The Appendix provides references for information on this topic. The xml writing and reading is done by using classes of .NETs System.xml. 

Whenever grouping of objects is desired, wObjectManager takes the ids of the objects and wraps another object around it, giving it another id. 

As mentioned earlier, this module provides functions for setting, releasing and checking of diagram locks. The lock is basically an xml attribute that is set to true or false.

A very basic prototype xml is shown below to give an outline for drawing objects:

<OBJECT id =’2342342’ locked = “true”>

<LINE id =’3432’>

<POINT NO=”1”>

<X>44<X>

<Y>44<Y>


</POINT>

<POINT NO=”2”>

<X>103<X>

<Y>44<Y>


</POINT>

  </LINE>

< RECTANGLE id =’1232’>

<POINT NO=”1”>

<X>50<X>

<Y>50<Y>


</POINT>

<POINT NO=”2”>

<X>150<X>

<Y>90<Y>


</POINT>

  </RECTANGLE>

< ELLIPSE id =’1222’>

<POINT NO=”1”>

<X>50<X>

<Y>50<Y>


</POINT>

<POINT NO=”2”>

<X>150<X>

<Y>50<Y>


</POINT>

<POINT NO=”3”>

<X>100<X>

<Y>135<Y>


</POINT>

  </ ELLIPSE >

< TEXT id =’1234’>

<POINT NO=”1”>

<X>50<X>

<Y>50<Y>


</POINT>


<BODY>Client</BODY>

  </ TEXT >

</OBJECT id >

It also publishes event delegates that are subscribed to by whiteBoardManager for when it receives a drawing object from the wMessageManager(in xml string format) and wants whiteBoardManager to display them. It’s diagramSave() function asks wFileManager to save the diagram object as an xml file with name given by the user persistently. It’s diagramRetrieve() asks wFileManager for the diagram named by the user and opens the file for reading. While reading xml tags of drawing objects, it fires appropriate events that help whiteBoardManager to display the diagram.  

wTelephoneManager: whiteBoardManager, wFileManager, wMessageManager


This class provides facilities for calling other users in the work group via a telephone network. It public interface consists of the functions: callUser(), disconnectUser(). whiteBoardManager calls callUser function when user wants to talk with other users in the work group and calls disconnectUser() to end the phone connection with that user. 

This class communicates with wMessageManager to know the names of currently active users in the work group and also who are presently connected by phone lines. It communicates with wFileManager to know the phone number of a particular user and sends this to whiteBoardManager’s user listbox. It uses telephone hardware to connect to the phone line and calls the user desired. It’s functioning is similar to the Net2Phone service that is commercially available. 

 wFileManager: whiteBoardManager, wObjectManager, wTelephoneManager

This class stores and retrieves diagrams and files for SWWhiteBoard. It’s public interface consists of saveFile() and retrieveFile(). It interacts with the SWCacheManager for this purpose. It also interacts with SWCacheManager  for getting the telephone numbers of user requested by wTelephoneManager. It retrieves word and visio documents for whiteBoardManager and diagrams for wObjectManager. It also saves diagrams for wObjectManager. 

wMessageManager: whiteBoardManager

The basic function of this class is to communicate the requests of the other classes, specifically whiteBoardManager to the main SWMessageManager module. It also receives messages from SWMessageManager regarding diagram-components being sent by other users. 

It’s public interface includes: bool getLock(), bool releaseLock(), string requestNewDiagram(), sendDiagramPart(),getCurrentUsers(), handleDiagramPaths()

Operations

The main events of the SWWhiteBoard sub-system are as follows:

· User clicks on new>meeting and invites other user users of the project who are logged on into the meeting. This user is designated as the host of the meeting

· whiteBoardManager communicates to wMessageManager user’s request for a new diagram; it gets back permission for the same and a lock for it

· whiteBoardManager displays whatever user enters into form and asks wObjectManager to create it in memory which also sends it in xml format via wMessageManager

· whenever user adds, deletes or groups diagrams, it is conveyed to wObjectManager which carriers out the operation on that object wFileManager saves the diagram through SWCacheManager

· users wants to release lock; whiteBoardManager conveys this through wMessageManager to server

· whiteBoardManager asks wFileManager for word or visio file which gets it from SWCacheManager and displays it

· whiteBoardManager asks wTelephoneManager to dial a user’s number

· annotateManager asks aStatus to return the status of a component. aStatus makes this enquiry from SWCacheManager which carries out the call locally and returns the answer to annotateManager

User Interface

The following is a screenshot of SWWhiteBoard in action:

[image: image10.emf]


Upon starting, the main form will have a blank background and show which meetings are going on and which users are connected with telephone lines (pertaining to client’s projects). The user can either elect to join the meeting by clicking on the relevant meeting in the combo-box at the bottom or start a new one by saying File>new>meeting. For an ongoing meeting, the meeting’s documents and diagrams will be opened and displayed. If the user wants to write to the diagram, she can click on request lock. A pop-up will notify her whether she has the lock or not and this will be verified by looking at the writer listbox. Similarly when she is done writing, she can click on release lock. For a new diagram, the user clicks on file>new>diagram button, and is allowed to edit that diagram. The user can create diagrams using 4 diagram buttons: line, rectangle, ellipse and text. The diagram components can be grouped or deleted by using the select button and then group or delete button. This diagram is saved by clicking on file>diagram>saveas and giving a filename. File>edit>undo allows to rollback changes.

Word or visio documents can be seen by clicking on file>open and clicking on the relevant filename in the file dialog box after browsing through it. This will be displayed in a separate portion of the whiteboard display space. 

If a client wants to talk over the phone with another user or with the whole work group, she will click on the caller’s name in the caller combo-box at the bottom. This will start a voice conversation with the other user over phone lines. The call is ended by clicking the disconnect button.

Closing a meeting is done by clicking on file>close meeting.



Annotation sub-system (SWAnnotate)

Summary

SWAnnotate is a tool that is used to access files present in the component server and add comments to them for making revisions. A critical issue that was identified was the need to be careful with the revisioning tool since careless creation of versions could lead to the file storage system being overwhelmed. Another issue was the need for locking an annotation document when is in use so as to avoid data corruption.

SWAnnotate was partitioned into the following modules:

annotateManager – executive module that displays user interface and co-ordinates other modules

aEditor – manipulates annotation documents in xml format

aStatus – gets status of components (shows need for revision or not)

aFileManager – saves and retrieves files, takes care of locks

aRevision – versions annotation documents

There aren’t any particularly complex operations. Most require manipulation of xml documents. An important extension of this sub-system could be to add an analysis tool that allows users to track what changes occurred at what time and by which user.

Most of the activity of this sub-system occurs on the clients-side. Any server-side activity is taken care of by SWCacheManager.

Introduction

The annotation sub-system is the part of SWCollab that allows developers to annotate code and documents. The goal of this sub-system is to provide a facility which lets users create annotated documents that include suggested changes, comments and critical analyses of portions of files held on the component server at the relevant part of the file. As a result, it is easy for an individual to keep track of where changes have to be made and the logic behind the change. This will also be useful at the time of design and code reviews where proposed changes can be clearly distinguished from the existing state and decisions can be made as to where changes are required and which changes are to be kept.

Uses

The annotation sub-system will be used by

· Developers and occasionally by team leads to:

· markup component’s behavior and design descriptions and code prior to review

· make personal markups to parts of documents and code for own work-purposes 

· see old text, new text or old text with changes inserted into the text.

· make code files or documents from the finalized annotation document

· Team leads, software architects along with developers to:

· List identified problems with, and required actions on component after review

· Review components for design development, status and quality

· Mostly quality control and team members to 

· Review changes made and relevance of change

· Identify reviewers by organization (client, designer, quality control etc.)


Sub-system requirements:

Analysis of the uses shows that the sub-system has to:

· Provide an interface that will concurrently display old text and new text or old text with changes inserted into the text. The interface shall allow user to enter comments and new text at the site where change is required

· Provide means for marking which text is old, which is new and which is comment

· Provide a means of identifying the maintenance page (for code) and update it to reflect changes once new annotation document has been finalized

· Supply a tool that makes document or code files from the finalized annotation document. This tool will also create a new version of component with the new document attached and upload it to the server.

Critical issues

· Unless we take care, every time an annotation is finalized, a new version of the component manifest and code or document file will be added to the server. This will lead to many versions of manifests and files on the server and hence disk storage problems. One solution is that during the development stage, we allow changes to be made to the annotation file without changing the version of the file and component if this requested by the user. During the maintenance stage we enforce the creation of new manifest and files for changes made to the annotation file even if requested otherwise by the user. The identification of the stage which a file is in can be made by the SWCacheManager. 
· There is a danger that a user tries to write to an annotation file that is already being used by another user. We would need to prevent this by providing a locking mechanism that tells the second user that the annotation file is already under use and who is using this. That way the second user could contact the first user having the lock to discuss the annotations and maybe negotiate for the lock.

Design

SWAnnotate consists of the following modules: annotateManager, aStatus, aFileManager, aRevision, aEditor

Their relationship with each other is shown in the following diagram: 
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The processing of each module is as follows:

annotateManager – This is the executive module of SWAnnotate. It is responsible for:

· Coordinating the activities of the modules of SWAnnotate

· Getting requests and inputs from the user

· Showing views of old, new and merged annotation docs

· Communicating with aFileManager for creation, saving, retrieving of annotation documents. It also asks aFileManager to attach the annotation to its component

· Asking aEditor to convert files into xml documents, add xml markup to the document as per user’s input

· Asking aRevision to make new documents or source code files from annotations

· Asking aStatus for the status of a component

aEditor – This is the module which edits xml annotation documents . It is responsible for:

· Taking requests from annotateManager and giving replies in the form of xml documents or making changes in the xml document

· Taking a file and converting it into an xml document by adding the xml banner to it and adding <old> tags to each line of text.

· Adding xml elements into an xml document with appropriate tags

· Returning xml documents with only the tags that are required

· Providing functionality for analyzing xml document to track changes

· Checking requested files for locks and locking files that are in use

aStatus – This module is responsible for:

· Communicating with annotateManager for getting the name of component and returning status

· Asking SWCacheManager for finding the status of components

 aFileManager – This is the module that is responsible for file handling for the SWAnnotate sub-system. Specifically, it is responsible for:

· Communicating with SWCacheManager for getting the file to be annotated, the component to which this file belongs, retrieving and saving the annotation document

· Getting the name of annotation document or file and related request from annotateManager

aRevision – This module is responsible for:

· Getting the annotation document and its component from annotateManager

· Turning xml document into source code file (after updating its maintenance history) or document file.  

· Asking SWCacheManager to save this file in the project file folder with appropriate version and getting this version

· Updating the component’s entry to reflect new version of file and asking SWCacheManager to save this component with appropriate name (if the SWCacheManager and user have allowed files to be reversioned)

The main activities of SWAnnotate are shown in the following diagram:
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On the main SWCollab form, when the user clicks on ‘annotate’ button, the annotateManager Form is created. In this form when the user clicks on the create new annotation document button, for a code file or document file, annotateManager will ask aFileManager to get that file. It gives this file to aEditor which converts it into an xml document by adding the xml banner to it and adding <old> tags to each line of text. aEditor returns this to annotateManager which will display this information line-by-line in its viewing window control. 

When the user adds a comment or deletes some words in this window, annotateManager passes this information to aEditor which makes relevant changes to its xml Document. That is, for deleted words, it will put <deleted> tags around the words and for new words, it will put <new> tags around them. When the user asks for a view of the old version, annotateManager will ask aEditor to give an xml document with all <old> and <deleted> elements. If the user asks for a view of the new version, then annotateManager will ask for xml document with <new> and <old> elements. If the user asks for a merged view, then it will ask for an xml document with <old>, <new> and <deleted> tags. Every editing operation is communicated to the server via SWMessageManager.

When the user asks to save the annotated file after supplying a name, annotateManager asks aFileManager to save the file as an xml file in the appropriate location and attach it to its component by opening the manifest and adding an entry there. Similarly, aFileManager also fetches annotation files upon request. 

When the user asks to create a new document or code file from the current annotation document, annotateManager passes the xml document to aRevision. aRevision creates a new document or code file with appropriate version number. If the file is source code file, aRevision adds annotation made and dates to the maintenance history and attaches to it to a new version of the component.

If the user asks whether a component is revised or not, annotateManager asks aStatus to find the revision status of that component  Status checks whether changes are pending on the component’s manifest and on all its descendants and returns the answer.

Architecture
SWAnnotate consists of the following classes: annotateManager, aStatus, aFileManager, aRevision, aEditor

Their relationship with each other is shown in the following diagram: 
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The functions of each class are as follows:

annotateManager – This is the executive component of SWAnnotate and is also the graphical user interface component. It enables a user to enter requests by using its controls. A screenshot of this Form in operation is shown in a later section. It’s public interface is its constructor which is invoked when a user clicks ‘Annotate’ in the main SWCollab form.  At this time, it is given references to SWCacheManager and SWMessageManager objects.

It calls functions of aFileManager with string parameters of filenames for creating, saving and retrieving annotations to these files. In return it receives a string reference to the path of these files. It calls functions of aEditor with the path for getting an xml document. It loads this into memory and displays it in its view control using displayCurrent(xmlDocument). Whenever user adds a comment or deletes words, it checks the location of this event (which will be identified using xml attributes) and passes the xml attribute and the words added or deleted to a function of aEditor. It also calls functions of aEditor with the names of tags that it wants to see i.e old, new or deleted. Combinations of these requests will give it different kinds of xml documents from aEditor. Using these it calls displayOld(xmlDocument), displayNew(xmlDocument), displayMerged(xmlDocument) to show various views to the user in its appropriate forms.  It gives the xml document with <old> and <new> elements (but not <deleted>) to a function of aRevision for making new documents. It takes user request for getting the status of component and passes the component name string to a function of aStatus and posts the reply to a status pop-up. Thus this class coordinates all the activities of SWAnnotate and provides an intuitive interface to fulfill user’s requests. 


aEditor – this class provides functionality for editing of the annotation document. It’s public interface consists of the following functions among others: convertToXML(), addNew(), delete(), selectTags() setLock(), releaseLock(), isLocked(). It also has a static member that is initialized on each client with the user’s name and organization that it adds in each comment done by the user. The comment is the body of the tag and the username,organization is attribute of the tag. 

E.g 

<new username=”mkarre” org=”design”>

This code can be made more compact

</new>

 <deleted username=”psmith” org=”design”>

x = 55;

</deleted>.

aStatus – this class provides functionality for finding the status of components. It’s public interface consists of string getStatus(componentName). It calls the appropriate function in the SWCacheManager to find out the status of a particular component. It’s main interaction is with annotateManager.

 aFileManager – this class manages the annotation files for SWAnnotate. It’s public interface includes the following functions: string createAnnotation(filename), saveAnnotation(xmlDocument), string isLocked(filename), xmlDocument getAnnotation(filename), string getComponent(filename). It interacts with annotateManager. Internally it communicates with SWCacheManager for fulfilling requests from annotateManager. Whenever a file is created aFileManager automatically asks for a lock for the file. If a file has to be retrieved it will first check with SWCacheManager if the file is locked or not. If it is locked it will tell annotateManager who has the lock for the file. Otherwise it will get a lock for the file and retrieve it. 


aRevision – this class provides functionality for making new files from annotated files. It interacts with annotateManager and provides the following public functions: makeFile(xmlDocument),  reviseComponent(string, string), attachAnn(string, string). Internally it uses functions of SWCacheManager for finding the latest version available in cache and renaming the new component and file to the next version. It also uses SWCacheManager’s functions for saving the file and component in the appropriate folder. If the user has requested disabling of the reversioning of files and manifests, aRevision will check with SWCacheManager if this is permissible and if so will not update the version number but ask SWCacheManager overwrite the old version of the file. 

User Interface

A screen shot of the running program is shown below:

[image: image14.emf]


The user interface is a simple form with two panes for displaying two different views of an annotation document. All the other controls are in the menu bar. These include choices for making new annotation documents from a file, new files from an annotation document (if an annotation document is open), opening existing annotation documents for viewing and editing. 

The view sub-menu includes choices for viewing new, old or merged views of an annotation document. At a given time, any two can be seen together. 

The edit sub-menu includes options for adding and deleting comments.

The tools sub-menu has a lock menu where you can request or release locks. It also has a status menu where you can get the status of a component. This will appear as a pop-up.

Client events

The main events of the SWAnnotate sub-system are as follows:

· annotateManager asks aFileManager to create or retrieve a new annotation document. This results in a call to SWCacheManager that gives the path of the annotation document to aFileManager after alerting the server. aFileManager that returns this path to annotateManager

· annotateManager asks aFileManager to save an annotation document. This results in a call to SWCacheManager with the filename. SWCacheManager passes this to server. 

· annotateManager asks aRevision to make a new file from the annotated document. aRevision interacts with SWCacheManager  to make this possible. It results in a new document version and new component version in cache and on the server

· annotateManager asks aRevision to attach an annotated document to a component. aRevision interacts with SWCacheManager  to make this possible. It results in a new version of component manifest

· annotateManager asks aStatus to return the status of a component. aStatus makes this enquiry from SWCacheManager which carries out the call locally and returns the answer to annotateManager

Chat sub-system (SWChat)

Summary

SWChat is a tool that facilitates text-based chats between users at different locations. A user can send messages to a particular user or all users in work-group.  Critical functional issues identified include the time-stamping of messages by client or server and the number of chat messages that should be kept in memory.  Secure transfer of messages are discussed in SWSecurity sub-system.

SWChat has a simple architecture consisting of the following modules:

chatManager – executive module that displays user interface

cMessageManager – sends and receives messages for SWChat

The operations of this system are straightforward and consist of sending and receiving messages as also saving chat logs. This module could be extended to include voice over ip chats and video conferences. These would not be very difficult to implement but would become critical for users with dial-up connections. Another very useful feature would be a scheduling tool that notifies users when meetings are scheduled. This could be synchronized between SWChat and SWWhiteBoard but was not explored due to time constraints. 

Introduction

The SWChat sub-system is the part of SWCollab that allows work-groups and individual users to communicate by means of text-based chats. The goal of this sub-system is to provide a robust method of transferring a text-message to another user or users at remote locating and also receiving a message in return. It also aims to make a chat session persistent by saving the messages in chat log at a location desired by the user.

Uses

The annotation sub-system will be used by

· Developers to:

·  Communicate ideas with colleagues

· Ask team leads about doubts and get inputs

· Save chats for ideas in them

· Team leads and software architects to:

· Have chats during reviews with developers

· Have meetings with architect, discuss schedules, requirements and specifications

· Save log of meeting

· Quality control, clients and management:

· Discuss progress of projects

· Discuss project outlines, details, costs, etc

· Save agreements on project requirements, costs and schedules.


Sub-system requirements:

Analysis of the uses shows that the sub-system has to:

· Provide an interface that will display username and chat message sent by them

· Provide means to enter text and specify recipient 

· Provide a means of saving the chat messages in a session

· Provide a way of time-stamping the messages for formal logs

· Provide a way of synchronizing chats with other collaborative tools such as the WhiteBoard 

· Provide a secure means of transferring messages from user to recipient and getting messages from other users to client

Critical issues

Concern:

Time stamps become an important part of the chat log in case of official records of meetings etc. Users of the system can be in different time zones when they are chatting. So which time does each user see next to the username of message sender? What goes in the chat log? 

Resolution:

We take a common sense approach to this problem. Obviously we need to decide on one central time that is shown in everyone’s display as the time of message arrival and departure. It doesn’t make much sense to convert this time to each user’s local time since there will be a confusion when logs are being referred to, as well as when users are making a reference to some time. 

It’s natural to take the time which the server has decided to be standard (which may be the time where the server is geographically located or the location of the company’s headquarters or some other meaningful standard) as one that is shown on all screens and which goes in the log. Thus when the user logs on, the server tells the client which time it should use for all chat transactions. 

Concern:

It will be rare that a chat session accumulates so many messages that the amount of text that the system has to keep in memory becomes a critical issue, however we still have to have a policy we can turn to in case this happens (for example, when there are an usually large number of users chatting- before qualification, major reviews and final delivery). 

Resolution

We will obviously have to identify a point beyond which chat messages are not kept in memory. But do we simply discard the messages or save them to file? Discarding the messages could be very damaging in case important conversations were carried on. So we should save the old messages persistently at some identified point. This point should not be the point where the memory issue becomes critical but much before that. We don’t want to keep writing to the file for every extra message that is added so we need a buffer that will collect the messages and write it periodically. It will be written to a temporary folded in the project folder. When the chat is to be ended by the host of the meeting, the server will ask her if the chat session is to be saved and if so, it will add the messages currently in memory to the saved file and ask for a name and location for it. (The concept of meeting, host and guest is not implemented in the architecture of SWChat but could be synchronized with this feature of SWWhiteBoard which is dwelled upon there.)

Design

The main activities of SWChat are shown in the following diagram:
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On the main SWCollab form, when the user clicks on chat button, the chatManager Form is created. At this time, information about who is online is loaded into a combobox at the bottom of the form.

In this form, the user has to type a message in the text box, select a recipient and click on send.  This prompts cMessageManager to include the username and text to be sent to SWMessageManager. This information is also displayed in chatManager’s message listbox. If the message is to be sent to all the users who are online then the username parameter will be given as ‘all’. 

When someone sends a message to the user, cMessageManager picks up this message and invokes cMessageManager’s function to display the username and message in the message listbox. If the view timestamp option has been turned on, then the time of the message, appended by the server will also be displayed. 

If the SWChat is being used in conjunction with the whiteboard facility, the user has the option of saving all the messages that occurred during the duration of one meeting in the minutes sub-folder of the project folder. Else the entire chat session can be saved at a location of the user’s choice.

Architecture
SWChat consists of two modules: chatManager and cMessageManager 


Their relationship with each other is shown in the following diagram: 
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The processing of each module is as follows:

chatManager – This is the executive module of SWChat and is also the graphical user interface component. The following are the responsibilities and interactions of this module: 

· Coordinating the activities of the modules of SWChat

· Getting input from the user- this includes the text message and who it is meant for

· Displaying the username and message sent by the user

· Keeping all the messages of a chat in memory uptil a certain point.

· Saving the message session in a file named by user

· Interacting with cMessageManager for the sending the message to different users and for getting the message from those who want to communicate to this user

cMessageManager – this module communicates messages between chatManager to SWMessageManager. Its responsibilities include:

· Taking messages entered by user and username from chatManager and sending it to server via SWMessageManager 

· Getting messages from SWMessageManager and invoking chatManager’s function to display the username and message in it’s control

A screenshot of the user interface is shown below:

[image: image17.emf]


When the form starts, the names of the people who are logged on to the system and chatting is already present in a combobox at the bottom of the form. If the user wants to chat to a particular person, she can enter the text in the textbox, choose the person to whom the message is to be sent from the combo box and click on send. 

The messages send by other users are shown in the listbox at the top. 

If the user wants to save the chat session then they will click on File>Save and give a name and select the location to be saved in a File Dialog box.


Client events

The main events of the SWChat sub-system are as follows:

· user clicks on send. cMessageManager sends the message to server

· user clicks on file>save. File is saved at named location with specified name by chatManager calling functions of SWCacheManager

· a message is given to cMessageManager. cMessageManager invokes chatManager’s function to display the message
Security sub-system (SWSecurity) 

Summary

SWSecurity is a sub-system that provides security features for SWCollab. These features ensure that only authorized users are allowed into the system, that system messages captured in transit cannot be read, that legitimate users have access to only that level of system information that is authorized for them. Critical issues identified include the method of encryption and the time taken for encryption. 


SWSecurity is partitioned into the following modules:

securityManager – executive module 

sSecureMessages – encrypts and decrypts messages for SWSecurity

sSecureFiles – encrypts and decrypts files for SWSecurity

sSecureUsers – authenticates users and controls their access to the system information (server side only)

The important operations are that of encryption and decryption which can be done by different methods which are discussed in some detail. This architecture can be extended to provide information as to what happens when hackers attack and how the system can be shut down quickly to minimize damage. This was not included here because of lack of in-depth information available to author in this subject (methods and tools used by hackers etc) and also time constraints.  

Introduction

The SWSecurity sub-system is the part of SWCollab that is responsible for the security of the entire system. The goal of this sub-system is to ensure that malicious persons cannot hack into the system and protect the system from internal threats too.  This sub-system interacts with the SWCollab main system for user identification and authentication, with SWMessageManager for providing message encryption/decryption services and with SWCacheManager for providing file encryption/decryption services. 


Uses

The annotation sub-system will be used by

· SWCollab to:

· Authorize user

· Get user access-level information

· SWMessageManager:

· Encrypt messages going from client to server and from server to client

· Decrypt messages coming from client to server and from server to client

· SWCacheManager:

· Encrypt files going from client to server and from server to client

· Decrypt files coming from client to server and from server to client

· Designated system administrator to:

· Set security levels, access levels

· Set user passwords, usergroups, file visibility levels etc


Sub-system requirements:

Analysis of the uses shows that the sub-system has to:

· Get the username and password and authenticate user

· Provide means to encrypt and decrypt files

· Provide means to encrypt and decrypt messages

· Provide a way of setting the access level of each user

· Provide a way of checking the access-level of user to ensure request is serviceable

Critical issues

Concern:

If usernames and passwords are stored in a file in ordinary text, a person who gets access to such a file can wreak havoc with the whole system. 

Resolution:

We have to have a way of encrypting the password when it is saved in the file. The tool which decrypts these passwords will only be manually accessible by the administrator. Moreover the password file and all such files can be marked to be hidden and only viewable by the administrator. Only the administrator has the privilege of marking the viewability of files.  The code which decrypts the passwords can also be made secure by using classes of .NETs System.Security. In the same way, all critical files can be saved as encrypted files and we can have a decryption system for these files on the client’s side if these are to be sent to the client. 

Concern:

There are two standard methods for encryption of information that provide secure method of communication over otherwise insecure channels. These are private key encryption and public key encryption. Private key encryption is very fast but it requires that both sending and receiving machines have the same key. Moreover if unauthorized user gets access to the key from either of the two machines, the data will be compromised forever. As opposed to this, public key encryption means that users have different private keys for a communication session. The sender of a message encrypts the message using a public key sent by the receiver but this key cannot be used to decrypt the message since only the private key of the receiver can be used to do this, and this is not transmitted. Thus this is a secure method of communication but it is slow because of generation of keys and the double message passing for every piece of information that has to be sent. We have to decide between the two methods and find a way out of the disadvantages of the two.

Resolution

The resolution to this involves using the advantages of both the methods. This means that public key encryption is used to transfer a private key and then private key encryption is used for the remainder of their session. Thus we have fast encryption and decryption for most of the communication system and secure method of communication too. More information of this topic can be found in the Appendix.

Concern:

Using encryption techniques leads to a performance hit. We have to see how much is the decrease in performance when using encryption so as to assess the criticality of this issue and what can be done about it.


After some research, the author found that the .NET Framework provides the following classes that implement private-key encryption algorithms:

·        DESCryptoServiceProvider (DES algorithm)

·        RC2CryptoServiceProvider (RC2 algorithm)

·        RijndaelManaged (Rijndael algorithm) 

·        TrippleDESCryptoServiceProvider (TrippleDES algorithm)

Encryption would no doubt add some time to the response time and if we want to use encryption then there is no alternative to this increased time. However, the method of encryption is within our control and therefore we can choose one of the above algorithms to see which one completes the encryption/decryption process in the least time. 

So we should build a prototype application that generates an average length message, encrypts it using one of the four encryption algorithms, sends it, decrypts it on the server side, processes the message, encrypts the reply, sends it back and decrypts it on the client side. We should time these procedures for say about 10 times with each algorithm and see which one performs the best on average. Then we can choose the one with the best performance. 

The author looked for some code that would allow this kind of tests and after finding an encryption/decryption class from the internet (see references) set up a prototype model with a timer that would allow the test described above. However, after trying to run the prototype application the author found that the class did not work as desired (the beginning of the string was garbled after encryption/decryption + few other errors) and due to time constraints, did not pursue this exercise further. Inspite of this, the above procedure should be followed to test the fastest algorithm and this should be chosen for the security subsystem.

Concern:

Internal threats such as disgruntled employees can wreak havoc on the system if it is not designed properly.

Resolution:

This system itself has to be the most secure of all sub-systems since anyone who gains access to this system can wreak on SWCollab. All the modules should be tightly knit. While encrypting and decrypting the information, we should make sure that the plaintext messages that are generated cannot be viewed by anyone. We can use secure code for this method by using the services provided by .NETs System.Security classes.
Server-side SWSecurity

The main activities of SWSecurity are shown in the following diagram:
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When SWMessageManager wants to secure a message that it will be sending, sSecureMessages is passed the information to be encrypted by securityManager. There is it is encrypted and returned to SWMessageManager to transmit. 

When SWCacheManager wants to secure a file that it will be sending, sSecureFiles is passed the information to be encrypted by securityManager. There is it is encrypted and returned to SWCacheManager to transmit. 

When SWMessageManager wants to decipher a message that it has received, sSecureMessages is passed the information to be decrypted by securityManager. There is it is decrypted and returned to SWMessageManager to pass to the target module. 

When SWCacheManager wants to decipher a file that it has received, sSecureMessages is passed the information to be decrypted by securityManager. There is it is decrypted and returned to SWCacheManager to save it in the desired folder. 

On the server side, when a user wants to log on to SWCollab, securityManager is given the encrypted password and username by SWMessageManager from the network. This is given to sSecureUsers that will use decrypt it and check the password against the username from a special file that has been encrypted. If the password matches, the user is given clearance to access information to SWCollab as per the user level. The username is also given to SWCollab so that it can keep track of who is logged on. 


If the user has made a request for a piece of information from the SWCollab server, then before the request is processed, sSecureUsers will be asked to verify (from the username in the request) whether the user is allowed to access the information desired. If so then the user is allowed to do so, otherwise user is sent an error message. At the same time, a log file will be maintained of such users who have made unsuccessful attempts to log on to the system. This will be maintained on a weekly basis and can be used at the time of break-ins or attempted break-ins to see activity patterns. 

If the administrator wants to set passwords, user access level or user lists, then SWCollab will ask securityManager to set this information using sSecureUsers. When the user wants to set a password this request will also be routed to sSecureUsers on the server-side which will do so securely.

SWSecurity consists of the following modules: securityManager, sSecureMessages, sSecureUsers and sSecureFiles


Their relationship with each other is shown in the following diagram: 
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The processing of each module is as follows:

securityManager – This is the executive module of SWSecurity. The following are the responsibilities and interactions of this module: 

· Coordinating the activities of the modules of SWSecurity 

· Communicating with SWMessageManager for receiving and returning messages to encrypted/decrypted

· Communicating with SWFileManager for receiving and returning messages to encrypted/decrypted

· Interacting with sSecureFiles for getting messages encrypted and decrypted

· Interacting with sSecureMessages for getting files encrypted and decrypted

· Interacting with sSecureUsers for checking whether users are authentic and whether their request can be serviced according to their user level

cSecureFiles – functions of this module are explained below:

· It encrypts and decrypts files for securityManager

· It uses a combination of private and public key encryption for sending files

· It uses a combination of private and public key decryption for receiving files

· It uses classes of System.Security.Cyptography for these purposes

cSecureMessages – functions of this module are explained below:

· It encrypts and decrypts messages for securityManager

· It uses a combination of private and public key encryption for sending messages

· It uses a combination of private and public key decryption for receiving messages

· It uses classes of System.Security.Cyptography for these purposes

cSecureUsers – functions of this module are explained below:

· It interacts with securityManager for all instances of user access and user authentication

· It accesses local files and encrypts them for password saving and decrypts them for password retrieval. It provides similar services for encryption and decryption of other types of critical files. 

· It gets the user level if the user name is given to it

The major events are already described in the activity description. 

Client-side SWSecurity

The basic design and architecture of the client-side SWSecurity sub-system remains the same except for the fact that we do not need the services of the sSecureUsers module. Hence the client side module diagram changes as follows:
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Details about these modules are as per the ones provided in SWSecurity server architecture.

The activities for the client-side just include encryption and decryption of information and do not include any getting or setting of passwords.
Client side Cache Manager Sub-system (SWCacheManager)

Summary

SWCacheManager is facility that reduces the network traffic for SWCollab. Whenever the client wants to make a request for some information from the server, SWCacheManager first sees if it can be fulfilled locally. This will result in fast response times and reduced load on the server and network. 

There are quite a few critical issues involved when we think about client-side caching.  These are discussed in detail in SWCollab. From analysis of those we conclude that client-side caching is recommendable for this project.

SWCacheManager was partitioned into the following modules:

cacheManager - executive module that co-ordinates other modules

cFileManager – handles all requests for saving and retrieving of files

cVersionManager – handles all requests pertaining to versioning of files

Out of the operations of SWCacheManager, the ones that are required for servicing requests of SWComponentServer are quite complex and resource intensive. 

Introduction

SWCacheManager is the sub-system that provides client-side caching facilities for SWCollab. The goal of this sub-system is to keep all the files that a client may require on the client’s database so that if the user requests a file, the request is fulfilled without requesting the server to send the file. As a result of this facility, we can expect to reduce the server’s load, the network traffic and be ensured of a better response time. 

Uses

The annotation sub-system will be used by

· SWAnnotate to:

· Get the status of components (i.e see if there is annotation file/s already attached to the manifest of the component)

· Get the file to be annotated

· Fetch an old version of annotation document

· Save a new version of the file (if reversioning has been allowed)

· SWWhiteBoard to:

· Save diagram files

· Retrieve word and visio documents and diagram files

· Retrieve telephone directory file

· SWChat 

· Save chat log files

· SWComponentServer to:

· Get manifests, files, documents

· Version files

· Get latest versions

· Save files, documents and manifests


Sub-system requirements:

Analysis of the uses shows that the sub-system has to:

· Provide means by which to search for and retrieve file requested by module

· Have a facility by which if the file is not present in the designated cache, will request for it from the server

· Have a method by which whenever a file is saved, it uploads the file to the server
· Maintain a log-file of when the last connection was made to the server
Critical issues

Concern:

Getting the latest versions of files means that we have to find which is the greatest version number for each file name. This involves going through each filename, seeing which other files have the same name and then from among these finding the greatest version. This is highly resource intensive and we should find a way out of this.

Resolution:

We can have an index version file that stores the names of the latest versions of all files. It is this file that is referred to fulfil requests outlined above. This file is updated every time a file is given a new version. 

Concern:

Requests which involve traversing through the component tree would take a very long time for a large component tree. This will raise usability issues.

Resolution:

The solution to this is to build a data structure in memory from which we kind find out the dependency information. A reference to a detailed discussion on this topic is provided in the Appendix.

Client activity

The main activities of SWCacheManager are shown in the following diagram:
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When the cacheManager application is run, cFileManager will send the date of last connection to the server via SWMessageManager and in return will get the collection of manifests added or modified since that date.

When the cacheManager is asked to get the status of a component, it will ask cFileManager to check if the file’s manifest or any of its descendants has an entry for an annotation document. If it does, it means that the manifest has to be updated. If the manifest file does not have an entry for an annotation document, it means that the manifest is up to date. It will send the result of this operation to the calling function in SWAnnotate.

If any of the modules request a file, cacheManager will go and search for the file in the location specified by the caller. It will search in a default directory if path is not specified. If the search is successful, the file will be given to the caller; else it will ask the server to get the file by sending a request via SWMessageManager. When it gets the file, it will give this to the caller and if in case the file is not file on the server either, it will send an error message. 

If there is a request for saving a file without giving it a new version number, then cFileManager will first check with server via SWMessageManager if the user has this permission. If so, the file will be saved with the same version as the previous one (i.e the old one will be overwritten). If not, the user will be given a error message.

If there is a request for versioning of a file, cacheManager asks cVersionManager to read the latest version of file of same name, if it exists, from the latest versions file and increment the version of a file. It will then give this name to cFileManager which will save it in the appropriate directory, update the latest versions file and also upload it to the server.

If there is a request for the latest version of a document or manifest, or that of all components, cVersionManager will go through the version file that is maintained by cFileManager and return all requested information.

SWCacheManager consists of the following modules: cacheManager, cFileManager, cVersionManager 


Their relationship with each other is shown in the following diagram: 
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The processing of each module is as follows:

cacheManager – This is the executive module that is responsible for coordinating the other modules. It delegates file handling responsibilities to cFileHandler and versioning activities to cVersionManager.

cFileManager – This module is responsible for handling all requests for saving and retrieving of files. It interacts with cacheManager and SWMessageManager.

cVersionManager – This module is responsible for handling all requests pertaining to versioning of files. It interacts with cacheManager and SWMessageManager.

The major events are already described in the discussion of activities.
SWXMLManager 


The SWXMLManager sub-system is the facility that provides xml conversion and translation facilities for SWCollab.

Its uses are to:

· Provide an efficient method of converting notifications and requests to xml documents for transmission over the network and translation xml document received into responses that can be processed and displayed. 

· Convert information into xml format that can be formatted, stored and handled efficiently

· Translate information from xml files or messages into data that can be built up in memory

Sub-system tasks include converting strings into xml and xml into strings. 

The critical issues to be dealt with are:

· Do we build an xml document in memory for quick extraction of information or do we want to save memory and just traverse the xml tree one-by-one? We do the former if we want to move backward, forward, and sideways within a document and make changes to the document repeatedly. In this case we use the XMLDocument Class. If just need to have a one time reading of information then we use the memory efficient XMLTextReader class.  

· Do we allow CDATA in the tags? There is a danger that if the characters ]] occur in CDATA, before it ends the rest will be read as PCDATA and we will have garbled messages. Besides we can use PBRO objects for passing binary data so we need not use CDATA.

· How do we ensure that the xml standards are adhered to in future? We can use XSL Transformations for this purpose.

SWXMLManager has a simple architecture consisting of the following modules:

xmlManager - executive module that is interface to module and co-ordinates activities of other modules

xmlEncode –converts input parameters to xml strings and then encrypts them if necessary

xmlDecode – translates xml strings and decrypts if necessary


There are any particularly complicated operations for this module. It just has to encode and decode xml. Only foreseeable complexity is breaking up of large messages to manage them and then combining them. 

The activities of this module are simple. A module that requires information to be converted to xml will ask xmlManager to do this which in will turn get it done by xmlEncode and return the xml string. Similarly, if xml is required to be decode to fetch some particular piece of information, xmlManager will ask xmlDecode to perform this function and return the information required.

SWMessageManager consists of the following modules: xmlManager, xmlEncode and xmlDecode


Their relationship with each other is shown in the following diagram: 
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The processing of each module is as follows:

xmlManager – This is the executive module of SWChat. It calls the various functions of xmlEncode for encoding different data as per parameters specified by callers. It calls various functions of xmlDecode for getting different information from an xml string by passing the string. It’s public interface includes endcode() and decode().  

xmlDecode() – this uses the classes of System.xml to encode the given data into xml strings as desired. Typically, it will add the first parameter as the element name and the second as body of element

xmlEncode() – this uses the classes of System.xml to parse specified xml strings and return information. Typically it will look up the element name and return the information from the body.

Communication sub-system (SWMessageManager): SWCollab, SWChat, SWAnnotate, SWWhiteBoard

The SWMessageManager sub-system is the communication facility for SWCollab. It’s main function is to transmit requests from the client to the server and get responses back. It is also used for broadcasting messages or files from server to clients. The messages can be either xml strings or encryptions of xml strings depending on the preference of the user. 

There are no particularly complicated operations for this module. It has to mainly send and receive messages. 


Uses

The communication sub-system will be used by various sub-systems of SWCollab to communicate with other remote machines. The communication may or may not be secured as desired by the user or mandated by authorities.

Sub-system requirements:

Analysis of the uses shows that the sub-system has to:

· Generate a reference to an object that is proxy for the server’s object for communicating with the server

· Pass an encrypted or unencrypted xml string and reference to the client’s object to the proxy

· Get response from the proxy

· Have thread-safe send and receive queues

· Provide methods of encrypting xml messages when desired by user

· Provide means for decrypting encrypted message into xml string

· Have function pointers of various modules so that it can notify them when there is a message for them

The activities of SWMessageManager on the client-side are as in the following diagram:
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Upon initiation all the modules that want to use the services of this module will have to subscribe to its delegates. If a module wants to send a message, it will enqueue it in SWMessageManager’s send queue. SWMessageManager’s queue which is running on functionality provided by sendManager dequeues this and see if the message is to be encrypt. If so it will use services of SWSecurity to encrypt the message and then it will send the message using the proxy object. The reply it gets will be enqueued in SWMessageManager’s receive queue. The receive thread which is running on receiveManager’s functionality is blocked on the receive queue and when it has a message will see the type of message and process it. Eventually it will notify the appropriate subscriber of the occurrence of event that it had subscribed to. 

SWMessageManager has a simple architecture consisting of the following modules:messageManager, sendManager, receiveManager

Their relations ships are as follows:
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messageManager - executive module that is interface to module and co-ordinates activities of sendManager and receiveManager modules. 

sendManager – provides functionality to the send thread. Initializes proxy object and holds reference to it. Interacts with messageManager and SWSecurityManager.

receiveManager – provides functionality to the receive thread. Publishes delegates for various events. Interacts with messageManager and SWSecurityManager.

This concludes the discussion on client-side sub-systems of SWCollab. A summery of SWComponentServer is given in the Appendix. Next we see take a look at the SWCollab server. 
SWCollab Server activities 
SWCollab Server activities are as follows:
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· The server receives connection request from a client. The server authenticates the client using the SWSecurity subsystem. It asks ObjectServer to add the username as being logged on to the system for the particular project to which the user belongs. ObjectServer has a hashtable of users, their ip addresses and PRBO per project. It makes an entry for the user in this data structure. It also gets the information of all the users of a project and gives this to the client

· If a request has to be decrypted, SWResponseHandler will ask SWSecurity to decrypt it first. All XML translation is done using SWXMLManager. All requests are first checked for privilege level and then processed. 
· If the user is the first user to log on for a particular project, SWResponseHandler will generate a new thread and two queues (high priority and low priority) to start a new project set. It will ask ObjectServer to create a new object for that project and all relevant data structures and add the client to the project hashtable.
· Server will get the date last connected from the client and ask ListServer to give a list of all files added or modified since the user’s last connection. After this it will go through the list and give all the files to user using it’s PBRO from the file-server and from the component server. 

· When a user who is already connected makes a request, the SWResponseHandler’s thread for the client will look at the request header and see what type of request it is. It will decide from a predefined set whether the request should be put in a high priority queue or low priority queue. Then it will go back to listening for new requests

· The project-dedicated thread that is handling responses will dequeue the high priority thread first and then the low-priority thread (as per algorithm). 

· Requests for component serving are handed to component server. 

· For chat broadcasts, the project-dedicated thread looks at the message and sees who the recipient is. It will go through the hashtable and send the message to the proper recipient using their PBRO that is stored in the hashtable. 
· For diagrams, the first time a diagram is created, the project-dedicated thread will ask the ObjectServer to create a diagram object, give it an id and put a lock on it with the username who created it. It then goes through the project hashtable and broadcasts the diagram (in xml format) to all users who are connected. Everytime the diagram is edited this procedure is followed. Requests for locks are put in a queue by ObjectServer and when the lock is released by user, the requests are entertained one by one from the queue.

· For annotations, a similar procedure to that for annotations is followed.

· If the client wants a file to be uploaded, this is done using its PBRO object.
· When a client sends a disconnect message, ObjectServer is asked to remove that client’s entry from the project hastable and then the project-dedicated thread grants permission for the use to disconnect.

Architecture


SWCollab Client has been partitioned into the following main-sub systems:

SWCollabServerExec

SWResponseHandler

SWFileServer

SWXMLManager

SWObjectServer

SWListServer

SWSecurityManager
SWComponentServer

Their relation with each other is as follows:
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The responsibilities of these modules are follows:
SWCollabServerExec – This is the executive module which initiates the remote object. It also provides an interface for administration work.

SWResponseHandler – This is the sub-system which constitutes the remote object for SWCollab Server. It does all the server-side processing work for SWCollab. It generates a thread and two queues per project and provides functionality for the project-dedicated thread. It co-ordinates the activities of all the other sub-systems. 

SWFileServer – This sub-system is responsible for all the files that are not a part of ComponentServer. This includes chat logs that do not belong on the ComponentServer and files pertaining to security of SWCollab such as encrypted password files, files of failed access attempts. It interacts with SWResponseHandler, SWSecurityManager and SWObjectServer.

SWXMLManager – This subsystem is responsible for translation and encoding of xml. It has already been discussed earlier. Here it provides services to SWObjectServer, SWListServer, SWComponentServer and SWCollabServerExec.
SWObjectServer – This is an important sub-system of SWCollab Server. It manages objects for diagrams, annotation documents and very importantly hashtables of all users that are connected, along with their PBROs and ip addresses. It provides its services to SWResponseHandler which co-ordinates it’s activites with that of FileServer and ComponentServer.
SWListServer – This maintains various lists that are important for the activity of SWCollab server. These include lists of files added or modified along with their dates, lists of all known users, lists of diagrams, annotations, index files etc.It provides its services to SWResponseHandler.

SWSecurityManager – This sub-system has already been discussed in detail earlier. It provides its services to SWResponseHandler.

SWComponentServer – This sub-system is used for component serving and uses services of SWXMLManager.
Conclusions
After gathering data from prototypes and discussions it can be concluded that the design suggested is feasible. The SWCollab system was designed. Critical issues were discussed. A possible architecture was selected. Techniques for improving service time were suggested. Security techniques were suggested.
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AppendixB – Component Server Summary
Introduction

Large software projects have several teams working on various components of the project. Each team needs access to different versions of the components and they may be working in different geographic locations. This is where a component server is required.  A component server is a machine that stores and dispenses an organization’s reusable software components.  A component may be:

· A single low-level module that links only to files

· An upper level module that links to several lower level modules as well as files

· A program that links to several modules and files

· A system that links to several programs and files


Each component has an identity that derives from the combination of two things:

1. A manifest file that identifies all its parts.  Each part is identified by its path and file name.  The manifest contains a brief description of the component, a set of keywords, and uses an XML data format.

2. A version number.  
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Component Server - Component Representation

Manifest files contain:

- a brief summary

- a list of keywords

- a list of references to

  lower level components.


The server supports a very productive development of software by making accessible a large store of existing software components. Its main goal is help a user to quickly locate useful parts from a base of thousands of components and view them or extract them.

Use Cases

The following use cases envisioned by this project:

Developer: uses the program mainly to:

· Upload module interface and test data

· Upload source code files, assembly files, and test drivers.

· View module manifests 

· Extract code/documentation files and module manifests

· Ask for latest versions of module manifests

Team Leader: uses the program mainly to:

· Upload system interface, related documentation files (may include problem reports)

· View sys manifests, module manifests

· Extract sys and module manifests and included files

· Ask for latest versions of module manifests

· Create sys manifest

Software Architect: uses the program mainly to:

· Upload the project interface and related documentation files (may include test data, performance reports etc)

· View prg and sys manifests

· Extract prg and sys manifests and included files

· Ask for latest versions of sys manifests

· Create prg manifest

Project Manager: uses the program mainly to:

· Ask for latest versions of prg manifests

· View prg manifests

· Extract prg manifests and included files

· Upload additional documentation for project (may included spec reports, version details, archiving details)

· Create new version of prg manifest

Administrator can use the program to delete files and also has privileges to make certain changes in manifests under special circumstances.

Quality assessment personnel have unlimited read-only access.


Management have unlimited access to all components and files.

Conclusions from Use Cases

The component server program needs to:

· Provide methods for extracting, viewing and creating components

· Provide methods for uploading components and files

· Keep several versions of the components accessible to multiple users of project teams. This is because the individual project components will not be used in isolation by a team. Most teams will be developing software used by other teams.  Sometimes, the developers need to change the software on account of errors, incompatibilities between components, and performance problems. One team might be ready to use the new versions but another still need the old versions for some time. 

· Ensure that when the source file is changed, the related components are not changed

· Create a user stamp for each user made manifest file to ensure only owner can make a new version

· Have all software and related files accessible by a single command

· Have a standard for interpreting various commands and responses

Scope 

The scope of the component server is at present limited to the following activities:

· Show the names of all available components on server – systems or programs or modules and source files at the start of the program

· Show a view of a particular component – this will be a tree view that shows all the components this component depends on, all the components each of these depend on and so on.

· Extract a component to client and all included files

· Insert a new file in server

· Make a new component – only the owner can make a new version of existing manifest

· Get latest version of components available for making a new component

Deleting and changing components (privilege of administrator) is reserved for extensions of the project.

Critical issues and tasks

· Number of client requests server can handle. Many clients will be trying to access the components on the server at the same time. The server will only be able to handle a certain number of clients at a time before it becomes overloaded and starts impacting the processing time adversely. Say 200 clients log on in the space of one hour. If 100 of them require a view of components that on average depend upon 50 other component and files, and 50 require around 50 components to be extracted, then at peak load server will be processing around 7500 files. This would definitely slow its processing time down. So we will have to find out the optimum number of clients requests a server can handle. If more clients try to access the server, they can be refused access and requested to try connecting again. In order to increase the number of clients that can be serviced effectively, we can think of a server farm with many servers having access to the component directories. The primary server can decide which server can handle more clients and direct the client connection to these backup or mirror-servers. Alternatively, it can send a message to the client asking it to connect to a mirror server. This reduces the overhead on the primary server without adding too much code on the client side.

· Use of client-side threads. Many of the operations of the component server may require a significant amount of processing time. If the client is dedicated to waiting for the response from server before further processing, then it will inconvenience the user who wants to enter more commands or browse manifest files and file text. Apart from problems supporting the user interface, the client also has to service the message queue at regular intervals and may need to spawn compiles on received files. Hence we need to use worker threads that make server requests while allowing the client activities to progress concurrently with communication to the server. In addition to sending threads on the client side, an argument can be made for a client-side receiving thread that de-queues messages sent by server, processes them if required and then asks UI thread to populate its controls. This leaves the main UI thread completely free to handle user interface.

· Queues for client. A user enters the requests through GUI and hence they arrive asynchronously. These requests may be bunched together or they may be widely separated in time. Moreover, the user may enter new requests before earlier requests have been processed. The server may be busy processing other requests and may not be able to handle these requests. We need a way to handle this situation. This can be done by means of a sendQ. Moreover, many of the requests sent to the component server ask it to send back a collection of files belonging to some component. As the files reach the client, the client receiving thread will have to process them and give it to the UI thread. But the UI thread may be busy taking user inputs. Hence again we can queue where the processed responses can be stored until the client is ready for it.

· Message passing via queues. The issue arises as to how a thread receiving a message via a queue knows that its queue has a message. The following are ways this can occur:

· Blocking. It can block on its queue until something become available. This means that it sleeps for some milliseconds and then checks the queue. This wastes the CPU cycles if the queue is often empty and more importantly, it is unable to do anything else. 
To avoid losing CPU cycles, we can use event objects. The sending thread and receiving thread share an event. If the queue is empty when the receiver checks, it sets the event and waits on the event handler. When the sender posts a message, it fires the event, waking the receiver to process the message.

· Polling. It can periodically poll its queue while going about its other business. If the thread is a UI thread then it can create a timer, set to tick at the polling time interval. The timer sends a timer message to the windows message queue of this thread every time the timer ticks. An EventHandler will be handling this message by checking the queue and removing available entries. When the UI thread is not handling the tick events, it can handle any other UI events.

· Use of server threads and queue. The Component server is required to support multiple clients and hence needs to spawn a new thread for each new client. This receiving thread then starts communicating with the client while the server main thread can go back to listening for new clients. If we have only one such child thread to both send and receive messages, there could be a deadlock problem when both the client and server are trying to talk at the same time. So we need both a receive thread that processes responses and one thread that sends them. The send thread is always ready to send messages but the receive thread has different timing need since it has to process requests that could take different times. In order to remove this timing mismatch we can provide a sendQ where all the messages to be sent are queued. In this way, the receive thread does not have to block if the client is not ready to take its processed message.

· Server threads per client or per client request – We can generate new threads per client and keep them running till the client terminates. This will reduce the overhead associated with opening and closing connections and starting new threads. Disadvantages are network traffic still required even when the connection is idle, as well as the necessity of additional semantics to support initiation and termination of a session. 

Or we can generate new threads for each request. In this project, it is seen that one request may take a long amount of time to process. If another request comes from the same client that take a much shorter time to process then the new set of threads trying to communicate will see that client already has an open port and this may result in loss of processed information.

Hence we may need to compromise on a little performance to reduce loss of processed data. One way of making sure that server is not bogged down by existing threads that are idle(sleeping) is have a timeout that terminates these threads if the client has been inactive for say 10 mins. The next time, the client requests for something, she will have to connect again. This way we have advantages of both the options.


· File serving – The size of files associated with the components can be large. Small files can be returned as a single string but the bigger files will need to be returned as blocks with each block consisting of an array of bytes. The size of this array depends on the maximum size that sockets can handle at one time which has found in general practice to be 1.5MB. To be safe, we can keep it to 1 MB as a standard size.

· Synchronization. A situation can occur when one server thread is writing a file while another server thread is trying to access it for extracting or viewing. This could be a problem and we need to make sure that when the first thread is writing a file, no other thread can access it. This can be done by synchronizing the code where file writing is being done.


· Method of message passing. We can think of a way of communicating between the client and server that allows us to extend the project in the future i.e. the client should not need to know the exact procedure that will be invoked on the server or the kind of parameters required. XML messaging provides this kind of functionality. The client sends a message that contains a header (which stores control information about the message) and a payload (the actual content of message). The server can interpret the header in a previously defined way but payload can be different. Thus server and client are decoupled from each other’s actual messages but are dependent on the message format. 


This also solves the problem of how the receiver knows what the length of a message is. It could be encoded as file size (in bytes) into the header of the message. The receiver will pull out as many bytes at the file header specifies.
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� Details about the composition of a component and a summary of Component Server Preliminary Architecture are provided in Appendix A


� Word and Visio files may be viewed by means of popup windows; editing and annotation can be done using relevant Microsoft applications


� Review sessions may include annotation of components and documents
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