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1 Executive Summary

In response to the requirement of a facility which will provide testing of source codes of C# program through out the development process for medium and large projects remotely, for the huge and widely spread over the diverse geographical regions, concept of central Remote Test Configure Tool is conceived in this Operational Concept Document. This system will meet the requirements of the different users such as Software Developer, Project Manager, Software Architect, Quality Assurance, and probably be a Customer. 

Following are the basic module of the Remote Test Configure Tool:
Client Side Library Compiler: This module will compile source code as dynamic link library so that the test can be performed.

Client Side XML File Configure: This module is expected to create a XML file which will be used as test configuration data input. 
Client: This module will establish proper communication channel from Client Side.

Server: This module will be counter part of the communication channel on Server Side. 
Server Side GUI User Interface Module: To provide XML configure file input.
Server Side XML Reader: This module will extract information from XML configuration file.

Server Side Loader: This module will load all required libraries.

Test Harness Executor: This system will perform the test on the loaded files.

Logger Module: To record the test results in the specified format for the user assistance. Test data will be share across the network.
While conceptualizing this system some critical issues were identified as listed below:

Security: The system is under hacking threat by the competitors and to protect the system high lever security system in terms of authentication process should be employed.
Concurrent Testing: To maintain performance of the system, number of test performed at same time will be prioritized or will be shared over different systems available in network. Application Domains can be effectively used for this.
Concurrent File Access: Mutex class will be used with synchronization mechanism will be used so as to provide access of shared data to one thread after another.

Race Condition: The simplest threading model will be used to decrease the possibility of Race Condition occurrence.  
2 Introduction
Today, world thinks giant! When you talk about any project, irrespective its scope of working field, its environment has grown bigger. And so as any software development program is too huge as compared to what we have been doing few years back. The industry has grown big, today; it is not limited to few number of employees or a group nor is about a small unit of facility. But to respond multi dimensional large scale software needs, the organizations have remolded their structure and facilities. 
Just think of a newly introduced Apple iPhone. Can we imagine a very small group behind such a stunning innovative product? Perhaps, it is result of huge team efforts. In addition to this, it is quite convincing that entire team may not be working at the same facility. Then, how to keep checking and assuring the quality and functionality of the code designed through out the development process?

To fulfill this requirement of continuous testing of designed codes through out the development process across the different teams working at different geographical locations, concept of Remote Test Configure Tool is laid down in this Operational Concept Document which actually deals with more likely architecture of the stated system. 

We will be using Test Harness system for checking C# codes combined with remote testing facility using either .Net Sockets or .Net Remoting to accomplish this goal.       

2.1 Project Obligations:

The system is required to satisfy following requirements:

· Graphical user interface should be provided for the user friendly execution of the Remote Test Configuration Tool.
· A communication establishment is required between two different processes or machines for transfer of text and binary data using XML message passing.
· File copying to (and from) remote machine should be achieved with concern of the user before actual copying along with creation of required directory, if same does not exist. 
· For each test to be executed a XML configuration file should be generated and Test Harness system should extract required test data such as location of files to be copied.
· Remote system should be able to retrieve Test Result Logs. 

2.2 Context Diagram:
The basic idea to employ context diagram is to give a bird eye view of the system needed. Here we will identify the basic requirements of the system rather than the detailed ones. 
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Figure 1: Context Diagram
2.2.1  User Interface (Input/Output):

 Presentation Layer
Both client and server will be employing user interface. 

On the client side, this will enable user to collect required C# files along with reference dll’s and build the source code as library. In addition to this it will enable user to build configuration XML file for that test library.

While on the server side, since it hold the Test Suite, upon request, it will enable remote user to provide built configuration XML file, and to run the test. This will also provide ways of viewing and retrieving test results.
2.2.2  Communication Channels/.Net Methods:
 Communication Layer
Communication is the most important part as far as remoting is concerned.

There are total three communication channels. Here, we assume that the client is the user system, server is the Test Suite system and the Repository is the central facility for storing the final versions of source codes, most of test libraries, and test result logs. And all of these three communicates with each other as and when required.

First, the client may require communicating with repository, to copy some of the codes and reference libraries to build the test library and the XML configure file. The user on client may also communicate with repository to retrieve and view test results of the previous tests. 
Next, the client will communicate with the test server to schedule the test by providing XML configure file. And while retrieving test results from the test server.

Last, upon receiving request from the client with XML configure file, the server will communicate with the client, repository and any other remote system on network. The server will copy and load required libraries and execute test. On completion of the test it may log test results either on repository or client or on its own system.  
2.2.3  File System (Local & Central Repository):

 Storage Layer
File system is the storage facility. There are three kind of storages viz. Client machine, Test Server and Repository. 

Client is the system which will invoke the test suite at the Test Server. So, XML configure file along with the some required files will be available and stored at Client File System.

Test server will basically use the File System to temporarily store copied libraries and previous test result files and to log test results. 

While Repository will be employed to store all source codes, test libraries and the test results. It will serve as the storage facility for every single file associated with the project.     
2.2.4  Client / Server:

 Processing Layer
First, the client will be the processing center. It will use source codes and reference libraries to build the test library and XML Configure file. 

Next, client will communicate with the server and will invoke the Test Suite. To this server will respond and create a new thread and initiate the instance of the Test Suite. This will be sent to client using synchronized method and the client will provide XML configure file for the test input. This configure file will be copied to Test Server system and will execute test on previously created thread. On completion of test, test results will be logged by the server processing as per the requirements and input given by the user.  
3 Who is the User?
This section will discus the principle users of the Test Harness system and will also elaborate on the use cases. 

3.1 Users & Use Cases:

The principle users and associated use cases are as describe below:

3.1.1  Software Developer:

Need:

To check functioning of designed code
Impact:
The system should be able to remotely execute test as per the needs of the Developer.

The system should provide effective communication using synchronous communication method to receive and send data to (or from) remote test server and local user’s system.

Need:
To develop progress report for the upper management
Impact:
Developer should be collect test results in form and with the content require by him to produce report.

The system should be efficient enough to execute test and to generate results in minimum time. 

Need:

To check working of dependent module
Impact:
When we think of large system, it is usual to have lot many dependent codes. The system should be capable of either loading required source dll’s or using test results.

3.1.2  Team Leader:

Need:

To check codes developed by his team members

Impact:
The system should allow this user to access folder where source codes and test configuration files of his team members are located.

System should allow him to execute and view results of any of the codes selected from above stated resources.

Need:
To see functioning of codes developed by other teams

Impact:
As it is quite possible that one team may have some dependence on codes developed by other teams.

The system should provide facility to access codes, configuration files, and test results of any team across the development program.
3.1.3  Program Manager:

Need:

To keep track of project progress
Impact:
The system will be used by this user to check codes developed by various teams at different locations.

The system should provide this user access to codes generated by all team members under his project.

Need:

To see the errors with the codes failed
Impact:
This user may like to examine the most affecting failed codes, and may like to extend his help to the team.

The system should provide detailed report on each codes selected by him for his appropriate use.

Need:

To evaluate teams and team members

Impact:
The system should provide test results with the name and required details of the associated team and the developer so that the program manager can do the evaluations. 

3.1.4  Software Architect:

Need:
To see that development is in line with the concept
Impact:
This is the user who has conceptualized the system, and hence he may wish to see the work of all the teams working across the project to satisfy him-self and keep ensuring that the developed system will meet the requirements of the conceptual design.
3.1.5  Quality Assurance:
Need:

To qualify the software
Impact:
The QA team would love to keep checking correctness of the developed codes so as to justify the quality of the product to be supplied. This system should provide access to all the codes being tested with the proper test results.
Need: 
To prepare QA report for the customer
Impact:
For the Quality Assurance people, the system should provide specific report format so that the repost can be supplied to the customer as part of periodic development updates, and to assure the quality of the software to be developed. 

3.1.6  Customer:
Need:
To demonstrate the software development capability
Impact:
The system should be so designed that it can be use for demonstration tool by the marketing department with only details required to be disclosed at the customer’s location. 

4 Activities

In this section of the OCD, we will analyze the major activities in execution of the Remote Test Configure Tool.
4.1 Flow of Activities:

The very first step to schedule test for any source code is to create configure XML file for that particular code. And this will be done at the client system. The user, most of the time a developer, at the client end, will collect the source code files and reference libraries from their locations and compile it as test library. With the same process, it will create XML configure file which will have all the test data viz. test library names, location, path, IP, and MAC for the hardware. In addition to this, it may also give information regarding result output type, format and also logging path. 
On having build test library and XML configure file, the client will call the server, Remote Test Server, to schedule test. To this ‘ready to listen’ server listener will respond and create a new thread to start a process. Then on, this new thread will be in communication with the client with new port number. 
To start the Test process, Server will ask user at the remote system to log in. If it is validated, user will be asked to provide XML configure file. And these steps will be processed at client end through proxy and communication channel.

The server will copy this XML file to its system, notice that concurrent file access will be employed, so if any other user id modifying the file, it will not be copied, and server will make attempt to copy it frequently unless it gets through. 

After copying XML configure file, important information such as test library name, location, IP and MAC of that remote system, path on that system, reference files’ name, location and path, etc., will be retrieved. Then one after another, server will try to establish connection with those machines, and will request for the same files and libraries. 

To this, remote systems such as, client, central repository or any other system on network/internet will respond and provide required files. While copying these all files, again concurrent access method will be use and any file which is being modified will not be copied unless it is saved again.

On having all required file stored at the local system, the Test Sever will invoke the Test Harness Aggregator, and test process will begin.

The Test Harness system will load all libraries from the known path on the server system, and execute the tests.

The test results will be displayed on the screen of the client or it will be saved to the known path as per the wish of the user. Most likely, all test results will be logged in to central repository also, so as to maintain adequate project progress information. 

All remote communication will be established either by asynchronous and synchronous methods of communication, using queuing, to ensure the sequence and completeness of the data being transferred.

When ever any problem occurs, the Remote Configure Test Tool will show error message on the clients screen. And it will be user’s responsibility to take the appropriate action per the error occurred. 

The following sub-section gives flow of the major activities in the system.
4.2 Activity Diagram:
By employing activity diagram, we will try to have quick look on the complete process of the Remote Test Configure Tool.
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Figure 2: Activity Diagram
5 Modules:

In this section, we will try to break out system in different modules. This is the partitioning of the complete system. Below is modular diagram of the most likely system.
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Figure 3: Module Diagram
5.1 Test Library Compiler (Client Side):

This is the module which will build test library for any source code to be tested by Remote Test Configure Tool. It will be employed by the user at the Client side. 

This module may interact with client communicator to copy and load dependent files and libraries from any other remote system such as Central Repository.

On loading all required files, this will produce Test Library and will be stored at known path.
5.2 XML File Configure (Client Side):

This module will create XML configuration file for the Test Library. This XML file writer module will include all the necessary data for the test executor at the Test Server such as file names, directory path, IP and MAC addresses of the remote system containing those files.  
5.3 Client Communicator (Client Side):

This module will have all communication related codes. This will call the Test Server using either .Net Sockets or .Net Remoting. This module will establish a connection and will send request and receive responses and create new threads as and when required. 
5.4 Server Communicator (Test Server Side):
Just similar to functions of the Client Communicator, this module will provide same services at the Test Server side. 
A listener will be ‘Ready To Listen’ any available requests from the network. It will receive the request and as per the request, start the new thread for the execution of the test process. Then onwards, Client will be in communication with the new port corresponding to this thread. 

This port will serve for the all communication needs of this particular test such as copying files and libraries from the other remote network systems. Passing and receiving XML messages. 

Both communicators, on client and test server side, will incorporate transfer of text and binary data. 
5.5 GUI Remote Test Executor (Test Server Side):

This is the entry module to the Test Suite. This will be invoked upon request from the client on the new thread by the Server Communication Module. And the instance of this will be created on the client side using proxy. This will enable user to provide path to the XML configure file. 
To start the test, first, user will be required to log in if Test Server identifies the user, it will allow user to browse XML configure file, load it and execute the test.

The GUI may look like as shown below:
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Figure 4: GUI: Initial Log In Screen
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Figure 5: Remote Test Configure Tool: XML Browser and Result Summary Screen
5.6 XML File Reader (Test Server Side):

This module will have function to read the XML configuration file copied by the Server Communicator Module and save to known path. This function will collect the file information stored in the XML format and special instructions for logging of the test results and its format.

Once, file details are retrieved, this information will be sent to Server Communicator to request particular remote systems and it will collect and copy all required files and libraries to perform the test.  
5.7 Test Library Loader (Test Server Side):

Once Server Communicator copies required files and libraries to known path, that path will be given to Test Library Loader module and this module will have a function which will load all those dll’s in to the Test Harness.  
5.8 Test Harness Executor (Test Server Side):

Upon loading of the required test dll’s, this executor will invoke the function called test() to perform the test. And any error occurred during execution will be passed to Client through respective communication channels. Further execution will be done as per the action taken by the user.
5.9 Logger (Test Server Side):

If test execution succeeds, the results will be logged using Logger Module derived from the ILogger interface. As per the information supplied in XML format, combination of derived modules such as File Stream, Console Stream and Memory Stream will be employed, further, the data will be stored as per the user’s choice in any of the system on the available network.

5.10 File Stream/Console/Memory Stream:

As name suggests, these modules will be having specific functions to log data either in file format, on console or in the memory stream. These will be called as per the requirement by the test class through ILogger Interface and Logger Class. 

Data from here will be passed to the communication channel for the appropriate data logging. Once data are logged, the message will be passed to the client system conveying the same. And test will end here, with user’s termination. 
5.11 Central Repository (Data Storage Facility):

This is the facility, and not a single module. It is a huge storage place for the complete project group across the organization. 
Similar to the Client and Test Server, this facility will also have communication channels and layers to provide file access to any of the remote local system on the project. This facility should also employ a higher secured log in service so as to ensure the appropriate use of data and eliminating misuse and leakage of private data. 
6 Critical Issues:

In this section, we will try to identify possible critical issues which can cause the system failure. 

6.1 Security:
Problem:
This test server is most critical part of entire software development process. Failure of this system can cause a huge mess for the development process. Since the Test Server is accessed over the network and across the networks, it is possible to sight a hacking attack by the competitors.
Resolution:
The best possible security mechanism should be employed. Log in should be validated using various check points. Secure connection ports should be deployed.  

6.2 XML Configuration File:

Problem:
It is possible that the XML file given to the test executor was corrupted or missing some data.
Resolution:
The XML file reader should through error messages and notifications to the user through communication channel. If the file is corrupted, should be asked to supply a new file. And if any data is missing than it should be informed.

6.3 Concurrent File Access:

Problem:
Since the system is used over the network, and many files are copied from the different systems, it is plausible to think of a situation where Test Server tries to copy a file which is concurrently modified by some other user.

Resolution:
The appropriate simultaneous file access method should be used such that if any other user is modifying the required file, the server should be sent a message that access denied. While frequently, server should make several attempts to copy that file. If the modification part is done and file is saved by another user, then and only then, server should copy that file.


To accomplish this, we should use synchronization mechanism to ensure that only single thread accesses the shared data at a time. A synchronization primitive Mutex can be used that grants exclusive access to the shared resource to only one thread.
6.4 Concurrent Testing:

Problem:
Since it is a Global Tool for the organization, it will have tons of users accessing and scheduling test for their particular requirement. This will slow down the system as a result of heavy loading. It may burst the system too. (See Appendix A for estimation.)
Resolution:
We can employ high capacity of the server to solve this problem.

We may also use more than one system to run Remote Test Configure Tool. Meaning, either we can employ different Servers or we can schedule a test on any other available system having similar facility.

We can also divide our Test Harness System in different parts. Meaning, we can transfer our logger module from the Test Server to the Client side. On doing so, Test Server will not have to worry regarding the logging procedures. In most of the cases, we are sending test results and summary to Console on Client side. So Client System will have test results and then same results can be modified over here only to log in to different forms and in to different system.

We may also prioritize the test sequence. But doing so may result in long queue times. And it may so happen that some test may never be performed. 


We can also use number of application domains with in the single process. So that concurrent test execution can be performed. Meaning, if one XML configuration file contains more than one test, then the same thread can create number of child application domain and on each domain every single test can be performed.
6.5 Race Condition:

Problem:
The race condition occurs when output or result of the process is unexpectedly or critically dependent on the sequence of the occurrence of other events.

Resolution:
This is a very much critical condition and creates a huge mess. Equally, it is not easy to identify the cause of this flaw.


To avoid this problem, developer should carefully design and model threading aspects of the program. The thread model should be simplest possible.

6.6 User Specific Output:

Problem:
The result output format and types required by the different users are verily different. Result format required to Team Manager is different than the same need to Developer. Team Manager requires only summery level results while Developer would be interested in every single tiny detail.
Resolution:
We can provide an option to user at the initial GUI screen to choose the type of format required by him. And accordingly we can modify our logger module to accomplish this task. 


We can also distinguish the kind of result to be generated depending upon the user role. Meaning, we can use SQL data server for the organization and find out the role of the user, depending upon that, system will generate output in definite fashion. 


While doing so, it may also happen that the user may require output in other format than the one assigned to his role. We should provide a over ruler check box at the beginning so that this modification can be accommodated.    
7 Appendices: 

7.1 Appendix A: Load on the Test Server:
To calculate load on Test Server System, we will make few assumptions:

No of Projects:
10

Project Manager:
1/Project


No of Teams:
10/Project
Team Leaders:
1/Team

Team Members:
20/Team

No of Architect:
5/Project
No of QA:

10/Project

Total No of Users: Project Managers + Team Leaders + Team Members +   




Architects + QA’s

                           = (10 X 1) + (10 X 10 X 1) + (10 X 10 X 20) + (10 X 5) + 




  (10 X10)

                           = 10+100+2000+50+100

                           = 2260 users

Depending upon the time of the day, there will be different kind of user accessing the system.
For example, in the morning, between 8:00 AM to 10:00 AM 70% of user would like to check the logs so that they can start working from the suspended point onwards. While 30% may like to test some of their codes. Similarly, at the closing hours, most of the users say, 85% would love to test their work rather 10-15% may like to see the logs. System will be under different loading conditions during the day hours.

Further, consider following for the test suite:


No of Modules:

20/ user


Size of the Module:
50 KB

No of user at a time:
1200


Size of XML message:
600 bytes
Now, for the above stated assumptions, while system sends and receives XML messages, it s not critically loaded. But for the file upload and down loads consider the following.


Total data downloaded = 20 X 1200 X 50 KB = 1.2 GB

This is too much of data to be handled by the server. 

Service Rate and the Arrival Rate together determine the Server Load. The ration of the Arrival Rate to the Service Rate is the index of Load on the server. Lower the ratio better for the server. 

To resolve this issue, any of the suggestions described in critical section or other can be employed. 
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