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Introduction
We successfully designed and implemented the TestHarness – a “Local Test Platform” for constructing and executing test suites to facilitate frequent testing during product development. 

A typical scenario for large projects would be the development of various modules over multiple machines by various development teams / developers. The TestHarness is an effective tool for testing and development on each machine.  However, for very large projects integration and testing of the whole project may not be feasible. There are several issues that arise in such a scenario.  
E.g. when a module requires the services of another module the module will be shipped as a dll and be used by the requesting module. Keeping a track of the latest builds for few modules may be feasible. But, when a project spans over 200 machines keeping a track of the latest builds, integration and testing of all the modules at a time becomes extremely difficult.
A “Distributed Test Platform” is a much desired solution for efficient development and testing of large projects.

This Operational Concept Document discusses a possible architecture of such a “Distributed Test Platform” or “Remote Testbed” for concurrent testing and development of various modules of a large project.
Goals and Requirements of the Remote Testbed System
Goals of developing this distributed test system are:
1. To support concurrent development and testing of parts of a large project by distribution of load and complexity of testing across multiple locations. 

2. Focus on the principle of “isolation” or “encapsulation” for each node to be independent of performing their tests without knowledge of peer test environment.

3. Each node should be able to perform its tests and communicate with remote nodes concurrently for requesting test results or utilizing the services of other modules located at remote machines.

4. Partitioning of test activities for large projects across multiple machines by providing means to configure the testing environment of each machine and transmission of results.

5. Developing a reusable communication layer between peers using XML-based Message Passing Architecture.
CONTEXT DIAGRAM
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The diagram above defines the Context of the Remote TestBed system.

Communication Layer:

The client and the server communicate with each other using a reusable communication channel using the .NET Remoting infrastructure. The communication is achieved in the form of XML messages.
The client communicates with the proxy of the remote-able class being marshaled by reference.
File System Services:

Both the client and the server will utilize the services of the File System when Logs are saved, the configuration file is used and the test files are accessed to execute the tests. All services provided by the file system require the file name as well as the reference to the file.
GUI Input / Output:

The user commands the system through the GUI. The client will then build the messages from these requests.

Related to the server part the user will request the server to listen for connection requests. The server displays all the results of the tests that have been executed on the form.
ACTORS AND USE CASES
The goal of the Remote Testbed system is to facilitate the concurrent testing and development of large projects spread over multiple locations in an organization. 

The Testbed will be used by different members of the software organization with goals depending on the nature of their involvement with the product under development.

The following can be described as prime Actors of the TestBed:

Developer

The developer uses the system for detecting code integrity, successful execution of test cases (local tests) for the modules under development and as an analysis tool for monitoring the progress of the project. The primary focus of the developer is to check for survival of the module of all the possible test cases and special cases that the product will face during the lifetime of the product.
Need:
· Developer will use to system to develops test cases for the module under development.
· Developer will execute tests cases and view results 

· Developer will use to system to views the test results from other peers 

Impact on Design:
· In order to develop test cases for testing any module a generic test interface must be provided. The tests to be written will be derived from this interface. Thus any application to be tested will be able to use this generic test interface

· An effective GUI must be provided in order to browse for the test files (local tests), and test the files. The UI must provide features for the selection of test dll’s and test them. 

· The UI must display the test results and the summary of all the tests executed.

· An effective reusable communication system must be designed in order to communicate with other peers.

Software Architect

The architect uses the system to keep a track of all the development teams. His job is to ensure that all the development teams conform to the goals and design of the project. The test logs and the results of the test cases developed provide pointers to the architect if the implementation deals with all the detailed product requirements
Need:
· The software architect will just command the local peer as well as remote peer to run tests ad return results.

· The architect will request for test commands related to test execution (e.g. pause, abort)

· Architect will view log files from the local as well as remote peers in order to judge the project progress and resolve issues if any.

· Architect should be able to configure the system in order to add new peers, remove peers or edit peer information.

Impact:

· Effective UI for local testing as well a remote testing must be provided. (Can have only one form for both, however separate form for local testing and remote testing is recommended)

· A reusable communication system must be designed in order to establish communication with other peers.

· The UI must show all the peers in the system and provide facility to select the peers and command them.

· The system must be able to handle requests from various peers as well as continue to run its own tests.

· Result - Log management must be provided.

Project Manger

The TestBed can prove to be a very efficient tool for the manger to gauge the project progress, conformity to the customer requirements and the efficiency of the developers and testers to execute the project. 
Need:

· The test logs that have been saved over a period of time are indicators if the product will be delivered by its deadline. The Project manger will refer to the saved logs for gauging progress.
· The project manager can derive the following information from the saved logs time spent in testing each module, how often does the module requires design changes, effect of these changes on resource that have been allocated on the project
· The project manager can command for test execution, pausing or aborting execution. 

· Project Manger must also be able to configure the system.

Impact:

· Design considerations for the above needs have been discussed in the previous sections.

· For a project manager more than checking if a particular test has 
However, deriving the above information based just on the output of the test cases by the harness may be a cumbersome job for the project manager and the software architect. 

Note: A suggestion – Analysis Tool

Development of an analysis tool which will scan all the saved logs for a time period and provide details like average time spent on a module, how many times the module required design changes, etc. may be desired. The analysis tool may more suitably be a web application that will publish analysis and progress results as a reference for the testing team, Quality analysts or even the Sales and Marketing team. I recommend the development of this tool if development costs permit and the tool be shipped along with the test harness.

The Analysis tool or some of it features may be incorporated in the test harness. But this is an issue to be thought of by the manager and the architect so that the harness meets the development cost requirements and resource availability.

Quality Analyst

The QA ensures that the quality of the software product design meets the quality norm fixed by the company.

DESIGN CASES
Design cases highlight the interactions between the user and the system. Following are some of the design cases:
Cases related to Configuration Management:
1. View all the peers and their details

The actors can view a list of the peers that are currently present in the system. Peer information can be in the form of:


Peer Name : IP Address : Comm Port number
Peer information will be stored in the form of an XML file. Each peer will typically have to enter the information for all the peers in the system. 

However, this can be cumbersome if the system is distributed amongst 400 nodes. In such a case the file from another peer may be copied to the directory and information for the peer will be inserted.

2. Edit or Add information for a peer.

Actors can Edit information for a particular peer by selecting the peer from a list and clicking on the Edit button. Information will be displayed in “Edit” boxes and can be saved. 

A new peer can also be added to the system by entering the peer name, IP address and the communication port number.

3. Delete Peer.

The peer can be deleted if it is no longer used for testing purposes or if the peer is non functional.

Note:

Peer Configuration Management can be scaled to a higher level than explained in this document.

Some of the points where the configuration management system can be expanded are as follows:

1. Obtaining information of all the peers that are active at startup. The system will configure itself and display a list of only those peers that are active.

2. The peer list can be modified as soon as any of the Peers becomes inactive.
3. Currently peer management can be done by any actor using the system. No security issues are handled for peer management. 

Feasibility of design, time and cost constraints will dictate the implementation of the above mentioned peer management features.

Start and Exit the application.

The users can start the application and exit the application when desired. The Exit button is provided on all the GUI forms to exit application.

Command the Server for “Listen” requests

Before beginning any testing activities the users should command the server to listen for incoming requests. “Listen” button is provided for this purpose. The default port number to listen will be displayed on the form (will be read from the configuration file). The user can change the port number in order to listen for incoming client requests.

Selection of peer to request services

The users of this system will choose to communicate with a peer from the available peers in the system. The peer list will be displayed on the form (will b read from the XML file). Users can select a peer and request services from the peer. 

The same holds true for local test. Clients will connect to their server parts for requests
Run Tests

The users will issue the “RunTest” command from the GUI form for executing the test functions. The results will be displayed according to the Logger selected. Summary of results will be displayed on the form.

Pause and Resume Tests 
The user can pause the running tests. This holds true for local as well remote tests. The appropriate messages are built and sent to the targeted peer – server. The test execution will be paused until a resume or abort message is received. The state of test execution is stored and will be refreshed when a Resume command is received.
Stop Tests

If the user finds a large number of tests failing he may decide to stop the tests for it or for remote peers. Stopping tests will stop all testing activities and tests can be started again only by the “RunTest” command. Pause and resume commands on an inactive slave will be counted as redundant requests.

View Logs
The saved file Logs can be used by the users to check for a particular test result, used by the architect to review tests executed, used by the project manger to gauge project progress as discussed in the Actors and Use Cases section. Logs are read and displayed on the GUI form. 

GRAPHIC USER INTERFACE

The GUI snapshots are shown below:

Screenshot 1: CONFIGURATION MANAGEMENT
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The snapshot above is for configuration management of the distributed system. 

The configuration details of the system will be saved in a configuration file on each peer. The configuration file will have the information about all the peers in the system. This is file is essentially an XML file.

The configuration file will be as follows:

<Peers>


<Peer name = “MyComputer”>



<IP>128.1.1.0</IP>



<Port>8080</Port>


</Peer>


<Peer name = “YourComputer”>



<IP>128.2.2.0</IP>



<Port>8085</Port>


</Peer>

</Peers>

The GUI provides following options for the user:

1. View all the peers in the system.

2. Select a particular peer to edit its properties. E.g. we may wish to change the peer IP or port number

3. Add a new peer to the system

4. Remove a peer from the system

Screenshot 2: LOCAL MACHINE TESTING
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The GUI for local testing is given separate consideration. We can test for local tests from the Remote Testing page (next section) also. This page has been separated out for the purpose of providing selective testing of tests. We can choose only the tests that we want to run on the local platform. Local test results will be saved in a separate directory for File Logging than the results from all peers.

The features provided are:

1. The Local test platform conforms to the Message Passing Architecture. User will have to command the server to Listen by specifying the port number. Peer details will appear when the form loads by reading “localhost” peer tag from the configuration file.

2.  Selection of Logging option.

3. Choose the source directory for test files. Default will be ..//..//TestLibs directory (same as the one designed for the TestHarness). User can choose other directory.

4. Choose to test all files or selective files.

5. View Result summary on the form.

6. View the log created (File Logging) on a different form. The Log Form is shown in the appendix section.

7. Option to Abort tests.

8. Option for pausing and resuming tests.

Screenshot 3: Remote Peer Testing
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The GUI for Remote Testbed is shown as above: 

This UI is used to test all the peers in the distributed system including the peer itself. The features are:

1. By default list of all the peers will be displayed. User can select a particular peer or all the peers. The “refresh” option is used to check if any new peers have been added to the system or the properties of any of the existing peers have changed. Changes will be reflected by reading from the configuration file.

2. Command the local server to listen for requests. (This will be disabled if local testing has already started and the server has been put into listen mode.)

3. Selection of logging option.

4. Test Commands:

a. Run Tests – Run all the tests for the peer.

b. Pause – pause the testing of selected peers

c. Resume – resume testing for selected peer

d. Abort – Abort testing for the selected peer.

5. The result summary will be displayed on the form for each peer that is being tested. 

6. Saved File Logs can be viewed.


Remote Testbed Model – An Overview
The Requirements and Goals of this Distributed Test System require the design of a system with the following attributes:

Peer

Each peer can be thought of as having a Client part and a Server part.

The job of the Client is to:

b. Send request command messages to other peers or slaves (to their server parts).

c. Send response to requests from other Test Masters. 

The job of the Server part is to:

a. Accept incoming requests from the Test Masters (from their client parts)

b. Accept incoming responses from Test Slaves

Thus, the client and server parts for a machine form a “peer” which can become a Test Slave node to serve other Test Masters or become a Test Master itself for services from other nodes.

Communication Sub-System

Design of an effective and reusable communication sub-system is the heart of this Distributed System.
Communication between peers occurs in the form of XML messages. 
Sockets or .NET Remoting?
.NET Remoting:

.Net Remoting provides an infrastructure that allows objects to interact with each other across Appdomains. The server hosts the remote object. The client invokes the remote object by building a proxy on the client side. To the client, calls invoked on the remote object are like calls to local functions. Remoting 
However, this calls for a tight coupling between the client and the remote object function signature. If communication needs to be established with another peer, another remote object class may have to be redesigned and another proxy be built at the client. This destroys the reusability attribute for the system.
In order to make the communication layer reusable we have the following options:

1. Sockets:

Use of sockets may be a feasible option to enforce reusability. Sockets are best described as end points of communication between the   two peers. Sockets are platform independent. Sockets just transmit / receive the information that you give them. They are a universal interface for communication.
However, in term of implementation sockets require more work as message framing needs to be done for the messages. 
2. Remoting using Message passing.
A Message Passing layer can be built on top of the remoting layer in order to enforce reusability and avoid binding issues. There is no tight coupling between the clients and the remote-able object. The remote – able class may juts have AcceptMessage () (put received messages in a queue) and SendMessage () (put messages to be sent in a queue) functions. These generic functions are used by all the peers for sending and receiving messages. Message passing makes the implementation much simpler as compared to sockets.
This concept documents proposes the use or .Net Remoting using Message Passing for implementation of the communication subsystem.

Choice of .Net Remoting Activation Model:
.Net Remoting offers the following choices of activation models:

Server Activated (lifetime controlled by server):

1. SingleCall: 
In this model, a new instance of the remote-able object is created for each call. No state is shared between clients or state is not preserved between each calls. The life of the object ends after the call ends.

2. Singleton:
In this model, only one instance exists for all the clients. State of the object can be shared between clients and state is preserved for each method call. No synchronization is offered for calls on the object and it is the developer’s job to ensure thread safe operation.

3. Client – Activated:
In this model each client has its own instance of the remote-able object and state is preserved between method calls but state sharing is difficult between clients as each client has a copy of remote – able object.
The singleton and client activated models are dictated by the lease times of the remote-able object. Lease times can be changed or manipulated to have infinite lease times (the object remains alive till the application ends)

Choice:

This concept document proposes the Server – Activated SingleCall activation model for the following reasons:

1. Methods like sendmessage() and receivemessage() do not expect return values and are used for the purpose of sending and receiving messages. Message Processing is independent of communication infrastructure. 

2. There is no need to preserve the state between method calls. Client activation model may not be a good option for this application. Although, commands from Testmaster to Slaves require test results to be sent, managing lease times for various clients may not be feasible. Keeping an infinite lease time is also not a practical option since a master may request for services from a slave just once during and entire day session. 
 3. We do not need to share the state of the object between clients. Each client may use the object for different purposes (One may want to start tests while the other may stop tests).

For purpose of simplicity, SingleCall activation model is a good choice. There is an issue that SingleCall will create a large number of objects, but considering that the purpose is just to send and receive messages this trade-off of more resource utilization is acceptable.
Handling “service” request calls from other peers!

One module may require the services of another module. In such a case the calls have to be synchronous to the other peer.

We are building a message passing layer over the .Net remoting framework. This layer must be reusable i.e. it must be used by both the asynchronous communication requests as well as the synchronous communication requests. Since we are using the “single call” activation model which does not maintain state, “Client Activated model” may seem to be a better choice since the connection stays alive for each client.

Build Adapters

Communication for servicing the requests from clients can be achieved by using message passing and single call activation model by building “adapters” for each component.

An adapter is built for each component, so we have N adapters for N components. 
The adapter will have a function that the application calls which builds up the message (puts the function name and parameters if any) and puts the message in the queue. This adapter will now block till it receives the return values it expects from this function call.
The adapter will have another function that will unwrap the message and call the appropriate component function, wrap the response back into a message and put the message back into the send queue.

Static instance:
Initially, when we make the first function call the adapter may create the component object and store it as a static private data member (this preserves the state).  Then for each subsequent service request only the required functions will be called. 

This is however strictly to classes which do not maintain internal state.

Use of static member can only be possible if the class just provides services through function calls since the same object will be accessed by all peers requesting service from these modules.

Store objects for each peer in a HashTable:
For classes like “toker” this approach cannot be feasible since different peers may require the services of toker for different files.

In this case the adapter must build an object instance for each peer and store it in a static container (hash table, which has key as peer - identifier and value as the corresponding object created for that peer)  
All calls from peer will have a look up into the hash table if an object has been created. If yes, the object is used else a new object will be created and an entry made into the hash table.
There is another option for handling service calls:
Ship the DLL!

At the beginning of each session the dll of the component must be shipped to the peers who use that component. A message must be sent to the peer requesting for the latest DLL. The peer will send the dll to the requesting peer. There are two points that we must consider:
1. If the tester is running as a separate process then we can simply load the dll and use it.

2. If the tester is running on a separate thread in the same process we cannot load the dll and dynamically link to it, but we can load the assembly and use it. 
Shipping the dll must take care of versioning. 

The decision to choose over one of the methods is left to the design team. Building adapters makes the design complex but is a true simulation of RPC over message communication link. Shipping the dll seems an easier option but communication between developers is a must to endure that the modules are tested using latest builds from depending modules.

The reusable communication structure can be illustrated as shown in the figure: (Courtesy: Dr. James Fawcett)
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The figure above illustrates the communication subsystem. 

Threading Model:
An effective Threading Model is required for the Concurrent activities that we have discussed so far. The following is a summary of the possible threads and their functions:
· The main thread accepts input from the UI, frames messages and posts the message in the static Send Queue. 

· The send thread will dequeue messages from the send queue ad send the messages to the server on the other peer.

· The Receive thread on the other peer deques messages from the static receive queue.

· The thread on the sever part messages, unwraps the messages performs the necessary action, again build up the response message, and puts it in the send queue.

· Necessary actions like running tests will be performed on separate worker threads.

Queues

Why do we need a Receive Queue at the server?
Providing a queue at the server side has similar goals as providing one at the client side.
Scenario:

The client sends a request to the server to be processed. The server is processing a message from a peer. Another peer attempts to send a request to the server. Since the server is busy requests from other peers or the same peer cannot be serviced. They have to wait till the server completes its current activity. 
Solution:

Providing a receive queue will ensure that messages from all the requesters are received. They will be processed by the server as per the queue principle - “FIFO”.
Note:
If no queue is provided at the server side it must be ensured that no two peers will attempt to communicate with the server at the same unit of time.

Why do we need Send Queue at the client?

We can directly send messages across over to the peer – server part without the use of send queue since send is not a blocking call.

However, in this case the application using the communication layer needs to create a client – part instance and use to proxy. The application must have knowledge about the remote-able object being used.

A better approach will be to use Send Queue. All the application knows is that there are two queues present one for sending message an the other for receiving messages. The application will just post the message to the queue. The messages will be removed from the Send Queue and parsed again for knowing the target peer to connect to.

Sample:

Message posted in the send queue:

<Message type = “RunTest”>

<MasterIP>128.1.1.1</MasterIP>

<MasterPort>8085</MasterPort>

<TargetIP>128.1.1.0</TargetIP>


<TargetPort>8085</TargetPort>

</Message>

The message will be processes again after it is removed from the send queue and the target IP and port will be determined.
It will then connect to the target – peer server and the message will be reformed as follows:

<Message type = “RunTest”>

<MasterIP>128.1.1.1</MasterIP>


<MasterPort>8085</MasterPort>

</Message>

Parsing the message twice and reforming it requires considerable overhead. In cases where performance constraints are not high Send Queue may be used. However, if performance is a high priority using the Send queue or not should be decided based on developing prototypes for both the design approaches, measuring to time required in both cases and then choosing the design model.
Remote Testbed Modules
The distributed system is divided into Client Part and Server Part as described above.

Modules for the system are describes based on these parts.
CLIENT PART MODULE DIAGRAM
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Graphic User Interface Module

The user interface module defines the User Interface for this distributed system. It acts as the executive module for the system. The UI accepts and responds to all user requests / inputs. It creates the client part instance for the system. 
Client Module 

The client module handles all the activities related to the input given by the user and response messages to be sent back to the remote peers. 

The following are the main functions:

· The client module passes on the desired message requests or response messages (to remote peers) to the client message handler in order to form XML messages.

· This message formed by the client message handler will be put in the static send queue. 

Client Message Handler

The client message handler is used to form the XML messages from the user input requests. The message handler forms XML messages or requests to be sent to the peer machine.

One sample format of XML message:

This may be one of the messages sent to the slave peer commanding it to run test. The ip address and the port number to return the result of tests is specified.

<message Type = “RunTest”>


<MasterIP>128.1.1.0</MasterIP>


<MasterPort>2020</MasterPort>

</message>

The XML formatter / parser module will be called to form the above message. 

Sample input to the function of the XML parser.

string formMessage (“RunTest”,”128.1.1.0”,”2020”) 

(will form the above message and return it  as a string) 

XML Formatter / Parser
The XML formatter and parser formats the string requests received and forms XML messages to be sent. The module uses the XML DOM to form and parse the messages. This module simply adds XML tags to the string messages it receives and returns the XML formed as a string. The use by client handler is to just form messages.

Sender Module
The sender module is responsible for sending the requests to the remote peers or to local server (for local tests). It will provide a thread processing function that will dequeue messages from the send queue determine which peer is the message targeted for (self or remote) and uses the services of the communication module to send the message.
Communication Module

The communication subsystem infrastructure has been discussed in detail in the previous section. 

To summarize the core functionality of the communication system for the client part the details are:

· Uses message passing on the .Net Remoting infrastructure.

· The sender module connects to the remote or local server through the communication system.

The main thread enques messages in the send queue and the send thread deques messages from the queue and sends the messages to the server (local or remote
SERVER PART MODULE DIAGRAM
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GUI Executive Module

The GUI Executive module creates the server instance. The server instance will be created when the user issues a “Listen” request on the GUI form. The server module will handle all the server part processing details.
Server Module
The server module will delegate the operation of the server part of this distributed system. The functions of the server module are:
1. The Server module sets up the listener channel for communication with other peers.
2. Load the Server Message Handler i.e. registers its instance. 

3. The server will host a static receive queue in which the Server Message handler will deposit messages received from clients.

4. Will provide a thread processing function that will dequeue messages from the receive queue and pass on to the MessageProc module. The MessageProc module is called in order to process the commands / requests received by the peer.

5. Provides a reference of the GUI form to the MessageProc module so that the local results will be displayed on the form. 
Server Message Handler  
The server message handler instance will be created by the activator and the functions will be invoked by the proxy on the client side.

e.g. The message handler can have a function like “AcceptMessage(string)” which will accept the message posted by the client. 

The main function of the server message handler module is:

· Enqueue the messages received from the peer into the static receive queue.

MessageProc Module
The messageproc module is responsible for processing the messages received from the message handler. 

The MessageProc module will unwrap the message using the services of the XML Formatter /Parser module to know the intent of the message.

 Sample:

Consider the following message received from the client:

<message Type = “RunTest”>


<MasterIP>128.1.1.0</MasterIP>


<MasterPort>2020</MasterPort>

</message>

The module may have a function:

void deriveParams(string msg)

{ … 


//call the XML parser to parse the message.


Cmd = // what is the command? RunTest in the above case.


returnIP = // IP of the requesting peer


port = // communication port of the peer

}

Once the parameters are derived the command is exectuted.

Depending on the message unwrapped the server decides it next action. 

· If local results are to be displayed the Logger module will be called.

· If tests are to be run and results returned to some remote peer the Tester module is called for services. 

The messageproc module will spawn a thread each time a command is derived from the message. It may also implement a static hash table in order to store references for each thread that has been spawned. 

The functions of the MessageProc module are summarized as follows:

· Create a new thread each time when a request to “Run test” is received.

· It calls the Tester module to run tests on the new thread created.

· If a request for pausing or aborting the tests is received, look- up into the hash table to find the particular threads reference and perform the necessary action.
· For “Result” messages the MessageProc module will call the Logger module, determine the Logging chosen from the message and then display the results on the Console, Memory or File.
Tester Module

The goal of the tester module is to execute all the test cases that the user has written for the modules under test. 
The dll will be loaded and the “test” function will be called for execution.

The tester module calls the test vector generator module in order to generate either random data or select data from a particular data test for the test cases written.

The results of the tester i.e. each test executed are returned back to the server message handler.

Test Vector Generator Module

The test vector generator module is designed keeping the most common and generic test cases in mind. The test data generator module will generate random test data for testing the modules or select data from a collection set. 

The collection set may be hard coded which covers all the cases relevant to a particular collection. 

E.g. the test data generator module may define a collection to test functions which accept a certain data type. The collection may comprise of positive and negative values, null values, special chars, etc. The aim is to ensure that the module under test survives the test data cases.
Logger
The logger module was a part of the Test infrastructure in the “TestHarness” project. However, I propose the exclusion of the Logger from the test functionality. The “Tester” module will only return the test result information. The logger will be called by the MessageProc module to populate the results on the selected Logger.

“Tester” base class (developed in Pr#2) will not provide logger functionality. The tests will return a string instead of a bool value. The string returned will have all the necessary information pertaining to the test executed.

The Logger uses the XML Formatter to form the XML result for logging.

Communication Module
The communication subsystem has been discussed in detail in the previous section. 

To summarize the core functionality of the communication system for the server part the details are:

· Uses message passing on the .Net Remoting infrastructure.

· Listen to peer requests from their client parts or form local client part.

Communication module will provide services for the server part only with respect to listening to request. The results will be sent back through the client.
XML Formatter / Parser
The XML formatter and parser formats the string requests received and forms XML messages to be sent. The module uses the XML DOM to form and parse the messages. This module simply adds XML tags to the string messages it receives and returns the XML formed as a string. The use by client handler is to just form messages.

REMOTE TESTBED ACTIVITIES
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Client Part Activities
The following activities can be highlighted:

· Before the client can send and messages or requests it must be ensured that the server is running in order to receive responses from remote peers.

· The Send Thread must be running in order to deque messages from the Send Queue. The main thread will enqueue messages in to the queue and the send thread will continuously check if messages are there in the queue.

· The user will request for services from remote nodes or for local testing. The user input will be build as an XML message having the message, target IP address, target Port number, Sender IP address and the Sender Port number.

· The messages into the queue will be dequeued by the Send thread and target port IP address and port will be determined.

· Message will be sent to the target peer – server.

SERVER PART ACTIVITY DIAGRAM
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Server Part Activities
The following can be described as the main activities of the server part:

· The server must be running or listening to client requests. This occurs when the client commands for a “Listen” request. On Listen the server part instance is created, and a receiver thread is spawned which will continuously look for messages in the Receive Queue.

· The client requests are put in the Receive queue. 

· The receiver will dequeue the messages from the queue and pass them on to the message processing function.

· Message processing gives rise to a number of activities. These activities can be divided as “RunTest”, “Pause”, “Resume”, “Abort” “Result” messages. 

· On “RunTest” the module builds the collection of test files (dlls), loads each dll and executes the test function. 

· It is determined if the tests results are to be displayed on the form or to be sent back to the remote peer. 

· The “Result” message is to be processed directly by displaying the message on the form

· Pauses, Resume, Abort are messages related to the specific peer that have requested them. As each peer will have request processing in a separate thread, a thread reference is obtained from the reference hash table and the necessary action is preformed on the thread.
· In order to send the results back the message is rebuilt as XML and put into the client Send Q.

CRITICAL ISSUES

Performance and Memory Issues

Problem 1: 

The distributed testbed is typically for large projects being developed across various machines.

The testing will run fine for lesser test modules as they do not challenge memory requirements. Consider,  

Number of modules: 200

Number of test – files for each module: 1

Total number of test files: 200

If we assume the size of each test file to be 5kb, the total size will be around 1000Kb which is around 1 GB. This is an impractical figure as far as RAM size is concerned. Thus, we have the issue of how all the modules will be tested bearing memory constraints in mind.

Possible Solution:
Once the assembly has been loaded it cannot be unloaded. To solve this problem we can use AppDomains. 

Create a new AppDomain (we want to separate this from the main AppDomain). Load a specific number of assemblies in an AppDomain. Load each assembly and execute the tests. On completion of tests we unload the entire AppDomain. Unloading the whole AppDomain unloads all the assemblies. Continue the process for all the assemblies that are to be tested.

(The above problem and solution relate to performance constraints due to large number of tests being executed)

Problem 2:
Performance can degrade when a large number of client requests are being handled simultaneously. 

Threads are created on the heap for every “RunTest” message that is received. The size of RAM dictates the large number of requests that will be handled with reasonable performance. If the number of test dll’s to be executed is very large even with the use of AppDomains performance will degrade due to limitations for RAM size. How do we improve or maintain system performance? How many clients can be serviced concurrently without affecting performance?
Solution:
A load model must be developed based on the arrival rate of messages in the Receive Queue and the rate at which each message is serviced.

The memory required to process each request must also be determined. Accordingly we can estimate the number of clients that can request running of tests simultaneously on the peer. 

It must be considered that all messages that are received are not memory and time intensive operations. Like messages to pause, resume and abort tests do not require additional memory. The load model developed should consider the variations in message requests.

We can implement a “Load Monitoring utility”. This utility will keep a check on the number of threads running tests at that unit of time. If the load on the peer is high (reached threshold) there are various options possible:

1. Can maintain another queue where messages for running tests will be put in. These messages will be processed each time the load on server reduces.
2. If the load increases, a message will be sent to the Test Masters informing about high load condition at the slave. The master may then choose to delay the request or continue with the request.

Concurrent Testing and Servicing Requests from Peers
Problem:

The goals of this distributed system are to facilitate the local testing, remote testing as well as providing services to remote peers. How can the issue of concurrent testing as well as providing service requests be resolved?

Possible Solution:

We have discussed in great details the building of adapters for each component, how the adapter will function and provide services to remote peers in the section Remote Testbed Model – Overview – Building Adapters

Handling Correct Versions

Problem:
To use services from other peers we either use Adapters or resort to the method of shipping the dlls. In case of shipping dlls, the peer using services of other peers must have the latest builds / dlls. 

In case of using adapters, we utilize services of modules by means of messages. However, the module providing services is also being tested locally. The module may have changes being done in terms of design or minor functionality changes. 

E. g. Module A uses Module B. Module B is being tested locally and changes are being made for failing test cases. Each change in B may require changes in testing procedures for A. Tests will continue to fail all the time for module A if changes are inherent all the time. This process may continue to go on with the result that A cannot be tested or developed until B is completely tested or functional.

Possible Solution:

Case: Shipping dlls

It must be ensured that at the beginning of each test session the latest builds are requested and available. The meaning of “session” is important. Is a session based on time – “daily” or each time we issue the Runtest command? In such case the dll version numbers must be sent across peers to verify for latest versions.

Case: Use of adapters

In this case the peers will relate to one particular version number of the module. Services are offered from this referenced version. The development and testing of this module is done on another version. When major changes are done the version being referenced by all the other peers will be replaced by the latest version. (Major design changes may not be done if the project has been carefully and thoughtfully designed). However, there are issues that may arise by the developer’s interpretations of the design. The interface may be the same, however due to implementation details the result expected may not be the same.

Peer Connections

Problem:

All peers must be active at all times for issuing test commands to all peers. We have provided selection of peers for testing purposes. But it may happen that the peer may not be active. What happens in a case like this? If a command is sent to a peer and during processing the peer stops functioning? In such a case how does the requesting peer know that processing is in progress or has been terminated?

Possible Solution:

If the peer from whom we are requesting service or test results is not active, the Send thread processing will not be able to establish the communication link between peers or won’t be able to call the remote object. In such a case various solutions are possible. I am giving steps for handling one possible solution:

1. If the thread processing is unable to connect to the peer server part, the message must be reframed as “status – connection fail” tag and sent back to the local server part. 

2. The local server part will display the result on the form as “connection failed” response to the request.

3. One possibility is that the server message handler will keep on retrying to process the request by forming the message again and putting it into the send queue.

TimeOut:
To handle situations when the peer goes down after the message has been sent to the server receive queue, we can keep a timeout value for the message. How will the timeout value be decided for a test peer? Some tests may span over more than a day and then results may be returned. How do we determine timeout? A timeout value cannot be practically decided.
Polling for Status check:

We can setup an event, which will signal all the peers for connection status. Each peer will send this message to all the other peers on the network. A checklist can be maintained (by either a hash table or XML file) that determines which peer has not replied. The peer whose response is not returned will be displayed on each peer UI as “inactive”. This also handles cases in which a peer becomes inactive when it was commanded to pause tests. However, resume cannot start from the point of pausing tests as the peer was down.
Security Issues

There are various security issues that arise in a software organization. Some of them are enlisted below:

· Employee steals test logs and sells to competitor.

· Employee deletes other employee files.

· Employee sabotages files.

Solution:
In order to deal with the above security issues the following measures are suggested.

· Employees should be able to access only their files; logs generated by the employees. Sharing of logs should be permitted only if the project development requires share of information. The architect and project manager however must be able to access all the test logs generated and saved.

· The log and test files can be encrypted and saved before saving them to the disk. However, use of industry standard encryption algorithms like Rijndael AES, DES etc. require extra processing for saving the files. Each time the file is accessed it requires the file to be decrypted and again to be encrypted. This is a great performance hindrance. However, security importance can some performance benefit achieved through the well thought design.

· It is highly desired that a back up be made of the test logs saved for analysis. Organizations may have different back up methods – back up servers, tape drives, etc.

· Security issues related to the internet do not arise as the product is not web based and no threat from competitors who monitor web traffic. 
Note:

Handling security issues must not interfere with the goals of this system. The core functionality of requesting test commands and services must not be disrupted to handle security concern

SUMMARY

From the discussions in the above sections, it can be summarized that this software product can be developed keeping the critical and design issues in mind. 

The remote testbed is an effective application for testing large projects spread over multiple locations in an organization. The system has been designed keeping effective load distribution and encapsulation principles in mind.

The context diagram described the interactions of the Remote Testbed with the environment. 

From the discussions of the Users and Use Cases I feel the remote testbed will be more of a ‘software developers and architects tool’ rather than ‘All – user – effective – utility’. The other actors like the project manager, QA can derive information for the output but it may be a cumbersome activity on their part. 

I suggest the development of an Analysis Tool as described in the user section to make the product extremely useful for each member. However, the development of this tool depends on the cost and resource availability.

The GUI view provided in the document is a representation of the facilities that the product will provide.

The communication layer has been designed enforcing reusability, using Message Passing over the Windows .Net Remoting infrastructure.

The critical and design issues discussions are key pointers to the development team of the issues they need to keep in mind when implementing the design. 

This document is made to be a simple presentation of the software. This is by no means a rigid step by step implementation guideline. The implementation may differ or the design may change a little due to design issues. This document is a complete coverage of all major issues and discussions as against minute design specific details with a foundation for successful implementation of the system.
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