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Section 1 – A brief introduction to .NET’s underlying framework.

If you are already familiar with .NET’s internals like CLR, Meta-data and assemblies, then you should skip to the next section.

CLR (Common Language Runtime)

The CLR is an abstraction over the Operating System and provides a virtual environment to execute .NET managed applications. It is somewhat similar to Java’s Virtual Machine (JVM). However the CLR implementations can run only under the windows platform. The CLR forms the environment in which all the compiled code (IL code) can be JIT compiled to native machine code. 

When executing a managed code, the CLR ensures that the system’s security policy is not violated. Also the CLR performs a memory and type safety check before running the code. The CLR also calls up the garbage collector to free up unused memory. 

Assembly

Under the .NET framework, the basic unit of deployment is the assembly. An assembly generally consists of one or more managed modules. The assembly contains a manifest that identifies all files belonging to that assembly.

Managed Modules

Whenever the Visual Studio .NET compiler compiles a source, it forms a managed module. (Managed modules always have a .exe, .dll or .netmodule extension). 

A managed module contains the Portable Executable (PE) file header. It also has the IL code generated by the Visual Studio .NET compiler from the source code. The managed module also contains a CLR header containing important information about the module, such as location of its IL and metadata. And most importantly it hosts the metadata, which describes the module and its dependencies.

Manifest

It can simply be described as the area of the assembly, which contains the metadata.

The manifest contains the identity of the assembly and its Version number, culture string and public key. It also lists out the files contained within that assembly and other assemblies referenced by that assembly. 

Meta-data

A COM component’s information is found in type libraries and in the Registry. On the other hand for a .NET assembly, the Metadata stores the description of the assembly and its Identity (name, version, culture, public key) information in a Portable Executable file. It also lists out the Interfaces and base classes implemented and the types exported (if any) by the assembly.

The other contents of the metadata are –

· Security permissions needed to run the assembly

· Description of types contained in the assembly

· The methods, properties, events etc defined in the assembly

Metadata is stored in one section of the Portable Executable while the IL is stored in another. The information contained in the metadata allows the CLR to ensure type safety and memory management.

The CLR’s loader locates specific classes within the assemblies by use of this metadata. Metadata is also used when the IL is JIT compiled into a native executable.

IL (also called MSIL or CIL)

Common Intermediate Language is a pseudo-assembly language understood by the CLR which is acts like a virtual processor. It is very analogous to Java’s byte code. However unlike byte codes, which are interpreted, the CIL is converted by the JIT (Just In Time) compiler into native assembly. 

Reflections

Reflection is the method by which an assembly’s metadata, its enclosed types, methods etc can be accessed dynamically at run-time. This can particularly be done with the help of System.Reflection namespace. 

Section 2 – The ILDASM disassembling tool
ILDASM

The ILDASM (IL Disassembler) is a tool that can be used to view a Portable executable’s (exe or dll) metadata. The ILDASM is shipped along with Visual Studio .NET. The ILDASM uses reflection APIs to list out the type and type members of a managed assembly. When the ILDASM tool is called on an assembly, it shows a view of all the classes and namespaces inside that assembly.

The ILDASM in particular shows the manifest too. Upon double-clicking on the manifest, we can see the following –

1. Version number

2. Assembly attributes

3. Referenced assemblies, if any and their versions.

In the screenshot below, I have opened up the assembly of a random program. You can invoke the ILDASM tool on practically any dll or exe file, compiled by the Visual Studio .NET compiler and which conforms to the CLS (Common Language Specification).
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The ILDASM even exposes the IL code for any particular class’s method. Just double click on any of the methods to reveal the method’s IL code.
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The ILDASM as an advanced option even shows the metadata info in a new disassembly window. 
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If the executable is compiled with a /debug option, then ILDASM can even extract the real variable names from the IL. Let us look at a very small example. Consider a very simple C# program that simply adds up two integers and displays their sum. The C# code is displayed below –

static void Main(string[] args)


{



int firstInt = 60;



int secondInt = 30;



int sum = firstInt + secondInt;



Console.WriteLine(sum);


}
Now when built with the /debug option, we get its executable, on which we will invoke the ILDASM tool. 
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On having a closer look, we can see that ILDASM has been successful in extracting the real variable names – firstInt, secondInt and sum
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The ILDASM can be invoked on a dll too (if it is a managed assembly). I used the ILDASM on a dll that exported functions to manage the GDI graphic objects for my sample program.
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Section 3 – Reverse Engineering and Protection of Intellectual Property

As we know, all the .NET managed modules are compiled to IL and not native machine code. As we have seen from above samples, reverse engineering IL assembly code is much, much simpler that reverse engineering native x86 code. 

Many commercial de-compilers are available in the market today that can convert IL code back to the original CLS compliant code. Even class libraries compiled to dlls are easily vulnerable. 

This raises the oft-repeated issue of Intellectual Property Protection. How do we deal with it? If all .NET managed modules are available for de-compilation, how do we protect them?

There is a solution available. Let us look at it in detail.

Section 4 – Use of Obfuscators

The following diagram will us give a brief idea on how commercial Obfuscators work. Ordinarily MSIL can easily be disassembled with tools like ILDASM. With some commercially available de-compilers they can even be translated back to their original CLS compliant language.

However by using obfuscators, we can generate obfuscated MSIL that is functionally equivalent to the unaltered MSIL. They will execute identically in the CLR’s managed environment. However this is where all the similarity ends.

Obfuscators ‘scramble’ your MSIL code to make it look very cryptic. It may or may not be disassembled, but the original semantics will be lost. Commercial de-compilers cannot correctly retranslate this code back to its original language. 
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Obfuscators always work on the IL code. They do not alter the original source-code in anyway. 

Most third-party obfuscation tools use a renaming technique through trivial identifiers. This scheme though simple cannot be reversed. This is where it scores over hashing and character-offsetting schemes. Many Obfuscating tools rename classes, methods and fields to unprintable characters in an attempt to foil de-compilation. 

Obfuscators also sometimes remove non-essential metadata from a MSIL file.

Some obfuscators work on synthesizing the branching and conditional branching constructs in the IL to produce executable logic that behaves identically under the CLR. However the same obfuscated IL yields non-deterministic semantics when anyone attempts to retranslate the IL using a third party de-compiler.

Here is an example of what obfuscators can do –

Consider this small source code snippet.

try

{

if(errChk.Errors() == false)


{



string refString = tB_refString.Text;



refString = refString.Trim();



ProcHandler pHND = new ProcHandler(
refString, 







cB_selectedAlgo.SelectedIndex);


}

}

Now the source is compiled to MSIL code and obfuscated. If there is any attempt to reverse-engineer to retrieve the source, then the source may end up looking something like this –

try

{

if(a.c() == false)


{



string a = b;



a = c();



ProcHandler b = new ProcHandler( b, a);


}

}

Some obfuscators employ the above method of using trivial identifiers. These obfuscators conduct an extensive scope analysis and after that overload the method identifiers (as many as possible) with the same name. This is just a small sample of what obfuscators are capable of. Commercially available obfuscators even employ complex techniques like Enhanced Overload Induction, Control Flow Obfuscation, String Encryption and Incremental Obfuscation. 

Issues with Obfuscators – 

Under .NET framework, certain methods of the FCL libraries (of System.Type and System.Reflection namespace) refer to methods and properties using string identifiers. If the obfuscators rename these identifiers and the managed assembly uses these reflection methods to refer to those identifiers, then there is a chance that the obfuscated IL code may be incorrectly translated to the native machine code.
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