TAKE AWAY:
Many of the related publications uses a virtualization based environment to gain inherent advantages when debugging:
· Isolation from target code
· Evade malware
· Maintain higher privilege than guest OS and its code
· Prevent side effects and modifications to target OS


Anti-debugging Framework Based on Hardware Virtualization Technology
· VMM used for anti-debugging purposes.
· Hook interrupt 0x03 and interrupt 0x01
· Prevent access to a specific process's memory by disallowing CR3 access

· Similar technology to this thesis, but for opposite purpose. Uses VMM's control over guest to prevent kernel debugging code from functioning

MAVMM: Lightweight and Purpose Built VMM for Malware Analysis
· Malware Analysis Virtual Machine Monitor - Used AMD Secure Virtual Machine Extensions - similar to Intel VMX
· Thin simple hypervisor for security and transparency
· Used GRUB to bootstrap MAVMM so it runs before the software under analysis
· Protected hypervisor memory
· Analysis capabilities include: Execution trace, the application’s memory page, a log of intercepted system calls, disk monitoring capabilities, and network monitoring capabilities

· Similar because it used hardware assisted virtualization technology through processor extensions to analyze software, but with different analysis enhancements

Debugging operating systems with time-traveling virtual machines
· Author wants to avoid re-analyzing a system by including snapshots to restore system state.
· This is because complex systems are non-deterministic, or affected by events that won't be recreated exactly the same. Also, debugging has side effects, and some errors require running an OS for an extended period of time.
· Using a VM to snapshot system state allows to return to an earlier event, and replay execution
· Uses GNU debugger to help debug the system being monitored
· TTVM uses para-virtualized environment, so special care must be taken when interacting with hardware, further development needed for low level device drivers.

Ether: Malware Analysis via Hardware Virtualization Extensions
· Uses hardware virtualization extensions to analyze malware, while avoiding detection.
· Prevents side effects from being introduced into system by isolating itself from the target OS, providing transparency from malware by:
· Higher privilege, preventing side effects in guest, guarantees exact behavior of execution rather than emulating, transparent exception handling, masks timing changes
· Used Intel VT with Xen hypervisor
· Provides EtherUnpack tool to help unpack code that was obfuscated and encrypted to prevent static analysis.

· Similar to thesis because uses Intel VT for analysis, but enhances different features.

Evolution in Kernel Debugging using Hardware Virtualization With Xen
· Used Xen to debug a guest OS without making any modifications to the guest OS.
· Used gdb and gdbserver-xen tools for debugging
· Only allows for software breakpoints and cannot debug low level device drivers
· Similar - this uses Intel VT for debugging, but only for the purpose of an unmodified guest

Holistic debugging
· Uses simulator to observer repeatable experiments
· Simulations are not identical to real world systems
· Aims to alleviate problems caused by debugging a system with non-deterministic properties

Virt-ICE: Next-generation Debugger for Malware Analysis
· Provides a debug environment that is invisible to malware by running malware inside a VM
· Provides control before and after BPs
· ***Provides physical memory access monitoring, Interrupt Monitoring, I/O event monitoring
· Created through modifications to Qemu emulator

· Mainly interested in malware analysis, but similar to thesis by providing event based control over a few resources. 
· Research could potentially be leveraged for physical memory and interrupt monitoring

Dynamic and Transparent Analysis of Commodity Production Systems
· Provides analysis of production systems by migrating system into a VM.
· Provides transparency and isolation from the system being analyzed.
· Does not need to recompile or reboot guest (no down time), be preinstalled as a VM, is nearly OS independent, prevents analysis tool errors from affecting guest
· Main advantages are the inherent benefits of a guest OS being debugging by analysis tools located in a VMM.

Virtdbg - Using virtualization features for debugging the Windows 7 kernel
· Implements kernel debugger with assistance of Intel VT-x
· Main purpose is to debug 64-bit Windows 7 in the presence of protections such as patch guard
· Using a VMM, virtdbg can debug areas that would otherwise be restricted by the OS
Hardware Assisted Virtualization - Intel Virtualization Technology
· Provides a well organized condensed version of  the Intel VT-x information that exists in Intel's Architectural Developer's Manuals
· This made thesis development easier

Popek and Goldberg
Equivalence and fidelity ensure that software running under the control of a hypervisor experiences identical behavior to that of running on physical hardware. Resource control and safety requires that a hypervisor remain in absolute control of virtualized resources. To provide efficiency and performance, the majority of machine instructions must execute without hypervisor interruption.

Notes:
Paravirtualization allows for multiple software instances, such as operating systems, to run within the same set of hardware by placing each set of guest software in its own domain, rather than simulating the system’s hardware. Guest software will need to be modified to run within a paravirtualization environment. This modification requires that guest software, such as an operating system, be hooked so that certain events can be redirected to the paravirtualization environment to make use of its custom API. 

