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This test checks the messages passed between the Winform UI and the Security subsystem on the PCS Server and ensures that all communication is through XMl messages. 
Requirement Statement: 

3.1.4.1.2a 
The given user name and password Shall be converted into an XML document by adding appropriate tags. 
[Satisfies A-Level Specification 3.1.2.1]

3.1.4.1.2b 

All communication from the Login to the Communication services Shall use XML messages.
[Satisfies A-Level Specification 3.1.2.6]

3.1.4.1.2c 

Shall decode the authentication information received in XML format to display status of the user’s login. 

[Derived]

Test Description:

Background:

The requirements for PCS state that all communications with the server be through XML messages. This test shows that this requirement is satisfied in the message passing between the login process and the security subsystem which authenticates users. The user name and password are encapsulated in an XML document and sent to the security subsystem on the server. The reply received (in XML) is decoded and the user status is displayed on the main form. It is also used in determining the level of access granted to access notices and project information.   
Testing Method:

Start the WinForms client1 and log in. The XML message generated as a result of the log in message will be displayed in a message box that pops up. Once the reply is received from the server, another message box pops up showing the XML message that was received in reply. On clicking OK, the user is logged in and the status is displayed along with the user name. This shows that the message was decoded and displayed. A log of the messages on the server will show that all communication received from the client are through XML messages. 
Pass/Fail Criterion:

The test shall be declared PASSED if 
a. An XML authentication request is generated when the user attempts to log in. 
b. The XML message received in reply and is decoded and displayed with the log in status on the main screen.
c. Only XML messages are used to communicate with the security system.

The test shall be declared FAILED if

a. The XML login message is not generated after the log in request.
b. User status is not displayed after an XML reply is received from the Security system 
c. Any of the messages sent or received are not in XML format. 
Pre-Conditions:

a. Test Procedure # WUI - 1 should be successfully completed. 

Test Procedure – Demonstration:

1. Double-click on ProjectCenter shortcut on the desktop to start the PCS Client instance.

2. Observe the PCS Winform Interface load

3. Enter ‘orion’ as the Login ID and ‘1234’ as the Password.

4. Click the Login button.

5. The message sent by the client to the communication service is displayed – Compare it with the XML message attached to this procedure.  Click the “Ok” button. 
[Satisfies 3.1.4.1.2a]

6. The reply received from the server is displayed as soon as it arrives – Compare it with the XML message attached to this procedure. 
[Satisfies 3.1.4.1.2c]
7. Click OK to login.
8. Observe the default Home page that is displayed with the User name and access role.

[Satisfies 3.1.4.1.2b]

APPENDIX

Request Sent to Server:

<Message><Head><DestinationType>Security</DestinationType><SourceType>WinFormsUI</SourceType><UID>128.230.208.167WinFormsUI1</UID><SourceMachine>128.230.208.167</SourceMachine></Head><Body><Authenticate><Username>orion</Username><Password>1234</Password></Authenticate></Body></Message>

Reply received from the server

<Authenticate Status="Success"><FullName>Project Center Administrator</FullName><Role>administrator</Role></Authenticate
