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This test demonstrates the security features of the Winform client with respect to user authentication. It verifies that the client denies access to a user until [s]he has been authenticated and shows that adequate responses are generated indicating the success or failure of the authentication. 
Requirement Statement: 

3.1.1.2a 

Shall provide a login mechanism for the user to enter authentication information.

[Satisfies A-Level Specification 3.1.2.1]

3.1.1.2b 
Shall deny access to all components of PC until the user has been authenticated. 

[Satisfies A-Level Specification 3.1.2.1]

3.1.1.2c
 Shall  provide appropriate messages to display current status of login after authentication or appropriate error messages if authentication fails.

[Derived]

Test Description:

Background:

PCS requires all users to be authenticated before using the system. The first step is to confirm that a log-in mechanism is provided.  The test then verifies that no PCS component is accessible to unauthorized users. It also tests that suitable responses are generated when an authentication attempt is made. The success must result in the user being granted access with the login status displayed. Failed log in must result in a suitable message informing the user of the problem. 
Testing Method:

Start the WinForms client, check for the log-in window and try to access tools through the interface without logging in. Once this is done, enter a valid username and password and check if access is granted. A check is made to see if the user information and access level is displayed. Having logged out again, enter an invalid username and/or password. The log in must fail and fail message must be displayed. 
Pass/Fail Criterion:

The test shall be declared PASSED if 
a. A login form is displayed where the user can enter authentication information. [For 3.1.1.2a]
b. Access to tools is denied before login. [For 3.1.1.2b]
c. Login is successful and the login status is displayed when accurate user id and password is entered. [For 3.1.1.2c]
d. Login fails and a suitable message is displayed when inaccurate user id/password is entered. [For 3.1.1.2c]
The test shall be declared FAILED if

a. The login form is not displayed. [For 3.1.1.2a] 

b. Tools can be accessed before logging in. [For 3.1.1.2b]
c. Tools can be accessed after failed login. [For 3.1.1.2b]
d. Log in status is  not displayed after a successful login [For 3.1.1.2c]
e. Error message is not displayed after an unsuccessful login attempt. [For 3.1.1.2c]
Pre-Conditions:

a. DB-1a and b should have been successfully run.

Test Procedure – Demonstration:

1.Double-click on ProjectCenter shortcut on the desktop to start the PCS Client instance.

2. Observe the PCS Winform Interface load

3. Verify that a Login box is displayed with text boxes for entering the Login ID and Password. 




[Partially Satisfies 3.1.1.2a]

5. Observe that it is not possible to access any PC Tools unless authentication is completed. 



[Partially satisfies 3.1.1.2b]
6. Enter “legolas” as the Login ID and “1235” as the Password without quotes and click the Login button. Click OK on all the message boxes that pop up.
7. Observe a message box window popup with the message “Invalid Username/Password entered”.




[Partially satisfies 3.1.1.2c]
8. Enter “orion” as the Login ID and “1234” as the Password without quotes.

9. Click the Login button.

10. Click OK on all the message boxes that pop up.

11. Verify that the user name, “orion” and role, “administrator” is displayed on the top left of the screen.




[Satisfies 3.1.1.2a , 3.1.1.2b and 3.1.1.2c]



