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Test to demonstrate the ability of the security module to modify existing user login information from the database.
Requirement Statement: 
3.1.2a Support storage, update, deletion and retrieval of persistent Project Center System data
[Requirement A-Spec 3.1.4.2]
3.1.2.2 a: Support addition, modification, and deletion of user rights.

[Requirement A-Spec 3.1.3.3]
3.1.2.2 b: Support a Role Based Security Scheme

[A-Spec Requirement 3.1.3.1]
3.1.2.2 c: Support Modification of User Roles

[A-Spec Requirement 3.1.3.3]
3.1.2.2d: Support retrieval of user data including role and privilege information.

[Derived Requirement]
3.1.2.2 e: Encrypt the user password.

[Derived Requirement]
3.1.1.2 d: Support Authenticating User access to specific functionalities of the Project Center System.

[Derived Requirement]
3.1.1.2.e: Send error responses for user management errors.
[Derived Requirement]

3.1.2.2 f: Make all the user management data persistent.

[A-Spec Requirement 3.1.3.2]
3.1.1.2 a: Support user log in.

[A-Level Specification 3.1.3.1]

3.1.1.2 b: Send Error message in the event of login failure.

[Derived Requirement ]
3.1.1.2 c: Indicate login failure without indicating it was due to invalid login or password.

[Derived Requirement]

Test Description:

Background:
This test demonstrates the ability of the security module to allow authentication into specific aspects of the system based on the role. Only a user with administrator privileges has the authority to log into the system. 

This test demonstrates the ability of the database module to successfully add, modify, and delete user logins. 

Testing Method:

This test shall be performed by demonstration. Initially the user tries to log into the system. If the username and password is valid, then the user is logged into the system. If the username and password is not valid, the user receives an error message called “Authentication failed”. If the user is logged into the system even if the username and password is invalid, the test is unsuccessful.

Pass/Fail Criterion:

The test shall be declared PASSED if 

a) The user is successfully logged into the system.[3.1.1.2 a]

b) An error message is displayed if there is an error in log in [3.1.1.2b ]

c) The error message displayed does not indicate if the log in failure was due to incorrect/login password [3.1.1.2c]
d) The database contents including the user information are displayed correctly [For 3.1.2.2 d]
e) The database contents show the presence of the data as a new row     

            in the Data Store when the Add operation is performed.  [For 3.1.2.2 a 
            & 3.1.2 a]

       e)  The database contents show the presence of updated data in a row     

      in the Data Store when the Update operation is performed .[For 3.1.2.2  c & 3.1.2 a & 3.1.2.2 c]
f) The database contents show the absence of the data of the selected row     

       in the Data Store when the Delete operation is performed. [For 3.1.2.2 a & 3.1.2 a]
g) User is successfully able to modify the user role. [For 3.1.2.2 c ]
h) A user with appropriate privileges is logged into the system.
[3.1.2.2 b & 3.1.1.2.d]
i) When an attempt is made to add a userId that already exists, an error     
message is displayed. [3.1.2.2g]
j) If encrypted value of the password is stored in the password field of the accountTable table.[3.1.2.2.e]
k) Failure to log in is indicated by a message that refrains from divulging of the failure was due to incorrect username or password entered.

[3.1.1.2c].   
The test shall be declared FAILED if

a) The table contents do not reflect the new data added when the add Operation is performed.

b) The table contents do not reflect the updated data when the edit operation is performed.

c) The table contents still reflect the contents of a row marked for deletion when the delete operation is performed.

d) An error message which says “Failed to add User login” is displayed during the Add operation. 

e) An error message which says “Failed to edit User Login” is displayed during the Edit operation.

f) A user with no administrator privileges logs into the system.

g) An error message which says “ Failed to Delete contents of Data Store” is 

h) Displayed during the Delete operation.

i) The encrypted value of the user password is absent from the password field in the Data Store.

j) A valid user is not able to log in

k) There is absence of any error message in case of a failed login.

l) The reason for log in failure is revealed.

m) The user data and privilege information is displayed incorrectly.

Pre-Conditions:

1. DB Test Proc DB-1 should be successfully run

Test Procedure – Demonstration:

1.  Follow Steps listed in the Appendix - 1 “Steps to Install Server” to install PCS server. 
2. Go to the desktop and double click on the “ProjectCenter” shortcut. Observe the PCServer login form pop up. Enter “orion” and “1235” as the login name and password respectively. Click the “login” button.

3. Observe that a message that says “Authentication failed” is displayed. Note that the message does not indicate in the authentication failed due to incorrect login or password.

[Satisfies 3.1.1.2 b & 3.1.1.2 c]

4. Repeat step 2 with “orion” and “1234” as the login name and password respectively. 
5. Observe “Communication Router” form pop with along with servers running. Click on “Start Admin Tool” button.
                           [Satisfies 3.1.2.2 b &  3.1.1.2 a]
6. Observe the Security form containing a datagrid with four fields marked userId, password, fullName, and role that displays the contents of the accountTable table.

[Satisfies  3.1.2.2.d & 3.1.1.2d]
7. Type in the values “legolas”, “1234”, “Legolas-Elf”  respectively in the  userId, password, fullName. Choose “TeamLeader” in the “Role Type” dropdown combo. 
8. Click on the “Add User” button and observer the new user displayed in the “Users” data grid. 
                     [Partially satisfies 3.1.2.2 a & 3.1.2 a]
9.  Follow steps 1 through 8 in the Appendix #2, “Database Table Access Steps”. Right click on “accountTable” and choose “retrieve the contents of the table”. 
10. Observe that the password field contains the Base64 encoded value of the password entered by the user (i.e. MTIzNA==)

                                    [Satisfies 3.1.2.2 e]
11. Repeat steps 5 through 7 and fill in the values “Tom” ,”1234”, “Tom Disney”, “TeamMember”.

12. View the contents of the Login Data Store. Select the Row containing the userId “Tom” and see that its contents are displayed in the corresponding four text boxes provided in the panel marked userId, password, fullName, and Role.
13. Click on user “Tom” in the data grid. Enter “1234” as the password in the “Password” text box. Modify the “Role Type” dropdown combo to “TeamLeader” and click on Modify User.

14. Follow steps 1 through 8 in the Appendix #2, “Database Table Access Steps”. Right click on “accountable” and choose retrieve the contents of the table. Observe contents of the row containing the userId “Tom” reflect the new data, 
                             [Partially satisfies 3.1.2.2 a & 3.1.2 a]
                 [Satisfies 3.1.2.2 c]
15. Select the Row containing the userId “Tom” and click on “Delete User” button. Observer that the user is deleted from the data grid.
16. Follow steps 1 through 8 in the Appendix #2, “Database Table Access Steps”. Right click on accountTable and choose retrieve the contents of the table. Observe that the contents of the row containing the userId “Tom” is no longer present.

                               [Satisfies 3.1.2.2 a & 3.1.2 a]
17.  Repeat Step 8 of this procedure with “legolas”, “1256”, “Leo” and “TeamLeader” as the username, password, full name and role respectively. 

18.  Click on the “Add User” button.

19.  Observe an error message display saying “Violation of Primary Key constraint ‘PK_accountTable_76CBA758.Cannot insert duplicate key in object ‘accountTable’” is displayed. [Satisfies 3.1.1.2.e]
20.  Close the application and repeat step 2 with “legolas” and “1234” as the userid and password. 
21. Observe a messagebox pop up saying “Authentication Failed”. 
 [Satisfies 3.1.2.2b & 3.1.2.2d]

