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Test to demonstrate the ability of the security module to validate users into Project Center and to throw up error messages if the login fails.

Requirement Statement: 

3.1.1.2 a: Support user log in.

[Satisfies A-Level Specification 3.1.3.1]

3.1.1.2 b: Send Error message in the event of login failure.

[Derived Requirement from A-Level Specification 3.1.3.1]

3.1.1.2 c: Indicate login failure without indicating it was due to invalid login or password.

[Derived Requirement from A-Level Specification 3.1.3.1]

Test Description:

Background:

This demonstrates that the ability of the security module to validate users into the system. When the user enters a username and password and clicks the log in button, the security module will compare the username and password against a database of users stored on the Project Center Server. If the username exists and the password entered by the user matches that of the password against that username in the database, then the user is allowed to log in to the system else a log in failure is indicated by way of an error message.
Testing Method:

An attempt is made to complete this test by the method of demonstration. An attempt will be made by first entering a valid username and password. A valid username and password is one that exists in the system. The test is successful if the user is logged into the system. Then another attempt shall be made by entering an invalid username and/or password. The test will be successful if log in failure is indicated by way of an error message.
Pass/Fail Criterion:

The test shall be declared PASSED if 

a. The user is logged into the system if a valid username and password is entered. This is made known by displaying a message box that states “Authentication Successful”.
[Satisfies A-Level Specification 3.1.3.1]
b. A log in failure is indicated by way of an error message if an incorrect username/password is entered.

[Derived Requirement 3.1.1.2b]

[Derived Requirement 3.1.1.2c]

The test shall be declared FAILED if

a. The user is logged into the system even if the username and/or password entered was incorrect.
b. An error message indicating a failure to log into the system fails to display when an incorrect username/password is entered.
c. An error message indicating log in failure is displayed even when the username and password entered is correct.

Pre-Conditions:

a. Db procs 1 and 2 should be run.
b. Sec1 Proc should be run successfully.

Test Procedure – Demonstration:

On Machine 1

1. Follow Steps 1 through 4 of the Appendix “Steps to Install Server” to install PCS server. This shall create the accountTable in the Demo Database with userId “Tom” password “1234” fullName “TomJ”  role “administrator”.
2. Go into the PCS server directory and double click on PCServer.exe to install Server. Watch the Test Interface Load.

3. When you double click on the PCServer.exe, a login form is displayed.
4. Enter userId “Legolas” and password “1234”. 

5. Observe that a message saying “Authentication failed” is displayed. Note that the message does not indicate that the login failed on account of incorrect username/password.

[Satisfies 3.1.1.2 b & 3.1.1.2 c]
6. Enter userId “Tom” and password “1234”. Observe the user taken to the security Page.
     

[Satisfies 3.1.3.1]
