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This test demonstrates the operation of the authentication process of the ASP.Net UI. It first checks that a mechanism is provided through which the user can submit authentication data before using the system. It verifies that inaccurate user information denies the user access to PCS and displays an error message Successful login results in the user’s status information being displayed on the main form that appears after log in. 

Requirement Statement: 

3.1.1.2.a 

Shall give provision to the user where he/she can enter the authentication information.

[Satisfies A-Level Specification 3.1.2.1]

3.1.1.2.b 

Shall display appropriate error message if the authentication fails. 

[Derived]

3.1.2.2.b.

 Shall display the current status pertaining to the role in case of a successful authentication.

[Derived]

3.1.1.2.e.

 Shall forward the security information to main user interface only after successful authentication.

[Satisfies A-Level Specification 3.1.2.2]

Test Description:

Background:

PCS requires all users to be authenticated before using the system. This test verifies that PCS components are accessible only to authorized users. When a user enters inaccurate information, the UI does not go beyond the login screen and displays an appropriate error message. If log in is successful, the main form is loaded and the user’s login status is displayed.  

Testing Method:

Start the ASP.Net client and check that a login from is first loaded. Verify that no tool is accessible before logging in. Once this is done, enter a valid username and password and check if access is granted. A check is made to see if the user information and access level is displayed. Having logged out again, enter an invalid username and/or password. The log in must fail and fail message must be displayed. 

Pass/Fail Criterion:

The test shall be declared PASSED if 

a. A login form is displayed where the user can enter authentication information. [For 3.1.1.2a]
b. No Tool can be accessed before login. [For 3.1.1.2b]
c. Login is successful and the login status is displayed when accurate user id and password is entered. [For 3.1.2.2b & 3.1.1.2e]
d. Login fails and a suitable message is displayed when inaccurate user id/password is entered. [For 3.1.1.2b]
The test shall be declared FAILED if

a. No login form is displayed. [For 3.1.1.2a]
b. Tools can be accessed before logging in. [For 3.1.1.2e]
c. Tools can be accessed after failed login. [For 3.1.1.2e]
d. Log in status is not displayed after a successful login. [For 3.1.2.2b & 3.1.1.2e]
e. Error message is not displayed after an unsuccessful login attempt. [For 3.1.1.2b]
Pre-Conditions:

a. Web Browser should be available along with a network/internet connection to the server. 

b. The ASP files must be loaded on the server and the PCS server must           be running.


c. DB 1a and b should be successfully completed.

Test Procedure – Demonstration:


1. Open a web browser window

2. Type http://[Server1]/ProjectCenterWeb/login.aspx in the address bar of the browser and click “go” button.

3. Observe the PCS ASP login page load.

4. Verify that text fields to enter the user name and password are available.


[Satisfies 3.1.2.2b]
5. Check that no tool is accessible.

6. Enter “orion” and “1234” as the username and password respectively.

7. Verify that login is successful and the home page is displayed.

8. Verify that the username entered is shown along with the level of access. 


[Satisfies 3.1.2.2b]
9. Click the Logout button on the top right corner of the screen.

10. Enter “neo” and “1234” as the username and password respectively.

11. Click on login button

12. Observe the pop up box that says “Please Input Correct ID and Password”. 



[Satisfies 3.1.1.2b & 3.1.1.2e]

1 IP address of the machine where PC Server is installed.
