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Executive Summary
The Peer-To-Peer Cloning System (CLONER) is a peer to peer application that allows users to transfer files and registry key/value pairs to other CLONER systems.  They can do so by specifying information in a user interface, or by specifying a CLONER script that will perform these operations.
The CLONER system has two types of users: Administrators and Normal users.  Administrators have more access to the CLONER’s functionality than do Normal users.  Normal users may not use the CLONER for doing a registry transfer operation.
The system is divided up into separate functional modules, each with its own specific area of tasks to perform.  These Modules are the User Interface Module, Reporting Module, Communication Module, File Transfer Module, Registry Module, and Script Module.  How these modules communicate with each other and the external environment are outlined in figures 2 and 3.
Each module processes its own part of a cloning operation.  The User Interface Module handles all user interaction and displaying.  The Reporting Module reports all information needed to the user or other modules.  The Communication Module handles all network communications, such as message building, sending, and receiving.  The File Transfer Module handles all operations relating to a file transfer operation.  The Script Module can perform any task that a user can, only it does so automatically by using user specified scripts.  Finally, the Registry Module handles all operations relating to a registry transfer operation.

Several critical issues were considered in the architecture of the Peer-To-Peer Cloning System.  These include concurrent file access, file times, connection failures, and performance.
An appendix outlines an example file transfer operation and its processing by the individual modules involved.  A registry transfer operation can be thought of as following the same general pattern.
Use Cases

There are multiple use cases for the Peer-To-Peer Cloning System.  This section has been divided up into a description of users that will interact with the system and types of operations they will use the system for.
Users
There are mainly two types of users for the CLONER system, mainly one or more administrators and normal users.  Each type of user has different permissions that will be discussed in the following sub-sections.
Administrators

Administrators have the most options while using the CLONER.  They can connect to any remote machine that has the system installed, as well as perform any cloning operation on the remote machine.
Administrators also can log into any CLONER system, as they are the default user and must setup each CLONER system to accept other users.
This type of user also has access to a part of the system that is not accessible to others, mainly the portion of the system where other users can be added.  The administrator must add users to each install of the CLONER if other users are to be allowed to use that system.  They also must associate remote machines to that user to specify which ones he or she can connect to.
Normal Users
Normal users have limited access to CLONER features.  They cannot use the registry transfer functionality of the CLONER, and they also may not use the file transfer functionality in the C:\windows, C:\Program Files, and any other machine critical directory.  They may however use the scripting functionality as well as the file transfer functionality in directories other than those mentioned above.
Normal users also cannot add, edit, or remove other users from the local system.  They also cannot access any remote machines other than those specified for them by the administrator.

File Transfer
Users can use the Peer-To-Peer Cloning System to perform file transfers to and from other machines with the CLONER installed.

There are two main types of file transfer operations: “Match” and “Copy”.  Any type of user can perform both of these types of operations on any directory they can access with the CLONER.

A “Match” operation is when a user provides a source and destination directory and wants the destination directory’s contents to exactly match the contents of the source directory.  The source directory may be on either the local machine or the remote machine.  If the source is on the local machine, the remote machine must contain the destination directory.  If the source is on the remote machine, then the local machine must be the destination.
A “Copy” operation is when a user provides a source directory, destination directory, and some selection of files in the source directory that he or she wants to copy to the destination directory.  The selection of files can be in the form of mouse selections, patterns, or a combination of both.  Local and remote machines can either contain the source or destination directory, but the source directory can not be on the same machine as the destination directory.
Registry Transfer

Users can use the CLONER System to perform registry edit transfers to and from other machines with the CLONER installed.

There are two main types of registry edit transfer operations: “Match” and “Copy”.  Any type of user can perform both of these types of operations on any key they can access with the CLONER.

A “Match” operation is when a user provides a source and destination key and wants the destination key’s values to exactly match the values of the source key.  The source key may be on either the local machine or the remote machine.  If the source is on the local machine, the remote machine must contain the destination key.  If the source is on the remote machine, then the local machine must be the destination.

A “Copy” operation is when a user provides a source key, destination key, and some selection of values in the source key that he or she wants to copy to the destination key.  The selection of values can be in the form of mouse selections, patterns, or a combination of both.  Local and remote machines can either contain the source or destination directory, but the source key can not be on the same machine as the destination key.
Script Execution
A User may also execute scripts that will perform any registry or file transfer operation that the CLONER can handle.  A script will contain all information needed to perform its task, so all the user need specify is what script to perform.
A list of scripts on the local machine will be provided by the CLONER so that the user does not need to know the name and location of a script he or she wishes to run.

A normal user may not execute any script that will edit the registry on a machine, or edit a directory the user does not have access to on a machine.  These scripts will not be available for them to run.  A normal user also will not be allowed to execute a script of which they are not the owner.
Script Editing
Any user may edit scripts in the Peer-To-Peer Cloning System.  The CLONER will provide an interface for easy script creation.  Users may also make changes to any script that is owned by them, as well as delete any script owned by then.
A normal user will not be able to create a script that will perform an operation on the registry or on a directory they do not have access to on a machine.
Favorite Machines

Any user may keep a list of favorite CLONER machines to connect to.  They can add, edit, or delete machines from this list, and the CLONER must provide the list to each user when they are logged on, to allow for quick connections to any favorite machine.
Module Partitioning
The CLONER system will be divided up into several modules for development purposes.  These modules will separate the processing and activities into logical partitions in order to achieve a better design for the system.  The modules will be as follows: User Interface, Reporting, Communication, File Transfer, Registry, and Script.  Each module’s processing will be discussed later in the document.  The following sections give a brief overview of each module.
User Interface Module
The User Interface Module contains the main entry point of the Peer-To-Peer Cloning System.  This is the module that interacts with the user to allow them to simply and successfully use the CLONER’s functionality.
None of the actual functionality of the CLONER will be implemented in the User Interface Module, but rather it will be the port between the user and the functionality.  For example, if the user indicates files to transfer, the File Transfer and Communication Module will perform the transferring. 
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Figure 1: CLONER Module Diagram

Reporting Module

The Reporting Module contains all code necessary to report information to the user regarding his or her CLONER transactions.  This information includes: all differences between source and destination or pattern and destination, requests confirmation before a change is made, remote machine file structure, and logging any change made by describing the destination before and after the changes.
This module will use the User Interface for some of its reporting, but also will provide some of its own forms for issues the User Interface Module does not supply.
Communication Module

The Communication Module contains all functionality required to send or receive data to and from another machine.  This includes files, registry information, file information, etc.  This module will use message-passing to achieve its functionality.
File Transfer Module

The File Transfer Module uses the Communication Module to send and receive files between source and destination machines.  This includes placing files in their correct directories.

It also is responsible for maintaining any roll back information so any problematic changes can be reversed.  This roll back information must only be kept up until the time that the cloning system is shut down or another change is made to the same destination path.
Registry Module

The Registry Module is responsible for any edits to a registry so that a destination registry matches a pattern specified by a .reg file.
It also is responsible for maintaining any roll back information so any problematic changes can be reversed.  This roll back information is kept up until the time that the user shuts down the CLONER or another change is made to the same branch of the registry.
Script Module

The Script Module allows users to create, edit, and execute scripts that perform one or more cloning operations.  This module uses the services of the previously mentioned modules when executing scripts.
Each script must include a source path, a destination path, a destination machine, and a pattern describing what files to be transferred to the destination.  A script may also include one or more destination machine addresses so the script can be performed multiple times with multiple destination machines without user intervention.
Module Communications
CLONER modules communicate both with each other and externally with the operating system.  The following sections discuss both internal and external communication with the Peer-To-Peer Cloning System.
External Communications

The CLONER system communicates with various parts of the operating system.  This communication is necessary to access the file system, registry, networking, and other parts of the system.  The following external services communicate with the CLONER system:
· Directory Services

· Registry

· Display Information
· Network Services

· System Services

The following sub-sections describe the external communications of the CLONER system.

Directory Services

The Peer-To-Peer Cloning System communicates with directory services by sending requests for files and receiving files for transfer.
When a user selects a file to transfer, the CLONER must retrieve that file from directory services and send a copy of the file to the specified destination.
The CLONER also communicates with Directory Services to save a file to the system that it was directed to save by the user.
It also saves and retrieves XML Script Files, and saves log files.
Registry

The CLONER system provides the user the ability to make registry changes on the local or remote machine.  To perform this task, it must be able to communicate with the system’s current registry to make changes.  It does this by sending and receiving key/value pairs (registry entries) to and from the registry.
Display Information

The system must display information regarding the registry and file system, so that the user may browse either in order to make the changes he or she wants to make to them.  In this case, it must retrieve a directory/file or key/value structure from the operating system and display it to the user, provided a path or key specification.
Network Services

The Peer-To-Peer Cloning System is a message passing system, so it must use the operating system’s network services to send and receive its messages to and from a remote machine.

The CLONER sends messages and connection requests, and also receives messages and connection requests from other CLONER systems.  It also receives a Connection Status Message from network services.
It also must service connection requests received from other CLONER systems.
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Figure 2: CLONER Context Diagram

Internal Communications
The Peer-To-Peer Cloning System’s modules must pass information to each other in order to successfully perform cloning operations.  This section describes the inputs and outputs of each module.

User Interface Module I/O

The User Interface Module receives multiple inputs from different sources.  It receives user commands from the user, as well as information and messages from the Reporting Module.  It also receives script information from the Script Module.
A user command is input by the user when he or she wishes to use the CLONER to perform part of its functionality.  It is the User Interface Module’s job to pass the commands on to the correct modules.
The User Interface also receives messages from the Reporting Module.  These messages can be in the form of status of an operation, or errors that came up during an operation.  The User Interface must display these messages to the user to inform them of the status or error.
Another input from the Reporting Module is DirectoryInfo.  This input contains browsing information of a directory or registry key.  This information can be from either the local machine or the remote machine.
The SciptInfo input comes from the Script Module.  This information would contain the specifics about a script, so the User Interface can display them.  This allows the user to edit script contents, which can then be sent back to the Script Module and saved.

The User Interface Module also has multiple outputs.  The different outputs include user commands and either a directory path or a registry key path.
User commands were input by the user, and must be passed along to the correct module that will perform the command.  These user commands can include a file transfer, registry transfer, connection request, etc….

The path output contains either a directory/file path or a key/value path.  It goes to the Reporting Module so that the Reporting Module can look up and return a directory/key’s information so the user can browse the directory or key.
Script Module I/O

The Scripting Module has one input called user commands.  The user commands input comes from the User Interface.  These commands could be to execute a script, create a script, or edit a script.
The Script Module outputs commands to different modules, as well as error/status messages to the Reporting Module.
Command outputs will drive other modules to perform cloning operations.  These can include file transfers, registry transfers, connection requests, etc….
The error/status messages output contains the status of a scripts execution, or any errors an executing script ran into.  It can also contain errors that have to do with saving a new script file.
Registry Module I/O
The Registry Module accepts multiple inputs and gives multiple outputs.  It receives inputs from the User Interface Module, Scripting Module, Communication Module, and also the surrounding external system.
The keys/values input comes from the surrounding external system.  This contains key/value pairs so the Registry Module can perform a registry transfer operation.
User commands from the user interface and commands from a script are both composed of similar information.  They contain commands to direct what the Registry Module should do.  An example command would be to execute a registry transfer operation.

The Registry Info message from the Communication Module would contain key/value pairs received from another CLONER.  The Registry Module would then save this new information to the system’s registry.
The keys/values output is sent when the Registry Module must save registry keys/values out to the system registry.

The Registry Module (like all modules) also sends error/status information to the Reporting Module so it can log or report this information to the user.

File Transfer Module I/O

The File Transfer Module also has multiple inputs and outputs.  It sends and receives files to and from the Communication Module.  This input/output pair is used when performing a file transfer operation.
This module also receives commands from both the user interface and scripts.  These commands direct the File Transfer Module what operations to perform.
The File Transfer Module retrieves files from the file system in order to send them in a file transfer operation.
Error/status messages get passed to the Reporting Module for reporting.  Files also get saved to the file system if saving files just transferred on to this machine from another machine. 
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Figure 3: CLONER Data Flow Diagram
Communication Module I/O
The Communication Module sends and receives information through network services.  It sends connection requests to request connection to other CLONER systems, as well as receives them from other CLONER systems.  It also sends and receives messages to and from other CLONER systems.  These messages are discussed in a later section.
This module also must be able to pass files to the File Transfer Module.  It would do this after receiving a file in a message that needs to be saved to its local machine.  Registry Info (keys/values) must be passed to the Registry Module in the same fashion.

The Communication Module must also send DirectoryInfo to the Reporting Module.  This occurs when the Reporting Module sends a path to the Communication Module, which creates a message that asks for the specified path’s information from a remote machine.  Once the Communication Module receives the information back, it passes it back to the Reporting Module.
Error/status messages are also passed from the Communication Module to the Reporting Module.  These could include transfer status, connection error, etc….

Reporting Module I/O

The Reporting Module receives error/status messages from everyone, so that it can display any error/status information to the user, or to make it available to the Script Module.
The Reporting Module receives a path from either the User Interface Module or the Scripting Module.  This data commands the Reporting Module to get a directory/key’s structure and return it to the calling module as the DirectoryInfo message.  It receives this DirectoryInfo from either the local file system, or retrieves it by using the Communication Module to talk to the remote machine.
User Interface Processing

The CLONER system will have a graphical user interface (GUI).  It will provide the capability for the user to:
· Log into the system with a Username and Password

· Connect to a one or more remote computers with the CLONER installed

· Select files to send to the destination machine(s) and how to send them

· Send changes to a registry to the destination machine(s)

· Send any of the above types of information from local to remote machine(s), or send the above types of information from remote to local machine.

· Keep a list of Favorite machines a user connects to
· View required information

The User Interface Module must also keep a finite length history of machines connected to for easy access by the user.  

Appropriate function calls into other modules will be performed when a cloning operation is chosen in the User Interface.  The User Interface should contain no processing other than the processing of display information, of login Username/Password confirmation, and keeping track of user favorites and connections history.
Login

This Module must allow users to log into the system with unique Usernames so the system can be personalized to each user, as well as for cloning operation permissions.  The CLONER application cannot be used with a valid Username and Password.
In addition, it must provide the administrative user the capability to add, edit, or delete Usernames on a per machine basis.  For example, a user the administrator adds to machine A will not have a Username on machine B unless the administrator also adds him or her to machine B as well.  The administrator must also associate remote machines that a user can access to perform transfers to or from.
Connect to Remote Machines

The CLONER User Interface Module must provide a facility for the user to connect to one or more machines running the CLONER of his or her choice.  A list of current connections may be kept, allowing the user to select which connections to perform actions with.  The user must also be able to add new connections to the “current connections” list, as well as remove (disconnect) some of them.
Select Files and How to Send Them

The User Interface Module must allow users to select a file or files in a directory for transfer.  This includes allowing mouse click selections as well as allowing the user to enter a pattern or multiple patterns to filter which files are selected in a given directory.
It also must allow users a choice in how files are sent.  The choices are “Copy” and “Match”.  A “Copy” operation copies selected files to a destination machine.  The files may be copied from the user’s local machine to the remote machine or from the remote machine to the user’s machine.  A “Match” operation exactly matches a destination directory to a selected directory or a group of selected files on the source machine.  Files may be “Matched” from the local machine to the remote machine, or in the opposite direction.
Registry Changes and How to Send Them

This Module must allow users to edit the registry on a CLONER machine in multiple ways.  It must allow users to select Key/Value pairs for transfer.  This includes allowing mouse click selections as well as allowing the user to enter a pattern (in the form of a .reg file) to determine what key/value pairs to transfer to the destination machine.
The User Interface Module also must allow users a choice in how registry information is sent.  The choices are “Copy” and “Match”.  A “Copy” operation copies selected registry key/value pairs to a destination machine.  The pairs may be copied from the local machine to the remote machine, or in the opposite direction.  A “Match” operation exactly matches a specific destination sub-key to that of one select on the source machine.  Keys may be “Matched” from the local machine to the remote machine, or from the remote machine to the local machine.
List of Favorites

The User Inteface Module shall also supply the functionality for a user to create a “favorites” list of machines the user often connects to.  It must allow the user to add, edit, and delete records from the list as he or she chooses.
The favorites list may be implemented as either an XML file or as a database.  Each user’s list should not be very large, therefore either way is acceptable.

Required Display

The User Interface must display all information the user requires to successfully utilize the CLONER.  The display must include: file browser for local and remote machine, registry browser for local and remote machine, script browser, script editor, buttons to invoke any transfer, and a way of executing scripts.
It must also allow the user to specify file patterns, registry patterns using .reg files, as well as specify files and key/values to be sent to another machine.

A user also must be able to specify a machine to connect to, a source directory, and a destination directory.
Reporting Module Processing

The Reporting Module is responsible for reporting any information to the user regarding his or her cloning operations being performed.  This information includes but is not limited to:
· Asking for confirmation of cloning operations

· Reporting transfer status

· Differences between source and destination or pattern and destination
· Remote machine file structure

· Remote machine registry structure

· Logging any change made in a file describing machine state before and after cloning operation
· Displaying connection/transfer problems
· Checking/Displaying File overwrite problems
· Operation Number Tracking

· Logging transfer information/problems

Cloning Operation Confirmation

The Reporting Module must ask for confirmation before the CLONER performs any operation that changes the state of a destination machine.  It must also ask for a confirmation if there is a potential problem on the destination machine, such as overwriting a file.  That information will be received from the destination machine through the Communication Module, which will pass the information to the Reporting Module.
This confirmation request must also display the changes that will be made by the cloning operation so the user may see the results of his or her operation before the operation is actually executed.

Transfer Status

The status of all transfers is tracked by the Communication Module and passed to the Reporting Module.  The Reporting Module must display the information in a readable way, such as progress bars, percent complete, bytes sent/received, or any combination of those.
The Reporting Module may display this information in a form provided by the User Interface, as it is a form that should be able to be accessed at any time by the user.
Source and Destination Differences

The differences between source and destination, whether between directories or registry keys, must be displayed to the user, and is done so by the Reporting Module using the User Interface.

When the user chooses source and destination directories, or source and destination keys, the differences between these two must be displayed to the user.  This information should be displayed by a color coded font in either the file view or registry view portion of the User Interface.
For example, if the user selects the same directory for source and destination on two machines,  the files in the source directory that are not in the destination directory should appear with a red colored font.  The same thing should occur in the destination directory, and also for registry key/value pairs in either source or destination.

Remote Machine File Structure

The Reporting Module displays the file structure of the remote machine so that the user can select directories/files on the remote machine visually, so they do not need prior knowledge of a directory’s contents or its existence.
Remote Machine Registry Structure

The Reporting Module must display the registry structure of the remote machine so the user can select Key/Value pairs on the remote machine visually.  This allows for easier transferring of registry changes for the user.
Change Log

The Reporting Module must log all changes made by cloning operations on the local machine.  The log should be created after it is clear that the cloning operation has completed successfully.  The log should include the following information:
· Previous state of machine before cloning operation
· Filenames previously in a directory before operation

· Values previously in a registry key before operation

· Current state of machine after cloning operation

· Filenames in changed directory after cloning operation

· Values in changed registry key after cloning operation

Problem Reporting

Any problem with a connection or transfer will be sent to the Reporting Module by the Communication Module.  The Reporting Module will pop up a form with a short problem description to notify the user of the problem.  It is up to the user to decide whether to attempt the problematic operation again, or to try something else.
File Overwrite Problems

Before a file transfer operation, the Reporting Module must compare files transferred to destination directories to check to see if any files will be overwritten.  If there are some that will be overwritten, it must notify the user and wait for a confirmation of the operation.
The Reporting Module must also compare file timestamps, so that it can notify the user which file is newer, the one already in the destination, or the one being transferred in.

Registry Overwrite Problems

Like files, the Reporting Module also must check for key/value overwrites in a destination registry, and prompt accordingly for confirmation from the user.
Operation Number Tracking

The Reporting Module must also keep track of an operation number.  Each transfer operation must have a different number to help with rollback information.  This way two operations on the same directory from two different machines, or two concurrent operations on the same directory from the same machine can be kept track of by the remote machine in an easier way.  This is so the remote machine can know when the previous operation stopped and the new one started.

Communication Module Processing

The Communication Module is responsible for sending and receiving messages between CLONER systems.  The following sub-sections describe all processing required of the Communication Module.

Connections

The Communication Module is responsible for establishing and terminating connections between machines with the CLONER installed.  It will receive connection information (such as an address) from messages it receives to send as provided by other modules.
Once receiving this information, it will use Microsoft .NET Remoting to establish communication between the CLONER’s specified.  A CLONER system may only connect to one other CLONER at once to perform a transfer.  However, multiple systems can connect to a single system to perform transfers.
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Figure 4: Connections Diagram

Note: In the above diagram, each circle represents a single CLONER system, broken up into Client and Server.  The Server may be actually receiving a transfer, and not serving.
Messages

The Communication Module will be responsible for composing and interpreting messages in a message builder/extractor.  It is also responsible for sending and receiving messages in a reusable communication layer.  When another Module tells the Communication Module it needs to send a message, then that Module must supply all the information necessary for the Communication Module to build the proper message.  For any message the Communication Module can build, it must also be able to interpret the same message.
A CLONER system must also be able to send and receive messages at the same time.  This will require separate threads to be running in the module to handle this concurrent action.
Messages will be in the form of an XML formatted string.  Note these are not XML objects, but strings with contents in the form of XML.  The different message types are as follows: file, registry, delete, report, FileSystem, RegSystem acknowledgement, complete,, and rollback.
Message Format

Every message will have similar formats, with different attributes specifying its type.  The XML message general format will be as the following:
<msg type=”type”>information</msg>
The information contained in a message will be different for each type of message.  For example if the message type is file, then the information will be the contents of the file.  Message types are discussed in the following sections.

Every message will contain the IP address of the machine to connect to, so that the Communication Module can connect on the fly to different machines to deliver different messages.
Every message will also contain the IP address of the source machine.  This may be used by the remote machine to compose a message to send back, or to associate rollback information with a certain source machine.
File Message Type
The File Message type is used when a file is sent to a destination machine.  Every file type must contain the following information: transfer type, filename, file time stamp, and file contents.
The transfer type is what differentiates between sending files from the local machine to the remote machine and sending from the remote machine to the local machine.  The two types are local and remote.  To transfer a file from the remote machine to the local machine, a user would supply source and destination directory and filename.  The remote machine would then compose a local type File Message to send the file to the actual local machine.  A local type message contains the filename, source directory, destination directory, time of the file, and contents of the file.
Every File Message will also contain an operation number.  The operation number is useful for keeping rollback information, associating a group of File Messages with one file transfer operation.
The filename is sent so the receiving machine can know what filename to save the incoming file as.  This file name must include the extension of the file also.
The file time stamp must be provided so the destination machine can check to see if it already has a newer version of the same file.  If this is the case the destination machine must send back a confirmation message to make sure the user really wants to perform that cloning operation.  This will be discussed further in the File Transfer Module Processing section.
The contents of the file are sent along to the destination machine as well.  This information may be encoded as seen fit by the File Transfer Module design team, but it once encoded it must be included in the message as part of the message string. 

[image: image5]
Figure 5: Example Local Type File Message
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Figure 6: Example Remote Type File Message
Registry Message Type

The Registry Message Type is used when registry edits need to be sent to a destination machine.  Every Registry type must contain the following information: Destination key and its value information, as well as a type.
The two types for a Registry Message are the same as the two File Message types: local and remote.  A local type Registry Message contains the source key, destination key, and value information.  A remote type Registry Message contains the source key and destination key.  The remote machine would then compose a local type Registry Message to return the key/value requested.
Every Registry Message will also contain an operation number.  The operation number is useful for keeping rollback information, associating a group of Registry Messages with one registry transfer operation.
The destination key must be provided by the Registry Module.  The destination key will be in the form of a string and be structured like a directory, e.g. HKEY_CURRENT_CONFIG\Software\Fonts.
The value information is composed of three parts: Name, type, and data.  This information must be provided in the message so the destination machine can apply the correct value to the destination key.
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Figure 7: Example Local Type Registry Message
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Figure 8: Example Remote Type Registry Message

Delete Message Type

The Delete Message Type is used when a “Match” cloning operation is performed.  A delete message must contain the following information: type, filename, and directory, or type, key, and value depending on what type of Delete Message is sent.  The filename and directory are those of the file to be deleted on the remote machine.  The key and value are those of the value to be deleted on the remote machine.
The types of delete message are registry and file.  A registry type delete command is send when information needs to be deleted in the remote system’s registry.  A file delete command is sent when a file needs to be deleted on the remote system.
As an example of when this message is used, assume the user has a directory on the source machine with 5 files in it, and wishes to match the directory on the destination machine exactly to this.  The destination machine does not have the files in it, but it does have 3 other files already in the directory.  Not only must the 5 files be transferred from the source, but the 3 files already on the destination have to be deleted.  Delete messages need to be sent to tell the destination machine what files to delete.
Note: If a “Match” cloning operation is being performed by having a local machine match a remote machine, then the File Transfer Module must know which files to delete on the local machine, a delete message is not needed for this operation.
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Figure 9: Example File Type Delete Message
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Figure 10: Example Registry Type Delete Message

Rollback Message Type

A Rollback Message is sent from the local machine to the remote machine when the remote machine must be set back to its original state before the last operation was performed on it.  A Rollback Message must contain only type information.  The two types are file and registry.
The last operation performed should be remembered on the user’s local machine.  When a “Rollback” operation is chosen, the local machine will send a file or a registry type Rollback Message depending on what the last operation performed was.
Note: When performing a transfer from a remote machine to the local machine, and then a rollback is needed, the local machine must keep track of its own rollback information, so no message is needed.
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Figure 11: Example Rollback Message

Report Message Type
The Report Message Type is used when a machine must send information in the form of text to a user to make him or her aware of a problem.  The only information in this type of message is a text message to be displayed to the user by the Reporting Module.
This message is also used to pass file system structure/registry structure between machines so that the user can browse a remote machines structure.

[image: image12]
Figure 12: Example Report Message

FileSystem Message Type

The FileSystem message type is used when a machine must retrieve the file system information of a remote machine.  A message of this type is also divided up into two different types, request and remote.
A request type FileSystem message contains a request from one machine to the other machine.  In this request it asks for the other machine to send over the file information of a specified directory.

A remote type FileSystem message contains the file and subdirectory information of a specified directory, and is sent back to a requesting machine.

[image: image13]
Figure 13: Example request type FileSystem message
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Figure 14: Example remote type FileSystem message
RegSystem Message Type

The RegSystem message type is very similar to the FileSystem type, except that it is used to get value information of a specified key.  It also has the same two types, request and remote.
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Figure 15: Example request type RegSystem message
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Figure 16: Example remote type RegSystem message
Complete Messages

The complete message must be sent after the transfer message so the destination machine knows that the transfer is complete.  It would contain the main tags that other messages contain (sourceIP, destIP), and it would also contain the operation number and the type of transfer that is complete (i.e. file, registry).

[image: image17]
Figure 17: Example complete message
Acknowledgement Messages

The acknowledgement message contains an acknowledgement that a transfer or other operation was successful.  It would contain the operation number of the transfer that was completed and an acknowledgement on whether it was successful or not.

[image: image18]
Figure 18: Example acknowledgement message
Decoding Messages

The Communication Module must decode any type of message it receives from another CLONER system.  It must be able to respond to message types and send the information on to processing modules.  Once decoded, the different message information will be sent to the following modules:

· Registry Message – this information will be sent to the Registry Module

· File Message – this information will be sent to the File Transfer Module

· Delete Message – this information will be sent to either the Registry or File Transfer Modules, depending on its type
· Report Message – this information will be sent to the Reporting Module

· FileSystem Message – this information will be sent to the Reporting Module

· RegSystem Message – this information will be sent to the Reporting Module

Connection Status

The Communication Module is responsible for tracking connection status during a transfer.  It must track the percentage of transfer completion on a continual basis, so as to keep the user informed of a transfer’s progress.  This information is passed to the Reporting Module in order for it to inform the user.  It must be passed often so the information is refreshed in the display often.
File Transfer Module Processing

The File Transfer Module is responsible for any file type operations the Peer-To-Peer Cloning System performs.  These operations are:
· Saving new files received in a transfer to a designated directory

· Saving file transfer rollback information

· Performing a rollback operation

· Retrieving Files to be sent

· Operation Number

The following subsections discuss these types of operations that the File Transfer Module must perform.
Saving Files

This module must have the capability to save any type of file to any directory on its machine, given a filename, extension, file contents, and destination directory.
If all files in a directory need to be replaced, such as when a user performs a “Match” operation, all files must be deleted from the destination directory before the new files are copied in, so that no files are left in the directory that aren’t supposed to be there.
Saving Rollback Information

The File Transfer Module must save rollback information in order to be able to restore a directory to its previous state after a file cloning operation.  This information will be in the form of a copy of the directory and its contents.
The directory’s contents must be saved into a temporary directory that uses the following naming conventions: directoryname_rollback.  This information must stay saved in this temporary directory until another operation is performed on the same directory, or until the CLONER is shut down.  If the CLONER is shut down, the directory should be deleted to free up the space used.
If another file transfer operation occurs in the same directory, the temporary directory should have its contents deleted so new contents can be added.  The contents must be deleted so there are no files in the temporary directory that were not in the actual transfer directory just before the transfer.
Performing Rollback Operations

The File Transfer Module must also be able to perform rollback operations, or in other words restore a directory to its previous state after a cloning operation that needs to be reversed.
To perform a rollback operation, the module must delete the files in the directory the rollback is to be performed, and then copy all files in the temporary rollback directory into the destination directory.  Then the temporary rollback directory may be deleted from the disk.

Retrieving Files

The File Transfer Module must also retrieve files for transfer and pass them on to the Communication Module for message packaging and sending.  
Registry Module Processing

The Registry Module is responsible for any registry type operations the CLONER needs to perform.  These operations include:

· Saving new registry changes received in a transfer to a designated key

· Saving registry rollback information

· Performing a registry rollback operation

The following subsections discuss these types of operations that the Registry Module must perform.

Saving Registry Changes

This module must have the capability to save any type of value to any key in the registry on a CLONER machine, given a value name, value type, and data to be stored in the key from a .reg file.

If all values in a key need to be replaced, such as when a user performs a “Match” operation, all values must be deleted from the destination key before the new values are copied in, so that no values are left in the directory that are not supposed to be there.
This module also must be able to implement changes specified in a .reg file.  It must open the file, find the changes and store them in the destination registry key.
Saving Rollback Information
The Registry Module must save the state of a registry before an operation is performed on it.  The state will be saved on a key by key basis, in other words every time a specific key is going to have its values changed, the original state of that key must be saved before the operation is performed.

The rollback information will be saved as a .reg file in a directory specific to the key being changed.  The .reg file will use the following naming convention keyname.reg.  The keyname must include the path of the key, as there are multiple keys with the same names.  As an example, the HKEY_CURRENT_CONFIG\Software\Fonts key’s .reg file should be named as follows: HKEY_CURRENT_CONFIG.Software.Fonts.reg.
The directory used to store the .reg file will use the following naming convention: keyname_rollback. The .reg file in this temporary directory must be saved until a new operation is performed on the same key, or until the CLONER system is shut down.  If the CLONER is shut down, the directory should be deleted to free up space on the machine.
If another registry operation is to occur on the same key, the new .reg file must have the same name as the one already there so the old file can be overwritten by the new one.  Only the latest operation performed need have its rollback information stored.
Performing Rollback Operations

The Registry Module must also be able to perform rollback operations using the rollback information it has stored for a specific key.  This rollback operation restores a key to its previous state after a cloning operation on that key needs to be reversed.
To perform a rollback operation, the module must restore the temporary .reg file to the specific key in the registry, and then delete the temporary rollback directory and .reg file.
Script Module Processing

The Script Module is responsible for executing scripts provided by users, as well as allowing users to create and edit scripts.  The following sub-sections will describe the Script Module and its processing in detail.
Script Format

Every CLONER script must follow a specific format to ensure that every script can be executed in full without any confusion between the program and the script.  Each script will be an XML file containing some or all of the following information.
XML script files will use the following naming convention: scriptname.xml, where scriptname is the name of the script provided by the user.
CLONER Tag
The CLONER is the main XML document tag, and will appear in the script as <CLONER>.  It specifies that the file is a Peer-To-Peer Cloning System script.  The Script Module looks for this tag in every script file specified for execution, and notifies the user if the specified script is not a valid CLONER script.
The CLONER Tag also contains an attribute “owner”.  This attribute specifies the owner of the script.  This will allow the system to keep track of which user owns what script.  This will allow the CLONER to disallow any user from using a script that is not their own.
The CLONER Tag can have the following tags as children: Connections tag, Registry tag, and File tag.  It may not contain more than one of each of these tags.
Connections Tag

The Connections Tag contains other tags that specify what machines to connect to during script execution.  It will appear in the script file as <Connections>.  The Connections Tag contains no inner text, but if a Connections Tag occurs in a script, it must contain at lease one child Machine Tag.
Machine Tag

The Machine Tag only occurs as a child of a Connections Tag.  It appears in the script as <Machine>.  There may be multiple Machine tags as children of a single Connections Tag.
Each Machine Tag contains the address of a machine for the script to connect to in order to perform its cloning operations.  Since there can be multiple Machine tags, each script can connect to multiple machines to perform the same File/Registry transformations.
Registry Tag

The Registry Tag specifies the information for cloning registry information.  A Registry Tag contains no inner text, but may have all or some of the following children: a RPattern Tag, a Rtype Tag, an SKeyDir Tag, an DKeyDir, and a Value Tag.  The CLONER will read the information from its children to get specifics about a registry cloning operation.
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Figure 19: Sample XML Script File
RType Tag

The RType Tag specifies the type of cloning operation to be performed by this script.  Types are in the file as inner text of an RType Tag.  The CLONER uses this information in the script to decide what type of registry transfer operation to perform.  The different possible types are listed below:

· LRegistryMatch – Exactly matches the connected machines registry to selections made in the local machine’s registry or in a pattern specified by a .reg file on the local machine.
· CRegistryMatch – Exactly matches the local machines registry to selections made in the connected machine’s registry or in a pattern specified by a .reg file on the connected machine.
· LRegistryCopy – Copies any changes or selections from the local machine’s registry or from a pattern specified by a .reg file to the connected machine’s registry.
· CRegistryCopy – Copies any changes or selections from the connected machine’s registry or from a pattern specified by a .reg file on the connected machine to the local machine.

A Registry Tag may only contain up to one RType Tag.

RPattern Tag

The RPattern Tag specifies the name of a .reg file to use as a pattern for a registry transfer operation in its inner text.  A Registry Tag may only contain one RPattern Tag.
SKeyDir Tag
The SKeyDir Tag specifies a key in the source machine’s registry that may have some or all of its contents transferred to the destination machine.  Each Registry Tag must contain one SKeyDir Tag.  Its information is specified in the inner text of an SKeyDir Tag.

 e.g. <SKeyDir>HKEY_CURRENT_CONFIG\Software\Fonts</SKeyDir>
DKeyDir Tag

The DKeyDir Tag specifies a key on the destination machine that registry values will be transferred into.  Each Registry Tag must contain one DKeyDir Tag.  Its information is specified in the same way as an SKeyDir Tag’s information.
Value Tag

The Value Tag specifies what values in the source key to transfer to the destination key.  Its information is specified in its inner text. A Registry Tag may contain many or no Value Tags.
File Tag

The File Tag, as a child of the Cloner Tag, tells the Script Module that there will be a file transfer in the specified script.  A File Tag may contain some or all of the following child tags: an SDirectory Tag, a DDirectory Tag, FPattern Tags, and Data Tags.
SDirectory Tag

The SDirectory Tag is a child of a File Tag.  In its inner text it specifies the directory on the source machine to transfer files out of.  A File Tag must contain one SDirectory Tag.

DDirectory Tag

The DDirectory Tag is a child of a File Tag.  It specifies the directory on the destination machine to transfer files into.  A File Tag must contain one DDirectory Tag.

FPattern Tag

An FPattern Tag specifies a file pattern to be used to transfer files between source and destination machines.  Valid patterns are discussed in the User Interface section.  A File Tag may contain many FPattern Tags or none at all.
Data Tag

A Data Tag contains in its inner text the name of a file to transfer from the source machine to the destination machine.  The directory of the file is not specified in the Data Tag because it is specified in the SDirectory Tag.  A File Tag may contain multiple Data Tags or none at all.
FType Tag

The FType Tag specifies the type of cloning operation to be performed by this script.  Types are in the file as inner text of an FType Tag.  The CLONER uses this information in the script to decide what type of registry transfer operation to perform.  A File Tag must contain one FType Tag.  The different possible types are listed below:
· LFileMatch – Exactly matches the files in a selected directory on the connected machine to a directory/file combination or pattern selected on the local machine.
· CFileMatch – Exactly matches the files in a selected directory on the local machine to a directory/file combination or pattern selected on the connected machine.

· LFileCopy – Copies the files in a directory/file combination or pattern selected on the local machine to the selected directory on the connected machine.

· CFileCopy – Copies the files in a directory/file combination or pattern selected on the connected machine to the selected directory on the local machine.
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Figure 20: Script XML Tag Relationships
Script Processing
The Script Module must be able to parse an XML script file and determine what commands it needs to send to which modules to execute the script in its entirety.
Script Editing

The Script Module is responsible for saving any new scripts, edits to current scripts, as well as deleting scripts that are requested to be deleted.

New scripts are created by a user in the user interface.  Once the user chooses to save the script, the Script Module must receive the information from the User Interface Module and create the script as an XML file using the guidelines described above.

Changes to scripts are also made in the user interface.  The Script Module must be able to provide the contents of a script to the User Interface Module so that a user can edit the script.  The Script Module must also be able to save any changes into a current script file.

The Script Module also will be able to delete scripts that are no longer wanted by a user, provided that it receives the name of the script from the user interface.
Script Execution

The Script Module must be able to parse each script so that it can perform all operations specified by the script.

It must be able to associate each tag in the XML script file to a CLONER operation and be able to either perform that operation or instruct the proper module to perform the operation.
Script Ownership

Each script has an owner, or responsible individual (RI), associated with it.  The script module must be able to retrieve the name of the current user of a CLONER system to determine what scripts belong to the user.
The Script Module is responsible for allowing or disallowing users to edit or execute scripts depending on ownership.  A script not owned by the current user cannot be edited or executed by that user.
CLONER Activities
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Figure 21: CLONER Main Activity Diagram
Main Activity Diagram
The Main Activity Diagram shows the initial processing of the CLONER.  When a user starts the CLONER, it displays the main GUI and waits for user input of a remote machine.  Once the user has specified a machine, the remote file system and registry are displayed to the user.  The CLONER then waits for user input again.  This time the user must input a command and parameters for that command.  The CLONER can then execute the command.  Commands can be of these types: File Copy, File Match, Registry Copy, Registry Match, New Script, Edit Script, and Execute Script.
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Figure 22: File Transfer Activity Diagrams

File Transfer Activities

File Transfer Activities include File Copy and File Match.  If the user chooses either of these options, the Reporting Module compares the source files with the destination directory, and displays this information to the user and waits for their confirmation to continue or cancel.  If the user chooses to continue, the file names for transfer are passed to the File Transfer Module, which retrieves and encodes the files, and passes them to the Message Builder/Extractor for packaging into messages.  The files are then sent to the Remote Machine, whose Message Builder/Extractor then extracts the messages and passes their contents to the remote File Transfer Module.  The File Transfer Module saves the files (deleting any extras on a match command), and a results message is packages and passed back to the Source machine, extracted, passed to the Reporting Module, and the success or failure of the operation is displayed to the user and logged.
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Figure 23: Registry Transfer Activity Diagrams

Registry Transfer Activities

During a registry transfer, the Reporting Module compares the destination registry and the source.  This comparison information is displayed to the user and a response is waited for.  When the user confirms the operation, the key/Value or .reg file name is passed to the Registry Module, which gets the file and encodes it, or encodes the key/Value and passes it to the Message Builder/Extractor for packaging.  The message is then sent to the destination, which Extracts it, saves the changes, and reports back with the status of the operation to the source machine.  The results are then displayed to the user.
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Figure 24: Script Activity Diagrams
Script Activities

Script Edit Activities

If a user chooses to edit or create a new script, the UI will display a script creation screen or a script editing screen.  The script editing screen will contain the information already in the script, while the script creation screen will be an empty template to be filled in by the user.  The user will fill out the form, and when he or she chooses to save the script, the script’s information will be passed to the Script Module.  The Script Module will then create an XML file for the script, and save it in a script directory.
Script Execution Activities

When the user chooses to execute a script, the script name will be sent to the Script Module.  The Script Module will then parse the script, and send the script transfer information to either the Registry Module or the File Transfer Module, who will retrieve the files or key/Values, encode them, and pass them to the Message Builder/Extractor for packaging.  The Messages will then be sent, and the source machine will wait for a remote response about the transfer.  The transfer information will then be displayed to the user.

Critical Issues
Concurrent File/Value Access

A CLONER receiving two transfers at the same time may be receiving two files with the same name to be stored in the same directory.  If this occurs, there will be a major problem with the fact that both files will be written at the same time.  The same follows for keys in a registry.
The module performing the save operation must lock the file so that it cannot be written by two different transfers at the same time.  There is currently a solution for this in the ConcurrentFileAccess folder in CSE681/code.  Both File Transfer and Registry Modules must account for this.
Concurrent Directory/Key Access

A CLONER may receive messages for two different operations at the same time.  If both these operations alter the same directory or key, then one should be halted until the other is performed completely.
The File Transfer and Registry Modules must account for this.  These modules will base the directory/key access on source IP and operation number.  Upon receiving a message altering a certain directory key, the only messages that can alter that key are other messages from the same IP with the same operation number.  Then, once the whole transfer operation is complete, the directory/key may be unlocked for other operations to access.
Connection Failures

There are two times when connection failures could present a problem: at connection time and during a transfer.

Failure at Connection Time

A connection failure after an attempt to connect is a minor problem.  The Communication Module should detect any connection problem and pass the failure information to the Reporting Module, which will notify the user (or the script) of the problem.  However, before reporting the problem to the user/script, the Communication Module should try the connection process three to five times before concluding a failure.
Failure during Transfer

A connection failure during a file transfer is a bigger problem that needs to be handled by the CLONER.  This failure could be a freak occurrence or could results from a user shutting down the remote connection by closing the program or disconnecting from the network.
Both local and remote machine have to be able to handle this problem, as the remote machine may be left with half of a message to process, and the local machine will have half a message unsent.

Upon a connection loss, the remote machine should not save any of the information it was receiving at the time.  This data should be considered corrupted and just ignored or deleted.
The local machine should keep track of which message was being sent during the transfer.  It should then pass the failure information to the Reporting Module to display to the user.  The information should include message contents so the user knows exactly what failed, e.g. filename, key/value pair, etc….
If there are other messages that need to be sent using the failed connection, the Communication Module should save the messages to be attempted at a later time.
File Times

The Reporting Module should always check file times before a file transfer operation to notify the user of the file being replaced is newer than the one being transferred in.  However, this may pose a problem if the two machines (source and destination) have radically different system times.
A way around this problem is for the Reporting Module to compare machine times before a transfer.  If the time between machines is greater than the time between files, then the file being replaced is actually older than the file being transferred in, so the overwrite can take place without a problem.
For example, imagine a user’s machine having the year set at 2003 and a destination machine having its set at 2006.  Say the user wants to transfer a file dated at 2003, but the file to be overwritten on the destination has a date of 2004, there actually isn’t a problem.  This is because if you fixed the destination computer to have a year of 2003, then the actual file date of the file to be overwritten will be sometime in 2001.
Performance
Loading XML Script Files
A major performance concern is when the CLONER is sorting through script files to determine the owner of each one in order to display the scripts available to a user.
As a result, the CLONER will keep one XML file named scripts.xml which will contain a listing of all scripts and their owners.  This way the Script Module must only search one file to determine which script files to display as available in the user interface.
Appendix

Example File Transfer Operation

This section describes the steps involved for performing a file transfer operation.  It will step by step describe what each module does during an operation of this type.

The first thing that occurs is the user selecting source directory, destination directory, destination machine, and files to transfer.  Upon the user clicking the transfer button, the User Interface Module tells the Reporting Module to check the operation
The Reporting Module checks the transfer information with the remote machines file structure.  It then displays to the user the results of their transfer (before they actually happen) along with what files will be overwritten, and any other information the user may need.  The user is also prompted to confirm that the operation should continue.
If the user does not confirm the operation, then the file transfer operation is cancelled.  If the user does confirm the operation, then the operation must be performed.  After confirmation the User Interface Module (or the Reporting Module, depending on design) will give the parameters of the transfer to the File Transfer Module.
The File Transfer Module will then retrieve all files to be transferred, and create a message for each file.  In this message it is also specified whether the operation is a match or a copy, the destination machine address, destination directory, source directory, and file name and contents.  Each message also contains an operation number shared by all the messages within the transfer.
The File Transfer Module will pass the messages to the Message Builder/Extractor portion of the Communication Module, which will encode each one into a string and pass it to the reusable communication layer.  The messages will then be sent on to the remote machine specified in each message.
The remote Communication Module will receive the messages, remove them from string form, and pass them on to the File Transfer Module on the remote machine.  The File Transfer Module will then save the rollback information of the destination directory, and then save the files into the directory that it received.

Once the transfer is complete, The File Transfer Module notifies the Reporting Module of completion.  The Reporting Module compose a message containing the completion information, and will pass it to the Communication Module for encoding and sending back to the source machine.
The Communication Module will then send the message back to the local machine.  The local Communication Module will parse the message, send the contents to the Reporting Module, which will display the transfer completion information to the user.

Notes

Revisions

This section lists all revisions made to this document, including version number and date.

Revisions v1.1 October 15, 2003
· Added FileInfo input in the Cloner Context Diagram

· Added Message Builder/Extractor Partition to DFD
· Changed “RegistryInfo” messages to “keys/values” in DFD

· Deleted Errors/status messages message from Reporting to Script in DFD

· Deleted path and DirectoryInfo messages from Script to Reporting in DFD

· Added RegSystem and FileSystem message types to “Communication Module Processing” section

· Added source and destination IP address to all messages in “Communication Module Processing” section

· Added operation number to Registry and File message types in “Communication Module Processing” section

· Added “Concurrent Directory/Key access” section to “Critical Issues” section
· Added Operation Number Tracking to Reporting Module Processing Section
Revisions v1.2 October 20, 2003

· Added Connected Message, Could Not Connect Message, Connection Request, Lost Connection Message, Error Messages, Machine IP to DFD between Communication Layer and Message Builder/Extractor Module.
· Added Connection Status Message to Context Diagram from network services to Cloner, and also to DFD from external environment to Communication Layer.

· Added Acknowledgement and Complete messages to messages in Communication Module Processing.

Revisions v1.3 October 24, 2003

· Added new DFD, new Context Diagram, and new Activity Diagrams.
· Changed the “Example File Transfer Operation” in the appendix.
· Made small changes to text throughout the document.
Revisions v1.4 October 28, 2003

· Updated DFD to include new information from script to Reporting, so reporting can do a compare operation between source and destination on a script operation also.
Revisions v1.5 October 30, 2003

· Add text describing the Activity Diagrams

<?xml version="1.0">


<CLONER owner=”mike”>


	<Connections>


		<Machine>192.168.0.100</Machine>


		<Machine>192.168.0.101</Machine>


 	</Connections>


	<Registry>


		<RType>LRegistryCopy</RType>


		<RPattern>this.reg</RPattern>


	     	<SKeyDir>HKEY_CURRENT_CONFIG\Software\Fonts</SKeyDir>


		<DKeyDir>HKEY_CURRENT_CONFIG\Software\Fonts</DKeyDir>


		<Value>FIXEDFON.FON</Value>


		<Value>FONTS.FON</Value>


	</Registry>


	<File>


		<FType>CFileMatch</FType>


		<SDirectory>C:\windows\</SDirectory>


		<DDirectory>C:\windows\</DDirectory>


		<FPattern>*.exe</FPattern>


		<FPAttern>*.dat</FPattern>


		<Data>readme.txt</Data>


		<Data>this.doc</Data>


	</File>


</CLONER>





<?xml version="1.0">


<msg type=”file”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<type>local</type>


	<name>this.txt</name>


	<source>C:\windows\</source>


	<destination>C:\windows\</destination>


	<time>9/9/03 5:00PM</time> //Possibly encoded


	<contents>adfhaoienovhanowoetjaga989q4w5zoa</contents>


		//Encoded file contents


</msg>





<?xml version="1.0">


<msg type=”registry”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<type>local</type>


	<source>HKEY_CURRENT_CONFIG\Software\Fonts</source>


	<destination>HKEY_CURRENT_CONFIG\Software\Fonts</destination>


	<value>


		<name>FIXEDFON.FON</name>


		<type>REG_SZ</type>


		<data>vgafix.fon</data>


	</value>


</msg>








<?xml version="1.0">


<msg type=”delete”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>file</type>


	<name>this.txt</name>


	<directory>C:\windows\</directory>


</msg>








<?xml version="1.0">


<msg type=”registry”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<type>local</type>


	<source>HKEY_CURRENT_CONFIG\Software\Fonts</source>


	<destination>HKEY_CURRENT_CONFIG\Software\Fonts</destination>


</msg>








<?xml version="1.0">


<msg type=”file”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<type>remote</type>


	<name>this.txt</name>


	<source>C:\windows\</source>


	<destination>C:\windows\</destination>


</msg>





<?xml version="1.0">


<msg type=”delete”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>registry</type>


	<key>HKEY_CURRENT_CONFIG\Software\Fonts</key>


	<value>FIXEDFON.FON</value>


</msg>








<?xml version="1.0">


<msg type=”rollback”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>file</type>


</msg>








<?xml version="1.0">


<msg type=”report”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<message>Are you sure you wish to overwrite this file?	</message>


</msg>








<?xml version="1.0">


<msg type=”FileSystem”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>request</type>


	<directory>C:\Temp</directory>


</msg>








<?xml version="1.0">


<msg type=”FileSystem”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>remote</type>


	<subdir>C:\Temp</subdir>


	<file>foo.txt</file>


	<file>this.txt</file>


</msg>








<?xml version="1.0">


<msg type=”RegSystem”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>request</type>


	<key>HKEY_...</key>


</msg>








<?xml version="1.0">


<msg type=”FileSystem”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<type>remote</type>


	<subkey>C:\Temp</subkey>


	<value>


		<name>FIXEDFON.FON</name>


		<type>REG_SZ</type>


		<data>vgafix.fon</data>


	</value>


</msg>








<?xml version="1.0">


<msg type=”acknowledgement”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<success>true</success>


</msg>








<?xml version="1.0">


<msg type=”acknowledgement”>


	<sourceIP>192.168.0.1</sourceIP>


	<destIP>192.168.1.100</destIP>


	<number>5</number>


	<type>file</type>


</msg>
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