Local Security Policies – Administratative Tools
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@] Access this computer from the netwark
Act as part of the operating system
8] Add workstations to domain

Adust memory quotas for a process
] allow logon through Terminal Services
ack up fles and drectories
[#]Bypass traverse checking

&]Change the system time

Create a pagefile

[@]Create a token object

Create global objects

] Create permanent shared objects
[Debg programs

&]Deny logon as a batch job

IDeny logon as a service

&]Deny logon locally

IDeny logon through Terminal Services

BH]Enable computer and user accounts to be trusted fo.

[@]Force shutdown from a remote system
Generate security audits

@] impersonate a client after authentication
Increase scheduling priorty

#]Load and unload device drivers

Lock pages in mermary

Log on as a batch Job

[B8]Log on as = service

Log on lacally

@Manage auditing and security log
Moty firmware envionment values
@Perform volume maintenarce tasks
Profile single process

Profile systerm performance

@Remove computer from dacking station
Replace a process level token
[BRestore files and directories

Shut down the system

Synchronize diectory service data

8] Take ownership of files or other objects

IDeny access t this computer from the network

Everyone, *S-1-5-21-3511606304-701021632-2107 172615-1003,JUSR_HINDENBURG, [WAM_HIN.

LOCAL SERVICE,NETWORK SERVICE,IWAM_HINDENBURG, Adrminstrators
‘Adrministrators,Rermote Desktop Users

Admministrators,Backup Operators

Everyane, Adrministrators,Users,Fower Users,Backup Operators
‘Admministrators,Power Users

Adrministrators

Administrators, INTERACTIVE SERVICE

Administrators
SUPPORT_38894520,SUPPORT_3f1512b9

SUPPORT 38894520, *5-1-5-21-3511606304-701021632-21071726:15-1003, SUPPORT_3f15i1ab,
*5-1-5-21-3511606304-701021632-2107172615-1003, ASPNET

Administrators
LOCAL SERVICE,NETWWORK SERVICE
ASPNET,Administrators, SERVICE
Administrators

Administrators

SUPPORT 39394530, 5-1-5-21-3511606304-701021632-2107172615-1003,SUPPORT_3f151b,
SYSTEM,NETWORK SERVICE, *5-1-5-21-3511606304-701021632-2107 1726151003, ASPNET
IUSR_HINDENBURG, Guest, Administrators, Users, Power Users,Backup Operators
Adrministrators

Adrministrators

Adrministrators

Admministrators,Fower Users

Adrministrators

Admministratars,Users,Power Users

LOCAL SERVICE NETWORK SERVICE,IWAM_HINDENBURG

Admministrators,Backup Operators

‘Admministrators,Users,Power Users,Backup Operators

Administrators





