Handout 1 .NET Security with IIS (server)

Server Config file

<configuration>


<system.runtime.remoting>



<application>




<service>





<wellknown mode="SingleCall"








type="Server.Hello, Server"








objectUri="Hello.rem" />




</service>



</application>


</system.runtime.remoting>

</configuration>

Server.cs Using the plain Anonymous Authentication provided by IIS

using System;

namespace Server

{


class Hello:MarshalByRefObject


{



public string SetPrivilegedAttribute(string attrib)



{




return "Setting Privileged attribute";



}


}

}

Server.cs Using Basic Authentication, and additionally, doing Role Verification

using System;

namespace Server

{


class Hello:MarshalByRefObject


{



public string SetPrivilegedAttribute(string attrib)



{



   string machinename = Environment.MachineName;

IPrincipal principal = System.Threading.Thread.CurrentPrincipal;

if (!principal.IsInRole(machinename + "\\RemotingUser"))



   {

throw new UnauthorizedAccessException("The user is not in group RemotingUser");



   }

return "Setting Privileged attribute on: " + machinename + ": " + attrib;



}
}

}

Handout II .NET Security with IIS (client)

Client.cs without any username/password using IIS’s anonymous authentication 

using System;

using System.Runtime.Remoting;

using System.Runtime.Remoting.Channels.Http;

using System.Runtime.Remoting.Channels;

using Server;

namespace Client

{


class Client


{


   static void Main(string[] args)


   {



string filename = "..\\..\\client.exe.config";



RemotingConfiguration.Configure(filename);



Hello obj = new Hello();

Console.WriteLine("Client.Main(): Reference to Hello acquired");



try



{

Console.WriteLine("Enter the string for the privileged attribute:");




string attrib = Console.ReadLine();




string ret = obj.SetPrivilegedAttribute(attrib);




Console.WriteLine("Message from server: " + ret);



}



catch(Exception e)



{




Console.WriteLine("Exception : " + e.Message);



}



Console.ReadLine();


   }


}

}

Client.cs providing username and password for basic authentication/integrated windows authentication

Windows authentication is the NT Challenge/Response authentication
using System;

using System.Runtime.Remoting;

using System.Runtime.Remoting.Channels.Http;

using System.Runtime.Remoting.Channels;

using Server;

using System.Collections;

namespace Client

{


class Client


{


   static void Main(string[] args)


   {



string filename = "..\\..\\client.exe.config";



RemotingConfiguration.Configure(filename);



Hello obj = new Hello();

Console.WriteLine("Client.Main(): Reference to Hello acquired");



try



{

IDictionary props = ChannelServices.GetChannelSinkProperties(obj);




props["username"] = "Secure";




props["password"] = "";

Console.WriteLine("Enter the string for the privileged attribute:");




string attrib = Console.ReadLine();




string ret = obj.SetPrivilegedAttribute(attrib);




Console.WriteLine("Message from server: " + ret);



}



catch(Exception e)



{




Console.WriteLine("Exception : " + e.Message);



}



Console.ReadLine();


   }


}

}

Configuration file for Client.cs

<configuration>


<system.runtime.remoting>



<application>




<client>





<wellknown type="Server.Hello, Client"





url = "http://localhost/Secure/Hello.rem"/>




</client>



</application>


</system.runtime.remoting>

</configuration>

Configuration file for Client2.cs when the default logon credentials are sent, for Integrated Windows Authentication

<channels>

<channel ref=“http” useDefaultCredentials=“true”/>
</channels>
Now, if no user name/password information is passed in the channel sink properties, the credentials of the currently logged on user are passed on to the server.
Handout II - Awarding Execute, and File Read, Write Permissions to a hosted Windows Form

1. Add a new project in C#, basic windows application

2. Add a label, text box, and two buttons (Save and SaveDirect)

3. Under Save’s click handler, add the following code
SaveFileDialog dlg = new SaveFileDialog();

dlg.DefaultExt = ".txt";

dlg.Filter = "Text Files (*.txt)|*.txt|All files (*.*)|*.*";

if( dlg.ShowDialog() == DialogResult.OK ) 

{


using( Stream stream = dlg.OpenFile() )

using( StreamWriter writer = new StreamWriter(stream) ) 


{



writer.Write(textBox1.Text);


}

}

4. Under Save Multiple’s click handler, add the following code

using( StreamWriter writer = new StreamWriter("c:\\temp\\SomeFile1.txt"))

{


writer.Write(textBox1.Text);

}

5. Include using System.IO; declaration

6. Build the project 

7. Right-click on the Debug folder where the exe is, and Webshare it with the alias WinForm.

8. Using .NET Framework’s Configuration Tool, add a new permission set: WinForm Permission, which has no permissions in it. Set the code group local_intranet_zone to the permission set WinForm Permission.

9. Try to run the application from Internet Explorer via the URL: http://localhost/WinForm/WinForm.exe. You get a PolicyException.

10. Now, successively, add the following permissions, and notice at what point the application fails

a) Security  ( Enable Assembly Execution. 
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The WinForm still fails to open. You get a SecurityException.

b) UserInterface ( Unrestricted access.
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The WinForm now comes up. Save opens up the File Dialog (UI), however, on save, it gives the FileDialogPermission exception.

c) FileDialogPermission ( SaveDialog
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Save File now works. SaveDirect throws an exception FileIOPermission.

d) FileIOPermission ( Read, and Write to path c:\temp. 
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Now SaveDirect works.

Handout III – Adding a Strong Name Identity Condition

1. Launch the .NET Framework Configuration Tool

2. Navigate to Runtime Security Policy

3. Now, go to Machine/Permission Sets, and create a new Permission Set.

4. Select the permissions you want to add. 

5. Create a new Code Group under Local_Intranet_Zone. 

6. Add a condition by Strong Name, which is a good evidence strategy, since it provides a unique name using the component name, version, and public key

7. Generate your public key using the utility sn, as follows: sn –k client.snk. The sn utility is located in Program Files\Microsoft Visual Studio .NET\FrameworkSDK\Bin

8. Add this line to your client assembly: [assembly: AssemblyKeyFile(“client.snk”)]

9. Now browse to your built assembly, and select it. It will load the key and other details from the assembly.

10. Now you need to test your policy. Go to Runtime Security Policy again. And select Evaluate Assembly.

Generating a public key 

[image: image5.png][C:\Progran Files\Connon Files\System\MAPIN1B33\at>sn —k client.snk

Microsoft (R) _NET Framework Strong Name Utility Uersion 1.8.3785.8
[Copyright (C> Microsoft Corporation 1998-2081i. A1l rights reserved.

ey pair written to client.snk

[C:\Progran Files\Conmon Files\System\MAPINLOI3Nnt>





Generating the code structure for the public key
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Handout IV – Programmatic creation of Custom Code Groups and Permission Sets

using System;

using System.Collections;

using System.ComponentModel;

using System.Configuration.Install;

using System.Security;

using System.Security.Permissions;

using System.Security.Policy;

namespace WinForm

{


/// <summary>


/// Summary description for InstallerFrm.


/// </summary>


[RunInstaller(true)]

public class InstallerFrm : System.Configuration.Install.Installer


{


   /// <summary>


   /// Required designer variable.


   /// </summary>


   private System.ComponentModel.Container components = null;


   public InstallerFrm()


   {



// This call is required by the Designer.



InitializeComponent();



// Generated with 'secutil -c -s WinForm.exe'



byte[] publicKey = { 0, 36, 0, 0, 4, 128, 0, 0, 148, 0, 0, 0, 6, 2, 0, 0, 0, 36, 0, 0, 82, 83, 65, 49, 0, 4, 0, 0, 1, 0, 1, 0, 99, 239, 82, 107, 13, 205, 58, 93, 76, 54, 240, 86, 98, 224, 250, 132, 239, 110, 225, 211, 200, 88, 177, 48, 225, 206, 37, 100, 242, 161, 11, 177, 201, 66, 157, 178, 31, 98, 87, 157, 43, 180, 39, 145, 74, 30, 239, 58, 54, 149, 209, 141, 29, 87, 73, 175, 34, 221, 179, 200, 129, 103, 78, 5, 79, 45, 15, 215, 246, 108, 97, 254, 209, 186, 230, 44, 156, 167, 59, 167, 155, 102, 73, 43, 40, 187, 201, 89, 156, 167, 195, 3, 166, 235, 150, 155, 199, 197, 223, 242, 84, 178, 83, 154, 0, 42, 175, 203, 32, 17, 30, 114, 186, 87, 35, 143, 42, 250, 22, 155, 250, 187, 161, 211, 200, 198, 65, 211 };

StrongNamePublicKeyBlob key = new StrongNamePublicKeyBlob(publicKey);



IMembershipCondition membership =



new StrongNameMembershipCondition(key, null, null);



// Find the machine policy level



PolicyLevel machinePolicyLevel = null;

System.Collections.IEnumerator ph = SecurityManager.PolicyHierarchy();



while( ph.MoveNext() ) 



{




PolicyLevel pl = (PolicyLevel)ph.Current;




if( pl.Label == "Machine" ) 




{





machinePolicyLevel = pl;





break;




}



}



if( machinePolicyLevel == null ) return;

// Create a new code group giving WinForm Intranet 

// permissions



PermissionSet permSet = new 

NamedPermissionSet("WinForm Permission Set", PermissionState.None);



//Create the Execution permission

IPermission permExec = new SecurityPermission(SecurityPermissionFlag.Execution);



permSet.AddPermission(permExec);



//Create the UserInterface permission

IPermission permUI = new UIPermission(PermissionState.Unrestricted);



permSet.AddPermission(permUI);



//Create the File Dialog permission

IPermission permFD = new FileDialogPermission(FileDialogPermissionAccess.Save);



permSet.AddPermission(permFD);



//Create the File IO permission

IPermission permIO = new FileIOPermission(FileIOPermissionAccess.Read | FileIOPermissionAccess.Write, "c:\\temp");



permSet.AddPermission(permIO);



// Create the code group



PolicyStatement policy = new PolicyStatement(permSet);



CodeGroup codeGroup = new 

UnionCodeGroup(membership, policy);



codeGroup.Description = 

"Permissions for WinForm Programmatic";



codeGroup.Name = "Code Group for WinForm Programmatic";



// Add the code group



machinePolicyLevel.RootCodeGroup.AddChild(codeGroup);



// Save changes



SecurityManager.SavePolicy();


   }


   #region Component Designer generated code


   /// <summary>


   /// Required method for Designer support - do not modify


   /// the contents of this method with the code editor.


   /// </summary>


   private void InitializeComponent()


   {



components = new System.ComponentModel.Container();


   }


   #endregion


}

}
