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DCOM, .NET, Windows 2000 Security Models
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.NET Framework Security Solution
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[image: image5.png]



.NET Security Configuration

[image: image6.png]



.NET Security with IIS
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.NET Security in Practice
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In Concluding…
The Security Problem 

Consumers and organizations alike want to be assured that their data will remain private and secure when they conduct commerce or exchange information over the Internet. The distributed model of computing—with its new levels of integration between clients, servers, and services that are frequently operating across domains—demands that security be woven into the computing fabric.

The Internet radically transformed that model. It enables millions of computer systems and networks to be connected together through ubiquitous connectivity and standard communication and presentation protocols such as HTTP and HTML. Today’s computing environment is evolving into a highly distributed system in which software is the driving force. It is characterized by technology innovations such as XML Web services – small, reusable component applications based on Extensible Markup Language (XML) that can be connected like building blocks for specific functions. Information exchanges in this new computing environment occur along many different avenues and go in many different directions to provide the user with the information required, regardless of its location or what kind of hardware it resides on. The integration of systems is the guiding principle – not an afterthought – of distributed computing. Integration delivers compelling benefits including faster, easier exchange of data within and between organizations, and more opportunities for businesses to connect with consumers. 

At the same time, this distributed computing model brings significant challenges.  Among these is security. Consumers and organizations alike want to be assured that when they conduct commerce or exchange information over the Internet, their data will remain private and secure. The new decentralized and distributed model of computing – with its new levels of integration between clients, servers, services that are frequently operating across domains – demands that security be an integral part of the computing fabric.

Security Models
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DCOM Security
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Win 2000 Security

[image: image11.png]



.NET Security

DCOM Security

(Taken from the article by Rajiv Dulepet, COM in practice)

The Component Object Model (COM) can make distributed applications secure without any security-specific coding or design in either the client or the component. Just as the COM programming model hides a component’s location, it also hides the security requirements of a component. The same binary code that works in a single-machine environment, in which security may be of no concern, can be used securely in a distributed environment.

COM provides two distinguishable categories of security. The first is termed activation security, and it controls which objects a client is allowed to instantiate. The second form is call security, which dictates how security operates at the per-call level on an established connection from a client to a server object.

This article describes the exact capabilities of COM security in greater detail.

Registry

Entries in the system registry can affect how COM security allows the activation and calling of objects by a remote client. COM provides mechanisms to externally configure security settings for objects and clients. In the current implementations of COM, all security policies are enforced at the process level. All objects in a process share the same security policies unless they programmatically override them. (Details on call security are provided later in this document.) To match this process-wide security configuration, COM introduces the concept of an application identifier, or APPID.

To change the security settings for the server, you can either edit System Registry entries directly or use the DCOMCNFG or OLE/COM Object Viewer utility.

Application IDs

APPIDs group the configuration options for one or more COM objects into one centralized location in the registry. COM objects hosted by the same executable must map to the same APPID. In-process COM objects on a single machine that are run remotely can be forced into the same surrogate process by assigning the same APPID to their Class ID (CLSID) entries.

DCOMCNFG

DCOMCNFG is a utility you can use to configure various COM-specific settings in the registry. This configuration utility, dcomcnfg.exe, is included in the Microsoft® Windows NT® operating system and is used to configure applications to use COM. The dcomcnfg.exe utility is not added to the Start menu or any groups during installation of Windows NT version 4.0. An administrator must start it from the Run command on the Start menu.

DCOMCONFG must be used to configure an application’s COM properties before the application can use COM to communicate over the network. The DCOMCONFG utility can be used to: 
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Disable distributed components for an entire computer or for a specific application. By default, distributed components are enabled. 
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Configure the location of an application. 
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Set permissions on server applications, either for all applications or for individual applications. 
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Configure the user account that will be used to execute the server application. The client application uses this account to start processes and gain access to resources on the server computer. 
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Configure the level of security for connections between applications, for example, using packet encryption. 

Both the computers that are running the client and the server applications must be configured for a distributed environment with the DCOMCONFG utility: 
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Client Application. On the computer that will be running the client application, the administrator must specify the location of the server application. When a COM client application is used, it makes a request to a server application, which could be running on a different computer. 
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Server Application. On the computer that will be running the server application, the administrator must specify the user accounts that will have permission to use or start the server application. In addition, it is necessary to specify the user accounts that will be used to run the server application. 

When DCOMCNFG starts, it displays the Distributed COM Configuration Properties dialog box. This dialog box has three tabs: Default Security, Default Properties, and Applications.

Default Security

You can use the Default Security tab to specify default permissions for objects on the system. This tab has three sections: Access, Launch, and Configuration. To change a section’s defaults, click the corresponding Edit Default button. These default security settings are stored in the registry under HKEY_LOCAL_MACHINE\Software\Microsoft\OLE.
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Figure 1. The Default Security tab

Default Properties

On the Default Properties tab, you must select the Enable Distributed COM on This Computer check box if you want clients on other machines to access COM objects running on this machine. Selecting this option sets the HKEY_LOCAL_MACHINE\Software\Microsoft\OLE\EnableDCOM value to Y.
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Figure 2. The Default Properties tab

Applications

You can change the settings for a particular object from the Applications tab. To do so, you select the application from the list and click the Properties button. This action displays the Object Properties dialog box for the selected application.
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Figure 3. The Applications tab

The Object Properties dialog box has four tabs: 
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The General tab confirms the application you are working with. 
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The Location tab specifies where the application should run when a client calls CoCreateInstance with the relevant CLSID. If you select the Run Application on the Following Computer check box and enter a computer name, a RemoteServerName value is added under the APPID for that application. Clearing the Run Application on this Computer check box renames the LocalService value to _LocalService and disables it. 
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The Security tab is similar to the Default Security tab found in the Distributed COM Configuration Properties dialog box, except that these settings apply only to the current application. Again, the settings are stored under the APPID for that object. 
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The Identity tab identifies which user is used to run the application. 
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Figure 4. The Object Properties dialog box

OLE/COM Object Viewer

The OLE/COM Object Viewer (OLEView) is an administration and testing tool for developers and power users. It is the second way to configure security options for a component. With the OLE/COM Object Viewer, you can: 
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Browse, in a structured way, all of the COM classes installed on your machine. 
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See the registry entries for each class in an easy-to-read format. 
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Configure any COM class on your system. This configuration includes Distributed COM activation and security settings. 
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Configure system-wide COM settings, including enabling or disabling Distributed COM. 
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Test any COM class by double-clicking its name. The list of interfaces that class supports will be displayed. By double-clicking an interface entry, you can invoke a viewer that will “exercise” that interface. 
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Activate COM classes locally or remotely. This feature is great for testing distributed configurations. 
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View type-library contents. Use this feature to figure out what methods, properties, and events a Microsoft ActiveX® control supports. 
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Copy a properly formatted OBJECT tag to the clipboard for inserting into a Hypertext Markup Language (HTML) document. 
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Figure 5. The OLE/COM Object Viewer

OLEView provides more information than DCOMCNFG, and you can use it for all the settings done by DCOMCNFG except one: OLEView has no way to set the COM server to “RunAs” a certain user. The other major difference between DCOMCNFG and OLEView is that DCOMCNFG shows only the servers with APPIDs. OLEView allows the component to use Default Access and Launch permissions, but unlike DCOMCNFG it doesn’t allow the user to modify the Default settings.

In essence, OLEView provides all the functionality provided by clicking the Properties button in the Application tab of DCOMCNFG except for RunAs identity, and it also provides a subset of the Default Properties and Default Security tabs of DCOMCNFG.

Activation Security

Activation security controls which classes a client is allowed to launch and retrieve objects from. The Service Control Manager of a particular machine automatically applies activation security. Upon receipt of a request from a remote client to activate an object (see the client activation services outlined earlier in this document), the Service Control Manager of the machine checks the request against the following information stored within its registry: 
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Machine-wide settings for securing activation 
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Per-class settings for activation 

These settings are described in the following sections.

Machine-wide Settings for Securing Activation

The following named values, which appear under HKEY_LOCAL_MACHINE\Software\Microsoft\OLE, control the global activation policies of the machine. Only machine administrators and the system have full access to this portion of the registry. All other users have read-only access.

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole]

“EnableDCOM”=”Y”

“DefaultLaunchPermission” = hex: [self-relative security descriptor]

The EnableDCOM named value allows or disallows remote clients to launch class code and connect to objects for the system. The DefaultLaunchPermission named value, as the name implies, sets the default access control list (ACL) to specify who has access to classes on the system.

Per-Class Settings for Activation

The following key may be added under any class’s APPID key (HKEY_CLASSES_ROOT\APPID\{...}) to limit activation by remote clients of specific classes. By definition, Launch security needs to be enforced by the COM libraries themselves, since the object that could potentially perform this check has not been instantiated yet. For this reason, launch security can only be externally configured and cannot be controlled programmatically.

Activation security is automatically applied by the Service Control Manager (SCM) of a particular machine. Upon receipt of a request from a remote client to activate an object, the SCM on the server machine checks the request against the HKEY_CLASSES_ROOT\AppID\{...}\LaunchPermission key, which contains data describing the access control list (ACL). If the user’s access control entry (ACE) is not contained within the ACL, access is denied. If the APPID does not have a LaunchPermission key, the SCM checks the request against the ACL in the DefaultLaunchPermission key under HKEY_LOCAL_MACHINE\Software\Microsoft\OLE.

Launch security affords administrators granular control over who can instantiate COM objects for use by others and therefore protects business processes (as an example) from malicious or accidental initialization. For example, you may want to restrict instantiation of accounts-payable processes to employees in the Accounting group, or you may want to develop a COM server as a Windows NT service that can be started only by a specific service account.

Using the DCOM Configuration utility included with Windows NT (dcomcnfg.exe), an administrator can control activation security at both the machine level and the object level. In addition to launch security, an administrator can control who can access a particular object (access security) and who can alter registry settings related to a particular object (configuration access).

If an account may both launch and access an object, the account must appear on both the Launch and Access security access lists. DCOMCNFG does not enforce this constraint.

Call Security

COM provides two mechanisms to secure calls. The first is similar to DCE RPC: COM provides functions and interfaces that applications can use to do their own security checking. The second mechanism is run automatically by COM. If the application provides some setup information, COM will make all the necessary checks to secure the application’s objects. This automatic mechanism does security checking for the process, not for individual objects or methods. Applications requiring more fine-grained security can perform their own security checking. The two mechanisms are not exclusive: an application can ask COM to perform automatic security checking and also perform its own.

COM call-security services are divided into three categories: general functions called by both clients and servers, new interfaces on client proxies, and server-side functions and call-context interfaces. The general functions initialize the automatic security mechanism and register authentication services. The proxy interfaces allow the client to control security on calls to individual interfaces. The server functions and interfaces allow the server to retrieve security information about a call and to impersonate the caller.

In a typical scenario, the client queries an existing object for IClientSecurity, which is implemented locally by the interface remoting layer. The client uses IClientSecurity to control the security of individual interface proxies on the object, prior to making a call on one of the interfaces. When a call arrives at the server, the server can call CoGetCallContext to retrieve an IServerSecurity interface. IServerSecurity allows the server to check the client’s authentication and to impersonate the client, if needed. The IServerSecurity object is valid for the duration of the call. The client can call CoInitializeSecurity to establish default call security for the process, avoiding the use of IClientSecurity on individual proxies. CoInitializeSecurity allows a server to register automatic authentication services for the process. Registering authentication services with CoRegisterAuthenticationServices does not prevent calls from arriving with no authentication service or with an unregistered authentication service.

Implementations of QueryInterface must never check ACLs. COM requires that an object that supports a particular IID always return success when queried for that IID. Even if COM did not enforce that requirement, checking ACLs on QueryInterface would not provide any real security. If Client A legally has access to interface IFoo, Client A can hand a pointer to IFoo directly to Client B without any calls back to the server. Additionally, COM caches interface pointers and will not call QueryInterface on the server every time a client does a query.

Each time a proxy is created, COM sets the security information to default values, which are the values used for automatic security.

The flow of control looks something like this for client/server negotiation: 

1. Default authorization and authentication levels are set in CoInitializeSecurity. Authentication and authorization services can be registered with CoRegisterAuthenticationServices. If you call this function, you cannot also call CoInitializeSecurity. Authorization and authentication levels, Server Principle Name, and authorization-specific information can be set by calling IClientSecurity::SetBlanket. This information applies to the specific proxy. 

2. COM determines the appropriate authentication service that supports the client’s requirements, based on the information obtained in step 1. Currently only NTLMSSP is supported as an authentication service. The security attributes specified by the client are compared to those for the server as specified in the call to CoInitializeSecurity. If the client specifies requirements less than those specified by the server, the call will fail. 

3. The programmer can have the server call IServerSecurity::QueryBlanket to further evaluate the requirements of the client. The server application using this interface could decide to reject the client’s call based on insecure authentication or impersonation level, despite what is specified in CoInitializeSecurity. This behavior would be typical if the server handled general product information queries but was now required to complete a credit card transaction. CoInitializeSecurity could initialize the server to have low security channels by default, but for ICreditCardTransaction, an encrypted secure channel is required. 

4. With mutual authentication such as that offered by Kerberos V, a similar process may happen on the client side to verify that the server is not an impostor. Because of limitations in NTLMSSP, this functionality is not currently supported. 

Machine-wide Settings for Call Security

The following named values appear in HKEY_LOCAL_MACHINE\Software\Microsoft\OLE and control COM call-level security capabilities in applications that do not call CoInitializeSecurity. Only machine administrators and the system have full access to this portion of the registry. All other users have read-only access.

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole]

“DefaultAccessPermission” = hex: [self-relative security descriptor]

“LegacyImpersonationLevel” = dword:2

“LegacyAuthenticationLevel” = dword:2

“LegacyMutualAuthentication”=dword:2

“LegacySecureReferences{ XE “LegacySecureReferences”}”=dword:2

Per-Class Settings for Call-Security

The following named values can be added under any class’s APPID key (HKEY_CLASSES_ROOT\APPID\{...}) to limit access to objects of a specific class.

AccessPermission{ XE “AccessPermission” }{ XE “Registry Keys:AccessPermission}

This named value is of type REG_BINARY. It contains data describing the ACL of the principals that can access instances of this class. Upon receiving a request to connect to an existing object of this class, the ACL is checked while impersonating the caller. If the access check fails, the connection is disallowed. If this named value does not exist, the machine-wide DefaultAccessPermission ACL is tested in an identical manner (see above) as a default to determine if the connection is to be allowed.

Call-Level Security
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CoInitializeSecurity, IClientSecurity, CoGetCallContext, IServerSecurity, and the related helper functions are all fully supported. 
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Microsoft Windows® 95 operating systems can make calls at any authentication level, but incoming calls will never arrive with a higher authentication level than connect (RPC_C_AUTHN_LEVEL_NONE or RPC_C_AUTHN_LEVEL_CONNECT). 
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DCOM for Windows 95 does not support external configuration of access permissions in the registry; all processes that do not call CoInitializeSecurity on this release will be completely unsecured. 

Common Scenarios

This section illustrates how COM security can be used in some common scenarios.

Windows 95 COM Servers

When a Windows 95 COM server is used to serve objects to remote clients, make sure to: 

1. Verify that the EnableDCOM and EnableRemoteConnections registry keys under HKLM\Software\Microsoft\OLE are set to Y on the server machine. EnableDCOM must be set to Y to enable any distributed COM functionality. EnableRemoteConnections must be set to Y to let the machine act as a server. 

2. On a Windows 95 computer, manually start the server. Windows 95 does not support launching servers through COM. 

3. If your server resides in a single-thread apartment (STA), try manually launching %systempath%\rpcss.exe before manually launching the server application. There are certain circumstances where DCOM for Windows 95 does not properly launch RPCSS for STA servers. Microsoft has confirmed this to be a problem in DCOM for Windows 95. We are researching this problem and will post new information as it becomes available. If manually launching RPCSS resolves the RPC_SERVER_UNAVAILABLE error, you can automatically launch RPCSS during system startup. To do so, add a named value with the value “RPCSS.EXE” to HKLM\Software\Microsoft\Windows\CurrentVersion\Run, which launches when the shell loads, or \RunServices, which launches immediately upon machine startup (before logon). 

Windows 95 client and Windows NT Server

The authentication level is negotiated as follows: If you have a Windows 95 client with authentication level Connect and a Windows NT server object with authentication level Encrypt, COM will try to use Encrypt for calls in both directions. Since Windows 95 cannot receive calls at Encrypt, the Windows NT computer cannot call the Windows 95 machine. Thus both the client and server have to set the authentication level to the lowest value allowable for any call in any direction.

Similarly, if you have two processes, one with a logon token and the other with an impersonation token, and you set the authentication level to none in the second, it still won’t be able to call the first if its authentication level is not none.

Windows NT Workstation’s Network not in Domain

Please refer to “FAQ: COM Security Frequently Asked Questions,” Knowledge Base article #Q158508, in the MSDN™ Library.

Legacy COM Application

Three named values in the registry apply to legacy code written before DCOM. These named values exist under the HKEY_LOCAL_MACHINE\Software\Microsoft\OLE\legacy key, and COM uses them to determine what parameters to pass to CoInitializeSecurity on the server’s behalf: 
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LegacyAuthenticationLevel. Provides authentication level for all legacy servers. 
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LegacyImpersonationLevel. Provides the default level of impersonation for all legacy applications. If the server uses security, LegacyImpersonationLevel will provide security context at the object level. The default value is RPC_C_IMP_LEVEL_IDENTITY. 
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LegacySecurityPreferences. Provides the default setting for securing calls to IUnknown::AddRef and IUnknown::Release for all legacy applications. 

Microsoft Internet Information Server and COM

Launching a COM object on a computer running the Windows NT 4.0 operating system requires certain permissions. This is not normally an issue for most interactive users, because the default permissions for launching and accessing COM objects on Windows NT allow access to anyone interactively logged on to the local machine. A Microsoft Internet Information Server (IIS) application, whether it is running in the context of the IUSR_<servername> account or as an impersonated user account from Basic or NTLM authentication, is not interactively logged on. Therefore, the default permissions for launching and accessing COM objects will not allow an ISAPI extension dynamic-link library (DLL), computer graphics interface (CGI) application, or Internet script to launch these objects successfully by default.

With the DCOMCNFG utility on Windows NT 4.0, you can set the default permissions for all COM objects on your machine. You can use DCOMCNFG to provide COM access to the IUSR_<servername> account, as well as to all user accounts that might be impersonated by your IIS configuration. You can even grant permissions to the “Everyone” group.

However, providing global access to all COM objects may not be in your best interests, so you can use DCOMCNFG to specify permissions for specific applications. In this way, you can provide access only to the applications you will need to access from your IIS application. COM applications can also determine what permissions are associated with launching and accessing themselves. To do so from inside your COM server, see the documentation for the CoInitializeSecurity function new to Windows NT 4.0, as well as that for CoCreateInstanceEx (in particular, the COSERVERINFO and COAUTHINFO structures) for manipulating COM access from the client side.

For more information on launching COM servers from ISAPI applications, see the “References” section of the article.

COM requires all of the permissions discussed above. In addition, it needs to access resources across the network. If a request is received using anonymous authentication, the IUSR_<servername> account username and password credentials will be used to connect to the remote COM server. Unless your IIS server machine is also a domain controller, the remote machine by default will not be able to determine who the IUSR_<servername> account is. (It exists only on the local IIS server machine.) Adding access and launch permissions to the group “Everyone” does not help in this case, because COM will not map access by an unknown account to the guest account in the same way that the LAN Manager service does for file sharing. The COM server machine must explicitly know the account that is being used.

When IIS applications are accessing resources (including COM resources) on remote machines, all the machines involved must participate in a domain relationship. Then, in Internet Manager, you can change your anonymous account to an account in the local or trusted domain. Now all machines in the domain structure will recognize the account and can explicitly add and delete access to their network resources for that account or for any groups that account is a member.

Be aware that if basic authentication is used for an IIS request, access to network resources (including COM servers) will be provided in the context of the user whose credentials were passed with the request. If the user specified does not have permissions to launch or access the COM server, the request will fail.

If the IIS request is validated using NTLM authentication, the impersonation level does not imply knowledge of the user name and password credentials. Therefore, access to network resources, regardless of the permissions on the resource, will be denied (with the exception of null session resources).

Launching OLE Servers from ISAPI Extensions

Please refer to “HOWTO: Launching OLE Servers from ISAPI Extensions,” Knowledge Base article #Q156223, in the MSDN™ Library.

Interaction of Visual Basic and Internet Explorer COM Clients with COM Servers

Since Microsoft Visual Basic® and Microsoft Internet Explorer COM clients cannot call CoInitializeSecurity, you need to set the default authentication level to “None.”

COM Client/Server Application Demonstrating Call-Level Security Functions

In this section we will use the Sales Training Roadmap sample application to demonstrate how call-level security functions are used. In this application, the engineers and managers have a training plan. The application has the following characteristics and rules: 
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Training information is stored in a database. 
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Employee database IDs are derived from an employee security token (a security ID, or SID) 
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There are three types of users: Engineer, Manager, and Administrator (a Manager is an trainee, too) 
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The following business rules apply: 
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All users can submit their own training plan. 
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All users can read their own training plan. 
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A Manager can read everyone’s training plan. 
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The managers can approve everyone’s training plans but their own. 

The application is implemented as a Training COM object connected to a Microsoft SQL Server™ database. The implementation consists of one COM object with three interfaces: IEngineer, IManager, and IDatabase. IDatabase is an internal interface and is not accessible by the client. The object runs as an out-of-process server accessed by remote clients. Users are identified by their Windows NT logon ID. The out-of-process server is started as a Windows NT Service running as “System”.

interface IEngineer {

HRESULT Read ( ... );                /* Read one’s training plan. */

HRESULT Submit ( ... );              /* Submit a new training plan. */

   };

interface IManager {

   HRESULT Read ( ... );             /* Read anyone’s training plan. */

HRESULT Approve ( ... );             /* Approve a training plan. */

   };

interface IDatabase {

      HRESULT ReadRecord ( ... );    /* Read a database record. */

      HRESULT WriteRecord ( ... );   /* Write a database record. */

   };

The following describes one possible use of COM security for the training scenario. In this example, we will look only at security on the Training class. 

Two Windows NT groups, Engineer and Manager, are created. Administrator can map to an existing group. 

An ACL (query rights) for Engineer and Manager is placed on: 

\CLSID\{5cb31e10-2b5f- ... }\AccessPermission

\CLSID\{5cb31e10-2b5f- ... }\LaunchPermission = Y

These registry entries and ACLs prevent anyone but an Engineer or Manager from activating or accessing a Training object or its interfaces. 

To set authentication and authorization levels, the server calls CoInitializeSecurityCall. 

CoInitializeSecurity (

/* Specifies access security for this process */

pDefaultAccessACL,

   RPC_C_AUTHN_LEVEL_PKT_INTEGRITY,    /* Insure data is not changed */

   RPC_C_IMP_LEVEL_IMPERSONATE,        /* Allow impersonation. */

NULL);

COM security does not currently support declarative (automatic) security checking at the interface level, so the client principal must be checked by the server to ensure it is a member of the groups allowed to call methods on a given interface. If the application was repartitioned into classes according to security requirements (Engineer and Manager classes with ITraining interfaces), COM declarative access security could then be used. 

To implement security at the interface level, the following must be coded on the server side. 

CoGetCallContext (IID_ServerSecurity, pSSecurity);

pSSecurity->QueryBlanket (NULL, NULL, pszPrinciple, NULL, NULL, NULL, NULL);

/* From here we want to take the principal name (which is the login of the client) and call whatever interface(s) necessary to determine if the client is in the appropriate group to call the interface. Something along the lines of: */

if (IsPrincipleInGroup (pszPrincple, “MANAGER”) == FALSE)

return E_SECURITY_VIOLATION;

All the application logic (business rules) specified above must be implemented by obtaining the principal name, possibly mapping it to a SID or database key, and using it in application logic. For example, for the rule, “All users can read their own training plan,” the client principal is mapped to a database key to do the database query to obtain the corresponding training record. The principal in raw form could be used as the key. 

DCOM Security

So how does DCOM measure up to our security model? Table 1 provides a snapshot of the answer to this question. However, there are more details.

Security Audit. Although Windows NT (and most other operating systems) provides complete support for auditing applications as required by CAPP, DCOM does not report its audit event to the applications audit log of Windows NT. Therefore, this class of requirements is not satisfied, nor are the requirements R4.3 Management of Audit Trial and R4.4 Management of Audit Events.

User Data Protection. DCOM enforces access security on every method call on an object. If the process does not programmatically override security settings, DCOM reads a security descriptor from the registry. When a call arrives, DCOM authenticates the caller (using whatever security provider is configured) and obtains an access token. It then performs an access check on the security descriptor with the access token.

Basically, there are two types of security in DCOM: call security and launch security. COM provides two mechanisms to secure calls. The first mechanism is a set of APIs and interfaces that applications may use to perform their own security checking. The second mechanism is done automatically by COM infrastructure. An important point to note is that automatic mechanism does security checking for the process, not for individual objects or methods. Applications requiring more fine-grained security may perform their own security checking. Furthermore, the two mechanisms are not exclusive; an application may ask COM to perform automatic security checking and also perform its own.

If an application requires more flexibility, objects can programmatically perform arbitrary validations, be it on a per-object basis, per-method basis, or even per-method parameter basis. Objects might also want to perform different actions depending on who the caller is, what specific access rights the caller has, or which user group the caller belongs to.

Launch security is enforced whenever a new process needs to be created as part of object activation. DCOM finds the AppID corresponding to the activation request and reads a security descriptor from the registry. It then authenticates the activator and checks the activator’s access token against the security descriptor.

COM libraries thus perform special security validations on object activation. If a new instance of an object is to be created, COM validates that the caller has sufficient privileges to perform this operation. The privilege information is configured in the registry, external to the object. This satisfies requirement R2.1 Discretionary Access Control Policy and R2.2 Discretionary Access Control function.

In a typical scenario, the client queries an existing object for IClientSecurity, which is implemented locally by the interface remoting layer. The client uses IClientSecurity to control the security of individual interface proxies (client side) on the object prior to making a call on one of the interfaces. When a call arrives at the server, the server may call CoGetCallContext to retrieve an IServerSecurity interface that lets the server check the client’s authentication and to impersonate the client, if needed. The IServerSecurity object is valid for the duration of the call. CoInitializeSecurity lets the client establish default call security for the process, avoiding use of IClientSecurity on individual proxies. CoInitializeSecurity lets servers register automatic authentication services for the process. Registering authentication services with CoRegisterAuthenticationServices does not prevent calls from arriving without an authentication service or with an unregistered authentication service.

Again, the IServerSecurity object is valid for duration of the call. This satisfies requirements R2.3 Object Residual Information Protection and R2.4 Subject Residual Information Protection.

Authentication and Identification. Since both privacy and integrity require authentication, the mechanisms for specifying privacy and authentication are unified into a single enumeration of authentication levels.

The mechanisms mentioned above for access check, launch permission check, and data protection require some mechanism for determining the security identity of the client. This client authentication is performed by one of the security providers, which returns unique session tokens that are used for ongoing authentication once the initial connection has been established. The initial authentication often requires multiple round trips between caller and object. The Windows NTLM (NT LAN Manager) security provider, for example, authenticates by challenging the caller: the security provider knows the password of the user (more precisely an MD4 hash of the password). It encrypts a randomly generated block of data using the MD4 hash of the password and sends it back to the client (the challenge). The client then decrypts the data block and returns it to the server. If the client also knows the correct password, the decryption will be successful as the server knows that the client is “authentic.” The NTLM security provider then generates a unique access token and returns it to the client for future use. For future authentication, the client can simply pass in the token, and the NTLM security provider will not perform the extra round trips for the “challenge/response” protocol.

DCOM uses the access token to speed up security checks on calls. However, to avoid the additional overhead of passing the access token on every call, DCOM by default only requires authentication when the initial connection between two machines is established (RPC_C_AUTHN_LEVEL_CONNECT). It then caches the access token on the server side and uses it automatically whenever it detects a call from the same client.

For many applications, this level of authentication is a good compromise between performance and security. However, some applications may require additional authentication on every call. Often, certain methods in an object are more sensitive than others are. An online shopping site might only require authentication on connection establishment as long as the client is only calling methods for “browsing” the shopping mall. However, when the client actually orders merchandise and passes on credit-card information or other sensitive information, the object might require calls to be individually authenticated.

Depending on the transport used and size of the method data to be transmitted, a method invocation can actually require multiple data packets on the network. DCOM lets applications choose whether only the first packet of a method invocation contains authentication information (RPC_C_AUTHN_LEVEL_CALL) or if each packet should be individually authenticated (RPC_C_AUTHN_LEVEL_PKT).

Authentication, integrity, and privacy are tightly related. Consequently, DCOM defines a single set of constants that conveys the level of authentication and privacy. These constants are the same constants as defined for DCE RPC.

Since DCOM enforces the authentication policy on behalf of the object, the object needs to indicate the authentication level it is willing to accept. This can be done either programmatically or via external configuration using the DCOMCNFG tool.

Windows NT and most other security providers have options to limit the password length to a minimum number of characters. This option is important to satisfy R3.2 Strength of Authentication Data.

Windows 2000 Security

The Windows 2000 distributed security services address key business requirements, including:

[image: image52.png]



The ability to let users logon once and access all enterprise resources. 
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Strong user authentication and authorization. 
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Secure communications between internal and external resources. 
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The ability to set and manage required security policies. 
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Automated security auditing. 
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Interoperability with other operating systems and security protocols. 
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An extensible architecture to support application development that uses Windows 2000 security features. 

These features are important elements of the overall Windows 2000 security architecture. Windows 2000 security is based on a simple model of authentication and authorization. Authentication identifies the user when he or she logs on and makes network connections to services. Once identified, the user is authorized access to a specific set of network resources based on permissions. Authorization takes place through the mechanism of access control, using entries stored in Active Directory as well as access control lists (ACLs) that define permissions for objects including printers, files, and network file and print shares.

This security model makes it easy for authorized users to work on an extended network, while providing strong safeguards against attack. The Windows 2000 distributed security model is based on trusted domain controller authentication, delegation of trust between services, and object-based access control. 

First, each client in a domain establishes a direct trust path by securely authenticating to its domain controller. Second, clients never get direct access to network resources; instead, network services build a client’s access token and impersonate the client by using its credentials to carry out requested operations. Third, the Windows operating system kernel uses security identifiers in the access token to verify whether the user is authorized the desired access rights to the target object.

This paper describes the major elements of the Windows 2000 distributed security services that support this model, including Active Directory, authentication, and authorization, and an introduction to the Kerberos authentication protocol. It provides an overview of how Windows 2000 uses the public key infrastructure and how the operating system supports certificate services. It also introduces the Encrypting File System (EFS) used to secure data on hard disks. Lastly, it describes how Windows 2000 security services are made available for application developers and how its security services interoperate with those provided by other operating systems.
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Role of Active Directory

The Windows 2000 Active Directory service plays an essential role in network security. Windows 2000 Server and Windows 2000 Professional each have security features to protect the information stored on individual PCs. But for comprehensive, policy-based security that controls access to networked resources, organizations should use Windows 2000 Server and Professional together so they can take advantage of the distributed security features provided by Active Directory. 

Active Directory provides a central place to store information about the users, hardware, applications, and data on the network so users can find what they need. It also stores the authorization and authentication information required to ensure that only appropriate users can access each network resource. 

In addition, Active Directory is tightly integrated with Windows 2000 security services such as the Kerberos authentication protocol, public key infrastructure, Encrypting File System (EFS), the Security Configuration Manager, Group Policy, and delegated administration. This integration allows Windows applications to take advantage of the existing security infrastructure, which is a capability described later in this paper.

Active Directory Basics

Because they are so closely intertwined, understanding how security services work in Windows 2000 requires a basic understanding of the Active Directory architecture. If you aren’t familiar with Active Directory, this section provides a brief overview.

Unlike the flat-file directory used in the Windows NT® Server operating system, Windows 2000 Active Directory stores information in a logical hierarchy that represents your business structure. This allows for greater growth and simplified management. To create this hierarchy, Active Directory uses domains, organizational units (OUs), and objects to let you organize network resources in much the same way Windows uses folders and files to organize information on your PC. 

A domain is a collection of network objects, including organizational units, user accounts, groups, and computers, all of which share a common directory database with respect to security. Domains form the core unit of logical structure within Active Directory, and as such play an essential role in security. Grouping objects into one or more domains allows your network to reflect the way your company is organized. 

Larger organizations may contain multiple domains, in which case the hierarchy of domains is called a domain tree. The first domain created is the root domain, and is the parent to domains created beneath it, which are called child domains. To support very large organizations, domain trees can be linked together into an arrangement called a forest. (In cases where multiple domain controllers are used, Active Directory is replicated at regular intervals to each domain controller in the domain so that databases are always synchronized.) 

A domain identifies a security authority with consistent internal policies and explicit security relationships to other domains. The administrator of a particular domain has rights to set policies within that domain only. This is helpful in large enterprises, because different administrators can create and manage different domains in the organization. This management implication is explored further in the “Delegation of Administration” section below.  However, a domain is not a security boundary that provides security isolation from other domains in the same forest; only the forest provides such a security boundary.

Sites is another term you’ll come across when learning about Active Directory. While domains typically reflect an organization’s business structure, sites are used to define groups of Active Directory servers with respect to geography. These computers are typically connected by a high-speed link, but they may or may not have a logical relationship with one another. For example, if you have a large building housing relatively unrelated corporate activities, such as a video production facility, catering, and document storage, the Active Directory servers in that building may be treated as a site, even though the processing done on the servers is unrelated. 

An organizational unit (OU) is a container that you use to organize objects into logical administrative groups within a domain. An OU can contain objects such as user accounts, groups, computers, printers, applications, file shares, and other OUs. 

An object contains information (called attributes) about an individual item, such as a particular user, computer, or piece of hardware. For example, a user object’s attributes would likely include name, telephone number, and manager name. A computer’s object would likely include the computer’s location and an access control list (ACL) that specifies the groups and individuals who have access rights to the computer.

By grouping information into domains and OUs, you can manage security for collections of objects, such as groups of users and computers, rather than for each user and object individually. First, there’s one more concept that’s important to understanding how security works with Active Directory: trust. 
Trust Relationships Between Domains
To allow users to log on once to a network and then use resources throughout the network (an ability generally referred to as single sign-on), Windows 2000 supports trust relationships between domains. A trust relationship is a logical relationship established between domains to support passthrough authentication, allowing users and computers to be authenticated in any domain in the forest. This lets users or computers access any resources for which they have the appropriate permissions, while only logging on to the network once. This ability to traverse a number of domains illustrates the term transitive trust, which refers to authentication across a chain of trust relationships. 

Windows NT–based networks use one-way, non-transitive trust relationships. By contrast, when Windows 2000–based domains are organized into a tree, there are implicit trust relationships created between the domains. This makes it easier to establish trust between domains in mid-size and larger organizations. Domains that are members of the domain tree define a two-way trust relationship with the parent domain in the tree, and all domains implicitly trust other domains in the tree. (If there are specific domains that should not have two-way trust with all members of the forest, then these domains should not join the forest.You can still create explicit one-way trust relationships between these domains and appropriate members of the forest.) For organizations with multiple domains, the overall number of explicit one-way trust relationships is significantly reduced using Windows 2000 compared to Windows NT 4.0, a change which greatly simplifies domain management. Transitive trust is established by default within a tree, which makes sense because a single administrator normally administers a tree. But because forests are not as likely to be controlled by a single administrator, trust relationships between forests must be specifically established.
Windows 2000 automatically establishes a two-way trust relationship between the root domain, Microsoft.com, and its two child domains, FarEast.Microsoft.com and Europe.Microsoft.com. In addition, because Microsoft.com trusts both the child domains, a trust relationship is also transitively created between the FarEast and Europe domains. These relationships are automatically established between Windows 2000–based domains. In networks where there are both Windows 2000– and Windows NT–based domains, administrators can create the explicit one-way trust relationships used on Windows NT–based networks. 

In Windows 2000, trust relationships support authentication across domains by using Kerberos V5 protocol and NTLM authentication (described below) for backward compatibility. This is important because many organizations have a complex Windows NT–based enterprise domain model with multiple master domains and many resource domains, and they often find it costly and complex to manage the trust relationships between the resource domains and their master account domains. Because the Windows 2000–based domain tree supports a tree of transitive trusts, it lets larger organizations simplify the integration and management of their network domains. Note, however, that transitive trust does not automatically assign rights to anyone that would not otherwise be granted those rights by ACLs. Rather, transitive trust makes it easier for administrators to define and configure access rights.

Managing Security with Group Policy

Group Policy settings are configuration settings an administrator can use to control a variety of behaviors for objects in Active Directory. Group Policy is a significant feature of Active Directory because it lets you apply all types of policies to large numbers of computers in a uniform way. For example, you can use Group Policy to configure security options, manage applications, manage desktop appearance, assign scripts, and redirect folders from local computers to network locations. The system applies Group Policy settings to computers at boot time and to users when they log on. 

You can associate Group Policy configuration settings with three Active Directory containers: organizational units (OUs), domains, or sites. Group Policy settings associated with a given container either affect all users or computers in that container, or they affect specified sets of objects within that container. 

You can use Group Policy to define wide-reaching security policies. Domain-level policies apply to all users in a domain and include things such as account policies—for example, the minimum password length or how often should users change their passwords. You can specify whether or not these settings may be overridden at lower levels. 

After applying broad policies using the capabilities of Group Policy, you can further refine security settings on individual PCs. Local computer security settings control the rights and privileges you want to grant to a particular user or computer. Specific policy settings that are defined through Group Policy will override settings made in local policy. For example, if you use Group Policy to define an audit policy for a machine, and that machine has a local policy that also specifies an audit policy, the settings in Group Policy will take precident over the locally defined ones.
The settings for a particular computer are a combination of all the policy settings that have been set from the site to the domain down to the OU. The settings for users in the Europe.Microsoft.com domain are an accumulation of all the policies set at the site level, the Europe.Microsoft.com domain, and all the OUs above a particular user in Europe.Microsoft.com. Note that the Microsoft.com domain policies will not automatically take effect in the Europe.Microsoft.com domain as domains in Windows 2000 are boundaries and each domain can set its own individual policies.

Authentication and Access Control

Authentication is a fundamental aspect of system security. It is used to confirm the identity of any user trying to log on to a domain or access network resources. The Windows 2000 authentication process is part of what enables single sign-on to all network resources. With single sign-on, a user can log on to the domain once, using a single password or smart card, and authenticate to any computer in the domain.

Successful user authentication in a Windows 2000–based computing environment consists of two separate processes: interactive logon, which confirms the user’s identification to either a domain account or a local computer, and network authentication, which confirms the user’s identification to any network service that the user attempts to access.

Once a user account has been authenticated and can access an object, either the user rights that are assigned to the user or the permissions that are attached to the object determine the type of access granted. For objects within a domain, the object manager for that object type enforces access control. For example, the registry enforces access control on registry keys.

The remainder of this section describes the Windows 2000 authentication process and access control provisions in more detail. 
Authentication

A user must have a Windows 2000 user account stored in Active Directory to log on to a computer or to a domain. The account establishes an identity for the user and then the operating system uses this identity to authenticate the user and grant authorization to access specific domain resources. 

User accounts can also be used as service accounts for some applications. That is, a service can be configured to log on (authenticate) as a user account, and it is then granted access to specific network resources through that user account.

Like user accounts, Windows 2000 computer accounts provide a means for authenticating and auditing the computer’s access to the network and its access to domain resources. Each Windows 2000–based computer to which you want to grant access to resources must have a unique computer account. 

Note: Computers running Windows 98 and Windows 95 do not have the advanced security features of those running Windows 2000 and Windows NT, and they cannot be assigned computer accounts in Windows 2000–based domains. However, you can log on to a network and use Windows 98– and Windows 95–based computers in Active Directory domains.

Windows 2000 supports multiple authentication mechanisms for proving the identities of users as they enter your network. This is important when extending your network to users outside of your company with extranets and e-commerce applications.

When a user enters the network, he or she needs to provide authentication information so the security system can verify his or her identity before determining what access, if any, that user is permitted to network resources. The Kerberos authentication protocol (described below) is used to authenticate Windows 2000 users within your company. As you extend your systems to partners, suppliers, and customers over the Internet, you need to support multiple ways for users outside your company to prove their identity. 

To help you meet this requirement, Windows 2000 supports a number of industry-standard authentication mechanisms, including X.509 certificates, smart cards, and the Kerberos protocol. Additionally, Windows 2000 supports the NTLM protocol used for years in Windows and provides interfaces for vendors that make biometric authentication mechanisms. 

Using Group Policy in Active Directory, you can assign a specific authentication mechanism to an individual user or group of users based on their roles and your security needs. For example, you may require your executive staff to authenticate only with smart cards to provide an extra element of security when proving their identities; for Internet customers, you may require authentication with X.509 certificates that can be used with any browser; and for internal employees, you may continue to use NTLM username/password authentication. Regardless of the method used to prove identity, Windows 2000 consistently uses Active Directory to look up the identity presented by the authentication mechanism.

If authentication is successful and an account can be found for the user based on the identity provided by the authentication mechanism, Windows 2000 provides the user with a set of credentials that can be used throughout the network to access resources. 

Access Control

Windows 2000 implements access control by letting administrators assign security descriptors to objects, such as files, printers, and services. An object’s security descriptor includes an access control list (ACL), which defines which users (either by individual or by group) have permission to perform particular actions with that object. An object’s security descriptor also specifies the various access events to be audited for that object, such as all write activities to a secured file. By managing properties on objects, administrators can set permissions, assign ownership, and monitor user access.

Not only can administrators control access to a specific object, they can also control access to a specific attribute of that object. For example, through proper configuration of an object’s security descriptor, a user could be allowed to access a subset of information, such as employees’ names and phone numbers, but not their home addresses.

Using an object’s ACL, Windows 2000 compares information about the client and the information about the object to determine whether the user has the desired access rights (for example, read/write permission) to that object (for example, a file). The access check is done in kernel mode within the security subsystem of Windows 2000. Depending on the outcome of this comparison, the service will respond to the client, either serving the object or returning an access-denied failure. 

Fine-grained Access Control

To give administrators greater flexibility in assigning security settings, Active Directory provides fine-grained access control for objects in the directory. Entries in the directory can have a rich schema: A user or group can have literally hundreds of attributes, like telephone number, office number, manager, and the groups a member belongs to. You can grant permissions to selected properties, or attributes, of that user account without granting full read/write permission to all of the attributes. You can also audit the changes to the client account or to other Active Directory records, per property. 

Delegation of Administration

So that organizations can distribute responsibility for domain management among a number of employees, Active Directory lets administrators delegate subsets of administrative tasks within a forest or within a domain. You can delegate administrative control to any level of a domain tree by creating organizational units that encompass the objects over which you want to delegate control, and then delegating administrative control for those OUs to particular users or groups.

At the OU level, an administrator can grant permissions for specific operations, such as who can create groups, who can control membership lists for those groups, or who can add computer accounts to the domain. Group Policy settings and user groups let administrators precisely define delegated authority. For example, the authority to modify user records can be delegated to a specific user group, such as the Accounting Support Team, and that group’s authority can in turn be limited to selected subsets of users, such as just the accounting payroll clerks.

Further, because of fine-grained access control (described above), administrators can narrowly define the scope of delegated tasks. For example, rather than having to give the support group full access to user account records, an administrator can give the support group the ability to reset a user’s password, but not the ability to change his or her address.

Note: For more information about the relationship between Active Directory and security, see the  “Active Directory Users, Computers, and Groups” white paper in the Windows 2000 Server Technical Library at http://www.microsoft.com/windows2000/library/howitworks/activedirectory/adusers.asp.

Kerberos Authentication Protocol

Windows 2000 uses the Internet standard Kerberos V5 protocol (RFC 1510) as the primary method for authenticating users. The Kerberos protocol provides a mechanism for mutual authentication between a client and a server before a network connection is opened between them. This approach is ideal for a network that includes open communications, such as those conducted over the Internet.

Kerberos authentication is based on tickets. When a client logs on to a Windows 2000–based domain, it receives a ticket that is used to validate the client to the network resource being accessed, and to validate the network resource to the client. To do so, the Kerberos protocol relies on an authentication technique called shared-secret authentication. The premise behind this method is simple: If only two people know a secret, then either person can confirm the identity of the other by confirming that the other person knows the secret. 

With the Kerberos protocol, both clients and servers are registered with a Kerberos authentication server. Clients using Kerberos authentication send encrypted information derived from the user’s password to the Kerberos server, which uses it to verify the user’s identity. Likewise, the server sends information to the Kerberos software on the client, which can then verify the identity of the server. This mutual authentication process, described in more detail below, protects both the client and the server from being impersonated by a malicious user.

This method is an improvement over the Windows NT 4.0 authentication process (referred to as NTLM), which requires a separate client authentication for each network resource the user accesses. Kerberos replaces NTLM as the primary security protocol for access to resources within or across Windows 2000 Server–based domains. (To ensure backward compatibility, NTLM is still supported.) Full Kerberos protocol support provides fast, single sign-on to Windows 2000 Server–based resources as well as other environments that support this protocol.
Kerberos Authentication Process

In the simplest terms, the Kerberos authentication process works by checking and passing credentials between clients and servers. Here’s how it works: When a user logs on to a Windows 2000–based domain, Windows 2000 locates an Active Directory server and Kerberos authentication service, and delivers the client’s credentials to the Kerberos service. The client is authenticated by means of a password that is used to derive a key that can be verified by the server, or (in the case of a smart-card logon) by information encrypted using a private key whose public half is registered in Active Directory. After checking the client’s authentication information, a Kerberos service, called the Key Distribution Service (KDC), issues a ticket-granting ticket (TGT) to the user, which is then used to identify the client as it requests subsequent Kerberos tickets for logging on to network resources. (Using a TGT reduces the number of times the KDC has to look up client information.) Although this is a complex process, the only portion the user is aware of is entering his or her password to log on.

Figure 2 below shows the relationship between the client, the KDC, and the application server using the Kerberos authentication protocol.

[image: image134.wmf] 

 

Figure 2. Kerberos authentication process.

Kerberos and Active Directory

Every Windows 2000–based domain controller implements Active Directory as its directory and integrates the KDC. This allows all user account information to be stored in a single directory. If your organization is medium-sized or larger, you will likely have multiple domain controllers to provide availability and capacity for your organization. This won’t affect your ability to use Kerberos authentication because wherever there is a copy of Active Directory there is also a copy of the Kerberos authentication service.
Delegation of Authentication

So far this discussion has addressed situations where a client accesses a single server. However, it is fairly common for applications to use several servers to perform a task. For example, a Web-based application may use both a Web server and a database server to provide information to a browser-based client. Rather than have the client go through a separate authentication process for each server it uses, Windows 2000 provides security across multi-tier applications (also called three-tier applications). 

As described earlier, the transitive trust relationships between Windows 2000–based domains greatly extend the scope of resources that a client running Windows 2000 or Windows NT Workstation can access after logging on to a Windows 2000–based domain, without requiring a number of different passwords to access different servers and resources. This scope of access, referred to as single sign-on, is made possible by the combination of the Windows 2000 trust mechanisms and the way the Kerberos protocol works with Active Directory to handle client authentication. 

The operating system provides a single security model and infrastructure for defining the user accounts and managing the access permissions. This means that you can define settings once in Active Directory and have them used consistently by all the application servers in your organization. The method used to support the three-tier model is called delegation of authentication. 
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Figure 3. Delegation of authentication.

As shown in Figure 3 above, this model lets the client hand off authentication to the servers involved in the application. The servers impersonate the client and carry out access requests on the client’s behalf. This means all passing of authentication credentials and tickets takes place without the user having to provide input to the process. Although the server impersonates the client, an audit trail to the originating client is preserved. When a server processes a request forwarded by another server, its log will show the client’s name rather than that of the intermediary server. 

This model is an important element of Windows 2000, because it supports single sign-on and simplifies, without compromising, security. Many applications today require a separate account database for security. But applications that use Active Directory as a central store for security information help create a network that is far simpler to manage and scale.
Note: For more detail on Kerberos authentication, see the “Windows 2000 Kerberos Authentication” and “Windows 2000 Kerberos Interoperability” white papers in the Windows 2000 Technical Library at http://www.microsoft.com/windows2000/library.

Public Key Infrastructure 

Public key cryptography is used to secure activity on open networks, such as the Internet. It lets you encrypt data, sign it, and verify the identity of clients and servers by using certificates. The challenge with this technology is tracking the certificates. A public key infrastructure (PKI) provides the capability to use, manage, and find public key certificates. This section describes PKI in more detail and explains how Windows 2000 PKI functions.

PKI is an industry-standard system of digital certificates, certification authorities (CAs), and other registration authorities that verify and authenticate the validity of each party involved in an electronic transaction. You can use your public key infrastructure to support a wide range of network and information security needs. For example, users who do not have Windows 2000 accounts on your network, such as business partners, need another way to prove their identity so you can control their access to information. These users can be authenticated using PKI.

Public key certificates are used to validate and transport encrypted keys used to encrypt and decrypt data. There are two types of keys used in public key cryptography, a public key and a private key. The public key is made broadly available in certificates, but data that is encrypted by the public key can only be decrypted using the private key. A secured transaction requires both the public and the private keys to encrypt and decrypt the data contained within the transaction.

Windows 2000 PKI provides the framework of services, technology, protocols, and standards that enable you to deploy and manage a strong information security system that is based on public key technology. The PKI capability in Windows 2000 supports public-key cryptography by letting applications and users easily locate and use certificates without needing to know where they are stored or how they work. Moreover, Windows 2000 PKI is fully integrated with Active Directory and with the operating system’s distributed security services.
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Figure 4. Windows 2000 public key infrastructure components.

PKI Certificate Support

A certificate is basically a digital statement issued by an authority that vouches for the identity of the holder of a private key. A certificate binds a public key to the identity of the person, computer, or service that holds the corresponding private key. 

The standard certificate format used by Windows 2000 certificate-based processes is X.509v3. An X.509 certificate includes information about the person or entity to which the certificate is issued, information about the certificate, plus optional information about the certification authority issuing the certificate. 

Certificate Services

So that you can implement PKI without depending on an external CA, Windows 2000 includes a component called Certificate Services to create and manage CAs. Certificate Services is integrated with Active Directory and distributed security services, as shown in Figure 4 above. 

A CA is responsible for establishing and vouching for the identity of certificate holders. A CA also revokes certificates if they should no longer be considered valid and publishes certificate revocation lists (CRLs) to be used by certificate verifiers. The simplest PKI design has only one root CA. In practice, however, the majority of organizations deploying a PKI will use a number of CAs, organized into trusted groups known as certification hierarchies. 

A separate component of Certificate Services is the CA Web enrollment pages. These Web pages are installed by default when you set up a CA and allow certificate requesters the ability to submit certificate requests using a Web browser. Additionally, the CA Web pages can be installed on Windows 2000–based servers that do not have a certification authority installed. In this case, the Web pages are used to direct certificate requests to a CA that, for whatever reason, you do not want requesters to access directly. If you choose to create custom Web pages for your organization to access a CA, the Web pages provided in Windows 2000 can be used as samples. 

To make it easy to deploy public key security, the steps for enrolling for the certificates used by computers are automated within Windows 2000. As part of using Active Directory, server computers will be aware of the fact that they can obtain a certificate, and will automatically obtain one when needed. This means the server administrator doesn’t have to go to each server and go through manual steps to enroll for server certificates. 
Public Key Policies

You can use Group Policy in Windows 2000 to distribute certificates to computers automatically, establish certificate trust lists and lists of trusted certification authorities, as well as manage recovery policies for the encrypting file system. 

CryptoAPI

In addition to Certificate Services, Windows 2000 PKI relies on Microsoft CryptoAPI version 2 for secure cryptographic operations and private key management. CryptoAPI is a Windows 2000 application programming interface (API) that provides cryptographic services for Windows and Windows applications. It provides a set of functions that allow applications to encrypt or digitally sign data flexibly, while providing protection for private keys. Independent modules known as cryptographic service providers (CSPs) perform the actual cryptographic functions. 

Developers can use the CryptoAPI to integrate certificate services with existing databases and third-party directory services. Common uses for CryptoAPI include support for customized processes to protect electronic documents.

Using Certificates to Authenticate External Users

There are a number of situations in which you’ll want to provide external users with secure access to specific data published on a Web site that is not generally available to the public. Typical circumstances include corporate partners who need extranet access; a department that needs access to another department’s intranet pages; or a part of the public to whom you want to provide selective access.

Windows 2000 provides a way to securely grant access to external users by authenticating their identity using PKI and Active Directory. Here’s a general overview of how it works: You provide access by creating a user account designated for external users in Active Directory. The account has access to the resources an external user may use on your network. Each external user needs to have a certificate to validate their identity. That certificate must be issued by a certification authority listed in the certificate trust list for the Active Directory site, domain, or organizational unit in which you have created the user account. When the user logs on, the system maps his or her certificate to the account, and determines what portions of your internal Web site he or she may use. The authentication process is transparent to the external user.

Where PKI Is Used in Windows 2000

In addition to providing a way for external users to verify their identity, there are other situations that rely on PKI. Common security functions that use public key technology include:
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Securing e-mail communications using Secure/Multipurpose Internet Mail Extensions (S/MIME).
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Creating digital signatures for secure transactions.
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Securing communications over the Web using Secure Sockets Layer (SSL) or Transport Layer Security (TLS).

[image: image62.png]



Signing executable code for delivery over public networks.
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Supporting local or remote network logon.
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Providing Internet Protocol security (IPSec) authentication for clients that do not use the Kerberos protocol, or for shared-secret passwords for IPSec communications.
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Encrypting files using Windows 2000 EFS.
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Securing logon credentials using smart cards.

Some of these circumstances, including EFS, IPSec, and smart cards, are described elsewhere in this paper. 

Note: For a detailed explanation of how PKI works in Windows 2000, see the “Microsoft Windows 2000 Public Key Infrastructure” white paper at http://www.microsoft.com/windows2000/library/planning/security/pki.asp. For information on the other uses for PKI in Windows 2000, see the Technical Library at http://www.microsoft.com/windows2000/library.

Smart Cards 

Companies are increasingly looking for ways to increase the security of their networked resources. One of the methods gaining popularity is the use of smart cards. Smart cards are a relatively simple way to make it much harder for an unauthorized person to gain access to a network. For that reason, Windows 2000 includes built-in support for smart card security. 

Smart cards, which are typically the size of a credit card, provide tamper-resistant storage for protecting user’s certificates and private keys. In this way, smart cards provide a very secure means of user authentication, interactive logon, code-signing, and secure e-mail. The smart card contains a chip that stores the user’s private key, logon information, and public key certificate used for various purposes, such as digital signatures and data encryption.  

Smart cards are more secure than passwords for several reasons:
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A physical object, the card, is needed to authenticate the user.
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The card must be used with a personal identification number (PIN), helping to ensure that the proper person is using the card.
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The risk of an attacker using a stolen credential is effectively eliminated, since it is physically impossible to extract the key from the card.
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Without the card, an attacker cannot access smart card–protected resources.
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No form of the password or any reusable information is transmitted over the network.

Smart cards enhance software-only authentication by requiring a user to provide both a physical object (the card) and required knowledge (the card’s PIN number) before being able to access a resource. This requirement for presenting both the card and the PIN is referred to as two-factor authentication. Using a smart card to authenticate users is ideal for situations where extra security is important, as in providing access to your payroll software. 

Instead of entering a password, the user inserts a card into a reader attached to the PC, and enters the card’s PIN. Windows 2000 uses the private key and certificate that is stored on the card to authenticate the user to the KDC on a Windows 2000 domain controller. After authenticating the user, the KDC returns a ticket-granting ticket. From this point on, additional connections the user makes during the session use Kerberos authentication as described above. 

Encrypting File System 

So far, this paper has described techniques for protecting resources stored on a centralized network. But beyond simple password protection, what about protecting the data stored on a desktop or laptop computer? 

Windows 2000 Encrypting File System (EFS) addresses this concern. For added protection of data stored locally, EFS lets you encrypt designated files or folders on a local computer, so unauthorized people can’t read those files. EFS is particularly useful for protecting data on a computer that might be physically stolen, such as a laptop. You can configure EFS on laptops to ensure that all business information is encrypted in the user’s document folders.

When you enable EFS for a file or folder on an NTFS file system (NTFS) volume, the operating system encrypts the files using the public key and symmetric encryption algorithms available through the CryptoAPI. Though the underlying mechanism is complicated, administrators and users can take advantage of the extra security by merely selecting a check box in the Advanced Attributes dialog box accessed from the File Properties dialog box.

EFS automatically encrypts the file when it is saved, and decrypts it when the user opens it again. No one can read these files except the user who encrypted the file and an administrator with an EFS file recovery certificate (see below). Since the encryption mechanism is built into the file system, its operation is transparent to the user and extremely difficult to attack.

EFS encrypts a file using a symmetric encryption key unique to each file. Then it encrypts the encryption key as well, using the public key from the file owner’s EFS certificate. Since the file owner is the only person with access to the private key, that person is the only one who can decrypt the key, and therefore the file.

Encryption protects files even if someone bypasses EFS and uses low-level disk utilities to try to read information. Even if the file can be stolen, over the network or physically, it cannot be decrypted without first logging on to the network as the appropriate user. Since it cannot be read, the file also cannot be surreptitiously modified.

In the event of an emergency, or should an employee leave your organization, EFS includes a recovery mechanism that lets you recover your company’s information. When EFS is used, a separate recovery key is created. This is done automatically by the system, which encrypts the original encryption key using the public key of an administrator’s EFS file recovery certificate. An administrator can use the private key from that certificate to recover the file should the need arise.

Security Configuration Templates

To make it easier to set up and manage the security settings for an organization’s network, Windows 2000 Server includes the Security Templates tool. This Microsoft Management Console (MMC) snap-in lets administrators define standard templates and apply them uniformly to multiple computers or users. 

A security template is a physical representation of a security configuration; in other words, it is a file where a group of security settings may be stored. Windows 2000 includes a set of standard security templates, each appropriate to the role of a computer: The templates range from security settings for low security domain clients to highly secure domain controllers. These templates can be used as provided, modified, or serve as a basis for creating custom security templates.

The Security Configuration and Analysis tool is a companion to the Security Templates snap-in. It is used to apply the restrictions defined in a security template to actual systems. It can also be used to analyze a system’s security and to compare the settings on computers that have been deployed to make sure they conform to company standards. 

Secure Networking with IPSec

So far this paper has addressed security issues related to users accessing a Windows 2000–based network and with protecting information stored on local disks. Another area of particular concern in networked security is the protection of data as it is traveling over the network. To address this concern, Windows 2000 incorporates Internet Protocol security (IPSec).

IPSec is a suite of Internet-standard protocols that allow secure, encrypted communications between two computers over an insecure network. The encryption is applied at the IP network layer, which means that it is transparent to most applications that use specific protocols for network communication. Further, IPSec provides end-to-end security, meaning that the IP packets are encrypted by the sending computer, are unreadable en route, and can be decrypted only by the recipient computer. For further safety, the process uses encryption algorithms to generate a single encryption key that is used at both ends of the connection, so the key does not need to be passed over the network. 

IPSec can be configured to perform one or more of the following security functions:
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Authenticate the sender of IP data packets on the basis of Kerberos authentication, digital certificates, or a shared-secret key (password)
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Ensure the integrity of the IP data packets that are transmitted over the network
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Encrypt all data that is sent over the network with full confidentiality
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Hide the originating IP addresses while they are en route
These capabilities allow you to ensure that network traffic is safe from data modification while en route, and is safe from interception, viewing, or copying by unauthenticated parties.

As with other security policies, you can apply IPSec policies at the local level or the domain level.

Note: For more information about IPSec, see the Security Services area of the Windows 2000 Technical Library at http://www.microsoft.com/windows2000/library/technologies/security/default.asp.

Access Control – NT, 2000, XP and Windows Server 2003

Windows NT, Windows 2000, Windows XP, and Windows Server 2003 all share a common access-control model that is based on the following: 
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User-based authorization - Code processes within the security context of the user launching that code. It cannot do anything that user cannot do. 
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Discretionary access to securable objects - The owner of an object, such as a file or a folder, can grant or deny permission to control how that object is used and by whom. 
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Inheritance of permissions - Objects can inherit permissions from the object that contains them, such as a file object that inherits the permissions of the folder object in which it is contained. 
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Administrative privileges - You can control which users or groups can perform administrative functions and make changes that affect system-wide resources. 
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Auditing of system events - You can use the auditing features to detect security circumvention attempts or, to create an audit trail.

A security principal is any entity that can execute code. Security principals can be either users or, programs acting on behalf of a user or computer. Processes such as Windows services usually run in the context of special security identities, such as the LocalSystem account. 

A Security Identifier (SID) is a unique value of variable length used to identify a security principal or security group.

The Local Security Authority (LSA) is a protected subsystem of Windows that maintains the information about all aspects of local security on a computer.

The security context is the user-account information that the system uses to enforce security when a process tries to access a secured object, such as a file. The security context includes such things as the user’s SID, group membership SIDs, and privileges. Security principals establish a security context for their actions by presenting credentials from a trusted security authority, such as a domain controller, that is recognized by the LSA on the computer where the principal intends to act.

An access token is a data structure, which is attached to the principal and used by the thread executing code on that principal’s behalf. It provides a complete description of the security context for a process or thread. It includes an extensive amount of information, such as the SID for the user’s account, a list of SIDs for security groups of which the user is a member, and a list of privileges held on the local computer by the user and by the user’s security groups.

An Access Control List (ACL) is an ordered list of access control entries (ACEs) that define the protections that apply to an object and its properties. Each ACE identifies a security principal and specifies a set of access rights allowed, denied, or audited for that security principal. Attached to each securable object is a security descriptor that can contain two kinds of ACLs: 
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Discretionary Access Control Lists (DACLs) - identify users and groups that are allowed or denied varying types of access (such as Read, Read/Write, and so on) to the secured object. 
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System Access Control Lists (SACLs) - control how access is audited by the operating system. 

The operating system performs access checking whenever a security principal requests to perform a particular action on a secured object. The goal of an access check is to determine whether the security principal has the necessary access rights to perform the requested action on that object. To make this determination, the operating system evaluates the SIDs in the access token against the ACEs in the DACL for the secured object. If the access token has sufficient rights, the operating system permits the action. Otherwise, the operating system raises an access denied error.

.NET Framework Security Solution 

The managed code architecture of the .NET Framework provides a compelling solution to the problem of software application security. It transparently controls the behavior of code even in the most adverse circumstances, so that the risks inherent in all types of applications—client- and server-side—are greatly reduced. In fact, used appropriately, we believe that it is one of the best platforms for developing enterprise and Web applications with strict security requirements. 

At a high-level, the .NET Framework gives developers and administrators granular security control over their applications and resources; provides developers with an easy-to-use toolset to implement powerful authentication, authorization, and cryptographic routines; eliminates many of the major security risks facing applications today due to flawed code (such as buffer overflows); and shifts the burden from having to make critical security decisions—such as whether or not to run a particular application or what resources that application should be able to access—from end users to developers and administrators. 

Microsoft .NET is infused into the Microsoft platform, providing the ability to quickly and reliably build, host, deploy, and use secure, connected solutions using XML Web services. 

The two major components of the .NET Framework, the common language runtime and the .NET Class libraries were designed from inception to facilitate the inclusion of a broad, highly flexible range of security options that can be implemented by developers, administrators, and users.
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Role-based security provides a unified model for authenticating and authorizing users based on identity and roles. 
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The .NET Framework provides support for common authentication protocols, including Basic, Digest, NTLM, Kerberos, and SSL/TLS client certificates. 
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The .NET Framework makes it easy for developers to tie in Microsoft .NET Passport authentication or to design Forms-based (Cookie) authentication into their application. 
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The .NET Framework also provides a great deal of flexibility with authorization. For example, developers can use XML to designate which users can access certain URLs, they can create custom authorization checks, or they can simply tie into existing Windows authorization mechanisms. 
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Regardless of which authentication and authorization schemes are employed, developers have a consistent programming model that provides powerful and flexible ways of building security into applications.
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Administrators can dictate what resources may be accessed by certain types of code with evidence-based and code access security (e.g., code residing in a particular directory, code coming from the Internet or intranet, code bearing a certain hash value, or code bearing a certain Authenticode signature or signed with a certain key). This layer of security gives administrators powerful, granular control over the machines running in their domain, protecting them from potentially dangerous, partially trusted code.
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In the .NET Framework cryptography includes functions for encryption, digital signatures, hashing, and random number generation. Algorithms supported by the .NET Framework include symmetric encryption (DES, TripleDES, RC2); asymmetric encryption (RSA, DSA); the XML digital signature specification; and hashes (MD5, SHA1).
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These core security components of the .NET Framework deliver a highly functional set of tools “out of the box”. 

[image: image91.png]



The .NET Framework gives developers and administrators granular security control over their applications and resources; 
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Provides developers with an easy-to-use set of tools to implement powerful authentication, authorization, and cryptographic routines; 
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Eliminates many of the major security risks facing applications today due to flawed code (such as buffer overflows); 
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Shifts the burden from having to make critical security decisions, such as whether or not to run a particular application or what resources that application should be able to access, from end users to developers and administrators. … 
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The .NET Framework provides a robust platform for developing and running all types of software applications, both client- and server-side. 
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The .NET Framework can provide organizations with greater assurance that their applications can resist known security attacks today and in the future.

.NET Security Architecture 

The security architecture of the .NET Framework is composed of a number of core elements, including: 
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Evidence-based security 
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Code access security 
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The verification process 
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Role-based security 
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Cryptography 

Each element is discussed in detail below. 

Evidence-Based Security

The key elements of the .NET Framework evidence-based security subsystem include policy, permissions, and evidence. 

Policy

Anyone with any experience in information systems security will tell you that security is impossible to attain in a vacuum—it must be driven by policy. All of the .NET Framework security thus rests ultimately on carefully defined, XML-inscribed policy. In essence, .NET Framework policy defines what resources code in executing assemblies may access, preventing software from errantly or maliciously harming the integrity of data. Policy in the .NET Framework is ubiquitous and well-secured from non-administrative users. It is installed automatically on every machine, for each user account, Optionally, it can be deployed across Windows domains via Group Policy. 

The basic function of security policy in the .NET Framework is to match permissions to evidence (we will discuss both of these momentarily). The default security policy shipped with the .NET Framework was designed by Microsoft, and is intended to create a safe execution environment for a typical end user. It can also be customized by sufficiently privileged administrative accounts to address unique needs. 

Permissions

Permissions lie at the root of policy. Permissions describe one or more resources and associated rights, and implement methods for demanding and asserting access. The .NET Framework includes permissions for the following objects: DataAccess; DNS; DirectoryServices; FileIO; EventLog; Environment; FileDialog; Registry; Reflection; Socket; Web; IsolatedStorage; UI; Printing; MessageQueue; and Security—whose members include AllFlags, Assertion, ControlAppDomain, ControlDomainPolicy, ControlEvidence, ControlPolicy, ControlPrincipal, ControlThread, Execution, Infrastructure, NoFlags, RemotingConfiguration, SkipVerification, and UnmanagedCode. The developer may extend these permissions definitions to include application-defined resources and methods for verifying access rights. This contrasts with other managed code architectures like Java 2, where such granular customizations cannot be made as easily. 

Developers have some ability to control how their code reacts relative to permissions granted by policy by embedding permission requests within assemblies. There are three types of permission requests: Minimal, Optional, and Refuse. If policy does not grant an assembly everything listed in the “Minimal” set, the assembly will fail to load and will not run. Using the “Refuse” request, developers can explicitly decline access to resources that the application might otherwise be able to access but which it does not require in order to run. This means that developers can limit the scope of their application’s permission set beyond even what the administrator-defined policies would allow. To the extent code can refuse permissions, it is exonerated for being involved in security problems that might arise involving those same permissions. This is a very granular capability compared to current managed code architectures like Java 2, and it allows code to be designed to run with least privilege. 

Isolated Storage

Of all the permissions covered by evidence-based security, the Isolated Storage permission is worth particular mention. This provides support for a special file storage mechanism that is built on top of the underlying file system, but ensures that different application’s repositories are kept isolated from each other and specific file system characteristics are not revealed (such as path names, available drives, and so on). Using isolated storage, semi-trusted assemblies that are not granted the FileIO permission can still be allowed to locally store application-specific data. Thanks to the strict isolation and limited accessibility of these storage areas, however, they do so in a way that does not risk compromising the local file system or machine itself. This is particularly useful for running semi-trusted code (e.g. Internet applications), while granting the powerful functionality of local storage capabilities. 

Evidence

At runtime, the CLR determines which permissions can be assigned to a particular assembly by evaluating that assembly’s evidence. Evidence can come from a variety of sources resident within an assembly, or it can be gathered from the local execution environment. 

Sources of evidence include: 
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Cryptographically sealed namespaces (strong names) 
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Software publisher identity (Authenticode®) 
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Code origin (URL, site, Internet Explorer Zone) 

Putting It All Together: Policy, Permissions, and Evidence in Action

So far, we have described each of the major components of the .NET Framework’s evidence-based security model separately. It’s important to note, however, that these components work together fluidly to provide an execution environment much different from what we are used to currently when we launch executables. With the .NET Framework, few security decisions have to be made at runtime by the user. The .NET Framework is already transparently ensuring that the code end users run enforces the design principles for the security of the application, ahead of time, relieving the end user from making important security decisions which he or she is most likely not qualified to make. 

From the developer perspective, nearly all of the work involved is handled behind-the-scenes. As long as sufficient permissions1 Remember, the minimal, optional, and refuse permission requests are strictly supplementary. and properly configured policies cover all the resources involved, and as long as the developer uses managed code to access them, all of the required evidence-checking and policy enforcement is handled transparently. 

Code Access Security

Code access security (CAS) is the enforcement engine that ensures assembly code does not exceed its granted permissions while executing on a computer system. As managed code assemblies are loaded for execution, they are associated with a corresponding set of permissions. If a method in an assembly needs permission to access a resource, the code providing access to that resource will demand the appropriate permission object. When this occurs, a stack walk is initiated. This checks that each assembly in the call-chain has the demanded permission granted to it, not just the immediate caller. If any of the callers fail this test, a security exception is generated and the requested operation is not performed. Stack walking prevents “luring attacks” in which untrustworthy code attempts to “trick” code in another assembly, with greater access rights, to call a protected object and bypass security restrictions. 

When using .NET Framework class libraries on resources for which policies and permissions are already defined, this work is all handled behind the scenes. There are two mechanisms by which developers can actively force permissions checks: imperative and declarative. Imperative checks are simply runtime method calls to the core security engine requesting a demand or to override portions of the stack walk operation. Declarative security checks are essentially the same. However they are expressed as custom attributes that are evaluated at compile time and embedded in metadata. Declarative checks cover the same operations as imperative, plus they allow for a few additional checks that are implemented strictly at JIT-time. 

Under certain circumstances, code may need to call a permission’s assert method in order to limit subsequent stack walks to this code’s stack frame. This will allow it to access certain resources even when the method’s callers do not have proper permissions. For example, the code providing file access will typically demand its callers have the FileIO permission, but then assert the Unmanaged code permission to access the underlying Windows file system. This technique should be used sparingly and is only available to highly trusted code granted the Assertion permission. Note that the assertion operation is fine-grained and only applies to the permission asserted 

Code access security thus sets an extraordinarily high bar for intruders to surmount when attempting to abuse the behavior of running code. 

The Verification Process

There is one final step in ensuring the runtime safety of managed code. This is known as the verification process. During JIT compilation, the CLR verifies all managed code to ensure memory type safety. This eliminates the risk of code executing or provoking “unexpected” actions that could bypass the common application flow and circumvent security checks. 

The verification process prevents common errors from occurring, such as using an integer as a pointer to access arbitrary memory locations, treating an object as a different type to allow the reading of private state or memory outside the object boundary, accessing a private field or method from outside its class, accessing a freshly created object before it has been initialized to cause incorrect operation or to access residual information in memory. Buffer overflows (supplying parameters that exceed the size expected by the called method), referring to memory containing anything other than defined variables or method entry points, referencing stack locations outside the allocated stack frame (invalid references), and transferring execution to arbitrary locations within a process are also prevented by the verification process. These common programming mistakes underlie a significant majority of today’s security vulnerabilities, and no longer pose a threat within the type safe, managed environment provided by the .NET Framework. This in itself is probably one of the most compelling outcomes of designing applications using the .NET Framework. 

Role-Based Security

Up to this point, our discussion has been focused on how the security of the .NET Framework’s code execution model relies heavily on evidence read from within an assembly or the local environment. Role-Based Security defines the way the .NET Framework establishes identity, and permits or denies that identity to access resources. These two processes are frequently referred to as authentication and authorization, the linchpins of secure application design for Web applications. 

Authentication

Role-Based Security gives developers the freedom to construct highly customized authentication scenarios for their applications. All of the most common authentication routines are available to .NET Framework-based applications via a diverse range of authentication providers. These are code routines that verify credentials, create the proper Identity and Principal object, and attach it to the request’s context. Once the user identity is determined, authorization decisions can be made when accessing resources. Authentication providers can also offer other functionality, such as cookie generation for session state maintenance. Authentication providers supported by the .NET Framework include: 

Forms-based (Cookie) Authentication: Using this provider causes unauthenticated requests to be redirected to a specified HTML form using client side redirection. The user can then supply logon credentials, and post the form back to the server. If the application authenticates the request (using application-specific logic), ASP.NET issues a cookie that contains the credentials or a key for reacquiring the client identity. Subsequent request are issued with the cookie in the request headers, which means that subsequent manual authentications are unnecessary. The credentials can be custom checked against different sources, such as a SQL database or a Microsoft Exchange directory. This authentication module is often used when you want to present the user with a logon page. 

Passport Authentication: This is a centralized authentication service provided by Microsoft that offers a single logon facility and membership services for participating sites. ASP.NET, in conjunction with the Microsoft Passport Software Development Kit (SDK), provides functionality similar to Forms Authentication for Passport users. 

IIS: Microsoft’s IIS server provides several built-in authentication mechanisms. These can be used to provide authenticated identities to IIS-hosted applications. If there are corresponding Windows accounts, IIS can also provide automatic account mapping based on the authenticated identity. Supported authentication mechanisms include Basic Authentication, NTLM, Kerberos, Digest Authentication, and X.509 Certificates (with SSL). 

Windows Authentication: Windows supports a number of authentication mechanisms that can be used by applications via the SSPI subsystems. These include Kerberos, NTLM, and X509 Certificates. 

Developers can additionally write custom authentication and authorization code (for example, by combining IIS Anonymous authentication with ASP.NET’s Form Authentication provider), or use one of the standard authentication modules already available in the ASP.NET Framework (by combining IIS NTLM or Kerberos authentication with ASP.NET’s Windows authentication provider). Authentication providers can be configured per application and per virtual directory. 

Authorization

Once identity is established reliably using one of these well-known methods, access to resources can be authorized through a similarly extensible and flexible architecture. ASP.NET provides two different methods of authorization to application code: 

File Authorization, where the request location is mapped to the physical file, denying or granting access by matching the file’s ACLs with the identity making the request2 File authorization is used only in conjunction with Windows Authentication, since other authentication mechanisms typically do not set a per-user Windows access token 

URL Authorization, where access can be granted or revoked specifically by mapping users and roles to pieces of the URI namespace, including the request method (GET, HEAD, POST, etc.) 

For example, to restrict access to the URL “http://servername.com/adminpage.aspx” to users in the role “Admin,” one could perform the following runtime role checks in code: 

if(HTTPContext.IsCallerInRole(“Admin”){ … } )

Principal and Identity

The .NET Framework provides a rich and robust object model for identity using its Principal and Identity concepts. A Principal represents the security context under which the code is running while an Identity represents the identity of the user associated with that security context. Normally, an Identity will be created after a user’s successful authentication and attached to a Principal that will in turn be associated with an execution context. Code running in a specific context can then query the Principal about the Identity role(s), allowing or denying permissions according to role membership. 

This architecture is flexible enough to permit custom definitions of roles, identities, and principals. For example, it is possible to map identities to username/password pairs stored in a database or text file. Implementing the GenericPrincipal object allows for these highly customized, platform-independent authorization scenarios. 

Alternatively, .NET Framework can leverage the traditional Windows security subsystem via the WindowsPrincipal object, allowing the easy mapping of roles to existing Windows user accounts and groups. 

Of course, the .NET Framework is capable of performing impersonation of client requests to access resources. Impersonation remains one of the key differentiators between Windows-based authorization architectures and competitive solutions like UNIX and Linux, and allows solutions architects to keep identity tied to one user account throughout the flow of an application, rather than periodically handing off control to the process under which the application runs. 

Cryptography

Similar to the ready availability of simple authentication and authorization features within the .NET Framework, cryptographic primitives are also easily accessible to developers via stream-based managed code libraries for encryption, digital signatures, hashing, and random number generation. Wrappers for most CryptoAPI functionality are also available. Algorithm support includes: 
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RSA and DSA public key (asymmetric) encryption 
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DES, TripleDES, and RC2 private key (symmetric) encryption 
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MD5 and SHA1 hashing 

Besides the supported primitives, the .NET Framework supports encryption by means of cryptographic streaming objects based on the implemented primitives and various feedback modes. It also supports digital signatures, message authentication codes (MACs)/keyed hash, pseudo-random number generators (PRNGs), and authentication mechanisms. New or pre-standard primitives as SHA-256 or XMLDSIG are already supported. ASP.NET includes well-integrated support for signing and encrypting cookie content addressing long-standing sensitive issues of Web application security. 

The ready availability and more than complete breadth of such libraries will hopefully drive more widespread reliance on the cryptography to fortify the security of everyday applications. Based on our own experiences, we can confidently state that well-implemented cryptography dramatically increases the security of many aspects of a given application. 

.NET Security Configuration

.NET Framework Configuration Tool

One very important tool is the .NET Framework configuration tool.

Runtime Security Policy

The common language runtime’s code access security system determines an assembly’s permissions to access protected resources.  Each permission set granted to an assembly is based on the assembly’s evidence (such as its URL or publisher certificate), which in turn is based on configurable security policy

This folder contains several useful wizards to help you do the following
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Modify the trust level granted 
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Assembly  - to a particular assembly,  Zone - to all assemblies coming from a particular zone
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View the current security policy
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Assembly  - View the permissions and code groups that apply to the assembly
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Create a policy deployment package

[image: image113.png]



Reset All Policy Levels

Policy Levels

The Runtime Security Policy comprises of three configurable policy levels (enterprise, machine, and user). The security system looks into the permissions granted at each level to an assembly, and intersects them to determine the minimal set of permissions an assembly finally receives. 
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The Runtime Security Policy comprises of three configurable policy levels (enterprise, machine, and user). The security system looks into the permissions granted at each level to an assembly, and intersects them to determine the minimal set of permissions an assembly finally receives. 
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Each policy level contains: Code Groups, Permission Sets, and a list of Policy Assemblies 
[image: image116.png]



Enterprise - This describes the security policy for the entire enterprise. This basically then applies to code run on any computer in the entire network of computers in the enterprise. 
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Machine - This applies to code run on the specific computer alone, on which the configuration is modified. 
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User - The context for this configuration is the currently logged on user. 
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You can view the text files for these at Documents and Settings\Administrator\Application Data\Microsoft\CLR Security Config\v1.0.3705 in the files enterprisesec.config and security.config 
Policy Evaluation within a Policy Level

The default security policy consists of a union of code groups.

Each code group has 
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A Permission Set
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A Membership condition
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Possible Child code groups.

It can also specify whether all policy decisions can break at its level, and go no further

It can also specify whether the policy level that it is in, should base its security policy solely on this particular code group.

A code group is matched to an assembly, if the assembly passes the membership condition of that code group.

The root code group combines the permissions of all matching child code groups, with its own code group.

Permission Sets

A permission set is a collection of many different permissions to various resources on the computer. 

The existing set of permissions provided by the .NET Security Framework is shown below.

	Permission Name
	Permission class name
	Right represented

	
	AspNetHostingPermission
	Access resources in ASP.NET-hosted environments.

	Directory Services
	
	

	
	DirectoryServicesPermission
	Access to the System.DirectoryServices classes.

	DNS
	
	

	
	DnsPermission
	Access to Domain Name System (DNS).

	Environment Variables
	EnvironmentPermission
	Read or write environment variables.

	Event Log
	
	

	
	EventLogPermission
	Read or write access to event log services.

	File Dialog
	
	

	
	FileDialogPermission
	Access files that have been selected by the user in an Open dialog box.

	File IO
	
	

	
	FileIOPermission
	Read, append, or write files or directories.

	Isolated Storage File
	
	

	
	IsolatedStorageFilePermission
	Access isolated storage, which is storage that is associated with a specific user and with some aspect of the code’s identity, such as its Web site, publisher, or signature.

	Message Queue
	
	

	
	MessageQueuePermission
	Access message queues through the managed Microsoft Message Queuing (MSMQ) interfaces.

	
	OdbcPermission
	Access an ODBC data source.

	OLE DB
	
	

	
	OleDbPermission
	Access databases using OLE DB.

	
	OraclePermission
	Access an Oracle database.

	Performance Counter
	
	

	
	PerformanceCounterPermission
	Access performance counters.

	Printing
	
	

	
	PrintingPermission
	Access printers.

	Reflection
	
	

	
	
	

	
	ReflectionPermission
	Discover information about a type at run time.

	Registry
	
	

	
	RegistryPermission
	Read, write, create, or delete registry keys and values.

	Security
	
	

	
	SecurityPermission
	Execute, assert permissions, call into unmanaged code, skip verification, and other rights.

	Service Controller
	
	

	
	ServiceControllerPermission
	Access running or stopped services.

	Socket Access
	
	

	
	SocketPermission
	Make or accept connections on a transport address.

	SQL Client
	
	

	
	SqlClientPermission
	Access SQL databases.

	User Interface
	
	

	
	UIPermission
	Access user interface functionality.

	Web Access
	
	

	
	WebPermission
	Make or accept connections on a Web address.

	<...You name yours>
	
	Custom permission defined by you


Custom Permissions

These are abstract classes meant for you to programmatically create your own permission sets.

	Permission class name
	Right represented

	DBDataPermission
	Access a database.

	IsolatedStoragePermission
	Access isolated storage.

	ResourcePermissionBase
	Access system resources.


Code Access Permissions

Protect resources and operations from unauthorized use

A protected resource can be files, or environment variables

A protected operation can be one such as accessing unmanaged code

Code can demand or request Code access permissions. What is the difference?

System can grant or refuse the code access permissions.

Basically, this means, the code that is about to run, will try to access certain resources (file, environment variables) or try to do certain operations (access unmanaged code), and for this, the code needs to request or demand code access permissions. 

Identity Permissions (or Membership Conditions)

Identity permissions help protect code from unauthorized access. For example consider a URL identity membership condition: An assembly must originate from a specific URL. Given the evidence that the assembly originates from there, the membership condition holds good, and so, the permission sets within the code group concerned hold good for the assembly. The runtime grants identity permissions based on the evidence of origin of the assembly.

	Membership Condition
	Class name
	Identity represented

	All Code
	
	I don’t know what this option means

	Application Directory
	
	The directory in which the application is running. 

All assemblies in the same directory or in a child directory of the running assembly meet this condition

	Hash
	
	Algorithm used to compute the assembly’s hash (MD5 or SHA1 are currently supported). Can just import by specifying the dll.

All assemblies with a hash matching the algorithm will meet this condition

	Publisher
	PublisherIdentityPermission
	The software publisher’s digital signature.

An assembly with the same publisher name, issuer name, and hash, will be allowed.

	Site
	SiteIdentityPermission
	The Web site where the code originated.

All assemblies coming from this site will be allowed.

	Strong Name
	StrongNameIdentityPermission
	The strong name of the assembly. The public key of the assembly, and optionally the name and version of the assembly.

All assemblies with a matching strong name will be allowed.

	URL
	URLIdentityPermission
	The URL where the code originated (including the protocol prefix — http, https, ftp, and so on).

All assemblies originating from this URL will be allowed.

	Zone
	ZoneIdentityPermission
	The zone where the code originated.

Examples of zones: The Internet, Local Intranet, My Computer, Trusted Sites (list of trusted sites from the Internet), Untrusted Sites (list of restricted sites from the Internet).


Programmatic Security Specification

For modifications to the run-time security behavior of an assembly, changes may be made as either declarative or imperative security, depending on the requirements of the programmer.

Declarative Security

Declarative security enables a programmer to specify security requirements for an assembly directly in the metadata of that assembly's code. The permission requests and all other forms of declarative security are specified as custom attributes in code. Annotations of classes, properties, and methods are used to fine-tune permissions. Declarative security might be used, for example, to check that the caller of a specific class is signed by a known publisher or has a specific strong name before it can call a method.

Because declarative attributes become part of the metadata for an assembly, the security needs of the assembly are more easily identified. Tools can scan assemblies to discover which methods require certain permissions and which methods assert certain permissions. 

Declarative checks are the solution of choice when the requested action and permission are known at compile time. If a method always needs to check for write access to C:\temp, for example, the permission check may benefit from being declarative. If, on the other hand, the location of the required write access changes, imperative security is probably the preferred solution.
Imperative Security

Imperative security is implemented directly in code. Programmers take security actions programmatically, and the permission is either granted or denied, based on the state of the security stack. When a method issues a demand to access a particular file, for example, that demand will fail if the caller of the method (or any of the caller's callers) have not been granted the necessary permission. Because imperative security is programmatically implemented, dynamic needs can be met. If you need permission to access a specific file that will change based on other information, imperative security is the solution of choice.

.NET Security & IIS

IIS Authentication
An important part of many distributed applications is the ability to identify someone, known as a principal or client, and to control the client’s access to resources. Authentication is the act of validating a client’s identity. Generally, clients must present some form of evidence, known as credentials, proving who they are for authentication. Typically, credentials include a username/password pair. Both Internet Information Services (IIS) and ASP.NET provide several authentication schemes. For more information, see ASP.NET Architecture.

IIS provides a variety of authentication schemes: 
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Anonymous (enabled by default) 
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Basic 
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Digest 
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Integrated Windows authentication (enabled by default) 
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Client Certificate Mapping 

Regardless of which method you choose, after IIS authenticates the client it will pass a security token to ASP.NET. If you configure ASP.NET authentication to use Windows authentication and you enable impersonation, ASP.NET will impersonate the user represented by this security token. For more information, see ASP.NET Impersonation.

Anonymous

Anonymous authentication gives users access to the public areas of your Web site without prompting them for a user name or password. Although listed as an authentication scheme, it is not technically performing any client authentication because the client is not required to supply any credentials. Instead, IIS provides stored credentials to Windows using a special user account, IUSR_machinename. By default, IIS controls the password for this account. Whether or not IIS controls the password affects the permissions the anonymous user has. When IIS controls the password, a subauthentication DLL (iissuba.dll) authenticates the user using a network logon. The function of this DLL is to validate the password supplied by IIS and to inform Windows that the password is valid, thereby authenticating the client. However, it does not actually provide a password to Windows. When IIS does not control the password, IIS calls the LogonUser() API in Windows and provides the account name, password and domain name to log on the user using a local logon. After the logon, IIS caches the security token and impersonates the account. A local logon makes it possible for the anonymous user to access network resources, whereas a network logon does not. For more information, see About Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiabasc.htm).

When you enable Anonymous authentication, IIS does not use any other authentication schemes unless NTFS permissions deny access to a resource.

Pros

Offers the best performance because Anonymous authentication imposes no appreciable overhead. 

Does not require management of individual user accounts. 

If IIS does not control the password, can access network resources. 

Cons

Does not authenticate clients on an individual basis. 

If IIS does not control the password, account must have local logon ability. 

Implementation

By default, IIS enables anonymous authentication and uses the IUSR_machinename user account with the password controlled by IIS. For more information, see Enabling and Configuring Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiauths.htm?id=76).

Basic

IIS implements Basic authentication, which is part of the HTTP 1.0 specification, using Windows user accounts. When using Basic authentication, the browser prompts the user for a user name and password. This information is then transmitted across HTTP where it is encoded using Base64 encoding. Although most Web servers, proxy servers, and Web browsers support Basic authentication, it is inherently insecure. Because it is easy to decode Base64 encoded data, Basic authentication is essentially sending the password as plain text. For more information, see About Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiabasc.htm).

The IIS metabase contains a LogonMethod property to specify the logon method for clear-text logons such as Basic authentication. By default, Basic authentication requires the Windows user account to have local logon rights at the Web server. If you use the default setting, IIS caches credentials during logon, which slows the logon process. By specifying either network logon or network with cleartext logon, IIS does not cache credentials at logon, which expedites the logon process. A local logon makes it possible for the user to access network resources, whereas a network logon does not. However, a network with cleartext logon makes it possible for the user to access network resources. For more information, see LogonMethod in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/asp/apro1zms.htm).

To improve the security of this authentication scheme, you can use it in combination with Secure Sockets Layer/Transport Layer Security (SSL/TLS) support to encrypt the HTTP session. However, SSL/TLS impacts performance because it encrypts and decrypts all data on each exchange. TLS is the Internet Engineering Task Force (IETF) version of Netscape’s SSL, sometimes referred to as SSL 3.1. For more information, see the specification (RFC 2246) on the Internet Engineering Task Force (IETF) Web site (http://www.ietf.org/rfc/rfc2246.txt).

When used in conjunction with Kerberos v5 authentication, IIS can delegate security credentials among computers running Windows 2000 and later that are trusted for delegation. Delegation enables remote access of resources on behalf of the delegated user. 

Pros

Because it is part of the HTTP 1.0 specification, Basic is the most widely supported user authentication scheme. 

Can authenticate through a proxy server. 

Makes it possible to track individual users. 

Can access network resources, if user account has local logon rights on the Web server. 

Can be used in conjunction with Kerberos, enabling delegation of security credentials. 

Cons

Is inherently insecure unless using SSL/TLS, which impacts performance. 

Requires the creation of individual Windows accounts for each user. 

Implementation

To implement Basic authentication, configure it within IIS and make sure that your users have “log on locally” permissions on the Web server. For more information, see Enabling and Configuring Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiauths.htm?id=76).

If you implement Basic authentication, you should also use SSL/TLS. For more information, see Setting up SSL on Your Server in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iisslsc.htm) and Knowledge Base article Q298805, HOW TO: Enable SSL for All Customers Who Interact with Your Web Site (http://support.microsoft.com/support/kb/articles/Q298/8/05.asp).
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Digest

Digest authentication addresses the primary weaknesses of basic authentication: sending passwords in plain text. Digest authentication is a challenge/response mechanism, which sends a digest (also known as a hash) instead of a password over the network. A digest is a fixed-size result obtained by applying a mathematical function (called a hash function or digest algorithm) to an arbitrary amount of data. The fixed-size depends upon the level of encryption. For example, if a 128-bit digest consisted of 32 ASCII characters, a 40-bit digest would consist of 10 ASCII characters. When a client attempts to access a resource requiring Digest authentication, IIS send a challenge to the client to create a digest and send it to the server. The client concatenates the password with data known to both the server and the client. The client then applies a digest algorithm (specified by the server) to the combined data. The client sends the resulting digest to the server as the response to the challenge. The server uses the same process as the client to create a digest using a copy of the client’s password it obtains from Active Directory, where the password is stored using reversible encryption. If the digest created by the server matches the digest created by the client, IIS authenticates the client. IIS uses a sub-authentication DLL (iissuba.dll) to authenticate the user, resulting in a network logon. By itself, Digest authentication is only a slight improvement over Basic authentication. In the absence of SSL/TLS, an attacker could record communication between the client and server. Using this information, the attacker can then use that information to replay the transaction. For more information, see About Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiabasc.htm).

Pros

Sends a digest over the network instead of a password. 

Works with proxy servers and firewalls. 

Does not require SSL/TLS for the sake of password protection. 

Cons

Cannot delegate security credentials. 

Is only supported by Internet Explorer 5.0 and later. 

Is subject to replay attacks unless you use SSL/TLS. 

Requires storing of passwords in cleartext using reversible encryption. 

Requires the creation of domain accounts for each user in Active Directory. 

Implementation

To use Digest authentication in Windows 2000, the server must have access to an Active Directory server that is set up for Digest authentication. For more information, see Enabling and Configuring Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiauths.htm?id=76) and Knowledge Base article Q222028, Setting Up Digest Authentication for Use with Internet Information Services 5.0 (http://support.microsoft.com/support/kb/articles/Q222/0/28.asp).

Note   After configuring Active Directory to store passwords using reversible encryption, all users must change their passwords for Active Directory to store each password in this manner.

If you implement Digest authentication, you should also use SSL/TLS to defend against replay attacks. For more information, see Setting up SSL on Your Server in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iisslsc.htm) and Knowledge Base article Q298805, HOW TO: Enable SSL for All Customers Who Interact with Your Web Site (http://support.microsoft.com/support/skb/articles/Q298/8/05.asp).

If your ASP.NET application needs to run as the user authenticated by IIS Digest authentication, use the following Web.config configuration. For more information, see ASP.NET Authentication.

<!-- Web.config file -->

<system.web>

<authentication mode=”Windows” />

</system.web>

For more information about digest authentication, see the specification (RFC 2069) on the Internet Engineering Task Force (IETF) Web site (http://www.ietf.org/rfc/rfc2069.txt).

Integrated Windows Authentication

Integrated Windows authentication (formerly known as NTLM authentication and Windows NT Challenge/Response authentication) can use either NTLM or Kerberos V5 authentication and only works with Internet Explorer 2.0 and later. 

When Internet Explorer attempts to access a protected resource, IIS sends two WWW-Authenticate headers, Negotiate and NTLM. 

If Internet Explorer recognizes the Negotiate header, it will choose it because it is listed first. When using Negotiate, the browser will return information for both NTLM and Kerberos. At the server, IIS will use Kerberos if both the client (Internet Explorer 5.0 and later) and server (IIS 5.0 and later) are running Windows 2000 and later, and both are members of the same domain or trusted domains. Otherwise, the server will default to using NTLM. 

If Internet Explorer does not understand Negotiate, it will use NTLM. 

So, which mechanism is used depends upon a negotiation between Internet Explorer and IIS. 

When used in conjunction with Kerberos v5 authentication, IIS can delegate security credentials among computers running Windows 2000 and later that are trusted and configured for delegation. Delegation enables remote access of resources on behalf of the delegated user. 

Integrated Windows authentication is the best authentication scheme in an intranet environment where users have Windows domain accounts, especially when using Kerberos. Integrated Windows authentication, like digest authentication, does not pass the user’s password across the network. Instead, a hashed value is exchanged. For more information, see the IIS documentation (http://www.microsoft.com/windows2000/en/server/iis/).

Pros

Can be used in conjunction with Kerberos, enabling delegation of security credentials. 

The best scheme for intranet environments using Windows. 

Cons

Cannot authenticate through a firewall via a proxy, unless used over a PPTP connection. 

Does not support delegation to other servers, if NTLM is chosen. 

Is only supported by Internet Explorer 2.0 and later. 

Kerberos is only supported by IIS 5.0 and later. 

Implementation

To implement Kerberos or NTLM, configure IIS to use Integrated Windows authentication. If you need to support clients other than those running Internet Explorer, you may want to enable Basic authentication in conjunction with NTLM or Kerberos. For more information, see Enabling and Configuring Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiauths.htm?id=76).

To use Kerberos, you need to consider these specific details: 

You must run the client and server computers on Windows 2000 or later, and they must be in a Windows 2000 or later domain. 

You must enable the client’s user account for delegation. 

You must enable the service’s account for delegation. 

You must enable participating computers for delegation. 

If your ASP.NET application needs to run as the user authenticated by IIS using integrated Windows authentication, use the following Web.config configuration. For more information, see ASP.NET Authentication.

<!-- Web.config file -->

<system.web>

<authentication mode=”Windows” />

</system.web>

Client Certificate Mapping

A certificate is a digitally signed statement that contains information about an entity and the entity’s public key, thus binding these two pieces of information together. A trusted organization (or entity) called a Certification Authority (CA) issues a certificate after the CA verifies that the entity is who it says it is. Certificates can contain different types of data. For example, an X.509 certificate includes the format of the certificate, the serial number of the certificate, the algorithm used to sign the certificate, the name of the CA that issued the certificate, the name and public key of the entity requesting the certificate, and the CA’s signature. X.509 client certificates simplify authentication for larger user bases because they do not rely on a centralized account database. You can verify a certificate simply by examining the certificate. For more information, see Microsoft Windows 2000 Public Key Infrastructure.

Operating systems such as Windows still require the notion of a user account. Certificate mapping makes it possible for administrators to associate a single certificate (one-to-one mapping), or multiple certificates (many-to-one), to a user account. Many-to-one mapping uses rules to define certificate criteria for mapping. For more information, see Mapping Client Certificates to User Accounts in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iimapsc.htm).

IIS uses SSL/TLS to authenticate a server and provide an encrypted HTTP session. IIS can also use SSL/TLS to authenticate the client by requiring the client to provide a certificate. When requesting a client certificate, the server provides the client with a list of CAs that the server trusts. This list is derived from the server’s Certificate Trust List (CTL). If the client possesses a certificate issued by a CA from the CTL, it sends a copy of that certificate to the server for verification. If the certificate is valid, IIS authenticates the user that maps to the provided certificate. As such, you should limit the CTL on IIS to those CAs you determine to be truly trustworthy. For more information, see the IIS documentation (http://www.microsoft.com/windows2000/en/server/iis/).

Pros

Includes strong authentication scheme. 

Provides two-way authentication of server and client. 

Can access network resources. 

Cons

Cannot delegate security credentials. 

Does not work with all browsers. 

Requires SSL/TLS. 

Is cumbersome to configure; however, many-to-one can be easier than one-to-one. 

Implementation

You must configure IIS for certificate authentication. For more information, see Enabling and Configuring Authentication in the IIS Documentation (http://www.microsoft.com/windows2000/en/server/iis/htm/core/iiauths.htm?id=76). 

You will need Active Directory to set up one-to-one mappings for the certificates it issues. For more information, see the “Step-by-Step Guide to Mapping Certificates to User Accounts” on the Windows 2000 Web site (http://www.microsoft.com/windows2000/techinfo/planning/security/mappingcerts.asp).

If your ASP.NET application needs to run as the user authenticated by IIS using certificate authentication, use the following Web.config configuration. For more information, see ASP.NET Authentication.

<!-- Web.config file -->

<system.web>

<authentication mode=”Windows” />

</system.web>

.NET Security in Practice 

Awarding File Read and Write Permissions to a hosted Windows Form
Hosting a light-weight control in Internet Explorer

ActiveX vs. .NET Controls

1)
Object Tag for ActiveX

<OBJECT id=”someid” classid=”CLSID: EE0C7AF7-74…” codebad=”Some.cab#-1.-1,-1,-1”>

…

</OBJECT>

Object Tag for .NET

<OBJECT id=”someid” classid=”Some.dll#TestEnterprise.Modules.NETCtrl”>

…

</OBJECT>

For one thing, the clsid no more contains that huge 128 bit big GUID, that will enter your registry. It contains only the component-name#namespace-path.control-name. It replaces the original classid as well as codebase of the ActiveX OBJECT tag.

2)
The installation happens in a separate directory from the standard Downloaded Program Files in Internet Explorer used for Activex Controls. Can view the download directory by a Windows shell extension installed with .NET by browsing to it: C:\WINNT\assembly\download

3)
File system access is trivial in ActiveX. Even if the ActiveX control is unsigned and not marked safe for scripting, there is nothing to prevent access to privileged system resources if the user decides to run the control. This is disastrous for a corporation. A single user’s decision in an enterprise could affect the whole enterprise. .NET attacks this in 3 strokes: 

a) First security in corporate networks is no longer solely the province of individual users. Security permissions for controls is bound to one of the three levels: User, Machine, and Enterprise. Enterprise constrains Machine, which constrains User. 

b) As you have seen .NET has a fine grained security mechanisms, and FileIO among other resources, is a protected resource, and has to be granted permission to the control, for file io to happen.

c) Finally, .NET runtime allows components to control how other components access them through the use of permission demands and stack walks. This prevents untrusted components from coercing trusted components into performing unsafe operations. The framework that hosts .NET Windows Forms Control in the Internet Explorer is IEHost. This has a restricted permission set.

4)
Disadvantages to .NET Controls
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A single cab file can contain only one .NET assembly

[image: image130.png]



Development of .NET front-ends using COM Interop to talk with COM objects will need a 2-phase deployment process: installing the COM components and the .NET UserControl interface.

More on .NET Controls 
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Windows Forms controls can and must use framework objects within their own implementations. For example, the Windows Forms Listbox control cannot be directly used in Internet Explorer without the use of a custom Windows Forms controls wrapper.

[image: image132.png]



What about ActiveX?
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Assemblies cannot be directly installed from the Web into the GAC(Global Assembly Cache)

Steps to host the .NET control in Internet Explorer

1. Grant the control extended permissions using the .NET Framework Configuration Tool (mscorcfg)

2. Add an assert to the assembly via the System.Security.SecurityAction.Assert method. This allows a component to short circuit the stack walk, so that less trusted components can use trusted components without causing a Security Exception to be raised. This can be done with an imperative or declarative request.

Detailed Steps

Granting extended permissions using the .NET Framework Configuration Tool

1) Launch the .NET Framework Configuration Tool

2) Navigate to Runtime Security Policy

.NET components inherit their default security permissions based on the Machine security permissions. Expand Machine/Code Groups/All Code/Intranet Zone. 

3) Edit the code properties, select the Permission Set Tab. Lets assume our component needs multiple file access, and at least Read and Path Discovery access. 

You find FileDialog permission already exists! All this means is, if you are only reading one file at a time, using OpenFileDialog, no extra permission is needed !

Using(OpenFileDialog fd = new OpenFileDialog()){

If (fd.ShowDialog() == DialogResult.OK){

Using (Stream s = fd.OpenFile()){

StreamReader reader = new

StreamReader(s);

//do stuff

}

}

}

4) Now, go to Machine/Permission Sets, and create a new Permission Set.

5) Give it some name “Extended Control Permissions” using the wizard.

6) Select the File IO permission to add. 

7) Check the radio button at the bottom to grant assemblies unrestricted access to the file system. I could also just add the specific directory I wanted access to.

8) Create a new Code Group under Local Intranet_Zone. 

9) Name it say, Extended User Control Group

10) Add a condition by Strong Name, which is a good evidence strategy, since it provides a unique name using the component name, version, and public key

11) Generate your public key using the utility sn, as follows: sn –k client.snk. The sn utility is located in Program Files\Microsoft Visual Studio .NET\FrameworkSDK\Bin

12) Add this line to your client assembly: [assembly: AssemblyKeyFile(“client.snk”)]

13) Now browse to your built assembly, and select it. It will load the key and other details from the assembly.

14) Now you need to test your policy. Go to Runtime Security Policy again. And select Evaluate Assembly.

2) Short circuiting the stack walk

Imperative style:

new FileIOPermission(PermissionState.Unrestricted).Assert();

/*

…perform the file operation

*/

CodeAccessPermission.RevertAssert();

The advantage of specifying it imperatively is that only that small piece of code is allowed the trust, preventing malicious script or other executable content from trying to abuse the enhanced level of trust.

Now you are all set, and can test your control on Internet Explorer.

Programmatic creation of custom code groups
[Based on Chris Sells]


Programmatic creation of custom permission sets
[Based on Chris Sells]

Handouts


What is the difference between requesting and demanding?

In Concluding…

Poor Design and Administration Can Still Lead to Security Risk

As we have shown throughout this paper, the .NET Framework transparently implements a great deal of security infrastructure via the key components of its security architecture. However, it still does not eliminate the need to thoughtfully design an application with security in mind. As with any application development environment, when implementing code that involves custom permission objects, authorization mechanisms, or any security-relevant functionality, the developer must be familiar with the .NET Framework’s security architecture in order to ensure that the design principles are enforced. 

In particular, unsafe usage of permission’s security assert method must be avoided. We recommend strategically consolidating and unifying permission demands or asserts within an application to improve security and code auditing capabilities. 

Another potentially sensitive design concern arises when implementing additional cryptographic functionality within the .NET Framework. Special care must be taken at these junctures, as design or implementation errors here may expose not only a new component’s security, but also the security of other components that rely on common cryptographic elements. 

For example, one could design an application using cookie authentication in a manner that would make it feasible for outside parties to run chosen-plaintext cryptographic attacks against the authentication mechanism. 

Besides application design, deployment and administration are critical to security. The networks and systems on which .NET Framework-based applications run are still potentially vulnerable, and must be secured according to best practices (strong account management policies, disable unnecessary services, regularly install patches, and so on). No managed code paradigm can account for sloppy system administration. Although the .NET Framework transparently eliminates many common code-level errors, it is powerless to prevent issues arising from inappropriately assigned account privileges, misconfigured resource access control lists, and similar errors in configuration. 

Furthermore, as we have shown, unmanaged code continues to operate outside of the constraints of the .NET Framework security model, and can still be hazardous. Applications architects who rely on unmanaged code cannot enjoy the full security benefits provided by the managed environment. As a general rule, unmanaged code should be avoided, to be used only as a last resort, and subject to a thorough security review. Indiscriminate and improper calls to unmanaged code is one of the biggest potential points of failure in terms of the overall security of a .NET Framework application. 

Security Is Mission-Critical—To Everything

Security is but one part of the overall story of the .NET Framework, but a critically important one. As we have discussed in this paper, security is mission-critical to all networked systems today, and .NET Framework can, if used correctly, provide developers, administrators, and end users with much-needed assurance that their applications are resistant to common attacks, now and in the future. The .NET Framework delivers this assurance through novel approaches to managing software behavior, including evidence- and role-based security features. 
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