CSE775 – Distributed Objects

    Spring 2007

Midterm Instructor’s Solution
This is a closed book examination.  Please place all your books on the floor beside you.  You may keep one page of notes on your desktop in addition to this exam package.  All examinations will be collected at 8:20 pm.  Please be prepared to quickly hand in your examination at that time.

If you have any questions, please do not leave your seat.  Raise your hand and I will come to your desk to discuss your question.  I will answer all questions about the meaning of the wording of any question.  I may choose not to answer other questions.

You will find it helpful to review all questions before beginning.  All questions are given equal weight for grading, but not all questions have the same difficulty.  Therefore, it is very much to your advantage to answer first those questions you believe to be easiest.

1. Describe the IUnknown interface, in as much detail as you can
.  When would you use it?

Answer:

The IUnknown interface is a required part of every COM interface, accomplished by means of inheritance.  It supports three virtual methods:
a. HRESULT QueryInterface(REFIID iid, void** ppvObject):
Used to discover and retrieve pointers to all interfaces supported by a COM server.  If the interface is not available an error HRESULT is returned.
b. ULONG AddRef():
Increments the reference count for the component.  Some components maintain reference counts for each interface, but more frequently just for the component as a whole.  Any function that returns an interface pointer should call AddRef before returning.  Clients call AddRef if they alias pointers to an interface.
c. ULONG Release():
Decrements the reference count.  When that goes to zero, the instance of the class implementing the interface is destroyed.  This may also cause the server library to unload or exe to shut down, depending on whether it is in-process or out-of-process.  Clients call this function when finished with an interface.  The COM run-time also calls this function as part of its operations.
2. Describe the similarities and differences between an in-process component and an out-of-process component.  As part of your answer, please discuss the following topics: structure, activation, marshalling, and registration.  You may, of course, consider other topics as well.

Answer:


	
	In-process
	Out-of-process

	Image
	DLL
	EXE

	Structure 
	- Exported dll functions

- no main
	- no exports since not a DLL

- has main that registers comp.

	Activation
	Client’s call to CoCreateInstance causes COM to:

1. search registry and load library.
2. call GetProcAddress and call DllGetClassObject

3. create instance using class factory.
	Client’s call to CoCreateInstance causes COM to:
1. search registry and call CreateProcess if needed

2. wait for server to register class factory

3. create instance using class factory.

	Marshalling
	Calls marshaled only if component is loaded into different apartment than calling thread.
	All calls are marshaled as the caller and component are in different processes, and so are in different apartments.

	Apartments
	Apartment is created by client or COM (if threading model requires)
	Apartment is created by server

	Registration
	Regsvr32 uses DllRegisterServer and DllUnregisterServer
	CAtlComModule::RegisterServer called from main, perhaps through a helper function.
CoRegisterClassObject is called to put pointer to class factory in per-process table.

	Function
	Provides functionality without binding to a concrete class.  Keeps loose coupling between client and component.
	Same

	Access
	Supports IUnknown
	Same

	Interfaces
	Reflexive, Symmetric, Transitive
	Same

	Memory Mgmt
	[in] client allocates and deallocates

[out] component allocates, client deallocates

[in,out] client allocates, component may reallocate, client deallocates
	Same




3. In Project #2, you will build a file handling component that will support the client finding and selecting a file for transmission to another machine.  Please write the IDL for the interface(s) that support this operation
.

Answer:

See Handouts/CSE775/Midterm/CodeSp07 for IDL

4. Write client code that will use the file-handling component you described in your answer to the previous question.  Where, in the structure of Project #2, would you find this code?  Data, in perhaps different formats, will have to flow between the component, its out-of-process host, the user interface, and the communication component.  Describe the different formats you will use and where you will use them.  Are any of these flows marshaled?  Please be as specific as you can.

Answer:

See Handouts/CSE775/Midterm/CodeSp07 for client code

File handler clients are both Out-of-Process hosts, as shown in Figure 1, attached to the Project #2 statement.  If the design passes around buffers of bytes for all file transfers, then no base64 conversion is needed, but that requires that we distinguish between XML command messages and file data blocks.  Since Win32 File I/O and socket transfers are all based on blocks of bytes, that seems like a good choice.

Since COM interprocess communication handles BSTRs well, XML messages can easily be passed between the UIs and Out-of-Process hosts, and can be passed over sockets for things like setting paths and opening files.

All flows between the UIs and Out-of-Process hosts are marshaled.  The data transfers between In-Process components and their hosts need no marshaling if they reside in the same apartment, so I would have the host create an MTA, make the File Handlers and Communication Components thread safe with threading models “both” to make that happen.  Of course, the socket transfers are a non-COM form of marshaling. 
5. What is an apartment?  How would a client create two separate Single Threaded Apartments?  Discuss at least two reasons a client might have for doing that.

Answer:

To Quote Jeff Prosise, “An apartment is a concurrency boundary”.  Apartments come in two flavors (excluding COM+, which we haven’t discussed yet), Single-Threaded Apartments and Multi-Threaded Apartments.  Code constructs an STA by calling CoInitialize(NULL) or CoInitializeEx(NULL, COINIT_APARTMENTTHREADED).  MTAs are created by calling CoInitializeEx(NULL, COINIT_MULTITHREADED).

Each call to CoInitialize(Ex) puts an identifier, the OXID, in the creating thread’s thread local storage, and creates a small kernel object, that represents the type of apartment, keyed to the OXID.  Essentially, the creating thread identifies the apartment.  If the apartment is an STA only the creating thread gets that OXID.  If the apartment is an MTA, subsequent calls by other threads to ConIntializeEx(NULL, COINIT_MULTITHREADED) are given the same OXID and thus also belong to the MTA.  Threads never leave their apartments.  (That changes in COM+ for the Thread Neutral Apartment (TNA))

A client process creates two separate STAs by calling CoInitialize(NULL) or CoInitializeEx(NULL, COINIT_APARTMENTTHREADED) twice, on separate threads.  The client might do that because it is implementing a GUI, which for windows, always runs in an STA, and needs to do some light-weight COM work that relates to interface presentation, which it would usually do on the main, UI, thread.  But if it also spawns CPU intensive work that must run on a child thread, and, if the work is designed to use an existing COM component with apartment theaded model, it must create another STA on the child thread before loading the component.

Another reason for creating two STAs is to provide client operations on the primary thread, creating an STA for COM work, but also provide a sink for callbacks that runs on a secondary thread.  If the sink is a COM component with apartment threading model the secondary thread must also create an STA before loading the sink.

Both these reasons boil down to this: the process has two threads that each need to load a different COM in-proc component with apartment threading model, and the designer does not want the calls marshaled. 
6. Project #2 requires you to develop an in-process COM component that supports communication between two processes using sockets.  Provide a sketch of the design for this component, showing all the important parts, e.g., sockets, threads, and data handling.  What issues will you have to deal with when implementing this component?
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Answer 1:

If we send blocks of bytes over the sockets, as illustrated below, there are no conversions required to convert binary data to character form.  This is efficient, and matches well with the interfaces provided by the Win32 file system and sockets.  This does, however, complicate the communication components considerably, as shown here.  XML commands to select paths and files and set destination paths and communicate file names can easily be encoded into a block for transmission.  Use push model to avoid blocking across machine boundaries or need for notifications.





Answer 2:

This communicator design (at architecture level) illustrates how the communicator component will receive COM method calls, send connection point notifications, and manage socket blocks.

The design is set up as a push model, so that calls don’t block for long across machine boundaries.  Messages are configured as fixed size blocks, consistent with the Win32 socket and file APIs.  Blocks are recycled to avoid fragmenting the C++ or COM heaps.
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7. What is a windows control?  For the standard controls
, how does an application get notified of the control’s events?  What does the control have to do to effect that notification?

Answer:

A windows control is a device that takes care of painting its own surface, responds to commands for its parent window and from user keyboard and mouse events, and provides notifications to its parent of its own or user events on its surface.

Standard controls are simply windows that send notifications to their parents via WM_COMMAND messages.  A standard control identifies itself and the event that occurred by encoding that information in the message WPARAM.
8. How do each of the components in Project #2 join apartments?  Describe the interaction between RPC channel threads and the components for each of the possible apartment configurations you might use for Project #2.

Answer:

It seems clear that each host should have three threads, one to handle files, one to handle socket communication, and one to interact with the user’s UI.  If the communicator uses a thread safe blocking queue, there will be no synchronization problems between host and communicator.  If we have the file handler use the communicator’s blocking queue, that will avoid synchronization issues between those two components.  So we may only have to synchronize calls from host to file handler.  Thus, I would have the host create an MTA, make the file handlers and communicators thread safe with threading model both, so that no marshaling is needed for any host operations. 

With an MTA host RPC theads are dispatched directly to the host.  The host’s main thread can block, since its components run on their own threads.  The RPC threads will then make the calls to the File Handler and the File Handler will call the Communicator, or vice versa, depending on the direction of data flow.  
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� This question is not about the implementation of the interface, but about its syntax and the expected semantics of any implementation.


� You will find a copy of Project #2 attached at the back of this examination package.


� The MSDN documentation now refers to these as user controls.
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