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STEP 1: Create a new ASP.Net MVC2 Web Application

Installed Templates

Visual C++
4 Other Languages
Visual Basic
4 Visual C#
Windows
Web
Office
Cloud
Reporting
SharePoint
Silverlight
Test
WCF
Workflow
Visual F#
Other Project Types
Database
Test Projects
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ASP.MNET Web Application

ASP.NET MVC 2 Web Application

ASP.MET Empty Web Application

ASP.MET MVC 2 Empty Web Application

ASP.MET Dynamic Data Entities Web Application

ASP.MET Dynamic Data Ling to SQL Web Application

ASP.MET AJAX Server Control

ASP.NET AJAX Server Control Extender

ASP.MET Server Control

[.NEI' Framework 4

Visual C#
Visual C#
Visual C#
Visual C#
Visual C#
Visual C#
Visual C#
Visual C#

Visual C#
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| Search Installed Templates

Type: Visual C#

A project for creating an application using
ASP.NET MVC 2

Mame:

Location:

Rales_Validation|
Chdemo',

- Browse...

Solution name:

Roles_Validation

Create directory for solution
[ Add to source control




STEP 2: Run the application and click on [Log On] button, then click Register
/ @ Register T © Register

€« C' | © localhest53895/Account/Register ol

My MVC Application

Create a New Account

Use the form below to create a new account.

Passwords are required to be a minimum of 6 characters in length.
Account Information

User name
developerUser

Email address

developer@email.com

Password

Create the following userid’s

1. developerUser
2. managerUser
3. customerUser



STEP 3: Start the ASP.Net configuration manager

File Edit View Project Build Debug Team Data Tools Test Window Help
il S 2R 9 E-E b [pebug  f[anycru ||
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HomeControllercs X Solution Explorer v 1x
“fgRcIE:_‘v"a\it\at\cn.CcntrcHer:.HcmECcntrcHer v| Windex() - ‘ .s::j E | ﬁ 1
{J] Data Connections Slusing System; + ; Solution 'Roles_Validation' (1 project)
b 4‘5 Servers using System.Collections.Generic; N W C’g Roles_Validation
> gH SharePoint Connections “5}”3 System.Ling; > [=d Properties
using System.Web; » [l References
using System.Web.Mvc; )
|3 App_Data
Flnamespace Roles Validation.Controllers = > O3 Content
{ i > [ Controllers
[HandleError] > [ Models
El public class HomeController : Controller b [ Scripts
{ b Ll Views
= public ActionResult Index() b %] Global.asax
{ . 5 5 Web.config
ViewData[ "Message"] = "Welcome to ASP.NET MvC!";
return View();
}
F public ActionResult About()
{
return View();
! :
1
’5 Server Explorer (RSl ¢ l'-’:‘ Soluti... [L-ReE! g Prope... W Team..
Output v X
Show output from: | Build 'H _ﬂ ‘ “3 -5$| =] ‘ =
LOpy1ng T1le Trom -0p]\UeBUE\KOLES_vallgation.dall” To -DIN\KGLES_valloation.all™. .
Roles_Validation -> C:\demo\Roles_Validation\Roles_Validation\bin\Roles_Validation.dll
Copying file from "obj\DebugiReles_Validation.pdb” to "bin\Reles_Validation.pdb".
Build succeeded. H
Time Elapsed ©8:88:08.29
== Build: 1 succeeded, @ failed, @ up-to-date, @ skipped =
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STEP 4: Click on Security

(QrenJQurmrnoroncons I i

(o] OIocalhost:5389Gfasp.nerwehadminfiles/defauItaspx?applicationPhysicalPath=C:\demo\RoIes_VaIidation\RoIes_Validation&applicationUrl:f R 8

Asp Web Site Administration Tool How do I use this toal? @

Welcome to the Web Site Administration Tool

Application:/
Current User Name:VRK- WORK-PC\VRK-WORK

Enables you to set up and edit users, roles, and access permissions for your site.

Existing users: 3

Application ConfigurationEnables you to manage your application's configuration settings.

Provider Configuration ~Enables you to specify where and how to store administration data used by your Web site.




STEP 5: Click on Enable Roles

TSNS TS . e L T e

L C' | ® localhost:53896/asp.netwebadminfiles/security/security.aspx

w oA
ASP Web Site Administration Tool

do L use tistool? (2)

You can use the Web Site Administration Tool to manage all the security settings for your application. You can set up users and passwords (authentication), create roles (groups of
users), and create permissions (rules for controlling access to parts of your application).

By default, user information is stored in a Microsoft SQL Server Express database in the Data folder of your Web site. If you want to store user information in a different database,
use the Provider tab to select a different provider.

Use the security Setup Wizard to configure security step by step.

Click the links in the table to manage the settings for your application.

Existing users: 3
Create user
Manage users

s, UELLEL]

Manage access rules
age roles

Create access rules

Select authentication type



STEP 6: Click on Create or Manage roles
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L C' | ® localhost:53896/asp.netwebadminfiles/security/security.aspx
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ASP Web Site Administration Tool How do [ use this tool?2 @

You can use the Web Site Administration Tool to manage all the security settings for your application. You can set up users and passwords (authentication), create roles (groups of
users), and create permissions (rules for controlling access to parts of your application).

By default, user information is stored in a Microsoft SQL Server Express database in the Data folder of your Web site. If you want to store user information in a different database,
use the Provider tab to select a different provider.

Use the security Setup Wizard to configure security step by step.

Click the links in the table to manage the settings for your application.

Roles
Create user

Existing roles: 0
Manage users Bals

Dicab
Create or Manage roles

Create access rules

Manage access rules
Select authentication type



STEP 7: Add 3 roles — developer, manager and customer

[@temerage ] ©sspnecves aopicaion - -\ e e

<« C @ localhost:53896/asp.netwebadminfiles/security/roles/manageAllRoles.aspx
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ASP Web Site Administration Tool

How do I use this tool? @

You can optionally add roles, or groups, that enable you to allow or deny groups of
users access to specific folders in your Web site. For example, you might create roles

such as "managers,” "sales," or "members," each with different access to specific
folders.

Create New Role

New role name: ‘customeﬁ ‘ [Manle]

Role Name Add/Remove Users

developer Manage Delete
‘manager Manage Delete




STEP 8: Click on manage for a specific role

€ - C O localhost’53896/asp.netwebadminfiles/security/roles/manageAlIRoles.aspx % A

Asp Web Site Administration Tool How do [ use this togl? @

You can optionally add roles, or groups, that enable you to allow or deny groups of
users access to specific folders in your Web site. For example, you might create roles
such as 'managers,” "sales," or "members," each with different access to specific

folders.
New role name: ‘ ‘ [AddRole]

Add/Remove Users

manager |Mana Manage [developer] | Delete |

javascript: _doPostBack( ctl03cti00Scti00ScontentScontentScontentSdataGridSctiD3SlinkButtonl', ")



STEP 9: Search for all users and assign the role to single user or multiple users

Home I Security Application Provider

Use this page to manage the members in the specified role. To add a user to the role, search for the user name and then select User Is In Role for that user.

Role: developer

Search for Users

Search By: User name :I for l ‘ Find User

Wildcard characters ™ and ? are permitted.
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User name User Is In Role
customerlUser
developerUser

managerlser




STEP 9: Alternatively, go to Security tab and click manage users

TSNS . e e
€« C' | @ localhost:53896/asp.netwebadminfiles/security/security.aspx woN

How do I use this tool? @

Asp Web Site Administration Tool

You can use the Web Site Administration Tool to manage all the security settings for your application. You can set up users and passwords (authentication), create roles (groups of
users), and create permissions (rules for controlling access to parts of your application).

By default, user information is stored in a Microsoft SQL Server Express database in the Data folder of your Web site. If you want to store user information in a different database,
use the Provider tab to select a different provider,

Use the security Setup Wizard to configure security step by step.

Click the links in the table to manage the settings for your application.

Create user

Existing roles: 3

. Create access rules
Disable Roles
Manage access rules
Create or Manage roles

Select authentication type



STEP 10: Assign roles to each of the users

€« C @ localhost:53896/asp.netwebadminfiles/security/users/managelsers.aspx N

Asp Web Site Administration Tool How do I use this tool? @

Click a row to select a user and then click Edit user to view or change the user's password or other properties. To assign roles to the selected user, select the appropriate check
boxes on the right.

To prevent a user from logging into your application but retain his or her information in your database, set the status to inactive by clearing the check box.

Search for Users

Search by: | User name : for: ‘ | [FiﬂdUsef]

wildcard characters * and ? are permitted.
ABCDEEGHIJIKLMNOPRPOQRSTIUYWXYZA

User name

Add " customerUser " to roles:
customer

customerlser Delete user

developerUser ‘Edit user Delete user Edit roles
eveloper
‘ managerlser ‘ Edit user Delete user | Edit roles | manager

Create new user



