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Executive Summary

A Store and Forward Messaging System consisting of a peer-to-peer program (SFMT_PTP) will be created and tested within a two-week time frame.  This program will act as both a server and a client, and will send both binary data and text data across a Network.  It will also store data that will be transmitted when a connection is established/re-established between peers.  

Figure 1 shows the module diagram and conceptual layers that will be used in the SFMT_PTP software architecture.  This document describes the SFMT_PTP design and analysis used to verify this design.
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Figure 1 : SFMT PTP Module Diagram and Conceptual Layers
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Program Summary

1.1 Program Description

1.1.1 Store and Forward Messaging System Overview

The basic communication concept behind this program is shown in Figure 2.  The user(s) open two instances of this program and they connect to and communicate with each other via TCP/IP using Sockets.  
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Figure 2 : Basic Communication Concept

Each program has the capability to connect to many programs, as shown in Figure 3.
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Figure 3 : Each Program Can Open Multiple Connections

Once two programs have formed a 2-way connection, the user(s) can transfer data from one program to another using the visual WinForm interface.  The user(s) can send either ASCII text or binary data as shown in Figure 4.  This data will be encapsulated in XML messages and sent through the Socket connection.

Note that this data transfer is only between two connected programs.  For example, the program on the left of Figure 3 cannot directly transfer data to the program on the right of Figure 3.  A separate data transfer would need to occur between each of the programs in the connection path.
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Figure 4 : Four Available Data Transfer Options

When a program (sender) has data that that needs to be transferred, that data is temporarily stored in an Outbox that exists only for the specific receiver.  That data is then queued and sent to the receiving program.  If the connection to the receiving program is lost or is unavailable, the sending program will keep all the data that has not been successfully transmitted in this Outbox.  Once the connection has been re-established, the sending program will immediately re-send the data in the Outbox to the specific receiving program as shown in Figure 5.  Although two programs may not be connected, they can continue to add data to their Outboxes that will be sent on a future connection.  Each program will have multiple Outboxes, one for each of its connections and/or receivers.
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Figure 5: Data Stored in “Outbox” Until Reconnect

An XML “Outbox Data” file will be used to store Outbox information.  A file storing directory will be created for each connection (web address, label).  The Outbox Data will track the directory and file information and possible store other useful information such as access dates and file size.

1.1.2 TCP/IP Sockets Communication Interface Overview

The communication interface between each of the programs is constrained/determined by the TCP/IP Sockets communication model.  TCP/IP Sockets allows two programs to communicate on the same machine or across a network.  Two programs can also communicate across the Internet, but most firewalls will block Socket connections.

To communicate with TCP/IP Sockets, programs must have a unique identity so they can communicate on the same machine or across a network.  Programs must also be able to request connections and receive connection requests.

To satisfy these constraints, each program will be identified by:

· A Network Name (an IP address or DNS name) 

· A Label

The Network Name lets two programs connect across multiple machines.  The Label lets two programs connect on the same machine.  Some examples of uniquely identified programs are shown in Figure 6.
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Figure 6 : Consoles are Identified with a Network Name and Label

Each program also has server and client capabilities.  To receive a connection request, a program must act as a server and listen on a port.  If two servers want to co-exist on the same machine, they must use different ports.  

A program acting as a client must specify the port and Network Name for the program that it wants to connect to.  Once two programs connect, they will communicate their labels, and each will create an Outbox identified by the Network Name and Label of their peer.  An example of this is shown in Figure 7.
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Figure 7 : Connection Process Between Client and Server Program

Each program will have the capability to listen on a port and connect to multiple servers simultaneously.

When a client connects to a server, two socket connections will be used for two-way communication.  Since the client may not want to open one of it’s ports, it will request a second connection once the first connection is established.  Both the server and the client will use each of the connections as a one-way channel.

1.1.3 Project Timeline

This project will consist of three phases:

· The Architecture Stage – The OCD is written and submitted (2 weeks)

· The Design Stage – The main bulk of the code is written and tested (1 week)

· The Test Stage – Worse cases tests and analyses are run on the code, the interface is improved if there is enough time left (1 week)

1.2 Users

This program is expected to be used by four types of users, a basic user, an advanced user, a basic c# programmer and an advanced c# network software designer.

1.2.1 Basic User

The basic user will have little knowledge of network architecture.  This user will understand that a machine is identified by an IP address or DNS address and that this software can be used to transfer data between machines on a network.  This user will primarily be using the software as a peer-to-peer file transfer system. 

The basic user will leave most of the software in its default settings, enter an IP address to connect to, connect to peers one or more machines, transfer files and then exit/disconnect.

A configuration file will be provided that will set the interface to a “basic user” configuration.  If this configuration file is invalid or not present, this configuration will be used by default.  The server port number and label will be set to default values and be unavailable to the user.  The software will start as a server on the user’s machine and will exit with an error message if another version of the software is running on that machine.  The client port number will also be set to a default value and made unavailable to the user.  

1.2.2 Advanced User

The advanced user will have basic proficiency as well as full knowledge of network architecture.  This user will also understand ports and their capabilities/limitations (why labels must be used) and the concept of server/client communication.  This user will be able to utilize the server capabilities of the software to have multiple programs running on a single machine.

All of the features available to the basic user will be available to the advanced user.  The advanced user will be able to modify the program’s label and server port name.  This user will be able to activate or disable server capability.  The advanced user will also be able to modify the label and port name for each client.  This user will also be provided with tools for managing the store and forward outboxes.

The advanced user can activate the advanced features by changing the configuration file.  The software will not start in server mode, as this mode must be manually activated.  All of the software’s features will be available to the advanced user.  If a basic user changes the configuration settings, then that user is responsible for the consequences (such as lost data or program errors).

1.2.3 Beginner C# Programmer

The basic C# programmer will use this program as a learning tool.  This programmer will compile the project and/or review the code and project files.  The programmer may even read the Operational Concept Document to gain a better understanding of the design process behind this program.

This program can be used to teach

· Code documentation (manual pages, maintenance pages and prologues)

· Test stubs

· C# WinForms

· C# file/directory classes

· C# IO classes

· C# socket classes

· C# XML classes

· C# queuing classes

· C# threading classes

· C# thread data sharing

· Writing Operational Concept Documents (OCDs)

1.2.4 Advanced C# Network Software Designer
The advanced C# network software designer will use this program’s WinForm code and modules as tools for designing a more advanced network application.  This designer may add Internet connection capability to the software or write an entirely new application that calls classes from the provided modules.  Extra functionality will be added to the modules that, although not used in the test project, may be useful to this software designer.

1.3 User Interface

The user interface will be a WinForms Dialog.  Currently there will be two interfaces, controlled by a value in a text configuration file: a basic user interface and an advanced user interface.  Following is the operational concept for the user interface.

1.3.1 Basic User Interface

Figure 8 shows the basic user interface.  
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Figure 8 : Basic User Interface

When the application starts, it will exit with an error if it cannot act as a server. In the Window dialog, there will be a text box where the user can enter the Web Address to connect to.  A text box will show the Web address of the machine that the software is running on.  

After entering the Web Address, the user selects the “Connect to Client” button to create a connection.  The client name will appear in the connections list box and the connection status will be shown if a connection is made.  The connections window will display the Web address, connection label, connection status and number of queued Oubox items.  The user can select a connection and click the Disconnect button to disconnect from that connection.

A directory can be selected using the “Directory” text box and “Browse” button.  When a directory is selected, the files in that directory will be displayed in the files list box.  The user selects one or more files, selects a connection, selects text or binary and presses the “Send” button to send files to the selected connection.  

When a connection is selected, any files in that connection’s Outbox will be displayed in the Outbox list box.

Any errors that occur will be displayed in the Error text box.  The user can click the “Clear” button to clear this box.

1.3.2 Advanced User Interface

Figure 9 shows the advanced user interface.
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Figure 9 : Advanced User Interface

When the application starts, it will not automatically listen as a server.  The “Server Web Address” text box will display the machine’s Web Address.  The user can edit the Server label and port (using the text boxes) and select “Listen as Server” to listen on the selected port.  The Status Text box will display the server status.  When a server is listening, the user will not be able to change the label and the port.  When the servers is listening on a port, the  “Listen as Server” button will be come a “Disable Server” button, which the user can select to stop listening on the selected port.  The Server Label and Port will then be available for editing.

The user can edit the client label, port and web address and select “Connect to Client” to connect.  The Status window will show the connection status during the connection process.  Once a connection is established, the server label text box will become disabled until all there are no connections.

Most of the file transfer functionality is the same as the basic user file transfer functionality.  The advanced user can delete files in on outbox by selecting the “Delete File” button.  The advanced user can delete an Outbox by selecting the “Delete All” button.  If a connection still exists for that Outbox, a new Outbox will be created.

The user can also backup Outboxes by entering an Outbox path and selecting the “Backup” button.  The user can restore/replace the Outbox by entering an Outbox path and selecting the “Restore” button.

During the development phase, the advanced user interface will be created first.  If there is enough time, the Basic user interface will have an entirely different display, as shown in Figure 8.  If there is a time crunch, the basic user interface will resemble the advanced user interface, but many of the controls will be hidden or disabled.  The requirements focus on function more than user interface and this will be taken into account in the software design schedule.

Since these are preliminary design concepts, many new features may be added in the development phase.  Some examples are text message functionality and a “Disconnect All” button.  The type of controls used to store data may also change.

2 Software Architecture

2.1 Software Package

The SFMS_PTP software package will come with the files and directories shown in Table 1.

Table 1 : SFMS_PTP Software Package Files

	File Description
	File Name

	Program Executable
	SFMS_PTP.exe

	Configuration File 
	SFMS_PTP_Config.xml

	“Outbox Data” File Template
	SFMS_PTP_Outbox_Template.xml

	Software Modules
	See Table 2

	Visual C# Files/Directories
	…

	Batch File That Runs Program
	run.bat

	Batch File That Compiles Program
	compile.bat


The software consists of a single executable “SFMS_PTP.exe”.  This executable will open the Windows dialog and perform all the software functionality described in this document.

A configuration file “SFMS_PTP_Config.xml” is provided that will be read when the program starts.  This file will contain the user type data in XML format.  In future versions, other startup parameters may be stored here as well.

A “Outbox Data” file template is provided.  This template contains sample Outbox box data in XML format.  This template can be used to help debug a corrupted “Outbox Data” file or program “Outbox Data” utilities.  

All of the software modules and Visual C# files/directories are included in this software package for the project evaluators.  If this were a “commercial release” of the software, these files/directories would not be included.  Two batch files are also provided to help the project evaluators.

A compile batch file, “compile.bat” is provided for the project evaluators.  This batch file will contain the commands needed to compile the software from a DOS prompt.  Use of this batch file may help avoid viruses that can attach to executable files.

A run batch file, “run.bat” is provided for the project evaluator.  This batch file will call the “SFMS_PTP.exe” executable.

2.2 Module Structure and Conceptual Layers

The SFMS_PTP project will consist of seven main modules as shown in Table 2.  All modules will be under the “SFMS_PTP” namespace.  The class names will be the same as the module names.  

Table 2 : SFMT PTP Modules

	Module Description
	Module File Name

	SFMS PTP Main Program Module
	SFMS_PTP_Main.cs

	SFMS PTP Beginner WinForm Module
	SFMS_PTP_WForm_Beg.cs

	SFMS PTP Advanced WinForm Module
	SFMS_PTP_WForm_Adv.cs

	SFMS PTP Process Module
	SFMS_PTP_Process.cs

	XML Data Module
	XMLData.cs

	Outbox Data Module
	OutboxData.cs

	XML Socket Module
	XMLSocket.cs


The SFMS_PTP Module diagram is shown in Figure 10.  This conceptual layer color-coding scheme will be used throughout this document.
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Figure 10 : SFMT PTP Module Diagram

Conceptually the program can be broken into 5 layers, an Initiation Layer, a Presentation Layer, a Process Layer, a Data Layer and a Communication Layer.  

Initiation Layer

The program starts by calling the Main Program Module in the Initiation Layer.  This module reads the configuration file using the XML Data Module.  This module then calls either the Beginner WinForm Module or the Advanced WinForm Module and passes any configuration parameters to these modules.

Presentation Layer

The Presentation Layer is composed of the Beginner and Advanced WinForm modules.  These modules present a Windows dialog interface to the user.  This interface displays the program status, allows the user to enter data and displays any program output.  This module calls the Process Module, passes commands/data to the Process Module, and receives data/status information from the Process Module.

Process Layer

The Process Module, in the Process Layer, is the heart of the SFMT PTP program.  This module receives commands/data from the WinForm Modules and calls functions in the XML Data Module, Outbox Data Module, and XML Socket Module.  This module is responsible for creating threads to process requests and managing data queues.  This module will also track connections and report status changes back to the presentation layer.

Data Layer

The Data Layer contains the XML Data Module and the Outbox Data Module, modules that manage the storage and retrieval of data.  The XML Data Module is responsible for creating and reading configuration files and creating, updating, and reading “Outbox Data” files.  The Outbox Data Module is responsible for managing the Outbox directories and files (data that will be transmitted on reconnect).

Communication Layer

The Communication Layer contains the XML Socket module that controls the TCP/IP Socket connections.  This module manages client and server connections and data transmission.  This module also creates and interprets the XML headers that will be used to communicate data. 

Additional functions may be added to some of these modules that will provide functionality across the Internet.  This will be discussed in later sections.

2.3 Module Descriptions

The following sub-sections will discuss each of the software modules.  Class relationships, operations, events and data structures will be discussed.  

Note these are preliminary module designs.  These class diagrams and data interfaces are to be used as guidance, not as hard requirements.  All requirements are provided in Appendix B.

2.3.1 Overall Class Diagram

Figure 11 shows the overall SFMS_PTP class diagram.  
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Figure 11 : SFMS_PTP Class Diagram

This diagram is very similar to the module diagram in Figure 10.  Since the threading/queuing interfaces/interactions will be determined during the design phase, this class structure is kept as simple as possible.  During design, the connections between the Process class and data/socket classes will probably change.

Each module contains one class, which calls classes from other modules.  Note that each calling class is responsible for destroying it’s called class before the program terminates.  Each calling class will include proper destructors to close all open objects/streams.

The program will create and use either the Beginner Winform or the Advanced Winform class.

Only one instance will exist of each class except for the XMLSocket Class.  Multiple XMLSocket Class objects will be used to control the many Socket connections.   Threading will be used to keep socket events from blocking the software.

More detailed class diagrams and will be shown in the following sections.  These diagrams will only show operations that will be used between two classes. 

2.3.2 SFMS PTP Main Program Module

The SFMS_PTP program’s front end has been broken into two layers, the Initiation Layer and the Presentation Layer.  This was done to separate program initiation events from dialog events.  In this way, the programmer can easily switch user interfaces.

The Initiation layer consists of the SFMS PTP Main Program Module, which calls classes from the XML Data Module, the Beginner WinForm Module and the Advanced WinForm Module.  

Figure 12 shows the Activity diagram for the SFMS PTP Main Program Module.
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Figure 12 : SFMS PTP Main Program Module Activity Diagram

The primary responsibilities of the Main Program Module are reading the configuration file and launching the appropriate WinForm Interface.  The XML Data Module is used to read data from the configuration file.  If no configuration file exists or the file is invalid, a new configuration file is created with default “beginner” interface settings.  Once a user mode is determined, the module launches the appropriate WinForm Interface.  When the WinForm is closed, the Main Program Module exits.  Although not shown in the activity diagram, a destructor will be used to gracefully close any open streams/readers and error handing will catch and report any errors to the user.  The use of destructors will be standard for all modules.

Although this functionality seems simple, there is room for future improvements.  The configuration file can be expanded to contain WinForm settings and default values.  These parameters could be read by this module and then passed to a multi-parameter WinForm constructor.

Figure 13 shows the class diagram for the SFMS PTP Main Program module.  This module will create instances of the XMLData class, the SFMS_PTP_WForm_Beg Class and the SFMS_PTP_WForm class from their corresponding modules.  Expected function calls/data interfaces are shown in Table 3.
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Figure 13 : SFMS PTP Main Program Class Diagram

Table 3 : XML Data Function Calls/ Data Interfaces

	Class
	Function
	Input Parameters
	Output Parameters
	Description

	XMLData
	ConfigOpenCreate
	string file
	none
	Opens provided config file and creates new config file if config file is corrupt/invalid

	XMLData
	ConfigRead
	string field
	string
	Reads XML config data from provided XML field.  Returns cofig data (one value).  

May be expanded in future releases to return an array of values.


2.3.3 SFMS PTP Advanced WinForm and Beginner WinForm Modules

The Main class calls either the Beginner or Advanced Winform class in the Presentation Layer.  The activity diagrams for the Presentation Layer are shown in Figure 14 and Figure 15.
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Figure 14 : Presentation Layer Activity Diagram (part 1)

One important issue is the communication of status data.  The WinForm classes will use threads to poll the Process classes for status updates.  The Process class will also push data back to the WinForm classes.  The exact form of status communication will be decided during the design phase.  For now, all functions are assumed to return a status string.

Although not shown in the activity diagrams, a destructor will be used to gracefully close any open streams/readers and error handing will catch and report any errors to the window.  All further error handling will be directed to the error box contained in these WinForms.
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Figure 15 : Presentation Layer Activity Diagram (part 2)

Both the Beginner WinForm and Advanced WinForm act as a conduit between the user and the underlying processing.  Most of the functions in these classes will pass data to the process class, which will perform the actual operations.

Figure 16 shows the class diagram for the Presentation Layer.
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Figure 16 : SFMS PTP Advanced WinForm Class Diagram
Table 4 shows the function calls/data interfaces for the SFMS_PTP_Process.
Table 4 : SFMS_PTP_Process Class Function Calls/ Data Interfaces

	Class
	Function
	Input Parameters
	Output Parameters
	Description

	SFMS_PTP_WForm_Adv
	BrowseDir
	none
	string
	Reads the directory where “send” files will be taken from using Windows dialogs, returns directory path

	SFMS_PTP_WForm_Adv
	ClearError
	none
	none
	Clears the error message box

	SFMS_PTP_Process
	ServerListen
	string port
	string
	Sets the server to listen on the provided port using the provided label.  Returns a status message.

	
	
	stromg label
	
	

	SFMS_PTP_Process
	ClientConnect
	string web_addr
	string
	Connects to a client with the provided web address, port and label.  Returns a status message.

	
	
	string port
	
	

	
	
	string label
	
	

	SFMS_PTP_Process
	Disconnect
	string web_addr
	string
	Disconnects from a client at the specified web address, port and label.  Returns a status message.

	
	
	string port
	
	

	
	
	string label
	
	

	SFMS_PTP_Process
	Send
	string web_addr
	string
	Sends/Queues data to a client at the provided web address, port and label.  Accepts a type (text/file) and the text message or file name (senddata).  Returns a status message.

	
	
	string port
	
	

	
	
	string label
	
	

	
	
	string type
	
	

	
	
	string senddata
	
	

	SFMS_PTP_Process
	DeleteFile
	string web_addr
	string
	Deletes a file/message in the Outbox for the specified web address, port and label.  Returns a status message.

	
	
	string port
	
	

	
	
	string label
	
	

	
	
	string file
	
	

	SFMS_PTP_Process
	Backup
	string path
	string
	Backs up the Outbox to the specified directory.  Returns a status message.

	SFMS_PTP_Process
	Backup
	string path
	string
	Restores the Outbox from the specified directory.  Returns a status message.

	SFMS_PTP_Process
	Status
	string type
	string
	Returns a status message of the specified type.


The WinForm classes will also contain functions that will convert the data from controls into a format that can be sent to the process module.
2.3.4 SFMS PTP Process Module

The SFMS_PTP Process class in the Process Layer is the key component of this software.  In fact, the Initiation modules and WinForm modules are not even necessary to test the full functionality of the peer-to-peer software.  All commands can be run from a test stub in the Process module.  The Initiation Layer and Presentation Layers are used to provide a friendly interface to the functions in the SFMS_PTP Process class.

The WinForm classes call a single instance of the process class.  This class will perform processing in the background and will send status messages back to the WinForm.  Commands will start one of the main chain of events, as shown in Figure 17.
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Figure 17 : Process Layer/Process Class Activity Diagram

The Processing class will also contain public and private variables that will store Socket, Outbox, Event, and Status information.  Arraylists or hash tables will probably be used to keep track of the many Socket connections.  

Although lower level interactions will be discussed, this document will not address the details of the Processing thread and queue events.  These details will be determined during the design phase.

Figure 18 shows the model for the TCP/IP Sockets communications.  For each program, a queue will receive and parse incoming data.  When a message has been collected, a thread will be called to process that message.  Another process may also read from the queue as well and perform the parsing separately.
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Figure 18 : TCP/IP Communication Model

2.3.5 XML Data Module

The XML Data class in the Data Layer controls the Configuration file and the Outbox Data File.  Figure 19 shows the activity diagram for this module.
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Figure 19 : XML Data Module (Data Layer) Activity Diagram

Since this class is designed to read and write XML files, it can be expanded in the future to provide more file parsing functions.  For this software, the class will only include functions that are necessary.  The functions described here are a starting point; the detailed public/private interfaces will be determined during the design phase.  

Figure 20 shows the class diagram for the XML Data Module and Table 5 shows the functional interfaces.
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Figure 20 : XMLData Module Class Diagram

Table 5 : XMLData Module Function Calls/ Data Interfaces

	Class
	Function
	Input Parameters
	Output Parameters
	Description

	XMLData
	CreateOutboxFile
	string mylabel
	string
	Creates and “Outbox Data” file for the provided server label.  Returns a status message.

	XMLData
	AddOutFile
	string mylabel
	string
	Adds file to outbox for provided server label, web address, client label, port, file type and file name.  Returns a status message.

	
	
	string web_addr
	
	

	
	
	string label
	
	

	
	
	string port
	
	

	
	
	string type
	
	

	
	
	string file
	
	

	XMLData
	RemoveOutfile
	string mylabel
	string
	Removes file from outbox for provided server label, web address, client label, port, file type and file name.  Returns a status message.

	
	
	stromg label
	
	

	
	
	string web_addr
	
	

	
	
	string label
	
	

	
	
	string port
	
	

	
	
	string type
	
	

	
	
	string file
	
	

	XMLData
	ReadOutFile
	string mylabel
	string
	Reads a file name from the “Outbox Data” file for the provided server label, web address, client label, and port.  Returns the file name.

	
	
	stromg label
	
	

	
	
	string web_addr
	
	

	
	
	string label
	
	

	
	
	string port
	
	


2.3.5.1 “Outbox Data” File

The “Outbox Data” file will be formatted as follows:

<Outbox_Data attrib1 = “” attrib2 = “”>


<Outbox>



<webaddr>192.168.1.1</webaddr>



<label>Default1</label>



<directory>192.168.1.1_Default1</directory>



<file type=”binary”>file.exe</file>



<file type=”text”>text.txt</file>


</Outbox>



<Outbox>



<webaddr>www.syr.edu</webaddr>



<label>Default2</label>

<directory>www.syr.edu_Default2</directory>



<file type=”binary”>binary.bin</file>


</Outbox>


……

</Outbox_Data>

2.3.5.2 “Config” File

The Configuration file will be formatted as follows:

<Configuration_Data attrib1 = “” attrib2 = “”>


<Mode>Beginner</Mode>

</ Configuration_Data >

2.3.6 Outbox Data Module

The Outbox Data class in the Data Layer controls the Outbox Directories and files.  Figure 21 shows the activity diagram for this module.
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Figure 21 : Outbox Data Module (Data Layer) Activity Diagram

This class provides a “black box” where all file/directory operations are hidden from the main program.  The functions described here are a starting point; the detailed public/private interfaces will be determined during the design phase.  

Figure 22 shows the class diagram for the Outbox Data Module and Table 6 shows the functional interfaces.
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Figure 22 : Outbox Data Module Class Diagram

Table 6 : Function Calls/ Data Interfaces

	Class
	Function
	Input Parameters
	Output Parameters
	Description

	OutboxData
	CreateOutDir
	string path
	string
	Creates an Outbox Directory with the provided path.  Returns a status message.

	OutboxData
	CopyFile
	string path
	string
	Copies a file to the provided Outbox Directory of the provided type.  Returns a status message.

	
	
	string type
	
	

	
	
	string file
	
	

	OutboxData
	GetFile
	string path
	string
	Reads a file from the provided Outbox Directory of the provided type.  Returns a status message.

	
	
	string type
	
	

	
	
	string file
	
	

	OutboxData
	DeleteFile
	string path
	string
	Deletes a file from the provided Outbox Directory of the provided type.

	
	
	string type
	
	

	
	
	string file
	
	

	OutboxData
	BackupOutbox
	string backpath
	string
	Backs up the “Outbox Data” file and Outbox directories to the provided path.

	OutboxData
	RestoreOutbox
	string restorepath
	string
	Restores the “Outbox Data” file and Outbox directories from the provided path.

	OutboxData
	VerifyOutbox
	none
	string
	


2.3.6.1 Outbox Directories

The outbox directories will be formatted as follows:

WebAddress_Label

Following is an example directory structure:

SFMS_PTP_Outbox.xml

<file>

192.168.1.1_Default1

<dir>


file1.txt


<file>


file2.bin


<file>

192.168.1.1_Default2

<dir>


file3.txt


<file>


file4.exe


<file>

www.syr.edu_Default1

<dir>


file5.txt


<file>

www.cooper.edu_Default2
<dir>

2.3.7 XML Socket Module

The XMLSocket data class in the Communications Layer controls the TCP/IP Socket communications.  Figure 23 shows the activity diagram for this module.
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Figure 23 : Communication Layer Activity Diagram

This is a very basic sketch of this class’ functionality.  The method used to pass and control socket handlers will be refined during the design phase.  The management of socket connections will also be divided between the Process and XML Socket classes.  

The current plan is to have the client create two one-way Socket connections (server->client, client->server).   In this way, the software does not need to expose its ports to create a two-way connection with a server.  

The XML scheme will be determined during the design phase.  The current concept is to include a header with a length and type attribute such as:

<XML_MSG length=”” type=””> </XML_MSG>

This will allow binary data to be sent between the XML headers.  Attributes may also be added to describe the other parameters such as file name, client web address, and client label.

Figure 24 shows the class diagram for the XMLSocket Module and Table 7 shows the functional interfaces.
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Figure 24 : XML Socket Module Class Diagram

Table 7 : Function Calls/ Data Interfaces

	Class
	Function
	Input Parameters
	Output Parameters
	Description

	XMLSocket
	Listen
	string mylabel
	string
	Listens as a server  using the provided server label, web address, and port.  Returns a status message. 

	
	
	string web_addr 
	
	

	
	
	string port
	
	

	XMLSocket
	ConnectClient
	string mylabel
	string
	Connects to a client with the provided web address, label, and port.  Communicates software’s label.  Returns a status message.

	
	
	string web_addr 
	
	

	
	
	string label
	
	

	
	
	string port
	
	

	XMLSocket
	ConnectServer
	string mylabel
	string
	Connects to a server with the provided web address, label, and port.  Communicates software’s label.  Returns a status message.

Reads a file from the provided Outbox Directory of the provided type.  Returns a status message.

	
	
	string web_addr 
	
	

	
	
	string label
	
	

	
	
	string port
	
	

	XMLSocket
	Disconnect
	string web_addr 
	string
	Disconnects from a client with the provided web address, label and port.  Returns a status message.

	
	
	string label
	
	

	
	
	string port
	
	

	XMLSocket
	DisconnectAll
	non
	string
	Disconnects from all.  Returns a status message.

	XMLSocket
	SendXMLData
	string mylabel
	
	Sends XML data (file, type) using the web address, label, and port of the recipient.  Returns a status message.

	
	
	string web_addr 
	
	

	
	
	string label
	
	

	
	
	string port
	
	

	
	
	string type
	
	

	
	
	string file
	
	

	XMLSocket
	ReceiveXMLData
	none
	string
	Receives data.  Returns a status message.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2.3.8 Internet Functionality

One problem with Socket connections is that they do not pass through firewalls.  HTML connections, on the other hand, are standard for Internet communication.  The program has been designed in a modular fashion so that the Socket module can later be replaced with an Internet communication module that will offer improved Internet functionality.

One future implementation is to use an aspx .Net Web page as the negotiator between clients.   This web page could provide the user interface instead of client side software.  Mailbox files could be stored on a central server and downloaded by clients through the web page.  In this manner, the software would resemble an e-mail client more than a peer-to-peer program.

Another implementation is to have each client run C# software that connects to a central server on the Internet.  The server will display the connection data so that each client will only see available peers.  The server will then act as a go-between between clients, allowing transparent data transfer.  The problem with this model is that it puts heavy bandwidth loads on the server.

More research will be required to design a true client-to-client Internet application with minimal main server usage.

2.4 Software Architecture Conclusion

The SFMS_PTP program will satisfy the functional requirements and user needs and have a modular design.  These sections did not delve into the low level details, as they will be decided based of the available C# functions.  The library of programs provided for this class will also be used to accelerate the software design.

During development, the code will be evaluated based on the supplied criteria (Appendix B) to ensure compliance. 

3 Critical Issues

There are several critical issues that may effect program development and performance.  These issues are addressed in this section and solutions are discussed.

3.1 Outbox Data Security

A curious basic user or a malicious user may corrupt or delete critical data.    Following are some possible issues and how they are addressed.

1. XML “outbox data” file is corrupted or deleted – The network and label information for each Outbox directory is written to the directory name.  For example, a directory can be named “192.168.1.1 Default”.  An advanced user should be able to identify text and binary files within an outbox directory.  A default “outbox data” file template is provided with the software.  In this manner, an advanced user should be able to recreate/repair the XML “outbox data” file.  An adept programmer can make a XML “outbox data” file repair tool. (see also Section 4.2)

2. Outbox files are deleted – When transmitting files, the software will give a warning if a file is missing that it expects from reading it’s “outbox data” file.  The advanced user is provided with the ability to backup the outbox files and XML “outbox data” file to a user-defined directory.  If the files are not backed up (and are not in the Recycling Bin), they are lost forever.

3. Unauthorized client/server – Since there is no user/password feature, any user can use any network address, and label name.  An unauthorized user can connect to a server and receive Outbox files that were designated for another user.  This security hole will not be addressed in this software.

4. Backdoor access – Since there is no user/password feature, a programmer with knowledge of the program’s interface can create a program to hack into a running server.  The hacking software may create multiple client connections and scan through all possible ports and label names, receiving other users’ Outbox data.  This hacking software may also try to overload the server’s processing and storage space.  

To address this:

· There will be a limit on overall mailbox hard drive storage space

· There will be a limit on the number of connections from one Network address

· There will be a limit on the number of allowable Outboxes

· There will be a limit on the number of allowable connections per server

As mentioned in item 3, there will be no protection for unauthorized access to an Outbox.

Conclusions:

There will be security holes in this software, allowing unauthorized access to another user’s outbox.  Protections will be put in place to prevent the software from crashing due to memory overload, corrupted data, or malicious attacks.

3.2 Invalid XML “outbox data” File

The XML “outbox data” file may be corrupted or deleted.  This could cause the program to malfunction.

If no XML “outbox data” file exists, the program will create a new “outbox data” file.  An advanced user could also re-create an “outbox data” file, as discussed in Section 4.1.

If the XML “outbox data” file is corrupted, the program will try to save whatever data it can and will provide error messages to the user.  An advanced user may be able to use these error messages to repair the corrupted file.

Conclusion:

Measures will be taken to handle any invalid XML file errors and display them to the user.  The user will be responsible for recovering lost/damaged “outbox data” files.

3.3 Error Processing/Prevention

General errors may crash the program.  Memory usage may run rampant when errors occur.  Threads and Sockets offer their own unique ways to crash a program.

Now that I have a better understanding of the C# exemption handler, I will implement an improved error handling scheme.  All vulnerable code will be enclosed in try, catch/throw blocks.  Finalize statements will also be used to properly close open files, threads or resources.  Great care will be taken to avoid data access conflicts between threads.

If there is time, I will also try to add more useful information to exemption objects.  In this way, the user may be able to use these new and improved messages to find the source of the problem.

Conclusion:

An advanced error-handling/prevention scheme will be in place to prevent program crashes and display useful error information to the user.

3.4 Data buffering and File Size

Without performing an analysis, it’s obvious that there’s a potential for overfilling the hard drive space of the machine.  The easiest solution for this is to put a 50 MB total cap on total Outbox directory size.  Later, user controls can be added to adjust this size.

For this version, the software will not check to see if 50 MB of hard disk space is available.  Having the necessary resources to run this program is the responsibility of the user.  Also this program will not limit incoming data size.

Conclusion:

Disk usage restrictions will be put in place to prevent Outbox data overflow.

3.5 Lack of Thread/Queue/Socket Knowledge

There is currently a huge gap in the processing class design in terms of thread and queues.  This is caused by my lack of understanding of threads queues, and C# Sockets.  With a week of test time allocated, I should be able to create and test this interface.  

Conclusion:

Two weeks will be enough time to learn what is necessary to complete this program.

3.6 Sockets vs. Remoting

In the project description, we were offered two options: using TCP/IP Sockets or using .Net Remoting.  Each option offers advantages and disadvantages that would be discovered during the programming process and in later development.

I decided to take the more comfortable route and go with TCP/IP sockets.  I have already written TCP/IP interfaces in C and C++.  I also have a fine understanding of the quirks of Socket communication from my ME masters thesis project in Web-Accessible Robotic Control Software (Camouflage Town).  Using TCP/IP Sockets will reduce the development time.  

If there is any extra time, I may experiment with Remoting and write some extra modules and test code.  The code may not be submitted, but it will help me understand some of the capabilities of the .Net language.  I may even choose to use Remoting on the final project based off this experimental code.

Conclusion:

The program will use TCP/IP Sockets to transfer data throughout a network.

3.7 Critical Issues Conclusion

All of the main issues have been addressed and solutions have been found.  The program will be developed and tested within the provided time frame and will satisfy all requirements.

4 Summary

From this initial and design and analysis, I believe that the program can be completed within the provided two week time frame.  

The program will be designed to accommodate a basic user, an advanced user, a beginner c# programmer, and an advanced c# network software designer.  The Windows interface will provide a user interface (for standard users) and a module test interface (for programmers/designers).

A modular structure will be used as shown in the Software Architecture section of this document.  Functionality will be broken down and documented in a fashion that will accelerate programming and reduce risk.  Functions will also be added that will provide tools for future expansion/usage of these modules.

Most of the critical issues have been addressed and will be accounted for in the software design.  Any issues noticed during development will be documented and addressed as well.  

A week will be scheduled for the program design phase and a week for the debug/improvement phase.  This leaves enough time to iron out any bugs and improve the software while leaving a functional baseline that can be submitted if the improvements cannot be implemented in time.

Using the Project Requirements Matrix and the Grading Requirements Matrix provided in Appendix B, I should be able to trace and satisfy all the requirements.  During development, I will use the matrixes as a reference to guide my programming process.  Before submission, the code will be evaluated and each requirement will be verified, signed and dated.

Appendix A Prototype Code

Although prototype WinForms were created, no prototype code has been developed for this program.

Appendix B Test Verification Matrixes

Compliance to the requirements will be verified by a combination of four methods: Investigation, Analysis, Test, and Demonstration.

Following are the definitions of the test methods for this project.  Investigation (I) involves reviewing the written code and visual interface for compliance.  Analysis (A) involves calculations, data analysis or research used to verify that the software will be complaint.  Test (T) involves running either test stubs or the compiled software and investigating the performance and output for compliance.  Demonstration (D) involves running the software and investigating its top-level performance.

The Project Requirements Matrix is shown in Table 8.  The features have been incorporated into this matrix as well.  The Grading Requirement Matrix is shown in Table 9.  Each requirement has been associated with a test method (for the dry-run testing).  The professor will select the methods used for formal testing.  Before submitting this software, the programmer shall sign and date each requirement in both of these matrixes to verify that the software has been fully tested for compliance.  

Table 8 : Project Requirements Matrix

	Para
	Req
	Text
	Method
	Signature/Date

	1
	1
	Your Messenger system shall compile, link, and execute using the Visual Studio .Net development environment provided in the ECS clusters.
	T
	

	1
	2
	You shall implement this program using C# and the .Net framework libraries.
	I
	

	2
	1
	Your Messenger system shall support the features described below:
	A, T, D
	

	2
	f1
	Messenger sends commands or data encapsulated in XML messages.  Data may be either ASCII text or binary data.
	I, T
	

	2
	f2
	Multiple senders may concurrently connect to a receiver.
	T
	

	2
	f3
	Senders and receivers are identified by IP addresses or DNS names.
	I, T
	

	2
	f4
	Should a sender be unable to connect to a specified receiver it provides a store and forward service that saves messages persistently and forwards all saved messages when a later connection is established with the specified receiver.
	I, T
	

	2
	f5
	Should a connection be interrupted for any reason, the sender will store the current and all remaining messages for a later transmission.
	I, T
	

	2
	f6
	When a connection is made, all stored messages, intended for one of the connected processes, will be sent immediately.
	T
	

	3
	1
	Your Messenger system shall provide a test driver that is structured for Peer-to-Peer communication and provides a WinForm interface, used to demonstrate all requirements of this Project Statement.
	T, D
	

	4
	1
	Your Messenger system shall demonstrate messaging by sending commands that result in a distinct command handler being invoked on the receiver in response to each distinct message, and which displays the command.
	I, T
	

	4
	2
	This messaging processing shall operate as described from messages that are directly sent or forwarded when connection is established.
	T
	

	5
	2
	This messenger process shall demonstrate messaging by sending either ASCII or binary files from sender to receiver.  Negotiation for the files sent is to be determined by allowing selection of the file by the receiver from a list presented by the sender.
	T, D
	

	6
	1
	Your Messenger system shall use queues and threads.
	I, T
	


Table 9 : Grading Requirements Matrix

	Criteria
	Pts
	Comments
	Method
	Signature/Date

	Structure
	 
	 
	 
	 

	modular structure
	5
	program is composed of modules with clear logical models
	I
	 

	public interfaces
	5
	simple, clear interfaces with correct manual and maintenance pages
	I
	 

	hidden implementation
	5
	no data or pointers to data in public interfaces, static helper functions.
	I
	 

	test stubs appended
	5
	-1 for each file without test stub, except for application module
	I
	 

	Style
	 
	 
	 
	 

	prologues
	5
	-1 for missing module prologues, -1 missing function prologues, per file
	I
	 

	comments/indenting
	5
	-1 too few comments in functions, -1 for useless comments in functions, per file
	I
	 

	mnemonic names
	5
	-1 for obscure names, per file
	I
	 

	Design
	 
	 
	 
	 

	global variables
	5
	-1 for each file using global variables
	I
	 

	design/code simplicity
	5
	points deducted based on spot checks
	I
	 

	cyclomatic complexity
	5
	-1 for cc > 10, -2 for cc > 20, -3 for cc > 30, per file
	I
	 

	small functions
	5
	-1 for lines > 50, -2 for lines > 100, -3 for lines > 150, per file
	I
	 

	Functionality
	 
	 
	 
	 

	compiles and links
	10
	-1 one or two warnings, -2 more.  Must contain run.bat and compile.bat
	T
	 

	runs reliably
	10
	-2 null pointer assignment, -5 system crashes
	T, D
	 

	meets specifications
	20
	"reasonable" performance on test case
	T, D
	 

	reusable modules
	5
	server modules don't depend on application code or design
	I
	 





























PAGE  
1

_1148238774.vsd
SFMS_PTP Program 1





Name: “192.168.1.1”
Label: “Default”


SFMS_PTP Program 2





Name: “192.168.1.1”
Label: “MyConsole”


SFMS_PTP Program 3





Name: “203.200.1.5”
Label: “Default”


SFMS_PTP Program 4





Name: “localhost”
Label: “Default”


SFMS_PTP Program 5





Name: “www.mypc.com”
Label: “Default”


SFMS_PTP Program 6





Name: “www.mypc.com”
Label: “MyConsole”



_1148932353.vsd
XMLData Class


SFMS PTP  SFMS_PTP_WForm_Beg Class


SFMS_PTP_WForm_Adv Class


SFMS_PTP_Main Class


SFMS_PTP_Main Class


SFMS_PTP_Main Class


New XMLData() 


Application.Run (new BeginnerForm())


Application.Run (new AdvancedForm())


Operation:
void ConfigOpenCreate (string file)
string ConfigRead (string field)



_1149003361.vsd
XMLData Class


SFMS PTP  SFMS_PTP_WForm_Beg Class


SFMS_PTP_WForm_Adv Class


SFMS_PTP_Main Class


SFMS_PTP_Process Class


XMLData Class


SFMS_PTP_Process Class


OutboxData Class


XMLData Class


XMLSocket Class


OutboxData Class


XMLSocket Class



_1149361412.vsd
SFMS PTP Main Program Module


XML Data
Module


SFMS PTP  Beginner WinForm Module


SFMS PTP Advanced WinForm Module


SFMS PTP Process Module


XML Data Module


Outbox Data Module


XML Socket Module


SFMS PTP Process Module


XML Data Module


Outbox Data Module


XML Socket Module


Initiation
Layer


Presentation
Layer


Process
Layer


Data
Layer


Communication
Layer



_1149364027.vsd
SFMS_PTP Program 2


SFMS_PTP Program 1





SFMS_PTP Program 3


SFMS_PTP Program 4


Data queued for Program 2


SFMS_PTP Program 2


SFMS_PTP Program 1





SFMS_PTP Program 3


SFMS_PTP Program 4


Connection 
Lost


SFMS_PTP Program 2


Data stored in “Program 2” outbox


SFMS_PTP Program 1





SFMS_PTP Program 3


SFMS_PTP Program 4


Stored data is queued again


Data transfer in progress


Data transfer in progress



_1149361427.vsd
SFMS PTP Main Program Module


XML Data
Module


SFMS PTP  Beginner WinForm Module


SFMS PTP Advanced WinForm Module


SFMS PTP Process Module


XML Data Module


Outbox Data Module


XML Socket Module


SFMS PTP Process Module


XML Data Module


Outbox Data Module


XML Socket Module


Initiation
Layer


Presentation
Layer


Process
Layer


Data
Layer


Communication
Layer



_1149012466.vsd
Send Queue


Send Queue


Receive Queue


Receive Queue


Command Thread


Queue Reading Thread


Queue Reading Thread


Queue Reading Thread


Queue Writing Thread


Socket Connection


Socket Connection


Command Thread


Program 2


Program 1



_1148966908.vsd
XMLData Class


SFMS_PTP_Process Class


New XMLData() 


Operation:
sting CreateOutboxFile(string mylabel)
string AddOutFile (string mylabel, string web_addr, string label, string port, string type, string file)
string RemoveOutFile (string, mylabel, string web_addr, string label, string port, string type, string file)
string ReadOutFile(string, mylabel, string web_addr, string label, string port)



_1148967618.vsd
OutboxData Class


SFMS_PTP_Process Class


New OutboxData() 


Operation:
string CreateOutDir(string path)
string CopyFile(string path, string type, string file)
string GetFile(string path, string type, string file)
string DeleteFile(string path, string type, string file)
string BackupOutbox(string backpath)
string RestoreOutbox(string restorepath)
string VefiryOutbox()



_1149002334.vsd
XMLSocket Class


SFMS_PTP_Process Class


New XMLSocket() 


Operation:
string Listen(string mylabel, string web_addr, string port)
string ConnectClient(string mylabel, string web_addr, string label, string port)
string ConnectServer(string mylabel, string web_addr, string label, string port)
string Disconnect(string web_addr, string label, string port)
string DisconnectAll()
string SendXMLData(string, mylabel, string web_addr, string label, string port, string type, string file)
string ReceiveXMLData()



_1148934789.vsd
SFMS_PTP_Process Class


SFMS_PTP_WForm_Adv Class


New SFMS_PTP_Process () 


Operation:
string ServerListen(string port, string label)
string ClientConnect(string web_addr, string port, string label)
string Disconnect(string web_addr, string port, string label)
string Send(string web_addr, string port, string label, string type, string senddata)
string DeleteFile(string web_addr, string label, string port, string file)
string Backup(string path)
string Restore(string path)
string Status(string type)


Operation:
string BrowseDir();
void ClearError();



_1148649514.vsd
�

�

�

�

Either Beginner WinForm or Advanced WinForm visual interface is displayed to the user�

Process Module is called, runs in background�

{Start}�

Beginner WinForm Module tries to listen as server, exits with error message if fail.�

Wait for user input/command�

Which command?�

�

{End}�

Exit�

A�

Other Commands�

B�

Uses separate thread to poll for status changes from Process Module, updates WinForm�


_1148746737.vsd
�

�

�

{Start}�

Wait for command / function call.�

A�

Checks for Config File, calls read function, creates new config file if none found�

Open/Create Config File�

Read Config File�

Create new �Outbox Data� File�

Write to �Outbox Data� File�

Read from �Outbox Data� File�

Reads configuration file data, returns user mode�

Creates new XML file to store outbox data�

Adds new directory/file data to �Outbox Data� File�

Reads �Outbox Data� File, returns arrays containing Outbox file information�

A�

Saves configuraiton/outbox data file�

Save Configuration File/Outbox Data File�


_1148747968.vsd
�

�

�

{Start}�

Wait for command / function call.�

A�

Uses provided directory data to create an Outbox Directory�

Create/Delete Outbox Directory�

Copy Files to Outbox Directory�

Retrieve File From Outbox Directory�

Delete File(s) From Outbox Directory�

Backup/Restore Outbox Directory�

Verify Outbox Data Files�

Copy files to a provided Outbox Directory�

Retrieves a file�s data from an Outbox Directory�

Delete a file/files from an Outbox Directory�

Runs a set of functions that backup or restore outbox directories and Outbox Data files�

Runs a set of functions that verify the existence of Outbox Data Files�

A�


_1148749174.vsd
�

�

�

{Start}�

Wait for command / function call.�

A�

Listens as a server, calls thread to create new connection�

Listen as Server�

Connect to Client�

Disconnect�

Disconnect All�

Connect to Server�

Send Data�

Thread for server connection, creates 2 way connection�

Graceful shutdown of a 2-way connection�

Graceful shutdown of all connections�

Requests connection from server, responds to server request for 2-way connection�

Sends data in XML format�

A�

Receives data in XML format�

Receive Data�


_1148650412.vsd
�

�

�

Check if port is available.  If available, create thread that uses XML Socket Module to listen on the port.  Return status.�

Listen as Server�

Check if client is available at port, web address, and label.  Create threads to connect to the client using XML Socket Module.  Return status.�

Connect to Client�

Status Request�

Use XML Outbox Module to read Outbox status, send status data to requestor�

A�

A�

Disconnect from client using XML Socket Module, destroy threads, return status.�

Disconnect�

Send�

Delete File or Delete All�

Backup or Restore�

Use XML Data Module, Outbox Module and XML Socket Module to send data and update the �Outbox Data� file, return status.�

Use XML Data Module and Outbox Module to delete Outbox files and directories and update the �Outbox Data� file. �

Use XML Data Module and Outbox Module to copy or restore �Outbox Data� file, Outbox files and Outbox directories. �

�

{Start}�

Wait for command / function call.�


_1148644291.vsd
�

�

�

SFMS PTP Main Program Module Starts�

{Start}�

XML Data Module is called to read the configuration file�

New configuration file is created with Beginner settings�

Beginner or Advanced mode is determined�

Non-existant
or invalid�

valid�

Which Mode?�

Call Beginner WinForm Module, wait until WinForm closes�

Call Advanced WinForm Module, wait until WinForm closes�

Beginner�

Advanced�

{End}�


_1148648206.vsd
�

�

Connection data and command is sent to Process Module, module returns with status/error information�

Listen as Server�

Connection data and command is sent to Process Module, module returns with status/error information�

Connect to Client�

Browse Directory�

Directory data is sent to back to WinForm Module�

Dialog opens to allow directory input.�

Wait for user input/command�

Error message box is cleared�

WinForm is updated with returned data, waits for next command�

Connection data and command is sent to Process Module, module returns with status/error information�

Disconnect�

A�

�

Clear Error Messages�

Send�

Delete File or Delete All�

Backup or Restore�

File data and command is sent to Process Module, module returns with status/error information�

File data and command is sent to Process Module, module returns with status/error informaiton�

Directory data and command is sent to Process Module, module returns with status/error informaiton�

B�


_1148242135.vsd
SFMS_PTP Program 3






Name: “192.168.1.1”
Label: “Default”
Port: “200”


SFMS_PTP Program 1





Name: “www.hi.com”
Label: “Default”


SFMS_PTP Program 4





Name: “203.200.1.5”
Label: “Default”


SFMS_PTP Program 2





Name: “192.168.1.1”
Label: “MyConsole”


Other programs connected as clients to Program 3
(can also become servers)


Server on Port 200


Requests client connection to server at 192.168.1.1
 port 200


SFMS_PTP Program 3






Name: “192.168.1.1”
Label: “Default”
Port: “200”


SFMS_PTP Program 4





Name: “203.200.1.5”
Label: “Default”


Server on Port 200


Client


2 way connection is established, both programs send label names


SFMS_PTP Program 3






Name: “192.168.1.1”
Label: “Default”
Port: “200”


SFMS_PTP Program 4





Name: “203.200.1.5”
Label: “Default”


Server on Port 200


Client


Each program creates an Outbox


Outbox for “203.200.1.5”, “Default”


Outbox for “192.168.1.1”, “Default”



_1148238242.vsd
SFMS_PTP Program 2


SFMS_PTP Program 3


SFMS_PTP Program 4


SFMS_PTP Program 5


SFMS_PTP Program 6


SFMS_PTP Program 1



_1148238549.vsd
SFMS_PTP Program 2


ASCII text data


SFMS_PTP Program 1


SFMS_PTP Program 2


SFMS_PTP Program 1


Binary Data


SFMS_PTP Program 2


SFMS_PTP Program 1


ASCII text data


SFMS_PTP Program 2


SFMS_PTP Program 1


Binary Data


Transfer Option 1


Transfer Option 2


Transfer Option 3


Transfer Option 4



_1148238213.vsd
SFMS_PTP Program 1


SFMS_PTP Program 2


2 way TCP/IP Communication Channel



