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1. Introduction

This document details the architecture for a Component Server program – the CompServ. An application of this kind is of particular importance during Software Integration phase of an implementation project where several teams may be collaborating in order to integrate, reuse and implement different modules for the project. The main intention in developing this application is to aid in effective Software Configuration Management (SCM) – a methodology that forms the crux of any quality-oriented organization. The primary function of the CompServ is to operate as project file server providing efficient maintenance of versions, file security and promotion of code reusability. This architecture focuses on providing the following features:

· Act as a repository for project files


All source code and related files associated with some component are stored in the CompServer and a request to view any of the files will present the component’s manifest containing details of the component’s contents.

· Improve Software Quality Through Effective Source Code Control


Versioning features enable the quick retrieval of any previous version in the software life cycle. Difference reporting provides quick access to changes across separate versions of the same source code file, enabling developers to know immediately what lines of code have changed. 

· Protect documents among team members


Users needing to access files are presented with the component’s manifest, which gives them the capability to download all the files of that component only after “check out”. “Checking out” components is a feature by which users with appropriate privileges can download the files from the CompServer for working in local clients machines. When a component is checked out, other users (with same privileges) will be able to see only read-only versions and will not be able to retrieve the files for modification. The application allows modifications by users on only “checked-out” versions of a component. Another user cannot modify a locked component unless that user has super-user privileges. Thus components are protected from accidental overwrite by preventing more than one user from modifying the same file at the same time. Once changes have been done, the new version is again “checked-in”. This paves the way for a streamlined access to files in the Component Server.

· Maintain an audit trail for every component


Users needing to access files are presented with the component’s manifest, which gives them the capability to download all the files of that component only after “check out”. “Checking out” components is a feature by which users with appropriate privileges can download the files from the CompServer for working in local clients machines. When a component is checked out, other users (with same privileges) will be able to see only read-only versions and will not be able to retrieve the files for modification. The application maintains a list of users and privileges. User identification, reason for retrieval and the date-time of retrieval is captured for every checked-out component and this provides for an audit trail that can be used for future auditing purposes. Changes can be viewed along with details of when they were made and who made them.

· Notification workflows to inform owners about changes in components


The designated owner id is stored in the manifest of every component and in case of any changes in the files contained the owner is informed either through a queued message or through email.

The following snapshot reveals the component representation for the CompServ.
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As described earlier, every entity that is held by the CompServ is treated as a component.  Each of the boxes shown in the above figure is a component and it may physically be one of the following:

· A single low-level module that links only to files

· An upper-level module that links to several lower level modules as well as files perhaps test driver and documentation files

· A program that links to several modules and files

· A system that links to several programs and files

Each component has an identity that derives from the combination of two things:

· A manifest file that identifies all its parts. Each part is identified by its path and file name. The manifest contains a brief description of the component, a set of keywords and uses an XML data format.

· A version number. For instance, myCS.3.cs is version 3 of the myCS.cs file. Versioning is also applied to the modules

A principle feature of the CompServ is that all software and related files associated with some component – that may include other components – is accessible by a single name. Users can request a view of the component and will get the computer’s manifest. That gives them access to all its parts, even if they are in components used by this one. If a user requests a component to be extracted to his/her machine, all the component’s parts, including other components it depends on, are sent to the requester’s machine.

When a developer updates a source file, none of the components it depends on is changed. That happens only when the developer takes specific action to update a component. The result is a new version of the component pointing to the new version of the file.

2.     Scope of the system

The application aims to provide the following capabilities on the client and server side.

2.1. Client-side features

· Connect with the CompServ Server and establish user privileges.

· View system messages, which include those, sent out when another user has modified a component on which this user’s component depends on.

· Extract components from the component server for modification in local working folder

· Create component and related manifest file – A component may be a system, program, module

· View specific component and its manifest data

· View all lower-level components pertaining to specific, selected, upper-level component

· Modify manifest data to update links in case new version of file has been created in case user has privileges to do so.

· Upload new files and attach them to higher-level modules

2.2. Server-side features

· Handle connection requests from clients by creating a thread for every client.

· Display available components upon request by the client.

· Present user with the ability to drill down to view lower-level components within selected higher-level components. For instance, if user selects the module, server should be able to display all files that it contains.

· Create new components on user request.

· On user request, server will send the component asked by the client to the working folder specified by the client.

· All related components used by the requested component will be sent to the user’s working folder

· Upload a new file to the server

· Server will take care of versioning and subsequent modification of manifest files.

· XML manifest files are created by the server for every higher-level component using information specified by the client.

· Maintain an audit trail for every component that shows the date of modification, reason for modification (provided by the user who did the modification) and the user who made the changes.

· Log system messages meant for different users in separate files meant for them so that in case of any modification done to a component belonging to another user, the owner is kept informed by viewing the message log.

· Create new user profiles and modify existing privileges.

· Maintain user profile details in XML data files.

· Provide security on sign-on by giving users the privileges to which their user class is entitled.

3.     Context Diagram for the CompServ

The following context diagram describes the interactions of the CompServ with objects in the external environment. Client requests server to send information about components or components themselves that are stored in CompServ. Server responses are displayed on the client-side winform. User inputs are obtained and sent to the server via XML messages. Communication happens through windows sockets. At the server-end, the XML messages are translated and understood by the server, which does the required processing. Server has its own file-system where the components and other files uploaded by various clients are stored. It also has manifest files, which holds information concerning the stored components. Server has its own winform that is mainly used to log system messages. The XML responses are again interpreted at client-side. Clients have their own working folder where they work on components and files downloaded from the server. 
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4. CompServ Modules

4.1.  Server Modules

Following diagram depicts the modules of the CompServ Server.
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4.1.1.      CompServServerExecutive

This is the key module on the server-side, which acts as a controller of all the other server-side modules. It has control of the display of a winform from which super-user can do the following:

· Start or stop the server

· View system message log

· Create/Modify user profiles

Client sends requests in the form of XML messages and these are handled by using the MessageHndlr module. The server, as described in brief earlier, accepts connections from clients and performs processes asynchronously responding to user requests. 

4.1.2.      ServerThreadHndlr

When handling requests, it makes sense to have a multi-threaded server with each thread handling one client. Also, operations like file transfer may hog server resources and hence queues present a sensible technique of handling multiple requests. The ThreadHndlr module is responsible for synchronization and handling of threads.

4.1.3.       ServerWinform

This module is the display module that handles the user interface on the server-side, which consists of the winform.  It provides the super-user with the capability to start and stop the server. It also presents to the user system messages. All messages got from user are logged in a separate file.

4.1.4.      MessageHndlr

When client sends requests, these are in the form of XML messages. Hence, these need parsing and interpreting in order to complete user requests. This module takes care of these functions. It makes use of the XMLEncoder and XMLDecoder modules in order to perform its tasks.

4.1.5.      XMLDecoder

The XMLDecoder module is responsible for understanding the requests sent in the form of XML messages by the user.  The user may request any of the following operations:

· Connect to the server using user id and password

· Forgot/Change Password

· View messages

· View specific component details – Will be able to view manifest of the component

· Extract component to local working folder

· Create a component (Restricted users)

· Upload files

· Modify manifest (Restricted users)

· Drop component (Restricted users)

4.1.6.      ManifestHndlr

The ManifestHndlr module is responsible for generating the manifest files in XML format. Information stored in the manifest file consists of the following among others:

· User Id of component’s owner.

· Date of creation and modification.

· Contents of the component. For instance, a module component may contain several files. The absolute path of those files consists of the component’s contents represented in the manifest.

· Version of the component (Manifest version).

· Information concerning other components on which this component depends on

· Path for audit trace file for this component.

· A brief description of the component.

The main task of this module (ManifestHndlr) consists of 

· Getting most of the above information from the user and creating the manifest file.

· Modifying the manifest file or creating a new version automatically in case of any change in the contents of the component. I.e. If, for instance, one of the files in the module undergoes changes because of which a new version of the file is created, then the manifest at the higher level has to be modified to reflect the change in the name of the file due to creation of a newer version.

· Finding second-level dependents by means of dependency analysis techniques using information of dependents given by the user

All these tasks are done after XML messages are received from the user. This module is used by the XMLIntPret module in order to understand and process user requests.

4.1.7.       XMLEncoder

Messages sent across to the client need to be in the form of XML messages with tag specifiers. This module is responsible for encoding the messages.

4.2. Client modules


Following diagram depicts the modules of the CompServ Client.

4.2.1. CompServClientExecutive

This is the main controller module on the client-side that is responsible for managing flow of information between modules on the client and finally communicating to the server through the other module, namely, ClientConnHndlr. 

4.2.2. ClientConnHndlr

The ClientConnHndlr module is responsible for sending connection parameters to the server and finally establishing a link with the server. This also takes care of the threads that are created on the client-side. Hence, a thread handler sub-module is included in the ClientConnHndlr. This design focuses on using three threads as detailed below:

· Main thread handling user inputs

· Server interaction thread that communicates with the server

· Receive thread that is responsible for dequeuing messages posted by the server interaction thread
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4.2.3. ClientWinform

The ClientWinform module is responsible for all the interface depiction and handling of user input events. Users may request any of the following operations:

· Connect to the server using user id and password

· Forgot/Change Password

· View messages

· View specific component details – Will be able to view manifest of the component

· Extract component to local working folder

· Create a component (Restricted users)

· Upload files

· Modify manifest (Restricted users)

· Drop component (Restricted users)

The ClientWinform module is responsible for tracking what privilege level the user is at and accordingly presenting a customized user interface. It also includes events to handle all the actions requested by the user and routing them to the MessageHndlr module.

4.2.4. MessageHndlr

The MessageHndlr module is one of the key modules on the client-side, which is mainly responsible for understanding and handling the requests sent by the user.  It also handles the messages returned by the server. The messages passed and returned are in XML format and obviously these have to be parsed or interpreted and this task is taken care of by the XMLIntPret. 

4.2.5. XMLIntPret

This module handles the XML encoding, parsing and interpretation of messages that are sent to the server and the responses received.

5. Use Cases

In order to clarify a goal-oriented set of interactions between the users of the CompServ and the system itself, the following use case diagram has been prepared.

Use Case: Start or Stop Server

The server administrator with an authorized log on will start the server and will also be able to shut it down. This is accomplished by the button event by which background processes take place so that 

· A Start Server command will initialize and start listener and

· A Shut-down Server command will terminate connections and close listener

Use Case: View error log and system messages

The server administrator will be able to view error logs concerning client connections and also to view all the messages that are logged on the server side. This will aid in tracing any problem and in trouble-shooting.

Use Case: Modify Security Settings

The CompServ system has two main user classes apart from the Server Administrator class. A database of user profiles and their access settings is maintained. The Server Administrator will be able to modify these in case of user requests (which happen external to the system). The Server Administrator will be able to create new profiles, enhance settings so that a Team Member may get “upgraded” to a Project Manager and so on.

Use Case: Drop Component

When some team member or project manager creates a component, which they later feel, is not needed at all and they wish to remove it from the system, then it is only the CompServ Server Administrator who has the required privilege to remove the component. This is only done after analyzing and deciding that the component being destroying is not being used significantly, i.e. after doing a dependency analysis.

Use Case: Trace Dependencies

Trace Dependencies use case is used by Drop Component use case in order to verify that there are no significant dependencies that would get affected in case a component is being dropped.

Use Case: Connect/Disconnect from Server

Project Managers and Team Members are the key actors in this Use Case and they use appropriate authentication in order to connect to the server. The connection thread is handled internally. In case they disconnect, then the connection is formally closed.

Use Case: View Available Components

Project Managers and Team Members are the key actors who request the system to display all the components that are stored in the CompServ. It is the responsibility of the CompServ to present this data in an appropriate fashion allowing the user to drill-down and find contained components.

Use Case: Extract Components

Project Managers and Team Members are the main actors who extract components to their local working folder in order to modify and work on them. The CompServ retrieves all the related components of a particular requested component and sends it over to the location specified by the user.

Use Case: Lock Components

Project Managers in special cases will be able to lock components so that all other users will be able to retrieve only read-only version of the component. The read-only feature is only enforced when the user who extracted the locked component attempts to upload it back.

Use Case: Upload Files

Project Managers and Team members will be able to upload files to the CompServ. Once a connection is established with the server, an “upload” message is passed along with the file to be uploaded, after which the user will be asked about versioning. On appropriate user input, a version may be created or the earlier version may be over-written with the uploaded file. The manifest of the higher-level component is suitably modified.

Use Case: Create Manifest

Project Managers and Team members will be able to create manifest file that specifies the following information:

· User Id of component’s owner.

· Date of creation and modification.

· Contents of the component. For instance, a module component may contain several files. The absolute path of those files consists of the component’s contents represented in the manifest.

· Version of the component (Manifest version).

· Information concerning other components on which this component depends on

· Path for audit trace file for this component.

· A brief description of the component.

This information is obtained from the user on initial creation.
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Use Case: View user messages

Server may at times detect a modification of a file or a component that has several dependents. For instance, File1.cs contained in module A and B may be modified by owners of module A. A new version of the file may be created. In such cases, it is of utmost importance that the owners of module A are kept informed of the change. This is through user messages. CompServ will broadcast messages to all users who are directly or indirectly affected by the change and they will be able to view those messages stored in a log.

Use Case: Modify Manifest

Project Managers will be able to modify manifest files of a component so that they point to the specific version of the contained files or components (Modules or other relevant higher level components) 

6.
CompServ Activities

The activities of the CompServ can be categorized as those on the Server-side and those on the client-side. These have been described as follows:

6.1. Server Activities

Activities on server-side are as depicted in the figure.

6.1.1. Initialize display and Administrator logon

The winform containing the administrator logon menu is presented to the user. User authentication enforces security whereby only authorized user (Server administrator) can log on to the system. When the security administrator keys in his logon Id and password, a check is done to establish the validity of the presented credentials after which subsequent activities commence.

6.1.2. Boot Server

A listener thread is started and the server blocks on AcceptSocket till a client requests a connection. Once a connection is established with a client, three different threads are spawned. They are:

· Main Thread which handles incoming and outgoing XML messages

· Sender Thread which polls the queue to find if there are any messages to be sent and if so, sends them

· Receiver Thread which receives XML messages and puts them in a queue for the main thread to process

6.1.3. Stop Server

When user chooses to shut down the server, the server checks to see if it has any connections open and if so closes them. It also gracefully terminates all threads and then stops the listener.
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6.1.4. Interpret and Process Messages

XML messages may be of several types. Each of the messages requests server to perform some action. The following operations may be requested of the server:

· Create connection

· View specific component

· View all components

· View specified component

· Extract a component

· Create a component

· Upload a file

· Create a manifest

· Modify manifest

· Drop Component

· Modify security settings

· Terminate connection

The following is a subset of XML messages that have been identified as tags for key operations

	Tag
	Format
	What it does
	Example

	<ViewSpec>
	<ViewSpec>ComponentName

{ [ <System>SystemName</System>]

 [ <Program>ProgramName</Program>]

[<Module>ModuleName</Module>]}

</ViewSpec>
	View specific component (Either files, modules, programs or systems); The path is specified as embedded nodes. As seen in example, no versions are specified. While drilling down, the manifest is read to get latest version. Versioning is transparent to user unless he wishes to view it.
	Eg 1:

<ViewSpec>mod2.mod

<System>system1.sys</System>

<Program>program1.prg</Program>

</ViewSpec>

Eg 2:

<ViewSpec>program1.prg

</ViewSpec>

	<System>
	<System>SystemName</System>
	Specifies a system name
	<System>system1.sys</System>

	<Program>
	<Program>ProgramName</Program>
	Specifies a program name
	<Program>program1.prg</Program>

	<Module>
	<Module>ModuleName</Module>
	Specifies a module name
	<Module>mod3.mod</Module>

	<ViewAll>
	<ViewAll component=componentname>

</ViewAll>
	Specifies a component name for which all container objects are to be displayed
	Eg: 

<ViewAll component=”mod2.mod”>

</ViewAll>

This will retrieve all files in the mod2.mod module.

	<Extract>
	<Extract> ComponentName

{ [ <System>SystemName</System>]

 [ <Program>ProgramName</Program>]

[<Module>ModuleName</Module>]}

</Extract>
	Extracts the specific component (Either files, modules, programs or systems); The path to the specified component is embedded. 
	Eg 1:

<Extract>mod2.mod

<System>system1.sys</System>

<Program>program1.prg</Program>

</Extract>

This will extract to the client all files in mod2.mod as well as modules that depend on it.

Eg 2:

<Extract>program1.prg

</Extract>

This will extract to the working folder all the contents of program1.prg


6.1.5. View Error Log and System Messages

A system message log showing all the clients connected at different time, requests issued by them and other exceptions that may have occurred is stored. Every time the server is started, a new log file is created and at any stage the server administrator can retrace and find out causes for any exceptions that may have occurred through this audit trace.

6.2. Client Activities

Activities on the client end are as depicted in the figure.

6.2.1. 
Connect and Authenticate User

A winform is presented to the user wherein he can put in his user Id and password in order to connect at the allocated privilege level to the server. Once this is done, authentication is done on the server side to obtain security privileges of the user. Based on that, different menus are presented. The USE CASE diagram details the privileges of different classes of users.

6.2.2. 
Spawn Receiver Thread

The client-side messaging activities involve the creation of two main threads – The sender and receiver threads. The receiver thread so spawned receives the responses and messages sent by the server and puts them in the queue. It blocks on receive waiting for messages.

6.2.3. Spawn Sender Thread

A sender thread is spawned and this loops continuously to see if there are any more messages to be sent that are waiting in the queue. In case the queue length is greater than 0 (i.e. there are messages waiting to be passed), then the sender removes the message from the queue and passes it to the server side. Both threads react to events asynchronously.

6.2.4. View Specific Component

The main thread continues to run and accepts user inputs. The user may choose to view a specific component. If so, then all components are presented to the user who chooses any of them. On selection, all details of the component are retrieved from the manifest and presented. This is achieved by creating a XML message with predetermined tags and attributes which is then placed in queue. The sender thread, which constantly polls this queue, then sends over the XML message to the server. Server responds to the request and sends over details.

6.2.5. View All Components

The hierarchy of components is as shown in the Component Representation in Fig 1. Initially, the user is presented with all systems hosted on the CompServ. On selection of some component, the programs that it contains are displayed. This is iterated until further drill down is not possible. For every selection, an XML message is framed and sent over to the server for processing.
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6.2.6. Extract Component

When user chooses to extract a component, then he does so by specifying the component he wants and his working folder where all the related files and components will be downloaded. Accordingly, an XML message is framed and put in the Send queue.

6.2.7. Create Component

In the course of software development, new components in the form of systems, modules or programs may be created. When doing so, user is expected to provide all the relevant information that has to go into the manifest. Contents of manifest have been discussed earlier. A component may be considered as a logical container for the lower level components/files. Every component is associated with a manifest and hence creation of a component involves capture of manifest information. Once this is obtained, XML messages are suitably created and sent over. 

6.2.8. Upload File

When new files are created or if downloaded files are modified and need to be uploaded, then user provides the path of working folder where file is located and filename. These details are encoded in XML and then queued.

6.2.9. Modify Manifests

Privileged users have access to modify manifest. A need to do this arises when a file in a module is modified and the container components have to undergo a change in their manifest so that the new version is reflected. User gives the changes to be done along with the name of the component whose manifest has to be modified and these are framed into a XML message and queued.

6.2.10. Interpret server responses

Server responds or requests for more information from the client. These are queued in the receiver queue. XML messages are retrieved from the queue, parsed and then processed.

7. CompServ Events
7.1. Server Events
Events on the server have been depicted on the event-trace diagram. Super-user starts the server because of which a “Start Main Thread” event is generated. Server waits for clients and when a client requests for a connection, the “Receive Thread” event triggers the receiver, which blocks on requests. A sender thread is also invoked which sends encoded messages to the client. Requests that arrive at the server trigger the “Decode message” event after which server does processing on the decoded message.  At times, the client requests may involve file system access and this is handled by the “Retrieve Component” event. Finally, the “Encode message” event is invoked to encode the responses of the server before sending it back to the client.
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7.2. Client Events

The events on the client side have been depicted in the client event-trace diagram. As on the server side, when a client  is started, then the main thread is started that handles user inputs. Various events may get triggered based on user choice. However, all requests are sent to the XMLEncoder so that the encoded message can be sent over to the server. The server responds to the client’s request and the message is again decoded before displaying it on the UI. This continues until the client decides to terminate following, which all threads are gracefully closed.  
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8.
CompServ Classes

The class diagram representation of the CompServ has been partitioned for convenience into the server-side classes and client-side classes, both of which, are discussed below.

8.1. Server-side classes

CSServerExecutive

This class is the key class that is invoked when the CompServ server program is run. It performs the following functions:

· Invokes the server winform (CSServerWinform) so that administrator can start /stop server

· Handles several clients on different threads by establishing socket connections using CSThreadHndlr

· Handles requests sent by the client using the CSXMLMsgHndlr

· Details of connections established and requests presented by the clients is captured using CSMsgLogger that also writes to an audit file all details of connections
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CSThreadHndlr

This class is responsible for creating threads for clients and managing them.  On every thread started, a listener is created to listen to client requests. Once a client plugs into the socket, then every message of the client is sent back to the CSServerExecutive class, which handles these messages externally. It calls on two thread classes – CSSenderThreadHndlr and CSReceiverThreadHndlr, which handle the functions of worker threads such as sending and receiving.

CSServerWinform

CSServerWinform contains the necessary interfaces to draw or redraw the server panel for the user. Only the server administrator can work on the server as he would be having the executable. He will be able to start and stop the server. Also, he will be able to view logged system messages. 

CSMsgLogger

Information regarding connections and client interactions with the server appear simultaneously in a text-box on the winform. However, there is a facility whereby this log can be saved for future reference.  Every time the server is shut-down, a new message log will be created after closing the current one.

CSXMLMsgHndlr

Service requests from the client are in the form of XML messages. This class is responsible for:

· Accepting the XML messages and detecting the type before sending it to the decoder

· Framing XML messages through the XMLEncoder class to be sent over to client

XMLEncoder

This class handles the framing of XML messages to be sent over to the client side. 

XMLDecoder

This class handles the interpretation of requests in the form of XML messages sent over by the client. It invokes any of the following classes based on the type of request:

· XMLExtractDecoder: This will parse the XML message to get the path of the client’s working folder where the specified component has to be extracted. It makes use of the DepAnalyzer class that detects dependencies between components so that related components are also sent over to the client.

· XMLDropComp: Class is responsible for interpreting the XML message to get the CompServ path of the component that has to be dropped from the server. It makes use of the DepAnalyzer class that detects dependencies between components so that related components are also sent over to the client. User confirmation is obtained to drop a component that has dependents. In case of no dependents, the component can be dropped.

· XMLModMfiDecoder: This will parse the XML message to get the necessary details to modify the manifest that has been specified as part of the XML message. It then performs the necessary modifications.
· XMLCompCreateDecoder: This will interpret the XML message to determine the container component and the name of the component to be created. It then creates the component and generates the manifest file after obtaining this data from the user. For this, it makes use of the MakeMfi class.
· XMLUploadDecoder: This class is responsible for retrieving the file to be uploaded and also versioning of the file in case it is an existing file after user confirmation. Versioning is a major function that is handled in this class.

8.2. Client-Side Classes

Classes on the client-side are as depicted in the class-diagram given below.
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CSClientExecutive

This is the key controller class of the CompServ Client, which is responsible for overall user interface, interactions and presentation. At a higher level, this class is responsible for the following:

· Accepting user inputs and presenting the user interface by means of the CSClientWinform class
· Handling requests and responses to and from the server using the CSXMLMsgHndlr class
· Managing connections through the CSThreadHndlr class
CSClientWinform

Users with different privilege levels may be clients of the CompServ. In such a scenario, not all users will have the access to the same panels. It is the responsibility of the CSClientWinform to detect the privileges and present appropriate options to the user. The CSClientWinform is a container for a number of Winform elements such as menus, text fields, buttons, list-boxes and it holds the events defined for these elements. 

CSThreadHndlr

This class is responsible for managing the three threads created when connection is established. The three threads are:

· Main thread handling user inputs

· Server interaction thread that communicates with the server

· Receive thread that is responsible for dequeuing messages posted by the server interaction thread

The CSThreadHndlr uses the CSSenderThreadHndlr and CSReceiverThreadHndlr for performing the tasks of the sender and receiver thread respectively.

CSXMLMsgHndlr

The system of communication between client and server that is used in this architecture is via XML messages. Predefined XML tags are used in order to transfer information between client and server. Client needs to send commands, user inputs or requests to the server and this is done by encoding the information in XML. The XMLEncoder class handles XML encoding. Messages received from the server need to be decoded and processed. XMLDecoder class handles the decoding.

9. Communication sub-system

The essence of the message-passing paradigm is that processes communicate directly by sending each other messages. The communication that occurs between the client and server must be reliable –

· No data must be dropped

· It must arrive at either side in the same order in which it was sent

· Data cannot be corrupted

TCP provides a reliable point-to-point communication channel through which client-server applications can communicate. Sockets provide a system-independent communication channel using TCP. Simply put, a socket is a one end-point of a two-way communication link between two programs running on a network. 

Another technique for client-server communication is remoting. Remoting is a technique by which client can invoke a object on a remote machine.  The server acts as a host of the remote object, loading it into memory and servicing client requests on a worker thread spawned by the server process’s main thread. The client makes calls as if the object were located on a local machine. 

Why sockets? Why not remoting?

· When interfacing to other non-. NET systems sockets are a necessary and simple communication method. They can be used to communicate with DOS, Windows and UNIX systems. 

· The low level sockets also allow one to avoid having to worry about registration, privileges, domains, user id's, password and other troublesome security issues.

· Sockets also offer flexibility of programming.

Hence, I propose the use of sockets in the development of the CompServ system.

When a connection is established, then raw data streams can be passed between client and server. Since a good design of a client server system should also handle the actual  format of messages passed, this architecture proposes a message format. XML provides a means of describing data and focusing on what data is. A key advantage of XML is that XML tags are not pre-defined and we can define our own tags and document structure.  Since XML data is stored in plain text format, XML provides a software- and hardware-independent way of sharing data. This makes it much easier to create data that different applications can work with.

In the CompServ application, when routing requests and responses, it is necessary to have message headers describing the message and what it is supposed to do. Since, this may get mixed with actual data being sent and since XML provides a more structured way of message passing, this method of message passing has been incorporated in the application.

10. Critical Issues – A discussion

Since this is a client-server application there are bound to be several significant issues that need to be sorted out prior to implementation.  These have been discussed below:

· Load on System: A thread is created on the server out of the heap for every client who connects. Potentially and theoretically the heap may be of unlimited size. However, practically, this is not so. The capacity is dependent on the machine on which the server is running.  Suppose, for instance, we open up our task manager and see the average memory space occupied by the processes running there, it can be noticed that this is about 500 K. This is quite a huge value for a server running on a 64MB RAM. Performance degradation occurs at higher loads and hence for optimum performance, it is advisable to limit the number of clients connecting to the server.
· System Security: All processes and structured approaches would go haywire if all users were given full rights to the system. The CompServ is essentially a file server and hence access needs to be restricted. The proposed architecture takes care of this requirement by allowing only authorized users to sign on. Once user has been authenticated, then he is given only those options on the client for which he has privileges. Associated with every user is a role and every role has  a set of privileges. This has been elucidated in the USE CASE diagram
· Data Security: The CompServ maintains an audit trail for every item modified and hence at any point in time, the audit log can be studied to find out the creator of any problem. Users can choose while uploading a component or a file to keep it as read-only. In such cases, no versions are created. Only owners will be able to modify those files. Also, sometimes, users may wish that no other developer work on a file or component on which they are working on. In such situation, the developer can “lock” the item when he checks it out or extracts it to his working folder. 
· Asynchronous Operations: A request initiated to the server by the client may take time. In such a scenario, we cannot expect the client to wait for the server to respond and the client may wish to continue with its own operations. For instance, the client may wish to modify the UI or it may want to start working on one of several extracted files. Hence, there is a need for asynchronous working. The architecture has been so designed that it supports this by starting sender and receiver worker threads. This allows communication activities to progress concurrently with server communication.
· Bunched requests: Client may try to initiate requests before previous ones have been serviced. Also, there may be several clients requesting service. The architecture handles these by adding queues on both sides. Message are queued on the sender and receiver end and are processed one at a time.
· Polling queue: In order to handle multiple requests, we came up with a solution of queues. However, using queues poses another kind of problem – the issue of how the server or client would know when to check its queue.  The CompServ architecture proposes a solution for this – An event is set by the receiver thread if queue is empty and the sender then fires the event waking the receiver thread.
· File Handling: Some client requests may involve transmission of set of files from the server. In such a case, the entire file needs to arrive at the client’s working folder before he is allowed to open it. Hence, download may happen, but the list of files extracted should be populated only when the entire file has been downloaded.
· File Transfer: In an actual working environment, files that are extracted may be of different sizes. In most cases, there may be huge files in which case the architecture proposes their retrieval as blocks of fixed number of bytes. Smaller files will be returned as strings. A file saver object will be passed by reference to the remote object. 
11. Conclusion

The CompServ is a comprehensive client-server application program effectively partitioned at the architecture level into 6 server-side modules and 5 client-side modules. It supports variety of user-inputs and combines “intelli-sense” to process them.  The modules handle the key functions of the application and depend on the other modules for information. The key requirements such as:

· File Server: Ability to upload and download files and components

· Dependency Handling: Inter-relationships between components and files are maintained using dependency analyzer – particularly useful when downloading a component (Related components are also downloaded) or when dropping a component

· Intelli-Versioning: CompServ takes care of the versioning while uploading files after obtaining user approval. Manifest files are accordingly modified
· Information on Manifest: Information related to every component is stored in manifest and this provides a link to all the contained components. It also acts as a summary file from which every kind of information can be retrieved
· Effective User Interface: Easy-to-understand GUI increases the utility value of the system.
· Security:

· File Security: Components or files can be locked so that other developers cannot use it while it is in use. They can also be made read-only so that no one other than the author has the ability to modify them
· System Security: Restricted access to the system and maintenance of user profiles. Audit log maintained for traceability.
have all been taken care of by this system. A sample prototype developed that demonstrates the basics of the system and the detailed analysis of activities and modules present a clear design and there will not be any difficult roadblocks to the successful implementation of this program.

Appendix

Partial screen shots of the proposed application have been included. The prototype code that has been included along with this document demonstrates the server and client GUI. Time constraints prevent the provision of the XML data file containing user profiles, which could demonstrate actual authentication, log on and menu customization. Server-side GUI allows for the starting and stopping of the server. Additional processing logic needs to be added in order for the prototype to perform necessary functions.
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            Fig: CompServ Server Log On screen                                                           Fig: CompServ Client Log On screen

The prototype provided is pretty basic and only attempts to provide the reader with a feel of the system under construction.
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