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Goals of the Messenger System

The main goal of the Messenger project is to create a versatile client-server data exchange system which could be used in various distributed environments. The intention is to create a set of configurable general-purpose components, which provide fairly rich communication and data marshalling functionality and are abstracted from specific “business” logic and user interface. If they provide a simple and clear communication interface, these components will prove to be useful in a variety of systems. Examples of such systems are a file server, a software source code repository, a distributed software installation utility and a distributed computer simulation system.  

Architectural Approach

Simple interface.

The Context Diagram shows interactions of the Messenger system with the outer world. The minimum core of the Messenger system consists of the SocketServer and SocketClient components (implemented as C++ classes), which encapsulate all the “bowels” of the TCP/IP socket interface. The client process creates the SocketClient object, starts it using SocketClient.start() method and communicates with the server process using SocketClient member methods submit(message, server) and receive(). The server process creates the SocketServer object and passes to it a pointer to a polymorphic ServerProc class which implements the server engine responsible for concrete “business” logic. Once the SocketServer is created, the server process calls method SocketServer.start() and this is all we need to get the server up and running! 

Asynchronous message transfer.

The Messenger system is fundamentally asynchronous at both server and client sides. Both SocketServer and SocketClient run in the background unless the main application thread decides explicitly to wait on some communication event. Importantly, the Messenger system supports many-to-many relationship between servers and clients, which might slightly deviate from a conventional socket client-server paradigm. The SocketClient component manages simultaneous connections with multiple servers, and the SocketServer component manages simultaneous connections with multiple clients. Both sides spawn a new thread to handle each individual connection. All the intricacies of multi-threaded execution and synchronization are hidden inside the SocketServer and SocketClient components. 

Independence of communication and business logic.

Note that although the object of ServerProc class is not a part of the Messenger system core, it is essential to make the whole system meaningful. It provides a type-safe callback mechanism to couple communication and “business” logic. Unlike SocketClient, SocketServer interface does not provide methods for direct sending and receiving messages. Upon establishing a connection with a client, the SocketServer class accepts a request message and simply hands it to the server engine provided by the ServerProc class. When the server engine returns the response message, the SocketServer class [image: image1.png]Aaw_omeﬁco_ﬂomccoovﬂomﬁo@_g_ﬂ_:_\,_L_o&_m>> v
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passes it back to the client and closes the connection. Thus, the Messenger system enforces single and complete transaction per each connection. Here we sacrifice some flexibility to make the overall Messenger interfaces simpler and neater. (See the Design Issues section for more discussion of single vs. multiple transaction models.) Importantly, this approach allows to completely separate the “business” logic subsystem from the communication subsystem (i.e., it makes them orthogonal).  As a result, the server engine can be developed quite independently from the Messenger system, perhaps by a different team of developers, and existing “legacy” server engines can be easily integrated with the Messenger system.  

Independence of communication and data marshalling logic.

The Messenger system does not specify an interface for structured message passing. The Socket classes handle character strings and byte arrays. It is impossible to define a useful general-purpose message-passing interface without severely restricting its flexibility. However, the Messenger system does include an extendable family of Message classes for encoding/decoding various data types into XML messages. Each Message class is capable of converting a particular data type to and from a character string. Therefore, to communicate structured messages between client and server processes it is sufficient to use the objects of the same Message class as marshalling “adaptors” on both sides of the communication subsystem. Moreover, one can think of stacking different types of Message “adaptors” to create data messages with arbitrarily high degree of structural complexity.

Built-in performance monitoring functionality.

Besides communication interface described above, the communication subsystem provides built-in mechanisms for system performance monitoring and audit. Both SocketServer and SocketClient components can be set up to log an arbitrary subset of communication events (i.e., open connection, send, receive, communication error, close connection, etc) onto a disk file. In addition, both socket components can be configured to (synchronously) notify a chosen window process (a monitor window) of communication events. The monitor window at its discretion can access public state properties of the communication subsystem (i.e., last received message, last send message, last error condition, etc.) in order to provide the user with real-time image of the Messenger system performance. The monitor window decides what events it is interested in and what amount and profile of information it will present to the user. The monitor window is commonly (but not exclusively) the main user interface window. In some cases it may be necessary to have a separate monitor window.

Use cases

To make the above description more concrete, let us briefly consider two use cases: a file server and a distributed software installation utility. 

File server. 

The client process is a dialog-based Windows application, which accepts requests for files stored on a remote server from the user and handles asynchronous message transfers. The client process first instantiate an object of SocketClient class and starts SocketClient main thread in the background. It then opens its main window to receive file requests from the user. It uses an object of XMLFileMessage class to package the requested file name into an XML-formatted string. The client application then calls ClientSocket.submit() method with the formatted request string and a server name as arguments. The submit() method enqueues the request it in the thread-safe Request Queue and returns immediately. Thus, the user can enter requests at his/her own pace, without blocking. Note that individual requests may be addressed to different servers. 

SocketClient main thread running in the background blocks efficiently until the Request Queue is non-empty. It then dequeues a Request object, spawn a separate thread, and attempts to establish a connection with the server named in the Request object. Once connection is established, the connection thread sends the request string and blocks for a response. Once response string is received (which should be an XML-encoded representation of the requested file), the connection thread enqueues it in the thread-safe Response Queue and closes the connection. The main dialog window module provides event handlers to react to the notification message sent by the SocketClient object. The event handler for MSG_RECEIVED event calls method SocketClient.receive() to retrieve the XML-encoded representation of the requested file. This event handler uses an XMLFileMessage class to decode the file into its native format and then stores the binary image onto a local hard disk. The main dialog window of the client application can be configured to display just a file name, a part of or all of the content of the received file(s).

The file server application first instantiate an object of FileSeverProc class which implements abstract ServerProc interface by providing appropriate file manipulations and XML encoding functionality in its respond() method. The file server application then instantiates an object of SocketServer class and passes to it the pointer to FileServerProc object. After that the file server application starts SocketServer main thread in the background. SocketServer listens for incoming connection requests and spawns a separate thread to handle each individual connection. Upon receiving a request for a file from a client, the connection thread function calls FileServerProc.respond() method and passes  to it the request string. The FileServerProc.respond() method uses an object of XMLFileMessage class to retrieve the file name and possibly other relevant information from the request message. It then searches for the requested file name and uses methods of XMLFileMessage class to convert the file data into appropriate character representation and package it into an XML message. Method FileServerProc.respond() returns the XML-encoded representation of the requested file to the connection thread function. The connection thread function then sends the string containing the encoded file back to the client attempting to send all the bytes. After that the connection thread closes the connection (socket) and exits.     

Distributed software installation utility. 

This is a System Administrator tool. The server applications are installed on each computer in the local network and are running in the background (perhaps as a system service). The client application is installed only on a privileged workstation or on the server computer. The client and the server applications use SocketClient and SocketServer classes as described above. The client application submit requests to all the computers in the local network to accept the installation package which is encoded in appropriate XML format using a class derived from XMLFileMessage class. The server application uses InstallServerProc class which implements abstract ServerProc interface by providing appropriate message decoding, possibly decompressing, and installation functionality in its respond() method.  Conforming to the usual scheme, the InstallServerProc class uses an object of the same Message class as the one used on the client side, to ensure proper decoding the request message. Exactly in the same manner as in the hypothetical file server system described above, a connection thread spawned by SocketServer class passes the request message (which in this case contains an installation package) to InstallServerProc.respond() method. The latter does the installation job and returns a confirmation message, which is forwarded by the connection thread function back to the client application.    

Messenger system modules

The Messenger module is an executable module which provides a demo program showing how the components of the Messenger API can be used to build a simple client-server system, which communicates structured messages between the client and the server and does some meaningful work at the server side. If the input message is text, the server returns back a text message which contains character count of the input text. If the input message is float list, the server returns back a list of inverse values.      

The Socket module provides the main communication components of the Messenger system – classes SocketClient and SocketServer. These components use WinSock API and encapsulate details of socket-level data communication structures and function calls. They also manage asynchronous data transfers and multiple simultaneous connections in separate threads. Besides, these components provide some built-in event logging and event notification functionality.     

The ServerProc module declares an abstract ServerProc class, which provides a type-safe callback mechanism. SocketServer class uses a pointer to an object which implements ServerProc interface to call its respond() function, which is responsible for meaningful server logic (“business rules”).     

The Message module provides tools for encoding/decoding various data structures and types into well-formed XML documents. Together with Socket classes, the Message classes defined in this module are necessary building blocks to create a concrete message-passing client-server system.

Modules xmlTran, nodePool, Mtqueue, and LockingPtr were developed by Prof. Fawcett and are not formally the part of the Messenger project. However, they provide a number of utilities that are extensively used by the components of the Messenger system. 

XmlTran module is responsible for building an XML document from individual elements and extracting XML elements from an existing document. In addition, it provides utilities for manipulations on tags and attributes of XML elements. The Message module relies heavily on the services provided by xmlTran module.
Mtqueue module defines a multi-threaded queue class. It uses nodePool module, which supports a list of free nodes to re-use node structures as the size of the queue dynamically change. lockingPtr module provides generic thread safety mechanisms. The Socket module uses multi-threaded queue defined in the Mtqueue module and locking mechanisms provided by lockingPtr module.  

Messenger system activities
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Node

Attributes:

private:

node<T> *_prev;
node<T> * next;
T t

Operations:

— o

public:
node(const T &t, node<T> *link);

~node();

T& value() ;

void setValue(const T &val) ;
node<T>* next() ;

void setNext(node<T> *newNP) ;
node<T>* prev() ;

void setPrev(node<T> *newNP) ;

NodePool

Attributes:

private:

node<T> *_prev;
node<T> * next;
T t

Operations:

public:

nodePool();

~nodePool();

void saveNode(node<T> *pNode) ;

int size() ;
void flush() ;

node<T>* retrieveNode(const T &t, node<T> *link) ;

Mtqueue

Attributes:

private:
node<T>* head;
node<T>* tail;

int len;
nodePool<T> np;

Operations:

public:
mtqueue();
~mtqueue();
void enQ(const T &t) ;
T deQ() ;

T& peekHead() ;
T& peekTail() ;
void flush() ;
void flushNP() ;
int length() ;

int freeLength() ;
int nodeCount() ;

private:
mtqueue(const mtqueue<T> &mtq);

mtqueue<T>& operator=(const mtqueue<T> &mtq);

Mutex

Attributes:

private:
CRITICAL_SECTION cs;

Operations:

public:
Mutex();
~Mutex();
void lock();
void unlock();

LockingPtr

Attributes:

private:
T* _pObj;
Mutex *_pMtx;

Operations:

public:

L ¢ lockingPtr(volatile T &obj, Mutex &mtx);

~lockingPtr();
T& operator*();
T* operator->()

private:
lockingPtr(const lockingPtr&);

lockingPtr& operator=(const lockingPtr&);

BasicSocket

Attributes:

public:

static const int LOG_STD_FLAGS;
static const int LOG_ALL_FLAGS;
static const int LOG_OPEN_LINK;
static const int LOG_CLOSE_LINK;
static const int LOG_ERROR,;
static const int LOG_SEND;

static const int LOG_RECEIVE;
static const int LOG_EVENT;
static const int LOG_STDOUT;

protected:
volatile bool isRunning;

static CRITICAL_SECTION _cs;
static long RECV_BUF_SIZE;
string lastEvent;

string lastSent;

string lastReceived;

string lastError;

int logFlags;

HWND monWindow;

string logFileName;

ofstream logfile;

HANDLE hMainThread;
HANDLE connectionThreads[MAX_NUM_CONNECTIONS];
int numConnectionThreads;

Operations:

protected:
BasicSocket(PortID port, string logfilename, int logflags);

public:

virtual ~BasicSocket();

virtual void stop();

void setMonitorWindow(HWND window);

HWND getMonitorWindow();

string getLastSent(int size = 0);

string getLastReceived(int size = 0);

string getLastError();

string getLogFileName();

virtual string getlnetAddress(string& servername);

protected:

iNitWSA();

void initSocket();

void handleSockEvent( string eventstring, UINT Msg,
WPARAM wParam, LPARAM IParam, int logflag);

void handleSockError(string error);

int handleWSAError();

void handleOpenSockEvent(SOCKADDR_IN tcpAddr);

void handleCloseSockEvent(SOCKADDR_IN tcpAddr);

void handleSendEvent(string& msg_sent);

void handleReceiveEvent(string& msg_recv);

int sendBytes(SOCKET connection, const char *buffer, int size);

int sendString(SOCKET connection, const string& str);

int receiveBytes(SOCKET connection, char *buffer, int size);

string receiveString(SOCKET connection);

ServerProc

Operations:

public:
virtual string respond(string& request) = 0;

- - - - - - - - - - == -F

/\

_______________________________

Operations:

public:
virtual string respond(string& request);

... Specific member functions ...

SocketClient

Attributes:

private:
bool shell_is_On;

static Mutex outQMtx;

static Mutex inQMtx;

HANDLE submit_ev,

HANDLE receive_eyv;

volatile mtqueue<string> outQ;
volatile mtqueue<string> inQ;
SOCKET connection;
SOCKADDR_IN tcpAddr,
'string servername;

string message;

Operations:

public:

SocketClient(PortID port,string logfilename, int logflags);
~SocketClient();

virtual void start();

void submit(string& request, string& servername);

void commandShell();

string receive(bool blocked = false);

string blocking_receive();

private:
static void talkToServer(void *cs);

static void mainThread(void* pArg);

SocketServer

Attributes:

private:
static CRITICAL_SECTION _cs;

ServerProc* serverProc;
SOCKET clientSocket;
SOCKADDR_IN tcpAddr;

Operations:

public:

SocketServer( PortID port,
ServerProc* serverproc,
string logfilename,
int logflags);

virtual void start();
const ServerProc* getServerProc();

private:
static void talkToClient(void *cs);

static void mainThread(void* pArg);




It is important to note that the Messenger system is an API intended to be used in a variety of applications, rather than a concrete application. Therefore, it is active only as a part of concrete running application (let us call it master application). In the activity [image: image7.png]Windows
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diagram presented below, the master application is completely abstract. There may be a number of activities in the master application, which do not directly involve Messenger components, and they are collectively referred to as “foreground activity”. Concrete use cases were discussed in the Architectural Approach section above.    

To setup a server side of the client-server system, the server master application instantiates an object of a class which extends abstract ServerProc class by providing a meaningful server logic in its respond() method. The server application then instantiates an object of SocketServer class and passes to it the pointer to the ServerProc object. The server application then calls SocketServer.start() method which spawns the Listener thread and starts listening for incoming connection requests in the background. When SocketServer accepts a connection request from a client, it spawns a separate thread to handle each individual connection. In each connection thread, the server receives a request message from a client and calls ServerProc.respond() method with the request string as an argument. ServerProc.respond() method processes the request and returns the response message to the connection thread function. The connection thread function sends the response message back to the client attempting to send all the bytes. After that the connection thread function closes the connection (socket) and exits.  To stop server activity, the master application calls SocketServer.stop() method which terminates the Listener thread and waits for a certain amount of time for all connection threads to finish.     

The client process first instantiates an object of SocketClient class and calls its start() method which spawns a new thread and starts SocketClient in the background. To send a request to a server, the client master application calls ClientSocket.submit() method with a request string  and the server name as arguments. The submit()  method packages the request string and the server name in a Request object, enqueues it in the thread-safe Request Queue and returns immediately. Note that individual requests may be addressed to different servers. The main SocketClient thread running in the background blocks efficiently until the request queue is non-empty and then dequeues a Request object, spawn a new connection thread and attempts to establish a connection with the server named in the Request object. Once connection is established, the connection thread sends the request string and blocks for a response. Once response string is received, the connection thread enqueues it in the thread-safe Response Queue and closes the connection. The client master application calls ClientSocket.receive() method to dequeue the response message. To stop client activity, the master application calls SocketClient.stop() method which terminates SocketClient main thread and waits for a certain amount of time for all connection threads to finish.     

Messenger system classes

Design of the Messenger system strictly follows object-oriented paradigm: it is all classes and nothing but classes. Communication subsystem consists of ServerSocket and ServerClient class. Messaging subsystem consists of a polymorphic family of Message classes. Every effort has been taken to achieve high degree of encapsulation and present [image: image3.png]Messenger
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the user of the Messenger system with clear and simple interfaces. It should be noted that the Messenger system relies heavily on the numerous utility classes provided by Prof. Fawcett. Details of the Messenger system class hierarchy is shown in the Class Diagrams. 

In the communication subsystem, the BasicSocket class is a base class for ServerSocket and ServerClient classes and is responsible for WinSock library initialization and housekeeping utilities shared by ServerSocket and ServerClient. Note that BasicSocket constructor is declared protected and therefore it cannot be instantiated outside socket classes. Most of the public interface of BasicSocket class (to be used via SocketServer or SocketClient class) is concerned with performance monitoring. It enables a user of socket classes to configure log parameters, to setup a target window process for notification messages, and to access state variables such as last communication event, last received message, last sent message and last error condition. Virtual method getInetAddress() is responsible for translating a user server name into IP address recognizable by WinSock interface.  

Class ServerProc is an abstract class which declares a very simple interface – pure virtual method respond(). This method takes a “request” string as a parameter and returns a “response” string. Class ServerProc provides a type-safe callback mechanism to couple communication server with meaningful server logic (i.e., “business rules”). Any concrete client-server system must define its specific server class which extends ServerProc class and overrides its respond() method.  

SocketServer class extends BasicSocket class and provides interface for the server side of the communication system. To construct an object of SocketServer class, the minimum information required is a port number and a pointer to an object of a class extending abstract class ServerProc. Constructor parameters logfilename and logflags, which are used to configure log file, have default values which work well for a common case.  Method SocketServer.start() spawns a new thread in which function SocketServer.mainThread() is executed. This thread listens for incoming connection requests in the background, without blocking the application’s main thread. For each accepted connection, SocketServer.mainThread() spawns another thread in which function SocketServer.talkToClient() handles communication with a client and enforces a single transaction scheme. It receives a request message from the client, calls serverProc->respond() function to do actual server job, and then sends the response message returned by serverProc->respond() function back to the client. 

In summary, to setup the server side of a client-server system, a master application has to perform only three actions: instantiate a ServerProc class, instantiate SocketServer class, and then call its method start().   

SocketClient class extends BasicSocket class and provides interface for the client side of the communication system. One can find a lot of symmetry between SocketClient and SocketServer classes. This is consistent with the adopted principle of many-to-many relationship between servers and clients. The minimum information required to initialize a SocketClient class is a port number. Parameters logfilename and logflags, which are used [image: image5.png]Windows
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Operations:

public:

virtual MSG_SIZE getSize() = 0;
virtual string getHeader() = 0;
virtual string getType() = O;
virtual string getID() = 0;

virtual string getTrailer() = O;

Attributes:
private:
string _xmIStr;

strPos current virtual string getMsgBody() = O;

virtual string& getText() = O;

virtual void setType(const string& type) = 0;
virtual void setlD(const string& id) = O;
virtual bool getFirstltem(string& item) = O;
virtual bool getNextltem(string& item) = O;
virtual bool addltem(const string& item) = O;

Operations:

public:

xmlRep();

xmlRep(const string& s);

operator strVal ();

xmlType type();

xmlElem makeParent(const string& tag);
xmIRep& addSibling(xmIElem elem);
void makeDoc();

string flush();

string& xmlStr();

bool find(string& tag, xmIElem &elem);
bool firstTag(string& tag);

bool nextTag(string& tag);

string findFirstTag(string& tag);

string findNextTag(string& tag);

string findCloseTag(const string& tag);
bool firstElem(xmIElem &elem);

bool nextElem(xmIElem &elem);
elemColl makeCollection();

string format();

/\

XMLMessage

Attributes:

public:

static string MSG_TAG;
static string TYPE_TAG;
static string ID_TAG,;

static string TEXT_TAG,;
static string BINARY_TAG,;
static string NUMERIC_TAG;
static string FILE_TAG;
static string TYPE_ATTR,;
static string CODING_ATTR;
static string SIZE_ATTR,;
static string NAME_ATTR;

protected:
void front();

i . . Operations:

using relationship

public:

XMLMessage(conStrRef msg_string);

XMLMessage(strVal type, strVal ID);

XMLMessage();

bool addltem(conStrRef item);

MSG_SIZE getSize();

strVal getHeader();

strVal getTrailer();

strVal getType();

strVal getID();

strVal getMsgBody();

strRef getText();

void setType(conStrRef type);

void setID(conStrRef id);

bool getFirstitem(strRef item);

bool getNextltem(strRef item);

strVal getltemTag(conStrRef item);

strVal getltemCoding(conStrRef item);

strVal getltemName(conStrRef item);

MSG_SIZE getltemSize(conStrRef item);

strVal getltemType(conStrRef item);

strVal getltemAttributes(conStrRef item);

strVal getltemAttr(conStrRef item, conStrRef attr_name);

strVal getltemBody(conStrRef item);

strVal createltem(conStrRef tag, conStrRef body);

void setltemCoding(strRef item, conStrRef coding_name);

void setltemName(strRef item, conStrRef name);

void setltemSize(strRef item, MSG_SIZE size),

void setltemType(strRef item, conStrRef type);

void setltemAttr(strRef item, conStrRef attr_name, conStrRef
attr_value);

xmlElem

Attributes:

protected:
string _elemStr;

Operations:

public:

xmlElem();

xmlElem(const string& tag, const string& body);

void reviseBody(const string& body);

void reviseAttrib(const string& attrib);

void reviseTagName(const string& tagName);

static strVal makeTag( const string& tagName,
const string& attrib="");

void addAttrib(const string& attrib);

operator strVal ();

strVal tagName();

strVal attribExpression();

strVal body();

strVal flush();

strRef elemStr();

strVal format();

private:
void setltem(strRef tag, conStrRef body);

TextXMLMessage FloatListMessage

Operations: Operations:

public: public:
TextXMLMessage(const string& msg_string); FloatListMessage(const string& msg_string);

TextXMLMessage(const string&, string ID); FloatListMessage(list<float> flist, string ID);
string getContent(); list<float> getContent();
static list<float> getFloatList(string& text);




to configure log file, have default values. (The log and event notification functionality is inherited from BasicSocket class and therefore is exactly the same as in SocketServer class.) Method SocketClient.start() spawns a new thread in which function SocketClient.mainThread() is executed. This thread waits effectively for incoming request messages from the end user in the background, without blocking the application’s main thread. Importantly, each request specifies a server, and therefore simultaneous connections with multiple servers are possible. For each user request, SocketClient.mainThread() spawns another thread in which function SocketServer.talkToServer() handles communication with a server and enforces a single transaction scheme. It sends a request message to the server, waits for a response, enqueues the received message in a thread-safe queue, and closes the connection. 

The master client application uses methods SocketClient.submit() and  SocketClient.receive() for asynchronous message exchange with servers. Method submit() enqueues a request in a thread-safe queue outQ and returns.  Method receive() dequeues  a response message from thread-safe queue inQ. By default, this method is non-blocking and returns an empty string if the response queue is empty. In order to block for a response, the master application calls method SocketClient.receive() with its boolean blocked parameter set to true. 

The SocketClient class owns two objects of Mtqueue class and two objects of Mutex class developed by Prof. Fawcett. These objects are used privately to support asynchronous message exchange between SocketClient and the end user.    

In the messaging subsystem, abstract class Message defines a generic message interface. It supports, although not enforce, certain conventions with regard to message format as described in Appendix A. Class XMLMessage is a product of marriage between Message interface and class xmlTran. The latter class provides a comprehensive set of tools to manipulate on XML documents and elements. Thus, XMLMessage implements the generic Message interface as an XML document (for details see Appendix A). XMLMessage overrides all the abstract methods of Message class and provide additional methods to manipulate on XML tags and attributes. The functionality provided by XMLMessage class is sufficient to translate request and response strings to and from XML documents on both sides of the communication subsystem; it is hoped that the member function names are self-explanatory.  

Classes TextXMLMessage and FloatListMessage are derived from class XMLMessage and serve the purpose to illustrate how the message interface can be made more specific. Class TextXMLMessage is responsible for marshalling a simple ASCII text. Class FloatListMessage is responsible for marshalling a list of float numbers. Note that FloatListMessage encodes float numbers in readable ASCII representation, which is probably acceptable only for relatively short lists. These classes are used in a demo Messenger program exemplifying a simple message-passing server-client system   

Messenger system events

The Messenger system events are shown in event trace diagrams below. One can see that there is a certain amount of overlap between the event trace diagram and the activity diagram presented above. Still, the event trace diagram helps to see how different objects interact with each other.

On the server side, the Messenger system is initiated with construction of ServerProc object, construction of a SocketServer object and a call to SocketServer.start() method. SocketServer calls _beginthread() function to spawn the Listener thread  and in that thread it calls WinSock functions bind(), listen(), and accept(). Once a request for a socket connection is accepted, SocketServer calls _beginthread() function to spawn a new thread to handle the connection. In each connection thread, SocketServer first receive the request message from a client, then calls ServerProc.respond() method to process the request, and completes the transaction cycle by sending the response message back to the client. SocketServer can send event notification messages to a specified Window process. In a typical case this process will be the server application itself. This will enable the server application to provide real-time monitoring and control functionality, which is beyond the scope of the Messenger system per se.        

On the client side, the Messenger system is initiated with construction of a SocketClient class object. The SocketClient object, in turn, constructs two queue objects (reqQ and respQ) which allow for asynchronous message sends and receives. The master application then calls SocketClient.start() method which calls _beginthread() function to spawn SocketClient’s main thread. This thread blocks on Event submit_ev which is unsignaled while reqQ is empty. The master application submits request to a particular server calling non-blocking SocketClient.submit() method. This method enqueues the request and sets Event submit_ev, which awakes SocketClient’s main thread. This thread dequeues a request and spawns a new thread to communicate with a server named in the request. 

In each communication thread, the sequence of events is fixed and tightly coupled with the events at the server side of the communication link. Once connection is established, the connection thread sends the request and blocks until it receives a response from the server. (Recall that the server responds synchronously after it is done with processing request.) Upon receiving a response message, the connection thread enqueues it in respQ and sets Event resv_ev which signals that respQ is non-empty. The master client application calls method SocketClient.receive() to  retrieve response messages. In blocking mode, method receive() blocks until respQ is non-empty.  In non-blocking mode, this method returns an empty string if respQ is empty. Method SocketClient.receive() dequeues a message from respQ and reset Event recv_ev if there are no more messages in respQ. 

Exactly in the same manner as Socket Server, SocketClient object can be configured to send event notification messages to a specified Window process. In a typical case this process will be the master client application itself. Besides performance monitoring and control, the client application can use notification messages for synchronous retrieving and processing incoming response messages.

Design issues

Single transactions vs. sessions

One important design issue is whether to support multiple message exchanges during lifetime of one connection (i.e., communication sessions). Advantage of sessions is reducing the overhead associated with opening and closing connections and starting new threads on both client and server side. Disadvantages are a network traffic still required even when the connection is idle, as well as the necessity of additional semantics to support initiation and termination of a session. 

Analysis of the three use cases we had in mind developing the Messenger system (file server, distributed software installation utility, and distributed computer simulation environment) does not actually reveal the necessity for multi-transaction sessions. In each case, a client will usually request or send a single piece of data (a file, or a collection of files, or a range of simulation data) in a single transaction, and there is no fixed temporal or logical association between individual transactions. Thus it seems to be quite appropriate to automatically close the link when a transaction is completed. Some form of thread pooling can be used to improve efficiency. Although it takes some research to be sure, it is unlikely that socket turnover overhead is a serious concern. 

An example of an entirely different model is a real-time interactive gaming environment. In this situation, there are naturally series of transactions with very tight temporal coupling. This case will probably require a different approach, which is beyond the scope of this project.   

Where to put  queues?

The Messenger system is required to support asynchronous message transfers between the server and the client. It is a challenge to fulfill this requirement while maintaining simplicity of communication interface. Thread-safe queues are a common solution to this problem. The question is where to place them in the overall message flow circuit? It is clear that one queue is required to enqueue client requests before they are forwarded to the communication client – this effectively uncouples user actions from communication events. For the reason of symmetry, we need another queue to accumulate incoming response messages. This will allow the client application to retrieve the response messages (and handle them) at its own pace. We do not see a compelling reason to have any queues on the server side. Since the server spawns a new thread for each new connection and returns back to listening almost immediately, the contention at the receiver end of the communication link is unlikely. Serialization of access to the server engine code (or data) is not a general requirement, since it is not needed in case of any kind of read-only service. Serialization issues are delegated to the server engine (which is implemented by a class extending ServerProc class). At its discretion, the ServerProc class can use a lock inside its respond() function to ensure mutually exclusive access to whatever it deems necessary. In this case, some of the communication threads at the server side will efficiently wait on this lock while being implicitly enqueued by the operating system. To our opinion, no additional explicit queuing is required at the server side.             

Many-to-many server-client relationship: justification for symmetry.    

Suppose we have a situation where the server is overloaded and has no chance to keep up with the rate of incoming requests. Suppose there are backup or mirror servers. How to redirect requests to a helping server? One approach would be that the primary server redirects the requests itself (i.e. forwards the requests to another server) which may improve its performance but will add additional overhead.  Another approach is manipulating IP addresses  – which might be tricky and unsafe. A client supporting connections with multiple servers offers another solution – redirection at the client site. In fact, the message semantics can include a special command, say, Redirect. In case of overload, the server can send back Redirect message with the original request message attached to it. It will not take a lot of code to make client capable of automatic resubmitting the bounced back request to a helper server named in the Redirect message. Moreover, the client can be smart enough to maintain redirection until a new Redirect message arrives. 

Many-to-many server-client relationship also naturally fits into distributed computer simulation system. In Single Program-Multiple Data model, each computation node often needs to exchange boundary data with neighboring nodes. As such, it is a server for multiple clients and a client for multiple servers. To hide network latency, each node exchanges boundary data asynchronously while computing “core” data.  

Appendix A: Message interface Conventions

Class Message is an abstract class supporting basic functionality of a generic message used in a message-passing interface. 
Message is represented by a character string. A minimal message contains a header section, a type section and an ID section. The header section can contain a message format signature (for example, XML header). The message ID is supposed to be unique and should allow tracking the transaction associated with the given message. In the simplest case it is just a sequential number assigned by the sender, but it may be more elaborate.  

Message contains zero, one or more item sections. Virtual method addItem() inserts an item string to the Message string. Virtual methods getFirstItem() and getNextItem() are used to parse items iteratively. 

A message can also contain a trailer section. Similar to the header section, the trailer section is likely to be format-specific (like closing root tag in XML document) and therefore a constant part of a message in a given application. 

By convention, the Message text is a continuous sequence of its sections (header, title, ID, zero or more items, and trailer). Any tags and mark-up sequences are conceptually included into respective message sections (see an example below). It is up to the classes derived from the Message class how to strip off tags and extract meaningful information from the message sections.

Generic Message representation: 

|------------------------------ Message Text --------------------------------------|

|-- header--|-- type --|-- ID --|-- fisrt item ---|...|-- last item --|--trailer--|  

XMLMessage class implements the generic Message interface as an XML document.  Each Message item is encoded as XML element. The header consists of standard XML header plus the opening <msg> root tag. Message type is encoded in <type> element. Message ID is encoded in <ID> element. The trailer consists of  </msg> closing tag. Predefined message type tags are "data" and "command".

 Data format of each element is specified in the elements' tag. Predefined format tags are "text", "binary", "numeric", and "file". 

 Each element can also have attributes. Predefined attributes are "type", "coding", "size", and "name".

 A mock example of an XML formatted message is presented in a readable form below:

<?xml version=\"1.0\"?>

<msg> 

<type>data</type>


<ID>102395734839</ID>



<text name="memo" size="38" >



This is just a reminder about a meeting at 5PM



</text>


<binary coding="hex" name="integer list" type="int" size="3"> 



FF12F50A32B0CF10C6E41F00


</binary>


<file coding="hex" name="image.jpg" type="JPEG" size="25670" date="13Oct2001"> 



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



...


</file>

<\msg>

In this case, the header section is: 


<?xml version=\"1.0\"?>


<msg>

Type section: 


<type>data</type>

ID section:

  <ID>102395734839</ID>


First item:


<text name="memo" size="25" >



This just a reminder about a meeting at 5PM



</text>

Second item:


<binary code="hex" name="integer list" type= "int" size="3"> 



FF12F50A32B0CF10C6E41F00


</binary>

Third item:


<file code="hex" name="image.jpg" type="JPEG" size="25670" date="13 Oct 2001"> 



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



FF12F50A32B0CF10C6E41F00



...



FF12F50A32B0CF10C6E41F00


</file>

Trailer:


<\msg>

Module Diagram





Class Diagram 1:


Communication subsystem





Class Diagram 2:


Messaging subsystem
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