	Varun Sethi

Remote Test Configure Tool OCD
	2 July 2007





Remote Test Configure Tool
Operational Concept Document
Varun Sethi

MS in Computer Engineering

Graduate, Syracuse University 
CSE 681 – Software Modeling and Analysis

TABLE OF CONTENTS

1. Introduction

1.1. Executive Summary…………………………………………………………..4
1.2. Objective……………………………………………………………………...5
1.3. Requirements…………………………………………………………………6
2. Context Diagram for Remote Test Configure Tool
2.1. Context Diagram…………………………………………………………….7
2.2. Context Diagram Description

a) Communication Channel using Sockets…………………………………..8
b) Networking Resources…………………………………………………….8
c) File System Resources…………………………………………………….8
d) Managed Build Resources………………………………………………...9
e) Graphical User Interface…………………………………………………..9
3. Modular Architecture

3.1. Module Diagram…………………………………………………………...10
3.2. Module Diagram Description

a) Graphical User Interface Module………………………………………...11
b) Configuration Setup Module……………………………………………..11
c) Config Executive Module………………………………………………..14
d) Communication Module…………………………………………………14
e) Build Module…………………………………………………………….15
f) Test Harness Module…………………………………………………….15
g) Logger Module…………………………………………………………...15
h) TVG Module……………………………………………………………..15
i) Test Code Module………………………………………………………..15
j) File Handler Module……………………………………………………..16
k) Message Handler Module………………………………………………..16
4. Use Case Analysis

4.1. Principal Actors

a) Software Developer………………………………………………….17
b) Test Group…………………………………………………………...17
c) Software Architect…………………………………………………...18
d) Quality Assurance Analyst…………………………………………..19
e) Project Manager……………………………………………………...19
f) End User or Customer………………………………………………..20 

4.2. Use Cases

a) User creates a new configuration file………………………………...21
b) User opens an existing configuration file……………………………21
c) User modifies the configuration file…………………………………21
d) User saves the configuration file………………………………….….23
e) User views the test results……………………………………………23
f) User refreshes the list of tests………………………………………..23
g) User aborts the test execution………………………………………..24
h) User commands the server for listen requests………………………..24
i) User manually runs the tests…………………………………………24
j) User views the logs…………………………………………………..24
5. Remote Test Configure Tool Activities

5.1. Activity Diagram………………………………………………………...…25
5.2. Activity Diagram Description
a) Show Graphical User Interface………………………………………….26
b) Establish Connection with the CONFIGURE Server…………………...27
c) Copy file into the Test Directory………………………………………..27
d) Refer a set of files to be compiled into each library…………………….27
e) Refer a set of files that are referenced for the build……………………..27
f) Build the source code into DLLs………………………………………..28
g) Report build errors to the Configure User Interface…………………….28
h) Build an XML configuration file and pass it to the Test Server………...28
i) Execute the Test DLLs on the Test Server……………………………...28
j) Retrieve the results………………………………………………………28
6. User Interface

6.1. Configuration file settings…...………………………………………………29
6.2. Results Display………..…………………………………………………….30
7. Critical Issues and Possible Solutions
7.1. Performance of the Servers………………………………………………….31
7.2. Transferring Large data over the network…………………………………..32
7.3. Security over the Network……………………………………………..……33
7.4. Versioning…………………………………………………………………...33
7.5. Handling Memory Issues……………………………………………………34
7.6. Handling threads and DLLs…………………………………………………34
7.7. Blocking VS Non-Blocking Queues………………………………………...34
7.8. Predicting and Measuring Queue behavior………………………………….36
1. Introduction

1.1. Executive Summary:

This operational concept document has outlined the purpose and requirements of the Remote Test Configure Tool. The context of the remote test tool and flow of data within it were discussed. The functions of various resources such as Network Resources and Build Managed Resources were discussed. It was found that though the user can have some interaction with the system through the client GUI, it is possible to have very minimal interaction when used frequently. 

The Module Diagram was then discussed and it was found that rather than loading all the functionality into one module and having one calling module which calls all the other modules it is better if a hierarchy is maintained. This makes the configure system more compact and compatible with large systems so that removal or addition of certain modules is not cumbersome. 

Following that the users and use cases were discussed. The Developer and Tester were found to be the most significant users and remote test configure tool has been designed with these users and the customer in mind. Some of the architectural issues like having configuration files and testing without repeated user intervention will benefit the developer the most. 

The Activity diagram was drawn by taking a broader approach keeping in mind that all modules and functionalities must be utilized in only one diagram. Hence the activity starts at the user interacting with the client GUI and ends at the Results being displayed. The activity diagram is probably the most important diagram for developers since developers can backtrack from the activities performed and build modules based on those particular activities.

A prototype GUI which contained 2 basic use cases was shown. It was found that most of the use cases were related to the configuration files as this is the most significant of the inputs and is necessary for speedy usage of the remote test tool.

Lastly, some of the critical issues were then discussed that would eventually affect the performance of the test configure tool if ignored.

This document is made to be a simple presentation of the software. This is by no means a rigid step by step implementation guideline. The implementation may differ or the design may change a little due to design issues. This document is a complete coverage of all major issues and discussions as against minute design specific details with a foundation for successful implementation of the system.

1.2. Objective:

The Test Harness was successfully designed and implemented in Project 1 & 2 that played the role of a “Local Test Platform” for constructing and executing test suites to facilitate frequent testing during product development. A typical scenario for large projects would be the development of various modules over multiple machines by various development teams / developers. The Test Harness is an effective tool for testing and development on each machine.  However, for very large projects integration and testing of the whole project may not be feasible. There are several issues that arise in such a scenario.  

There must be a common server or place where the required modules and tools can be used by various client users who in the software development cycle are the Testers, Developers, Software Architects, etc. Hence a remote tool that is accessible by all users at the client machine must be incorporated. 

A “Remote Test Configure Tool” is a much desired solution for efficient development and testing of large projects.

This Operational Concept Document discusses a possible architecture of such a “Remote Test Configure Tool” for remote testing and development of various modules of a large project.
This document breaks down the Remote Test Configure Tool system into modules, which should provide the development team with an architecture they can work with.  Although this architecture is designed as simple as it can get, but the foundation on which it stands on is concrete.  Much helpful functionality can be added to the remote test configure tool system for a smarter and versatile testing suite.  It would be ideal if the test tool could configure and test C++ code and other versions of C# with the same ease. It would expedite the testing even more and the problems with testing on remote machines would not be an issue if the Configuration setup module had the intelligence of the states of the client machines. Acknowledgement System could also be incorporated especially sending acknowledgements that a particular user’s tests have started executing or a particular user’s request is in the queue, etc. Also a company should look into having a database system for the results from test, which are big in memory and can be used for debugging purposes.  Sometimes it is very hard to replicate a failure and it would be very helpful to have the results, which can be plugged into a debugger to trace back the failure.  A sophisticated Test Configure system should support a ‘Plug & Play’ architecture. Having said this, the architecture where it stands should provide an adequate start for the design team.  

1.3. Requirements:
Goals of developing this Remote Test Configure Tool are:

1. To support remote testing of parts of a large project by accessing the testing tool from different locations using an effective Graphical User Interface to interact with the user. 
2. To communicate with a configure server using sockets .Net Infrastructure. The communication layer should preferably be reusable.
3. Developing the reusable communication layer client and server machines using XML-based Message Passing Architecture.
4. To support copying of files from the one machine to another based upon the requirements of files by a particular module.

5. To incorporate a DLL building mechanism that builds the source code into DLLs. The build information (references to files, etc) shall be specified by the user much earlier while specifying the configuration settings at the client GUI. 
6. To build an XML configuration file that includes all the DLLs in the configure directory and pass it to the Test Harness for running the tests

7. To incorporate a result retrieving system in the configure test tool to retrieve results from the executed tests and pass the results to the user. 
2. Context for Remote Test Configure Tool
2.1. Context Diagram
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2.2. Context Diagram Description:

A Remote Test Configure tool is a tool that provides the framework for configuring tests on remote machines. The above diagram illustrates the Context Diagram for the Remote Test Configure System. It shows its interactions with the outer world. The system consists of two, more or less, independent layers, a presentation layer, a processing layer, a data storage layer and a reusable communication layer. The system supports the processing of the different operations carried in testing and the communication layer encapsulates all of the under hood mechanics of communicating through the network. Modules communicate by message-passing, using XML-based messages. Each machine supports the TCP/IP socket interface

a) Communication Channel using  .NET Sockets Infrastructure:
Network programming is possible with sockets. A socket is like a handle to a file. Socket programming resembles the file IO as does the Serial Communication. Sockets programming can be used to have two applications communicate with each other. The applications are typically on the different computers but they can be on same computer. For the two applications to talk to each either on the same or different computers using sockets, one application is generally a server that keeps listening to the incoming requests and the other application acts as a client and makes the connection to the server application. The server application can either accept or reject the connection. If the server accepts the connection, a dialog can begin with between the client and the server. Once the client is done with whatever it needs to do, it can close the connection with the server. Connections are expensive in the sense that servers allow finite connections to occur. During the time client has an active connection it can send the data to the server and/or receive the data.

However, the complexity begins here. When either side (client or server) sends data the other side is supposed to read the data. But how will the other side know when data has arrived. There are two options - either the application needs to poll for the data at regular intervals or there needs to be some sort of mechanism that would enable application to get notifications and application can read the data at that time. Windows is an event driven system and the notification system seems an obvious and best choice. But since blocking queues are implemented, it is also worthwhile to consider whether incorporating any acknowledgement system is feasible and efficient or not.
b) Networking Resources:
The Test configure tool uses the networking resources to communicate with the test server to transfer configuration files and are also used for retrieving results from the test harness after the execution of the tests. All the communication is done using a reusable communication layer like .NET Sockets. In case of communicating with the test server, the configure system invokes the test on the remote machine. The networking system coverts this invocation into an XML message that is sent to the test harness. After the tests are executed, the networking system receives the test results as an XML message from the test server, which it deconstructs and sends to the GUI.

c) File System Resources:
Both the client and the server will utilize the services of the File System. When logs are saved, the configuration file is used and the test files are accessed to execute the tests. All services provided by the file system require the file name as well as the reference to the file. The file system accepts the names of the files or directory to be hooked up to the tool, opened, saved or deleted from the logs and gives the file handles back to the Configure and Test systems. Test Server uses the file system to save result logs. In case of an error, the file system catches the error and sends it to the client machine, which in turn displays it using the GUI.
d) Managed Build Resources: 
Once the build information regarding the files is obtained from the file system resources, the DLLs or files that are referenced to a particular file are obtained from the Build Resources. It is ideal if there is a reference table containing all the references for a file to be built. This table is usually referenced to save time and provide the user with a user-friendly interface. The table can be updated by the user if he wants to add or delete references for a particular file to be built.  
e) Graphical User Interface:
The GUI provides the client user with options to create, edit, or remove configuration settings for executing his tests. The interface is responsible in passing the configuration information to the Remotes Test tool where the required building and executing of DLLs is done. The user has the option of choosing the files that he wants to be sent and also the output format he desires. This depends upon which user is using the system, whether he is the tester, developer, QA Analyst or some other user.  Once the user specifications are made clear, a connection is established with the configure server. From there on the sending and executing of messages begin.
3. Modular Architecture for Remote Test Configure Tool
3.1. Module Diagram:
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3.2. Module Diagram Description:
The above diagram shows the division of the Configure system into well defined modules each of which is responsible for a specific functionality of the Configure tool. The modules of the Configure test tool can be divided into three main groups, namely the graphical user interface which is managed by the client GUI, the Configure tool and the communication group. The test harness group consists of the test aggregator, the test vector generator, the tester, the logger and the application tests. The communication group consists of the communication master, the server, the client and the XML adapter
a) Graphical User Interface Module:
The GUI module allows the user to input configuration commands to run tests on the test server and display the results on the Client’s machine after retrieving the test results. It gives the user a visual representation of the results.  Even though it may not seem as if User Interface does much of any processing, but it is the only module that user interacts with.  The server and the client need to communicate with each other need to make a connection first. In order for the two machines to make connections the two applications need to identify each other (or each other's computer). Once the communication is established, the relevant configuration information is passed to the configure server for building the XML configuration file

b) Configuration Setup Module:

The configuration file provides the location of the test code and the files to be tested to the Build Module.  It provides the Build Module with test libraries which define the test to be executed.  The configuration files are kept in the blocking queue and are de queued on a FIFO basis. 
This module is responsible for constructing an XML test configuration and scheduling the configuration for execution on the Test Harness module.

Configuration files are XML files that can be changed as needed. Developers can use configuration files to change settings without recompiling applications. Administrators can use configuration files to set policies that affect how applications run on their computers. The configuration file should contain the host name of the client system. It should contain the MAC address of the network card and the IP address as well. The configuration file is specific for each of the client system. A more robust remote test configure tool system would ideally have the knowledge of all the systems (local and remote) for which testing have been performed before.  As for the project specifications the test configuration file will be a XML based configuration file.

It would also be helpful to run a Configuration Test before sending the configuration file to the server. The configuration test is designed to test the current configuration and highlight any potential problems. 
Setting Possible Configuration Parameters:

The following are all the possible configuration parameters that can be set for the test scenarios:

  TestDrivers
<TestDrivers> </TestDrivers> 
Within the context of <TestDrivers>, there can be as many TestDriver classes the user wants using the <TestDriver> tag.

  TestDriver
<TestDriver Id="1" Class="example.StdMgrTestDriver" Method_Dependency="Yes">


The following could be the test driver attributes that could be incorporated in the Remote Test Configure Tool

TestDriver Attribute Descriptions
	Class
	Fully qualified name of the TestDriver
E.g., StdMgrTestDriver

	Id
	Unique identifier within the scope of <TestDrivers>


	Method_dependency
	If Yes, all the methods listed as part of the TestDriver will be executed sequentially.
If No, each method will be executed in its own thread.
E.g., Yes/No



  Methods
<Methods> </Methods> 
Within the context of <Methods>, the user can list all the methods that are part of the TestDriver class using a <Method> tag. 

  Method
<Method Name="testAdd" Method_Id="ADD" Participate="YES" Return_Type="boolean">

The following could be the method attributes that could be incorporated in the remote test configure tool 

Method Attribute Descriptions
	Name
	Name of the method in the TestDriver
E.g., testAdd, testFindStudent, etc.

	Method_Id
	Unique identifier within the scope of <Methods>
E.g., ADD, FIND

	Participate
	If set to YES, the method participates in the test run.
By default, all methods participate.
E.g., YES/NO

	Return_Type
	The return type of the method.
By default, this value is "void."

	Order
	Order in which the methods should be executed.
This will be used when the Method_Dependency flag is set to Yes.

	Number_Of_Threads
	If the user wants his method to be run on more than one thread, set the number_of_threads.
E.g., 1, 2, etc.

	Is_Parent
	Setting this value to YES makes the method run as a top-level method. A dependency order could be set up between various methods; for example, the user can say Method2 should be executed after Method1. In this case, Method1 will be a parent method and Method2 will not.
By default this value is NO and hence the user must set this value to YES if he wants the method to participate in the test run (even when there are no dependencies).

	Next_Method_Id
	Referring to the Is_Parent description above, the Next_Method_Id value for Method1 will be the Method_Id value of Method2. This tells the test server that Method2 has to be executed after it executes Method1.


  Arguments
<Arguments> </Arguments> 
Within the context of <Arguments>, the user can list all the arguments that a Method accepts using the <Argument> tag. 

  Argument
A simple argument (testFindStudent scenario) could look like this: 
<Argument Num="1" Type="String" VALUE="DolphinNose" /> 


A complex argument (testAdd scenario) could look like this: 
<Argument Num="1" Type="example.Student" VALUE="CustomType" Id="StudentX" />


The following could be the possible argument attributes

Argument Attribute Descriptions
	Num
	Indicates the argument order.
If Num is 1, the method accepts the argument type as the first argument.
E.g., 1, 2, etc.

	Type
	Indicates the type of argument.
This attribute supports all simple data types. For complex data types, this would be a fully qualified class name.
E.g., String, int, Student

	Value
	Indicates the value to be passed. 
E.g., DolphinNose, for the method testFindStudent.
If the Type is a user-defined type or complex data type, Value should be set to CustomType.

	Id
	A unique Id for the given Argument.
This is required only for CustomTypes.


c) Config Executive Module;

The Config Executive module is used to ensure that communication within the Configure tool is done properly. The role of this module comes into play after the user has specified his configuration settings and the configuration setup module has already sent files to the build module. It is the job of this module that communication is carried out in an efficient manner using the communication module. It also ensures that the build module functions according to the specifications specified by the Configuration Setup module. In other words, the executive module allows functionality and communication within the configure tool system.   
d) Communication Module:

The communication channel module is responsible for allowing the client user to send requests to the remote machine (test configure tool). In any case the communication layer should be reusable. One way to implement such a communication scheme involves the use of sockets and message passing.  The sender sends the message either as XML message or binary data and the receiver get the message and decode the messages.  
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Ideally the architecture could be a communication layer with a blocking queue.  The sender has a queue which holds all the outgoing messages and the receiver has a queue in which it stores the incoming messages.  

The blocking queue module implements a multi-threaded blocking queue. It provides generic thread safety mechanism. It is used in order to hold messages in the event that communication fails.

e) Build Module:

The Build Module is responsible for building the XML configuration file after building the source code into DLLs. After receiving the relevant information from the Configuration setup module, the Build Module refers to the set of files to be compiled into each library, the set of files that are referenced by the compiler for the build and builds the source code. If there are any build errors, it reports these errors to the client GUI and prompts the user to take appropriate action. If there are no errors, then a XML configuration file is built which includes all the DLLs in the current configure directory and passes the file to the Test Harness module for testing.

f) Test Harness Module:

The goal of the Test Harness module is to execute all the test cases that the user has written for the modules under test. The dlls will be loaded and the “test” function will be called for execution. The module calls the test vector generator module in order to generate either random data or select data from a particular data test for the test cases written. The results of the tester i.e. each test executed are logged in the respective loggers and a message is sent to the Configure server to retrieve the results.
g) Logger Module:

This module is responsible for logging the test results. The module receives test results form the Test Harness module. The logging options available are the Console, or the Memory or a File. These options are initially specified by the user while configuring the test options via the GUI. 
h) TVG Module:

The test vector generator module is designed keeping the most common and generic test cases in mind. The test data generator module will generate random test data for testing the modules or select data from a collection set. The collection set may be hard coded which covers all the cases relevant to a particular collection. E.g. the test data generator module may define a collection to test functions which accept a certain data type. The collection may comprise of positive and negative values, null values, special chars, etc. The aim is to ensure that the module under test survives the test data cases.

i) Test Code Module:

This is the test code supplied to the test harness server which contains the tests that are to be executed on product code. Although the xml configuration file contains the DLLs, this module is used if a particular test code’s results are dependent on another set of test code. Test codes that are sure to be reused are stored here. It is in the form of DLL files which includes the test code and the meta-data. There should be some way of checking if the tests are valid and then executing them. If they are not valid they should be ignored. This can be done by reading the meta-data.
j) File Handler Module:

This module is responsible for all the file access operations of the system. It is 

responsible for opening logged test result files, for providing the test data 

to the test data generation module and also for logging test results. The location of all the files needed to execute the tests and all the references needed to build a particular DLL is handled by this module using the File System Services. 

k) Message Handler Module:

The MessageHandler module is responsible for processing the xml messages sent and received by the various modules. The MessageProc module will unwrap the message to know the intent of the message.

 Sample:

Consider the following message received from the client:

<message Type = “RunTest”>


<MasterIP>128.1.1.0</MasterIP>


<MasterPort>2020</MasterPort>

</message>
The module may have a function:

void deriveParams(string msg)

{ … 


//call the XML parser to parse the message.


Cmd = // what is the command? RunTest in the above case.


returnIP = // IP of the requesting client

port = // communication port of the client
}
Once the parameters are derived the command is executed.

Depending on the message unwrapped the server decides it next action. 

The messageproc module will spawn a thread each time a command is derived from the message. It may also implement a static hash table in order to store references for each thread that has been spawned. 

The module has an inbuilt XML formatter and parser that formats the string requests received and forms XML messages to be sent. The module uses the XML DOM to form and parse the messages. This module simply adds XML tags to the string messages it receives and returns the XML formed as a string. 

4. Use Case Analysis

4.1. Principal Actors:
 
The following are the principal users of this system:

a) Software Developer:
I. Need:
The developers of large systems can greatly benefit from the use of the remote test configure project.  Often when the there are multiple teams working on different components there are multiple versions of each components.  The remote test tool can be configured such that different components of different versions can be tested. This allows testing of the new build of a component while rest of the component stays the same. Also slight tweaks in the Build module (the module that builds the source code into DLLs) can be done to improve the time taken to build DLLs and also improve the efficiency of the build module. This happens quite frequently when a company deals with enhancements.  The components branch off to a new version but yet ensure that components are backwards compatible to an older version of the entire software system.  Having the capability to simply specify what version of what components and just looking at the results afterwards can be a great luxury for software developers.  

II. Impact: 
The system needs to have the ability to build xml configuration files including DLLs and run tests on the Test Server. This can be built using asynchronous message passing between modules. The system also must allow synchronous communication between modules that make calls on the parts that the module depends on. The system must also have a mechanism to ensure that the user can at any point of time know about all the tests that can be executed, i.e. new tests added and old tests removed, on the testing machines.
b) Test Group: 
I. Need:
The test group could be divided into various sub groups. One could handle the test harness server and run continuous tests using all sorts of permutations, check loggers, TVGs, etc. The second set of testers could test the configure tool part and test whether the built xml configuration file can be read by the Formatters and Parsers that may be incorporated. In other words, all the functions that the final product would do automatically must be tested manually by these groups. The third test group could test the communication channel hence it is essential that they have a strong background of networking. This group tests attributes related to communication such as response time, performance of the network, encryption, fragmentation, etc

II. Impact: 
A development cycle of a system must have testing groups that test modules at regular intervals so that if there is a problem, backtracking would be easy and fixing the problem would not be a monumental task. The system must be reusable and independent in the development cycle to test each module separately. The integration of module should also be done such that testing modules that are integrated should not introduce dependency problems or new errors and bugs into the system  
c) Software Architect:
I. Need:
The software systems architects can use the remote test configure tool without having to know the details of any of the modules functionality.  This allows them to isolate perhaps just the module they have knowledge of and not have to worry about any other external influence. The system level architects who are not necessarily software personnel can use this tool without having any real experience in software field. There are companies who dedicate an entire team to just system level integration. Those teams can certainly use this remote test configure tool to test the components before and after they are integrated.  If a certain build produces some unexpected build errors or if a certain test is not able to execute due to improper and vague xml configurations, then the software architect must ensure that the tool should be built in such a way so that it can point out where the fault occurs since time is crucial in such large projects. It is his job to communicate these suggestions to the testers and developers.
The software architect will just command the remote test configure tool to run tests and return results. The architect will request for test commands related to test execution. The architect will view log files to judge the project progress and resolve issues if any. The architect should be able to configure the system in order to add, remove or edit features based on the customer’s changing needs.
II. Impact:
Effective UI for testing must be provided. The UI must show all the features like selecting files, editing configurations, etc in the system and provide facility to select features and command them. A reusable communication system must be designed in order to establish communication. The communication must be robust such that the system must be able to handle requests from clients. Server replication must be done to deal with a large number of requests. Finally Logging results through a logging management must be provided.

d) Quality Assurance Analyst:
I. Need:
The quality analyst can use the tool after predetermined stages to ensure that the project satisfies the required quality standards. He can communicate to the project manager about any undesired test results.
The quality analyst would want to know how the product code fared on bench mark tests and would probably run a different set of tests. The output this user would be interested in getting would be a progressive report on how the module evolves to perform better on these benchmarks. It would be a big advantage to be able to perform these tests without physically getting all the modules together. Each of these users checks whether if the product meets some requirements, check if it works for some special cases of inputs, rate the product or check if all the modules when put together would work as they should. They all can write some test cases with some test input and want to know how the application code reacts to their tests. They may build sample xml configuration files with special cases to see the performance of the servers. Since they accomplish their task using the same routine, they can all use the same test tool core without any changes. All that is required of them is to manually simulate each module and report any quality loop holes. 
II. Impact: 
The system must have the ability to build and run tests in an efficient manner taking all quality attributes of large systems into consideration. QA might not be that critical at this stage but would become critical when the remote test configure tool would be integrated into other complex systems. The system would not be up to date and compatible with other systems in terms of efficiency if this part of development is ignored.
e) Project Manager: 
I. Need:
The project manager is responsible for the overall success of the project. The project manager uses the system periodically to keep a track on the progress of the project. This tool aids the project manager to follow the progress of the different teams involved in the project, without having to be at the different locations physically. He uses the test results to compare with the logged results to analyze the performance of the different project teams at any given time. He tests the performance of the build module on many levels including time taken for build, and also might consider the customer feedback and then decides as to how crucial the time to build the DLLs should be. This analysis can help him in making a better use of the resources at his disposal. The project manager can at any time, based on the abovementioned analysis or other factors, add or remove users to different project teams. The project manager is the only user who can delete any old log files.

II. Impact: 
The system must have the ability to build DLLs on a server and run tests to retrieve them from the test server and also make calls on parts that it depends on. The system must also have ability to browse through the logged results and the configurations of each user. The tool must contain user management subsystem where a project manager can add or remove users working on the project. The system must allow user to delete log file, provided the user is the project manager. Thus the user management must also distinguish between the different user privileges. 

f) End user or Customer: 
I. Need:
The customer does not use the Test Harness and Configure tool separately. For him it is one integrated system where the test harness is just another module. So the final product will only interact with him through client configure GUI. But he can use a Test Harness and the configure tool separately at regular intervals of the development to ensure that what he wishes is being done. After the final product is assembled, the customer can follow the test specifications to test the final product. This helps the customer to evaluate whether the product satisfies his specifications and requirements. 
II. Impact: 
It will allow the customer to run all tests provided to him and check the system. Having the customer in mind and taking his regular feedback ensures that the tool or system that is being developed is indeed the desired one.
4.2. Use Cases:
a) User creates a new configuration file

Each time the user needs to change the way he/she tests, he/she can create a new configuration file by giving the directory information of the modules, tests and test data. On getting this command the GUI will open a blank editable window for the user to key in the configuration file.

A test configuration file defines the operating environment in which the test is being conducted. Before conducting a test, the user could select a configuration file that describes the operating environment. If such a file is not already available, the user could create a new one in a standard format or in customized format based on his needs. The configuration files could be organized in such a way that simple search techniques can be used to identify a suitable file for the test. 

The contents of the configuration file apart from IP and port information could include the following information: 

· Environment Identifier: this string uniquely identifies a test configuration file, and can be used as an index key for queries. 

· Language Mapping: describes the language mapping of the sender/receiver objects. 

· Operating System: the name and version number of the operating system on which the object is invoked. 

· CPU information: the description of the CPU / other relevant hardware information. 

· Network information: the type of network interconnect 

· Compiler information: indicates the compiler that was used to create the objects and the optimizations used. 

· Thread package: describes the thread package with the version number. 

· Type of invocation: static, dynamic, or other types of invocation. 

b) User opens an existing configuration file

The user may open a configuration file that was previously saved. When this command is received the configure GUI will open the configuration file specified and display its contents on the graphical user interface. This will enable the user to know if the right configuration file has been loaded. The tests will now be executed with the information from this current file.

c) User modifies the configuration file

The user may want to edit the configuration file. This can be done using the graphical user interface where the configuration file is displayed. For example he/she may want to change the logger options or change the directory information of the project modules, test files and test data. This command brings the GUI to an edit mode where the user can make changes.
Given below are just two of the many modification options that could be available to the user
1. Changing the Default Location for Test Results

When tests are run, the results of those tests are automatically saved to disk in a default location besides conveying the results to the client. While configuring the test run configuration XML file, a boolean variable called “useDefaultDeploymentRoot” could be used which retains its default value of True. In this case, test results are saved to the following locations: 

· The results of tests that are executed at the test server are saved to the TestResults folder under the current solution folder.
· The results are also stored in the loggers of the test harness server (namely memory and file loggers)

The default location settings can be modified by changing two settings. First, by setting the “useDefaultDeploymentRoot” variable to False. Then, by specifying a new value for the default folder. 

For example: changing
<useDefaultDeploymentRoot type="Boolean">True</useDefaultDeploymentRoot> 

to this: 

<useDefaultDeploymentRoot type="Boolean">False</useDefaultDeploymentRoot > 

<userDeploymentRoot 

  type="String">C:\My Documents\MyResults</userDeploymentRoot> 

  <runDeploymentRoot type="String" /> 

2. Changing Code-Coverage Instrumentation Location and Specifying

Additional Key Files for Re-Signing
The GUI at the client configure allows the user to select artifacts to instrument to enable code coverage. Additionally, the user can specify whether to instrument them in place, and can specify a key file used to re-sign strong-named assemblies after they have been instrumented.

These settings apply to the entire test run, which means they are applied to all assemblies. If the user wants to use different settings with individual assemblies, the changes must be done so in the test run configuration XML file. 
In this example, there are two code coverage binaries: ClassLibrary1.dll and ClassLibrary2.dll.
The user can specify, for example, that ClassLibrary1.dll should be instrumented in-place, but not ClassLibrary2.dll.
The user can also specify that ClassLibrary1.dll is to be re-signed after instrumentation with Library1.snk and ClassLibrary2.dll with a different key file, Library2.snk. 

The following XML shows how to do this. The elements shown here, each of which represents an assembly, are child elements of the <codeCoverageItems> element. 
<element type="CodeCoverageItem"> 

<binaryFile type="String">bin\Debug\ClassLibrary1.dll</binaryFile> 

<keyFile type="String">Library1.snk</keyFile> 

<pdbFile type="String">bin\Debug\ClassLibrary1.pdb</pdbFile>
<instrumentInPlace type="Boolean">True</instrumentInPlace> 

<outputDirectory type="String" /> 

</element> 

<element type="CodeCoverageItem"> 

<binaryFile type="String">bin\Debug\ClassLibrary2.dll</binaryFile> 

<keyFile type="String">Library2.snk</keyFile> 

<pdbFile type="String">bin\Debug\ClassLibrary2.pdb</pdbFile> 

<instrumentInPlace type="Boolean">False</instrumentInPlace> 

<outputDirectory type="String" /> 

</element> 

d) User saves the configuration file

The user will have the option of saving the configuration file as a new file or replace an existing file after editing it, prior to running the Remote Test Configure system. When this command is received the Configure tool will write the configuration file to disk.
e) User Views the Test Results:
All the user has to do is click a button once the configuration file has been defined. The Configuration file is then built in the form of an xml file and given to the test server for testing. All the tests in the specified directory that are applicable are executed by the test harness part of the Remote Test Configure Tool, and a brief result telling the user the number of tests passed and the number and names of the tests which failed is shown on the console. In addition to this, different set of users have the option of viewing the results in different formats based on their needs.
f) User refreshes the list of tests:

The user has to periodically refresh the list of tests that it can execute. In other words, the test directory where all the files are copied needs to be refreshed each time the user runs the tests. This is essential since the test directory that is created may contain files copied from a previous test. If some of those files have the same name as files that are currently being copied, it could lead to all sorts of confusion and unnecessary files from a previous test may be built again. This feature allows the system to be up-to-date with regards to the latest tests that the test server can execute.

g) User aborts the test execution:

The user can at any stage decide to stop the execution of tests that he has initiated. This is necessary when the user realizes at some point during the test execution that the test results are not what is expected, and that running tests any further is not useful. The tests cannot be resumed once aborted. Since messages are sent in real time, this scenario is very much possible.
h) User Commands the Server for Listen requests:

After specifying the configuration, the client needs to establish a connection with the configure server. In such a case, before beginning any testing activities the users should command the server to listen for incoming requests. The “Listen” button is provided for this purpose. The default port number to listen is displayed (will be read from the configuration file). The user can change the port number in order to listen for incoming client requests.
i) User manually runs the tests:

This use case is mainly used by the testers who want to manually run the tests on the test server for quality testing and measuring the efficiency of the Test Server. These users will issue the “RunTest” command from the separate GUI for executing the test functions. The results are displayed according to the Loggers selected. Summary of results is also displayed.
j) User Views the Logs:

The saved file Logs can be used by the users (mostly the testers) to check for a particular test result, and also used by the architect to review tests executed. The project manger can gauge project progress as discussed in the Actors and Use Cases section. Logs are read and displayed to the GUI. 
5. Remote Test Configure Tool Activities

5.1. Activity Diagram:
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5.2. Activity Diagram Description:

a) Show Graphical user Interface
The GUI is the main interface for the user for communicating with the remote test configure tool. The configure client component in this case generates a display asking the user to enter the information regarding the files to be tested such as what are the files that are to be tested, what are the references to these files, etc. After selecting the list of files that are to the sent to the server for testing, the user will click a button specifying that the configuration is specified and the configure client can now start establishing connection to the server. The messages are passed to the Configure client using XML messages

b) Establish Connection with the CONFIGURE Server

Once the user has specified his configure specifications, the Configure Client will start to connect with the Configure server. Communication is done via sockets and messages are sent to the configure server using xml messages. 

All the information regarding the test run configurations specified by the user need to be sent via this communication channel established. The configure tool server must have all the relevant information to build the XML configuration file. The relevant information in this case includes the all the test files needed to be executed, all the references needed to build those files, etc

c) Copy files into the Test Directory

It is better in terms of performance and efficiency that the files needed to be built and tested are stored on some remote file server. This is because the test harness server is already loaded with the job of loading and testing the DLLs and finally logging the results. Also it does not help if they are stored on the client machine because not all files are needed all the time by the user for carrying out the tests. Hence it is best to store the files in a repository that is updated by the users and developers. The test directory should ideally be located on the configure server since in that case the building of the DLLs would be convenient. A unique destination directory name is chosen for each user and if the user is using the tool for the first time, a destination directory is created for him for handling the current and all his future set of test files. If the user is a familiar one, then the destination directory is already present for that particular user and all the files are copied from the file server into the destination directory. Hence there would probably be no naming collisions since each user is allotted a unique test directory name.     
d) Refer a set of files to be compiled into each library

The user while setting the configuration specifies the set of files that are to be compiled into each library. This information is passed to the configure server in the form of xml messages. The configure tool refers this information and gathers the set of files to be compiled into each library.

e) Refer a set of files that are referenced by the compiler for the build

The references needed for building the files could be accessed in many ways. One way could be for the user to send this information in the form of XML messages every time he wants to use the machine through the client GUI. Another more sophisticated way could be to maintain a reference table in the file server itself with all the references to a particular file. The table is updated by the user if he changes or adds more references to the files he wants to build.

f) Build the source code into  DLLs

With all the relevant information, the source code is built into DLLs according to the user specification. The time taken for building the DLLs could be a critical issue when handling many client requests at the same time.

g) Report build errors to the Configure User Interface

If there are any build errors while building the dlls, the user is notified by sending the build error message via the client configure interface. After the user has made the relevant modifications like adding a missing reference or correcting a coding mistake, a second attempt is made to build the DLLs. This process continues until all the required DLLs are built by the configure tool

h) Build an XML configuration file including the DLLs and Pass it to the Test Harness Server

After the DLLs are built, they are ready to be sent to the test harness server which is in this case just another module of the remote test configure tool. To do this an xml configuration file is built that includes all the libraries (Dlls) in the current configure directory and passed to the test harness server.

i) Execute the Test DLLs on the Test Server

The application code to be tested is in the form of DLLs that are loaded and executed using the test cases. The results are logged to the respective loggers.

j) Retrieve the results of the tests with the submitted test configuration 
The results that are logged need to be display to the user. The results are passed to the client GUI using xml messages through socket communication.   
6. User Interface

6.1. Configuration File Settings
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The User can interact with the system using the GUI. The configuration settings for the file can be specified using this menu. The user can select files by clicking on the “Add New FILE” option or remove files according to his needs. The files selected can also be edited if the user wishes to do so. Below the “SETTINGS” bar, the user can specify the IP Address and the port number and also specify the name of the configuration file. Once all the values are set, “DONE” button is pressed and the client starts to connect with the Configure Server. Once the connection is established, the messages are passed in the form of xml messages.  
6.2. Results Display
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Once the XML configuration file is built and passed to the Test Server for execution, the results are retrieved by the configure tool and passed to the client GUI. The logging options and the format of the results all depend on the type of users and hence can vary in the amount of details. Testers and Developers would be interested in detailed analysis whereas the QA analysts and the Project Managers might be interested in getting a broader picture of the results.
7. Critical Issues and Possible Solutions
7.1 )  Performance of the  Servers:
Since an unbounded queue is implemented, it might be possible that the queue might be filled up during peak load. In such cases, one server handling all the operations and the requests could lead to server crashes and reduced performance. One way to deal with this is server replication. A threshold limit might be hard coded by the developers such that if the request traffic exceeds a certain limit, a new server is created using replication methods. Replication should be such that it moves and synchronizes data across the network to meet a host of competing challenges such as data replication, data management, and heterogeneous replication while providing the highest level of data management. It must deliver operational data across complex and broadly distributed data infrastructures in near-real-time. The following milestones might be worth considering

· Ensuring that data is continuously available when external
   circumstances threaten ongoing operations, or available for prompt 
   recovery should disaster strike

· Integrating and synchronizing operations across multiple far-flung
   locations

· Supporting timely and thorough data reporting

· Doing this across heterogeneous platforms
In fact, there are no easy solutions to this problem.  There are many parameters that can make a difference.  The system running the test harness module and the configuration setup module can be upgraded.  Upgrading its memory, disk space, and a better CPU that can handle hyper threading would be a step towards better performance. The performance is very application specific.  It would take a huge amount of I/O to cause the performance to be an issue.  Also, network improvement would be a great upgrade for the remote test tool system. The network backbone is the driving force behind the communication between modules that has to happen in a large testing system.  
The Parameters that do make a considerable amount of difference are as follows:

System Level Parameters:
· Number of client machines and requests and Test Server replication capacity

· Processing speed for each test machine

· Amount of physical and virtual memory available to each machine

· Speed of the Servers

Network Level Parameters:
· Bandwidth of the network 

· Network Stability

· Network configurations (routing, switched, and internal network)

 Load Level Parameters:
·  System Load capacity (number of concurrent process and type of 

 processes running)

· Network usage/congestion

Communication Level Parameters:
· Type of protocol used (TCP, UDP)

· Message Handling 

· Message capacity frequency / buffer

· Asynchronous / Synchronous message passing between machines

· Event driven / Polling communication scheme. (in case of
unblocking queue architecture)

External Plug-in
· Type of management system used to store outputs from test servers

· Efficiency of data movements between modules of the system and
the servers.

7.2 ) Transferring Large data over the network:
The Remote test configure tool communicates with other machines using XML message passing. For transferring large data in the form of XML, coming up with a method and a system for using XML in a real-time is better since sending data in chunks consumes more buffer and storage resources. The real-time XML message includes a header element and a body element. The header element includes one or more destination elements and one source element, each having a unique identifier and a set of pre-defined and user-defined real-time properties. The body element of the message includes the data to be carried to the destination in plain or encoded XML content. XML addresses are proposed as the identifier of the source and destination, and an XML naming service can look up an XML address from the canonical name of the source and destination. Advantageously, the real-time message can be transported through the network using XML addresses included in the destination and source elements of the message.
Data fragmentation of XML message offers various attractive alternatives to organizing and managing data over the network, and presents interesting characteristics that may be exploited for efficient processing. XML, being inherently hierarchical and semi- structured, is an ideal candidate to reap the benefits offered by data fragmentation. However, fragmenting XML data and handling queries on fragmented XML are fraught with challenges: seamless XML fragmentation and processing models are required for deft handling of query execution on inter-connected and inter-related XML fragments, without the need of reconstructing the entire document in memory. One solution to this problem could be to use XFrag for processing XML fragments to achieve processing and memory efficiency. Moreover, the model proposed is suitable for low-bandwidth environments by accounting for their intrinsic idiosyncrasies, without sacrificing accuracy and efficiency. 
7.3 ) Security over the network:
The Secure Sockets Layer (SSL) is a commonly-used protocol for managing the security of a message transmission on the Internet. SSL has recently been succeeded by Transport Layer Security (TLS), which is based on SSL. SSL uses a program layer located between the Internet's Hypertext Transfer Protocol (HTTP) and Transport Control Protocol (TCP) layers. SSL is included as part of both the Microsoft and Netscape browsers and most Web server products. Developed by Netscape, SSL also gained the support of Microsoft and other Internet client/server developers as well and became the standard until evolving into Transport Layer Security. The "sockets" part of the term refers to the sockets method of passing data back and forth between a client and a server program in a network or between program layers in the same computer. SSL uses the public-and-private key encryption system from RSA, which also includes the use of a digital certificate. 
Since this is a network based system, the first solution that comes to mind is to use some encryption. It is a well known fact that security becomes a very important issue both within the company and outside it. The concern here is that intellectual property is being transferred across a network. Another solution besides encryption would be accepting data only from pre-defined systems. This issue needs more thought as security comes with a hefty price tag and the decision cannot be made without knowing how much the company using the remote test tool wants to invest in terms of security. 

7.4 ) Versioning:
Ideally a robust configure test system should support different versions of code being tested whether they are written in C# or any related language. This remote test tool is specifically written for C# programs. An elegant solution would be to make sub modules within the Build and Test Harness module which differentiate in which language the programming is done. The main feature of using .Net framework is the Language Interoperability and Platform Independence. This requires the developers to make minimum changes in the Test Code to recognize an alternate language source code given its compiler is part of the framework. For example to execute C++ modules instead of C# we need to indicate the system to refer two files the source file with extension .cpp  and header file with extension .hh. Such minor tweaks in the modules make the system more versatile and reusable for other related languages.

7.5 )  Handling Memory Issues:
One of the critical issues facing the designers of the configure system is to consider the amount of memory the system consumes. A problem can arise when each new test creates new objects. As the C# objects cannot be destroyed in the program and the garbage collector cannot be invoked, this situation can lead to memory consumption increasing with each new test in the suite. Another problem here is that once a dll is loaded into memory, it cannot be unloaded. Thus all dlls in the test suite will remain in memory till there is garbage collected. One Possible solution could be to use reusable objects when running a test. And a way to unload the dlls is to load them in an AppDomain. Now an AppDomain can be unloaded from memory, thus unloading the dlls in that process.

7.6 ) Handling Threads and DLLs:
To utilize the Test Harness Server to its full capacity, multithreading is used. When running multiple threads on a single system two important issues need to be taken into account. One is deadlocks, and the other is the use of virtual memory. Deadlocks are pretty difficult to resolve and the system must be kept simple to prevent them. Also the source code is converted into a DLL since each test is in the form of a DLL. Once the work is done with a particular DLL there is now way to remove it from the memory of the system. One possible solution to this could be using these DLLs on different threads and killing the threads when there is no use of the DLL. This way the DLLs will be unloaded from the memory after usage.

7.7 )  Blocking VS  Non-Blocking Queues:
One of the first issues that arise when developing Windows Sockets applications is the difference between blocking and non-blocking sockets. Whenever some operation is performed on a socket, it may not be able to complete immediately and return control back to the program. For example, a read on a socket cannot complete until some data has been sent by the remote host. If there is no data waiting to be read, one of two things can happen: the function can wait until some data has been written on the socket, or it can return immediately with an error that indicates that there is no data to be read.

The first case is called a blocking socket. In other words, the program is "blocked" until the request for data has been satisfied. When the remote system does write some data on the socket, the read operation will complete and execution of the program will resume. 

The second case is called a non-blocking socket, and requires that the application recognizes the error condition and handles the situation appropriately. 

The default behavior is for socket functions to "block" and not return until the operation has completed. However, blocking sockets in Windows can introduce some special problems. For 16-bit applications, the blocking function will enter what is called a "message loop" where it continues to process messages sent to it by Windows and other applications. Since messages are being processed, this means that the program can be re-entered at a different point with the blocked operation parked on the program's stack. For example, consider a program that attempts to read some data from the socket when a button is pressed. Because no data has been written yet, it blocks and the program goes into a message loop. The user then presses a different button, which causes code to be executed, which in turn attempts to read data from the socket, and so on.

Blocking socket functions can introduce a different type of problem in 32-bit applications because blocking functions will prevent the calling thread from processing any messages sent to it. Since many applications are single-threaded, this can result in the application being unresponsive to user actions. To resolve the general problems with blocking sockets, the Windows Sockets standard states that there may only be one outstanding blocked call per thread of execution. This means that 16-bit applications that are re-entered (as in the example above) will encounter errors whenever they try to take some action while a blocking function is already in progress. With 32-bit programs, the creation of worker threads to perform blocking socket operations is a common approach, although it introduces additional complexity into the application. 

One way to tackle this problem could be to use a SocketWrench control which facilitates the use of non-blocking sockets by firing events. For example, a Read event is generated whenever the remote host writes on the socket, which tells the application that there is data waiting to be read. The use of non-blocking sockets is one of the key areas in which a control has a distinct advantage over coding directly against the Windows Sockets API.

In summary, there are three general approaches that can be taken when building an application with the control in regard to blocking or non-blocking sockets:

· Using a blocking (synchronous) socket. In this mode, the program will not resume execution until the socket operation has completed. Blocking sockets in 16-bit application will allow it to be re-entered at a different point, and 32-bit applications will stop responding to user actions. This can lead to complex interactions (and difficult debugging) if there are multiple active controls in use by the application.

· Using a non-blocking (asynchronous) socket, which allows the application to respond to events. For example, when the remote system writes data to the socket, a Read event is generated for the control. The application can respond by reading the data from the socket, and perhaps send some data back, depending on the context of the data received.

· Use a combination of blocking and non-blocking socket operations. The ability to switch between blocking and non-blocking modes "on the fly" provides a powerful and convenient way to perform socket operations. The warning regarding blocking sockets also applies here.

If a developer decides to use non-blocking sockets in his application, it’s important that he must check the return value from every read and write operation, since it is possible that he may not be able to send or receive all of the specified data. Frequently, developers encounter problems when they write a program that assumes a given number of bytes can always be written to, or read from, the socket. In many cases, the program works as expected when developed and tested on a local area network, but fails unpredictably when the program is released to a user that has a slower network connection (such as a serial dial-up connection to the Internet). By always checking the return values of these operations, we can ensure that the program will work correctly, regardless of the speed or configuration of the network.

7.8 ) Predicting and Measuring Queue Behavior:
The Blocking queue model in the test server could be approximated with the following assumptions:

· There can an infinite number of client requests requesting to run tests on
   the server(s) machine. 

· The client requests are independent of each other.

· Requests are serviced on a first-in, first-out (FIFO) basis. 

Let’s take the example of a queue running at a steady rate of 90 rps, with 10 servers or test harnesses capable of 10 rps each. In this case the server utilization, or load, is 90%. The average queue length will be 6 requests, and the average response time will have increased from 0.1s (when the system is empty) to 0.167s. If the load on the system increases to 95%, then the response time increases to 0.26s. These would be the best possible results. 

In practice, the assumptions above begin to break down quickly when the system gets busy. The service times are not independent (because each thread contends for CPU and memory), and the queue and threads themselves are not ‘free’ (more queue entries and more threads gives the garbage collector more work). When configuring a system, it is better to configure a system to be no more than about 75% busy at peak load. Also only creating threads that are necessary could also be a point to consider.

It is best to ensure that all the models and predictions made should be backed up by measurements in the production environment.

Measuring queue behavior is extremely important, as often the first indication that something is going wrong in the system is one or more of the queues filling up. Usefully, the blocking queue offers a natural measurement point to collect some critical statistics about the queue’s dynamic behavior:

· Queue Length

· Enqueue Rate

· Dequeue Rate

· Response Time

We could use a component based on Blocking Queue which makes these statistics available as performance counters. These can easily be viewed for a running system using the Performance Monitor, and provide a very interesting insight into how the system is performing - something which is often very difficult to achieve by other means.
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