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1- Goal:

This project is concerned with developing an architecture for a remote testbed system (REMTEST). Its purpose is to support frequent testing throughout the development process for medium and large projects. It focuses on distributing the load and complexity of testing a large project across multiple machines, perhaps in multiple locations. This will allow to run testing in parallel to shorten the time to completion and more important, to isolate the need to know about testing details to each piece, so testers for one piece don’t need to know anything about setup, configuration, version numbers, or test details about an other piece.    

The REMTEST provides means to configure the testing environment of each machine, coordinate the disclosure of results and recording of persistent information concerning specific test runs.

The testing layer of REMTEST is basically the same as the one described in the TESTHARNESS project developed previously, so in this OCD we focus more on the communication layer of the system and the different extensions appended to the first project.

2- Top Level Architecture:
The following diagram (fig.1) illustrates the Context Diagram for the REMTEST. It shows its interactions with the outer world. The system consists of two, more or less, independent layers, a testing layer and a reusable communication layer. The former supports the processing of the different operations carried in testing and the latter encapsulates all of the under hood mechanics of communicating through the network. The system is composed of a series of identical REMTEST peers on different machines that communicate by message-passing, using XML-based messages. Each peer supports the TCP/IP socket interface and contains both a server component and a client component.

1- Test Master and Test Slave:

Any of the REMTEST programs can be designated as Test Master or Test Slave. Test Master initiates testing and supports pausing or aborting a test on a user request. It makes service calls on the remote parts it depends on to run its tests and, when testing is complete, requests tests from its Test Slaves that it then uses to compile a test report for itself and every one of the Latter. A Test Slave is any of the REMTEST programs, which requests from remote REMTEST peers initiates any of its local tests. It also responds to their calls for service, by instantiating objects whose types are defined in the tested modules on the local machine, call their requested methods, pack the result in a message and sends it back to Test Master. It does this through a user built adapter that it compiles with its tested modules (more about this in coming sections).  The two above operations are done concurrently as they are independent of each other.            
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Figure 1: Context Diagram

2-  Two types of messages:

Requests from a Test Master to a Test Slave to provide the results of its tests are transmitted through asynchronous messages, in the sense that the user of the Test Master REMTEST has the temporal freedom to send the requests and on the other hand too, after finishing with testing, the user of the Test Slave REMTEST can send back the results at his own schedule.  The asynchronous messages from both sides are processed and then sent through connection channels spawn by the AsynMsgSender class to the server side of the remote peer encapsulated in the Receiver class the latter just hands the message for processing to its MsgHandler class. Besides the above requests, Test Master may make service calls on parts, on remote machines, it depends on to run its tests. Here we chose to make those calls direct instead of uploading dll’s to the local machine (more on this is discussed in the Design Issues section). This is done through message passing. However, because Test Master needs to know about the interface of the remote parts, one needs to build an “adapter” that implements that interface. The adapter has two parts: on the caller’s side it has a function for the application to call that sends a message through a communication channel it spawns, to Receiver of the remote peer (wrapping up the function name and any parameters as part of the message), and a processing function msgProc on the called side that gets the message and a reference to the above communication channel (through which the message was sent) from MsgHandler class, unwraps it and makes a call, then builds a reply message to send back through the same channel. Note that Adapter on the calling side blocks on its receiving queue until the reply message arrives. In this sense, these messages are synchronous. For each component we build an adapter. Each higher level component that calls a given component will use the same adapter.            

3- Many-to-many relationship between peers:

At a given time there may be several Test Masters running. This is done through supporting many-to-many relationship between servers and clients.  Receiver component manages simultaneous connections with multiple clients and the AsynMsgSender and the Adapter component manages simultaneous connections with multiple servers.  Both sides spawn a new thread to handle each individual connection. Note however that on each machine we can only have one listening channel (one server) but multiple client channels (in order for this to work the different involved sockets need to have different names).

4- Reusable Communication Layer:

In order to separate the testing application from the communication subsystem and make the latter reusable, all of the processing methods involving sending and receiving messages are encapsulated in AsynMsgSender and Adapter classes. Upon receiving requests from clients, Receiver just hands the message to  MsgHandler class for processing which then transmits it to the local Adapter in the case of a synchronous message for an answer or, to Tester for the case of an asynchronous one. It is clear then that for a different application all one had to do is to define his own AsynMsgSender, Adapter and MsgHandler classes that either are derived from the above ones or their interfaces.  

3- Use Cases:

Here we consider two use cases to make the above description more clear.

1- Developing Teams at Different Locations:

Most software or big projects are developed by different teams, usually at different locations. As modules are built, one or more test classes are created simultaneously and incorporated into the local test suite. The distributed Testbed is a precious tool to the different teams, as it provides a neat tool for communication and isolates each team’s need to know about testing details of components of other teams. However, as the project is still under development, teams need to know which components are built and are ready to run so other components can make service call to them. This can be done through a versioned progress file, which is transmitted to each team (through REMTEST), it records the progress so far concerning the ready components and their version. This file should be updated, each time a component is modified or added. This also implies that Adapter modules are also built progressively. Tests are then run on each machine and necessary modifications are made. Note that, it won’t be hard to add a chatting facility to REMTEST, so different teams can talk and send comments to each other.

2- Remote Quality Assurance Testing: 

  To ensure that standards and procedures are adhered to and that delivered products or services meet performance requirements, a quality assurance team can use REMTEST, first to require log tests from all the developing teams and secondly by building their own test classes for all the components and run them locally. Note that the QA team won’t need to have the project modules locally. All they need is to build a master Adapter to make service calls to remote components. Adapter in this case may be very big, however it will be easy to implement, as all you need to know is the interface of all the project components (which is already provided by a master dll, see Design Issues section) and implement all the interface methods almost in the same way endowing them with a capability to talk to remote servers. In the event of a poor performance, requests are made to the concerned developing team to rebuild or modify design and send back log of testing results again.               

4- Modular Architecture:

The REMTEST is partitioned into the following set of modules (fig.2),
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Figure 2: Module Diagram

GUI Module: 

this module defines the main user interface window (fig.3). It conveys to REMTEST the user requested actions and inputs and displays the feedback of the system. It is a dumb module in the sense that it performs no system logic. The user provides the local REMTEST with the path to the test libraries at the time of his logging in. The tests can then, be either launched by the user (in this case the local REMTEST is a test master) or by a remote Test Master from a remote REMTEST on an another machine. The user can pause, resume or abort the execution of the tests if he is a master.

At the upper right corner of the main window, the user can see the different remote components he depends on. He can then be a test master and request tests for those components from their REMTEST’s. Because of his position, he has the privilege to remotely abort, pause or resume the testing on those Test Slaves. He can also monitor the status (requested, aborted, paused, received) of his requested remote tests. If the result of a remote test is sent back by a slave REMTEST, the status of the test is “received” and the user can display his log file.

The local REMTEST can also be a Test Slave to other REMTESTs. In this case the requests from master machines are run automatically. The user can see the remote calling machines (in the lower right corner) and the date and time of their requests. The user controls the time of sending back the log files to the above masters. 
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Figure 3: The main GUI window

Receiver Module:

Provides server-side processing for accepting connection requests. It serves as a single focal point for clients. Both synchronous and asynchronous messages are sent to the Receiver which then transmits them to MsgHandler for processing. This module is very reusable in the sense that it is completely agnostic to the application using it.

MsgHandler Module:    

This module provides the handling for all messages received from the clients. It defines a class that identifies the messages and processes them if they are asynchronous or transmits them to Adapter in the case where they are synchronous.

Adapter Module: 

Defines a class that provides methods to send and process direct call messages. It also takes care of building a reply and sends it back to the caller.  Part of its interface is the same as that of the classes in the tested module. One has to build one Adapter for each component of the distributed system.

XMLproc Module:   

This module provides utilities to build XML messages and parse their content to extract useful information. It heavily uses the utilities defined in System.XML namespace of the FCL. AsynMsgSender, MsgHandler and Adpater components use it extensively.

BlockingQueue:  

Defines a multi-threaded blocking queue. It provides generic thread safety mechanism. It is used as a sending queue in the AsynMsgSender in order to hold messages in the event that communication fails.

Tester module:
Manages operations that drive the testing processing. It depends on the Test module to communicate with the test classes. It loads the different test libraries provided by the user and runs them. 

Test module:
The Test module role is to define the tests to be performed. It is responsible for reading all the data necessary for testing, does the testing and provides visual and log file presentations of the result. For these, it makes calls to the Test data generator module and Logging modules. 

Test data generator module:
This module provides the test data needed for testing. I should note that if the user chooses to provide the data through an XML format file, this module should depend on another module whose role will be to read and parse that kind of files.

Logging module:  

The Logging module provides the Test module with facilities to display the data to the console (main GUI window), and to save the result of testing to a log file or to the memory. One can have the result, be saved in an XML format in which case (as for the Test data generator module) will depend an XML module to deal with this kind of format. 

5- Activities:

The following diagram (fig.4) describes the high level activities REMTEST performs.  First the user starts by creating (or revising) the test class plug-ins, a derived TVG class for data generation to drive his tests and a derived Logger class to provide visual and log file presentations of the results.  Note that the last two, can be skipped if the default classes provide the necessary services. Each new test is created as a library (dll) and added to the test suite. The REMTEST is then launched. It starts by displaying the main window, prompting the user for the path to the test suite. It then loads the tests, instantiates an object of  Receiver class and pass to it a reference to MsgHandler object. At almost the same time, REMTEST calls Receiver.startListener() which spawns the listener thread and starts listening for incoming connection requests in the background. The tests then are initiated either by a user request or by a remote request received from a Test Master. The user can choose the tests he wants to run from a list displayed on the main window form. When Receiver accepts a connection request from a client, it spawns a separate thread to handle each individual connection. In each connection thread, the server receives a request message from a client and calls MsgHandler.msgProc() method with the request string as an argument. This method identifies the message, if it is of asynchronous type; it processes its content and prompt Tester to perform the required action.  
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Figure 4: Activity Diagram

However, if it is of a synchronous type; it hands it over to Adapter through Adapter.msgProc() with the message string and a reference to the communicating channel to take over the processing and performs the necessary actions by instantiating the targeted object, calling the required method and packing the results in a response message. Adapter then uses the same communication channel to send back the response and closes the connection. As a test is ran, it may need service from a remote part, in which case it uses Adapter to make the call. Adapter has the interface of all the remote parts the local test depends on. Adapter then spawns a new thread and starts a communication channel with the desired server through its connect() method. The thread then blocks until it gets an answer from the server. Once it has the answer, it processes it and hands the required result to the local caller. It then closes the connection. This enforces a single transaction scheme where one channel serves only one call (either synchronous or asynchronous). A log test file is used to save the results of testing. if the local REMTEST is a Test Master upon, a user request, it asks its Test Slaves to provide it with their test logs. For that, it places the request message in a blocking queue by calling AsynMsgSender.postMsg() method, which then directs AsynMsgSender to spawn a new thread and connect to the targeted  server. The message is afterward sent through the call of startSending() method and the connection is closed. 

6- REMTEST classes

The class diagram below (fig.) shows the different classes and their dependencies used in REMTEST.  Most of the components of the testing layer built for the first project (TEST HARNESS) are used as they are without any modification. Only some minor extensions are made to Tester class (the executive of TESTHARNESS) to respond to requests from Test Master for running, aborting or pausing tests. Tester loads all the tests in the test suite and saves instances of their classes to an internal array list through the call to loadTests(). A user run each test individually by calling runTest() passing it the test index or in the case, a TestMaster requests the tests, runTests() is used instead which runs all the tests in the test suite. Both runTest() and runTests() spawns  new threads to handle the testing through the invocation of test() method of each test class. These threads are given specific names which allows identifying them, in the case pauseTest(), resumeTest() or abortTest() are called. As it is clear from their names, these functions pause, resume or abort a test (if its thread is still alive). As an argument they take a thread name.  
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Figure 5: Class Diagram

Test class is an abstract class that derives from the interface Itest. It declares an interface for the user built test classes. Instances of the latter can use registerTVG() and registerLogger() methods to register an instance of a TVG and a Logger class. The first is used to generate data to derive the tests through    the call of generateNext() and the second provides facilities to present the results on the Console, in memory or in a file. A default TVG and Logger class are provided, but the user can have his own by deriving from the ITVG and Ilogger interfaces.

Receiver class is the core of the server-side of REMTEST. Its constructor takes an integer, which represents the port the server uses for listening. It holds a reference to an instance of MsgHandler class that does the processing of the client requests. Method startListener() spawns a new thread that listens for incoming connection requests in the background, without blocking the main thread. For each accepted connection, an other thread is spawn in which function mgsProc() of MsgHandler class handles communication with client, enforcing a single transaction scheme. MsgProc() extracts the type of the message. Asynchronous messages are then processed and the adequate Tester class methods are called to prompt the required actions (runTests(), pauseTest(), resumeTest() or abortTest()). On the other hand, if the message is of a synchronous type, msgProc() method of the registered Adapter class takes over the processing. This method takes as parameters a string that holds the message and the socket used for the communication with the client. Adapter uses that socket to send back a response message to the client. In the case the test classes need service from remote parts they depend on, they also use Adapter to place requests. Indeed the latter has the same interface of those remote parts. Calling one of its function, spawns a new thread that creates a communication channel, packs the function name and its parameters in an xml message and sends it to the remote Adapter through sendMsg() method. Note that the thread will block waiting for a response. When it gets one it processes it and returns the requested results to the caller.   

AsynMsgSender class likewise handles asynchronous messages. The main thread uses postMsg() to enqueue a message in the sending queue and  connect() method to request a connection from remote server. It then calls startSending() to spawn a child thread that dequeues the message from the sending queue and sends it. The connection is then closed using close() method.

XmlProc class supports basic functionality of a generic message used in a message-passing interface. It provides a comprehensive set of tools to manipulate Xml documents and elements and supports certain conventions with regard to message format (an example is given in Appendix A). AsynMsgSender and Adapter classes use it to compose their messages and MsgHandler class to extract information from these messages. XmlProc class uses functionality provided in System.XML namespace to define its functions.     

7- REMTEST Events:

The event trace diagram (fig.6) shows the interaction, through function call between the different classes of the system. REMTEST is started by the construction of the main UI form which instantiates Receiver, AsynMsgSender, MsgHandler and tester objects. It then calls Receiver.startListner() method that spawns the listener thread and passes the user input to Tester.getPath() that then loads all the test dll’s in the tests suite. Once a request for a connection is accepted, Receiver hands the communication channel to MsgHandler which then extracts the message from socket buffer through getMsg() method and processes it through its msgProc() method. Depending on the category of the message, it is either passed to 
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Figure 6: Event Trace Diagram.

Adapter.procMsg() if it is a direct call, or processed and Tester is prompted for an action if it is asynchronous, by calling tester.runTest(), Tester.pausetest(), resumeTest() or abortTest().  Note that these actions may also be prompted by the local user through the GUI. Tester invokes the test functions of aTest object using invokeMember(test). The latter calls TVG.GenerateNext() to get data to derive its test and Logger.write() and Logger.showAll() to display or save the data on the given stream.  Upon a user request for tests on its dependencies or an action on them, mainUI uses AsynmsgSender.startSending() to spawn a thread to handle a new communication, compose the request in a message and sends it. Likewise for direct calls on remote parts, aTest requests are handled by Adapter object through SendMsg().     

8- Design Issues:

1- Direct Calls vs. DLL’s:

When running tests one need the services of the parts on which he depends on. For that, one can either upload the dll’s of the remote parts to the local machine or make direct calls using message passing. For the first, Test Master has to provide a message that requests the latest dll’s. The receiver will have to open the file, read its binary data, and base64 encode it to get a string of characters. This is sent as a message. The receiver then converts back the to binary, saves it and then use them when testing. The advantage this has is that, in the case of a failure of the network the local testing is not affected and REMTEST will keep working as all the test dependencies can be found in the dll’s, while the asynchronous requests can be answered whenever the connection is reestablished. On the other hand this has the disadvantage that one has to keep track of the latest dll’s and re-upload them each time a new version is available. This undermines our goal to isolate need to know about the setup, configuration, version numbers or testing details about other pieces of the distributed testbed. In addition, there is the overhead of managing the memory space in the case a big number of dll’s is needed (if one has an extended dependencies). For all these reasons an other option is chosen for this project, namely direct calls. However, since we are using message passing rather RPC, one needs to build an adapter that one compiles with the tested classes. For N components, N adapters are built (one for each component). 

2- Adapters and a Master DLL:

Each Adapter buildt has to have the same interface as the called parts on both the caller and the callee sides (each higher level component that calls a given component will use the same adapter). If the system undergoing the testing has a good software design, its different classes couple through interfaces and all one has to do is do, is to have the interface class of the remote class I depend on, on the local machine and derive Adpater class from it (which then has to implement all its methods). On the other hand in the case of a bad design, i.e. no interfaces are available, one has to build his Adpater implementing all the interface of the remote part. Then build a wizard which substitute any call to the remote part with that to the Adapter.

Note that one has to do the above for each two distributed modules linked by a dependency. In the case of a good design, one can think about collecting all the intereface classes of the different component of the system under test in  a Master dll and provide it to each REMTEST peer. This will have the advantage of saving a lot of time, as one won’t have to keep track of the different interfaces separately and won’t have to copy them from different machines to build the Adapters.

3- Configuration File:

Each REMTEST needs to know about the remote modules it depends on, so it can make service calls and request logs of the test results. However to make those calls and requests, it needs to know, the IP address and the listening ports of their host REMTEST (test slave) so it can connect to them and send its messages. Likewise each test slave needs to know its test master(s), its IP address and its listening port so it can respond to their different requests. One can think about having an XML configuration file that compiles the different information concerning the different dependencies of the different classes, their versions and their distribution and the IP address, the listening port and the location of the REMTEST peer hosting them. This configuration file is copied to each REMTEST, which then uses it for its setup.      

4- Blocking Queues:

A blocking queue is usually used on the client side to hold messages in the event that communication with the remote receiver fails and to free the main thread of the client so it can do other tasks. Likewise on the server side, in addition to separating the main thread from the communication thread, one uses a blocking queue to quickly remove messages from the socket buffer so that the socket buffer never fills (which would block the sender). This kind of set up is more suited for asynchronous messages. For synchronous messages or direct calls, one does not need to have queues because the client calling thread has to block until it gets a response from the server so there is no risk of accumulation of messages and in the case of a network failure the client calling thread has to wait anyway.

REMTEST uses both kinds of messages. Moreover all messages ends up being collected by MsgHandler object on the server side. Which then discern their type and either processes them if they are asynchronous or hand them over to adapter if they are synchronous. Because of that one can have no blocking queue on the server side as for synchronous calls the enqueuing of messages in not needed. Only AsynMsgHandler (client) would need to have a queue for that.

Appendix A:

A Message is represented by a string. Each message contains at least a header element, a category element, a type element and an ID element. The message ID is supposed to be unique, it is just a sequential number that identifies the message. There are two categories of messages, asynchronous and synchronous (direct call messages).  Asynchronous messages have 5 types, request test, abort test, pause test, resume test and sending test (these can be extended). The following are examples of XML format messages.

Asynchronous message:


Direct call messages:


<?xml version = “1.0”?>


<msg>


     < category> asynchronous </category>


     <source IP = “251.1.1.1” server name = “phonon.syr.edu”></source>


     <destination IP=”251.1.2.2” server name = “Apollo.syr.edu” ></destination>


     <ID> 13254 </ID>


     <type> request test </type>


</msg>








<?xml version = “1.0”?>


<msg>


     < category> synchronous </category>


     <source IP = “251.1.1.1” server_name = “phonon.syr.edu”></source>


     <destination IP=”251.1.2.2” server_name = “Apollo.syr.edu” ></destination>


     <ID> 11121 </ID>


     <type> function call </type>


     <caller>


     	<module> testParser.cs </module>


     	<class> testbed.testParser </class> 


     	<function> parse </function>


	<parameters>


	       <first> filename </first> 


</parameters>


         	<return_type> </return_type>


     </caller>


     <callee>


     	<module> Toker.cs </module>


     	<class> CSToker.CToker </class> 


     	<function> getTok </function>


	<parameters> </parameters>


         	<return_type> String </return_type> 


     </callee>


</msg>
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