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(A) Executive Summary:

In current times the size and the complexity of a software product govern splitting up the product into different systems, with each system and subsystem being developed at different locations. Now this can mean different machines in the same office, or different offices in the same building, or even different cities. Typically, a product consists of different systems, subsystems, programs, modules and files in this same level of hierarchy. Each new module being developed most definitely has dependencies on the already developed modules. These dependencies also govern the revisions or bug fixes carried out on the existing modules.  
A RemTest is a tool that provides the framework for testing and analyzing application code.  As the size and complexity of the project increases, testing becomes critical to ensure that any change to the system does not affect any other part of the system. For each new module created in the project, one or more test classes are developed and are hooked-up to the RemTest, making it a part of the test suite. The RemTest executes all the tests in the test suite and provides either a visual or a log file presentation of the test results.
A Remote Testbed is in essence a collection of such RemTests running on different machines, and also communicating with each other. Thus, the RemTests in the system run their own tests and also run specific tests requested of them by their peers. The main idea behind having a Remote Testbed system is to distribute the load and complexity of testing a large project across multiple machines. This allows for the testing of the system to take advantage of the modular structure of the system under development. A well designed Remote Testbed should help achieve the following goals;

1. Parallel execution of tests to reduce completion time.

2. No need for a node to know about the configuration of the tests of the other nodes.

3. Make the integration of the project modules almost automatic and continuous.
The design of the Remote Testbed will use C# as the programming language, with XML used to format the messages to be passed between peers using .NET Remoting.

(B) Requirements:

In order to think about the design of the system, we need to know what the expectation of the customer is. The explicitly mentioned requirements of the customer are;
The Remote Testbed system shall:

1. Be implemented using C# and the .NET Framework Class Libraries.
2. Establish communication with identical peers on remote machines, based on XML message passing. The communication can be using .NET sockets, tcpClient and tcpServer classes, or .NET remoting.
3. Support the division of testing activities for large projects across multiple machines by supporting test configuration for each machine, and transmitting results to a remote master.

4. Shall support the designation of any RemTest program as a test master.
5. Test master shall initiate testing and also support the pausing and aborting of test on user request.
6. Shall support the pausing or aborting testing on local machine on Test master command.

7. Shall save local testing results in an XML based file and transmit the results to the Test master.

8. Shall record the time-date stamp for each current test session and test module names and their last modified time-date stamps with the local testing results.

9. The Test Master shall provide the user with a testing summary including all tested module names, their last modified time-date stamps, and pass or fail test status for each.
Thus, following the customer’s requirements we need to design a system that consists of a number of RemTest tools, which are complete Test Harnesses by themselves, running on different machines. Each RemTest will be responsible for running tests on some part of the system. Each RemTest will also communicate with the other RemTests on remote machines, passing messages in XML format. Each RemTest can be a Test Master, and can initiate its own tests. A Test Master can also initiate tests on its slave RemTests. The slave RemTests will accept messages from the master, execute the tests and send back the test results to the master with the time and date of the test. Thus the Test Master will log results of tests it executes and also all tests that the slaves execute. It should be noted that a RemTest can be a master and slave at the same time.  Hence a RemTest can be a master, initiating tests on remote machines, and at the same time can be a slave accepting messages from its master and running tests for it. The Test Master can also pause or abort all tests running on its machine and on all remote slave machines. 
At this stage, there could be many questions arising in our minds regarding the implementation or even the feasibility of the requirements; 
· How will the RemTests communicate with each other?

· How does a RemTest be a master and slave at the same time?

· How does a RemTest service its master and also execute its own test concurrently?

· How does a master know whom to talk to?

· How does RemTest pause in the middle of test execution?

· What happens if a slave cannot service the master temporarily?

The purpose of this document is to discuss a possible architecture of the system, think about its feasibility and to think about issues facing the design of the system and come up with possible solutions. The aim of this document is to ensure that questions about the system including the abovementioned ones are answered by the end of the document.
(C) Users and Use-Cases:
As the main utility of the system is during the development of a project, the people involved in the development of the project are the actors who use this system. These actors also need the system for different purposes. The users and the use-cases of the system can be categorized as;

1. Developer: 

The developer uses this system with the maximum frequency. This category of user will also contain the maximum number of users. The developer uses the system to ensure that a change in some part of the project does not affect any other part, either in his own module or some other dependent remote module. It helps the developer to make the necessary changes to either the newly added module or to the previously developed module, and thus remove flaws at the core levels of the project.
Impact on Design:

The system needs to have the ability to run tests on modules on the local machine as well as the remote machines. This can be built using asynchronous message passing between modules. The system also must allow synchronous communication between modules that make calls on the parts that the local module depends on. The system must also have a mechanism to ensure that the user can at any point of time know about all the tests that can be executed, i.e. new tests added and old tests removed, on the local and the remote machines.
2. Project Manager:

The project manager is responsible for the overall success of the project. The project manager uses the system periodically to keep a track on the progress of the project. This tool aids the project manager to follow the progress of the different teams involved in the project, without having to be at the different locations physically. He uses the test results to compare with the logged results to analyze the performance of the different project teams at any given time. This analysis can help him in making a better use of the resources at his disposal. The project manager can at any time, based on the abovementioned analysis or other factors, add or remove users to different project teams. The project manager is the only user who can delete any old log files.
Impact on Design:

The system must have the ability to run tests on local and remote machines, and also make calls on parts that it depends on. The system must also have ability to browse through the logged results for both local and remote tests. Must contain user management subsystem where a project manager can add or remove users working on the project. The system must allow user to delete log file, provided the user is the project manager. Thus the user management must also distinguish between the different user privileges. 
3. Software Architect:

The software architect uses the Remote Testbed to monitor the progress of the project. Any failed test can help the architect point to either a case of an architectural flaw or a case of the design not following his architectural guidelines.

Impact on Design:

The system must have the ability to run tests on local and remote machines, and also make calls on parts that it depends on. The system must also have ability to browse through the logged results for both local and remote tests. 

4. Quality Analyst:

The quality analyst can use the tool after predetermined stages to ensure that the project satisfies the required quality standards. He can communicate to the project manager about any undesired test results.
Impact on Design:

The system must have the ability to run tests on local and remote machines, and also make calls on parts that it depends on. The system must also have ability to browse through the logged results for both local and remote tests.

5. Customer:

The customer does not use the Remote Testbed. But he can use a Test Harness, which is essentially a RemTest without the communication system. This can be provided to the customer as a part of the final product. The customer can then follow the test specifications to test the final product using the RemTest.  This helps the customer to evaluate whether the product satisfies his specifications and requirements.
Impact on Design:

The system must have a variant without the communication system. It will allow the customer to run all tests provided to him and check the system.
(D) Design Cases:

Having seen the different users of this system, we can now take a look at the different ways in which a user can interact with the system. The following are the main design cases for the system;
1. User starts / exits the system:
The user starts the system, which takes him to the login screen. Once logged in the user can then exit the system as and when desired by clicking on the ‘X’ on the upper right corner of the window.
2. User tests a test suite:
In this case, the user loads all the tests to be run, by placing the local test libraries (dll’s) at a fixed path and selecting the remote tests to be run from the list provided on the user interface.  The system loads all the local tests into the test suite, i.e. aggregates all the tests, and sends messages to the remote machines to execute the selected remote tests. The user then selects the type of logging he wishes to generate and runs the test. Depending on his selection, the user gets the results either in memory or on the console or in a file.
3. User opens a local logged file:
In this case, the user selects the file to be opened. The corresponding XML file is then opened and the contents are displayed in the UI window. 

4. User opens a remotely logged file:
In this case, the user does not have the option of selecting which remote file to be opened. The user selects the remote module whose log file is to be opened, and the remote module sends its latest log file to the master. And this file is then displayed in the UI window. 

5. User deletes a logged file:
The user can select an archived log file and delete it. Note that he cannot modify the contents of the log file. He can only delete it. Only the privileged users, i.e. the project manager and the team leaders can do this.


6. User closes test result:
In this case, the user either closes the results of a console test, or he can close an already opened log file in the UI window. In case of the console test, all test results are lost. In case of an existing log file, the file is closed.

7. User saves test result:
The user has already selected the console log for the tests. But after seeing the test results, the user does not wish to lose the results. In this case, the user can save the results into a file, despite not selecting the option before running the tests.
8. User Logs in / Logs out of the system:
The user has to enter his username and password in the login window before he can use the system. Once he has logged into the system, at any stage he can logout of the system. This closes the main UI window of the tool and brings the user back to the login screen.
9. User starts / stops a server:
The user has the option to stop the server, i.e. block requests from the master to run tests. This needs to be done periodically when the local module is being built, and is in no position to serve requests. The server needs to be shut down also when a security flaw is detected in the system. The user can then start the server later to resume normal operations.

10. User changes the default directory of tests:
To run local tests the user has to put all test libraries in a single folder. But this folder can be any folder of his choice. The user can select this folder by changing the default of the system from the UI window. 
11. User refreshes the list of tests:
The user has to periodically refresh the list of tests that it can execute. This includes both the remote and local tests. This allows the system to be up-to-date with regards to the latest tests that it can execute.

12. User aborts the test execution:
The user can at any stage decide to stop the execution of tests it has initiated both on its own system and also on the slaves. This is necessary when the user realizes at some point during the test execution that the test results are not what is expected, and that running tests any further is not useful. The tests cannot be resumed once aborted.

13. User pauses / resumes the test execution:
The user can also pause the execution of tests on itself and also the slaves. In this case, the execution can be resumed from where it has been paused.   
 (E) Graphical User Interface:
In order to ensure a good interaction between the user and the system, the following graphical user interface prototype can be used;
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RemTest : Window 1
Only on entering the correct username and password, the user can proceed to Window 1 shown above. The window contains the main functions of the RemTest. A first time user can click on Help and get instructions on how to use this tool.  The user can run tests through this window. The user interface is divided into 2 main parts: Local Tests and Remote Tests. 

The Local Tests box shows the list of tests on the local machine. The user can uncheck any test he does not wish to run. By default all tests are checked. RemTest contains a default directory where the tests to be executed can be placed. If the user wishes to place the tests in some other directory, then he can change the directory by clicking on the Directory button. The user can periodically Refresh the list, so that any changes in the directory holding the tests is reflected here.

The Remote Tests box shoes the list of tests on all the slave machines. These are the tests that can be run remotely on other machines and results returned from them. The list in this case will also have all the tests checked. The user can uncheck any test he wishes to avoid. It must be noted that there is no change directory option in this case. Every time the user wants to Refresh the list of remote tests, a message is sent to the slaves, who respond by sending the most current list of tests on their machines. 
Different logging options can be selected for Local and Remote tests. Logging can be selected from Console, File and Memory logging.  If Console logging is selected, then a console window pops up displaying the test results. Incase of File logging, test results are stored in an XML file. And incase of Memory logging, results are stored on memory stream. Once these options are selected, the user just has to click Run Tests to run all the selected tests. The Status windows show the status of the tests being run. It must be noted that the remote tests do not always return results in the order in which they are called. The user can also pause the tests by clicking Pause Tests. In this case the execution of tests on local and slave machines is paused till Run Tests is clicked again. The user can also abort the execution of the test suite by clicking Abort Tests.  
The user can also simply take a look at the logged results stored in the XML files. This can be done using the Window 2 below. The user can either open a file log on the local machine or request for a logged result on a slave machine. If the user selects the Local Log option, then he can open any of the logged files stored in the default TestResults folder. The user can also request the any of the slave machines to send logged results on their machines by selecting the Remote Log option. But it must be noted that the user cannot select which file to get from the remote machines. As the system is set up, the slave will return its latest complete logged results. This option is of main use to users like the Project Manager who wants to simply check the results of the last run test on all the modules.  

Once the user selects the file to be opened, the file contents are displayed in the Contents text box. After reviewing the logged results, the user can Close the file, Save the file or Delete it. Close simply removes the contents of the Contents box. The file log is closed. Save in this case works just like Close. And Delete is used when the user wishes to delete the logged file. 
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RemTest : Window 2
The final option that the user of this system has is shown in Window 3 below. The main option here is to allow the user to shut down the Server. This need to be done periodically when the entire module on the local machine is being built. It should be noted that by default the server is in running state. The Server Activities box shows the activities in the server, i.e. the masters that it is serving, the tests it is running for the masters, and the status of those tests. The window also shows the last date and time of server shutdown.
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RemTest : Window 3
Once done using the system, the user must, for security reasons, Logout of the system. Logout closes the main tool window, and takes the user back to the Login screen. Clicking the ‘X’ on the upper right side of the window closes the application completely.
(F) High Level Architecture:

A Remote Testbed is a tool that provides the framework for testing and analyzing application code located in physically different locations. It is basically a collection of many RemTest tools that can communicate to each other. It develops a facility to construct and execute test suites, both on the local as well as the remote machines. The results of the various test procedures can be logged to either console output or to a memory stream, or the results can be stored on a file. The overall architecture of the system can be better explained by the context diagram below;
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The context diagram shows how the RemTest system interacts with the environment. Each RemTest in the Remote Testbed has the same high level architecture. As seen from the diagram, the main interactions of the system are with the Graphical User Interface, the File System, the Memory System, the Networking Resources and the Application code being tested.  

1. Graphical User Interface:

The GUI provides the RemTest system with the names of the tests to be executed, both on remote and local machines. It also indicates the type operation to be performed. The GUI indicates to the RemTest when to start the execution of the test suite, when to pause or abort the test. The RemTest in turn returns the test results and errors to the GUI. 
2. File System Interface:

The file system accepts the names of the files or directory to be hooked up to the tool, opened, saved or deleted from the RemTest and gives the file handles back to the RemTest. RemTest uses the file system to save result logs. In case of an error, the file system catches the error and sends it to the RemTest, which in turn displays it using the GUI.

3. Memory System Interface:

The RemTest uses the memory system interface to log test results in memory for the memory logging option.

4. Networking Resources:

The RemTest uses the Networking resources to communicate with its peers using a reusable communication layer. Now these peers can be either masters of this module or slaves. In case of communicating with the slave, the RemTest invokes the test on the remote machine. The networking system coverts this invocation into an XML message that is sent to the slave. And then the networking system receives the test results as an XML message from the slave, which it deconstructs and sends to the RemTest. In case of communicating with the master it is exactly in the reverse order. The networking system receives the message from the master, deconstructs it and invokes the test on the RemTest. The RemTest sends it the test results. The system then embeds the result in an XML message and sends it back to the master.
5. Local Test Application Code:
The application code is the actual test that is being executed by the RemTest. The RemTest invokes functions on the application code when the tester runs. The function in turn uses the facilities provided by the RemTest, and returns results to the RemTest, enabling it to determine the success or the failure of the test.
(G) Modular Architecture:

Considering the requirements of the system, it can be divided into the following main modules;
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From the above diagram, the main modules in the system are;
1. Client User Interface module:
This is the module that interacts with the user of the system. It can be considered as the entry point into the system when running as a test master. The module allows the user to select the tests to be executed, both local and remote, or open an archived log file. The module simply passes the information about the test to be run and related logging option to the Test Aggregator module. In case of the user selecting the option to open a logged file, the module uses the File Handler module to open the XML file and display the contents in the UI window.
2. Test Aggregator module:

This module accepts user input from the User Interface module, and aggregates the tests into a single test suite. It also initializes the logging option for the test results. The tool can execute local as well as remote tests. In case of local tests, the module invokes the test function on each of the test classes, represented by Test Code in the diagram. In case of remote tests, the module calls on the Client module to make the remote call. The test results are sent back to the User Interface module by the local tests or the Server module by the remote Client module.   
3. Client module:

This module is used to pass messages to the remote machines. This module contains all the implementation to convert the remote test invocation by the Test Aggregator and remote function invocation by the Test Code module, to an XML message. These messages are put in some sort of a queue. These messages are read from the queue and sent to the corresponding remote servers using .Net Remoting. The module uses the Message Handler module to convert the function invocation to XML messages.
4. Server module:
This module is responsible for receiving messages from remote clients or test masters. These messages received from different clients are put in a common queue. The module uses the Message Handler module to deconstruct the XML messages received and make the corresponding call on the Test Aggregator.   

5. Test Code module:
This module contains the main test code. The module contains a test function that is invoked by the Test Aggregator module each time Run Test is called. The module in turn calls the Test Data Generation module, the Logger module and the Client module. The Test Code module gets the data to execute the test from the Test Data Generation module. It then uses the Logger module to log the results of the test to either the console or memory or a file. This module uses the Client module when it has to invoke functions synchronously on remote machines. The test results are then sent back to the Test Aggregator module. 
6. Test Data Generation module:
This module is responsible for generating test data. This module is generates data according to the requirements of the Test Code being executed. This module is used by the Test Code module, and it in turn can use the File Handler module to read test data from the file. This module can generate generic test data or data specific to the Test Code being run. 

7. Logger module:
This module is responsible for logging the local and remote test results. The module receives test results form the Test Aggregator module. The logging options available are the Console, or the Memory or a File. The module uses the File Handler module to log results onto a file. 
8. File Handler module:
This module is responsible for all the file access operations of the system. It is responsible for opening logged test result files, for providing the Test Data Generation module with the test data and also for logging test results. 
9. Message Handler module:
This module is used by both the client and the server. The main purpose of this module is to construct a message out of a remote function call or a remote test call when used by the Client, and to deconstruct a message received by the Server by parsing the XML data.  This module is responsible for the encoding and decoding of the messages.
(H) Module Interactions:

The diagram highlights the interaction between the different modules by showing the flow of data between the different them;

[image: image7.emf]Client User 

Interface

Test 

Aggregator

Test Code

Test Data 

Generation

Logger

File Handler

Client

Message 

Handler

Server

User 

Inputs

Error 

messages

Test 

Names

Test Results

Remote 

Client 

Request

Received 

message

Deconstructed 

message

Message 

to Remote 

Server

File File

File 

Name

Test 

Call

Request 

for test 

data

Test 

Data

Test 

Results

Remote 

Function call

Remote Test 

Invocation

Data To Be 

Embedded 

in Message

XML 

message

Client Test 

Request

File 

Name

File 

Data

File Log

File 

Handle

Module Interactions for 

RemTest


The diagram helps us understand the modules of system better. It also shows what work each module does in the overall working of the system.
(I) Communication Model: 

The Remote Testbed is a collection of RemTest tools running on different machines, and at the same time communicating with each other. A test master can invoke tests on the slave machine and also invoke functions on the remote module and get back the results from the function. Thus each RemTest consists of a client part and a server part. As a result, the communication model becomes the most important sub-system of the system. At almost every step of the system, there is communication between RemTest peers. 
Remoting involves a protocol that one program can use to request a service from another program located on a remote system. The remote system contains an object that can be used by other machines. The local machine simply builds a proxy of the remotable object and makes a call to it. The proxy in turn calls the remote object, gets back the results and sends it to the client. Although this is a very straightforward technique, it has some limitations. This model requires new functions to serve each new client request. It should be noted that we need to have synchronous as well as asynchronous communication between RemTest peers. For this purpose we need to build a communication system that can be used for both, i.e. make it reusable. The diagram below shows the basic remoting model.
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We need to build a message passing system with queues on top of Remoting. The advantage of having a message passing system is all communication between the client (Test Master) and server (Slave) is in XML messages. The server contains a single remotable object that implements a function ‘getMessage’. This function simply receives messages from all clients and places them in a queue. The messages of course need to follow some fixed format to allow the server to interpret each message distinctly. The clients of this server in turn need to implement a single ‘postMessage’ function that accepts a message string and places it in a queue to be sent to the remote server. This method ensures that neither the client nor the server has to wait for request and response, making the communication asynchronous. 
The diagram shows how the asynchronous communication between 2 RemTest peers will take place. This layer is built on top of the Remoting layer.
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The communication subsystem needs to use .Net threading also. The client that wishes to communicate with the server embeds the function call inside an XML message. This message is then placed in a message queue by the main process thread. These messages are pulled off the queue at the other end by the send thread and sent over the communication channel (TCP or HTTP) to the server. At the server end, there is a receive thread that keeps receiving messages from the client and placing them in a common queue. The main processing thread then removes the message from the other end of the queue, parses it, and makes the corresponding function call. The result of the call is embedded in an XML message and it goes through the same steps to get back to the client. 
For synchronous communication, we build another layer on top of this layer. The only difference would be the send thread would block on a response from the remote object, instead of going ahead with its processing. Once the receive thread receives a response, the send thread starts sending again.
Thus the communication system discussed above allows the peers to communicate synchronously as well as asynchronously.
(J) RemTest Client Activities:
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The activity diagram shows the main activities of the tool as a Test Master, or a Client. The main activities of the tool can be classified as follows;
1. Login:
When the user opens the application, he is presented with the login GUI. Only the registered users can use this system. If the login is correct, the user is taken to the Initial GUI, giving him the different ways in which he can interact with the system. The program does not proceed unless the user selects one of the options. On more than 3 incorrect login options, the application closes.
2. Open A File:

The user has to select one of the logged test results from the available files in the default directory on the local machine, or select a remote module name and get the latest log file from that module. In case of the first option being selected, the XML file is opened and displayed in the GUI. If the latter option is selected, a request is made to the corresponding remote server. Once the server response is received, the message is decoded and contents displayed in the GUI. The user can later close or save the file. The user, if authorized, can also delete the log file.
3. Run Tests:

The user in this case selects the tests available on the local and the remote machines. The user also selects the logging option. For each remote test, a message is sent to the corresponding server, requesting the test to be run. The system does not wait for the test results before proceeding to the next test. The local tests are picked up from a common directory and aggregated in the tester. These tests make synchronous calls to the remote modules that it depends on for the test data. The test results are logged before proceeding to the next test. This procedure is repeated for all tests selected by the user. The system waits for all the remote test results to be received before proceeding.
4. Terminate Application:

This closes the application, irrespective of the state the process is in. 

(K) RemTest Server Activities: 
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The diagram shows the activities of a RemTest as a server. The main activities can be classified as follows;
1. Receive Client Message:
The main function of the server is to accept client requests. All requests in this system are in an XML format. The server thus receives the XML message, which is encrypted, decrypts it, and then breaks it apart to understand the identity of the client and also the type of request. This allows the server to run either of the following activities.

2. Run A Test:
This is the most common request received by the server. The server responds by running this test in parallel to its own execution of local tests. The test to be run in turn can make a call to some other remote machine, requesting test data. Once the test is executed, the result is then built into an XML message, encrypted and then sent over the channel back to where the request came from.
3. Open A File:
The server receives request from the client to send back the most recent log file. The server in this case simply opens the log file, builds it into an XML message, encrypts it and then sends it over the channel back to the client.
4. Execute A Function:
The remote client needs to make synchronous calls on the server when it needs to execute the modules on which it depends. In this case, the server executes the function requested by the client, embeds the return value in an XML message, encrypts it and sends it back to the client.

5. Stop Server:

The server can also receive a message from either the local client or the remote test master, instructing it to stop the server from running. In this case, the server stops accepting messages from the client, till the server is not started again.
(L) Issues facing the System:
In designing the Remote Testbed system there are some critical issues that need to be taken into consideration. 
1. Load and Usage:
Before we design the system, we should also be able to estimate the load and usage that the system can handle and understand how much load can the system handle without having a serious effect on the performance of the system. 
Let us first consider who will use the system and in what way; 

Size of the project team = 1500

Number of developers = 1200

Number of team leads = 200

Number of managers, architects, administrators = 100

Now the abovementioned users will be the maximum at the start of the day, from 0900 hours to 1030 hours. During this time period we will have about 800 developers, 150 team leads and about 70 managers using the system. Of these, about 40% of the requests will be to see log files, while the other 60% will be to run tests. There would be a similar surge in activity on the system just before the end of the day from 1630 hours to 1730 hours. But this time about 10% would be to see log files, while 90% would be to run tests one final time before shutting shop.

As we consider this project, we need to also look at the size of the project;

Number of lines of code = 10,000,000

Number of modules = 2,000
Number of lines/module = 500

Size of each module = 15 KB

Size of a program = 100 KB
Size of the system = 250 KB

The main activity of the system is to run tests on either the local machine or remote machines. Of these, about 15% are local and the rest 85% are remote requests. The requests are achieved by passing small XML messages to the slave machines. 
Size of each message = 500 bytes.

Thus message passing is not bound to produce too much load for the network. But the network traffic can become a serious issue when we consider the transfer of log files from the slave machines to the master. 

Size of each file = 50 KB
Thus, the system can face a huge load everyday in the morning when the project managers and the architects come in and are mainly interested in seeing the logs of the tests conducted by each of the modules. Considering the number of modules, the amount of data transferred for one such request is;

Size of file * Number of modules = 50KB * 2,000





           = 1 MB

Now this is a lot of data for a server to handle. And this is just for one request. We could about 100 such requests during this time. This transfer though should not be too much of a problem on the LAN. But this can be a huge problem for someone using a dial-up connection.
The load on a server is directly proportional to the ratio of the arrival rate to the service rate. The lower is this ratio; lower will be the server load. Arrival rate is the rate at which request are put on the receive queue, and service rate is the rate at which the request are pulled out of the queue. 
Solution:

A solution to prevent the server from ‘breaking down’ is to keep monitoring the load on the server. Every time the load on the server goes above a certain threshold, the server should send a ‘warning’ message to all its clients, indicating about the increased load. The client can then make a decision whether to still request for service. There should also be a final limit on the load. If this limit is reached, the server should stop taking requests for a predefined amount of time before rechecking the load. If the load has reduced in that time period, the server can resume normal operations, else again hold for the same time period.



2. Remoting vs. Web Services:
Remoting and Web-Services both provide a framework for remote communication.  So which do we use for this system? To make this decision, we need to look at the differences between the two. If we are sure about having the system work with a stateless communication, we can go for Web-Services. But if we want the option of either stateless or with state, then Remoting provides that option. If reliability and security are our prime concerns, then Web-Services should be used, as it is hosted on the IIS server. But if performance is more important to out system as compared to reliability or security, we should use Remoting.  Remoting also gives us the flexibility of using HTTP or TCP or SMTP. Web-Services can be used only with HTTP. The main advantages of Web-Services over Remoting are when we need to have interpolability across platforms, and when we need to go through firewalls.

Solution:
Thus we can conclude that although Remoting can be used effectively in almost all cases, there are some cases where web-services can be more efficient. The solution to this situation is to have a reusable communication layer where the server is abstracted from the actual implementation of the communication layer. 
3. Security:

Security is a very critical issue in this system. The user of this system has the privileges to see and delete log files, shutdown servers and pause or abort tests on the local machine and all its slaves. The user can also add or remove users to the system and also change user privileges. Thus anyone can simply use the tool and do the abovementioned tasks. Thus a disgruntled employee can simply make himself as the administrator or project manager and delete any of the log files, and more importantly stop the server. Also, a competitor can snoop on the messages being passed between peers, and even send his own corrupted message to remote servers.

Solution:
The most basic security that this system can have is user authentication. Each user must enter his username and password before he can use the system. Also each user will also be categorized into different groups, with each group having different privileges. The administrator or the project manager can at any point of time add or remove users and also change privileges. The messages passed between client and server needs to be encoded, to be decoded at the server side. The server must also have a mechanism to check for the validity of received messages. Encryption can be either Base64 encoding or DES.
4. Pausing of Testing:
The system allows the user to pause testing on the local machine and also all its slaves. Though this may seem to be a trivial issue, it can lead to the system behaving unpredictably. This is because once the testing is paused and then resumed; there should be persistence of state. The tests all the way down the hierarchy should resume from the point of pausing. And the pause command should be immediate.
Solution:
This issue is taken care of by our decision to use message passing over .Net Remoting. All communication between different peers is through XML messages. As a result pausing of tests will also generate messages for all slaves of the test master that wishes to pause testing. As soon as the RemTest receives the message, all messages in the queues are not pulled out, and the tests being executed are also paused by probably pausing the threads. But to make the effect of a pause command immediate, we need to have a priority queue on all servers. This will prevent the pause message from being stuck behind other messages.
5. Memory:
One of the critical issues facing the designers of the system is to consider the amount of memory the system consumes. Since the system runs only one test at a time, the amount of memory needed to run the system is not a problem. But a problem can arise when each new test creates new objects. As the C# objects cannot be destroyed in the program and the garbage collector cannot be invoked, this situation can lead to memory consumption increasing with each new test in the suite. Another problem here is that once a dll is loaded into memory, it cannot be unloaded. Thus all dlls in the test suite will remain in memory till they are garbage collected. 
Solution:

Resuable objects should be used when running a test. And a way to unload the dlls is to load them in an AppDomain. Now an AppDomain can be unloaded from memory, thus unloading the dlls in that process.
6. Passing Messages vs. Passing dlls:

A very top level opinion of the system would suggest that instead of going through the pain of constructing messages, and deconstructing it at the other end, it is more convenient to simply ship up the dll of the test from the slave to the master who wants to execute slave’s test. Although this seems to be a straightforward approach, it brings up many issues. The biggest is, once we approach the latter approach, the master must know how to run the slave’s test. Another issue is, if the master decides to run all tests on all its slaves, think about the increase in network traffic with hundreds of files being shipped up to the master. And now the master must know how to run each of these tests. 
Solution:
The solution to this problem is to stick to message passing. This ensures that the master does not ‘need to know’ about the slave’s tests. The master simply sends a message to the slave with the test to be executed, and the slave simply returns the result. And both the master’s and the slave’s tests can be executed in parallel.
(M) Conclusion:

In this document we have discussed the different high-level architectural details without getting into the design details. We have discussed the Significance of this system, the Customer Requirements, the Chief Users of the system and ways in which they can interact with the system. A Graphical User Interface was also suggested. The system interaction with its environment, its modular structure and high level activities were also discussed.
The purpose of this document is to get the designers, the developers, the architects, the managers and all parties involved with this project get a better idea of the client requirements. This document aims to be considered as a starting point for the abovementioned parties to start thinking in the right direction, make their own estimations, analyze the issues discussed, and think of possible solutions.

It must be noted that there can be changes in the system depending on the change in customer requirements or other factors.
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