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1. Executive Summary:

The Remotely Synchronized Test harness is a remotely synchronized test harness which is a generic system which provides a structure for testing different modules and functions of a large project. Its purpose is to support testing throughout the development process for medium and large projects. The system allows running tests for the project modules developed in different computers or different places. The modules developed can be tested remotely and result can be sent to the remote computer or client initializing the activity.

The remote synchronization is done by implementing a PEERTOPEER Architecture where in the same program is both client and server. The user initializes the test by using a Test Master which in turn is serviced by server with in the computer and communicates with the other clients in network to run the different tests required.

The features of the systems are client module, server module to implement a P2P architecture. The use cases include the needs of test team leaders, test team members, developers, team leaders, software architect, program manager and an administrator. An effective user interface depicting the user interaction with the system is outlined.

This document shows the interactions between the modules and architectural view of the project according to the used cases. This program will act as both a server and a client, and will send both binary data and text data across a Network.  It will also store data that will be transmitted when a connection is established/re-established between peers.  The goal is to design a remote testbed for a medium or large project and display the results of the tests to interpret by the user. The critical issues and future expansions required for the better system are also discussed in this Architectural Document.

2. Introduction

Testing is one of the important aspects of a project development process and it is imperative that there is a test process in place. In the recent years the complexity of the code developed and pressures of product delivery have made the testing at various stages of product development one of the important challenges.

The goal of Remote Test-bed is to support teams of software developers, working on a common project, but possibly in different locations to run the tests remotely and obtain the reports to the client or user who initialized it.

Remote Test-bed will be implemented by a Peer to Peer Architecture, with each node in the network serving as both client and server. It allows users from different nodes request the tests in each of the other nodes in the network and run the required tests and document the result to the user. It provides options for team members to discuss and coordinate the execution of tests 

Remotely synchronized test harness is of immense use to reduce the time of the testing cycle. It helps to run the tests in a distributed system with each process running on the different machines in the network. Importantly the Peer to Peer Architecture provides the capability of the individual nodes running their own tests and reporting results to the node that made the request which can be a different client in the network; hence each tester is isolated and does not need to know the configuration or the setup of the other node in the network.

The system is modeled such that it has different nodes in the network each having a Test-Harness built in to run the tests within and request a test from a different node if required. The communication between the nodes is established through a message passing channel which is discussed in detail in this Architecture document.

3. Program Description

3.1 Overview of the working of Remotely Synchronized Test-harness:

The figure shows the overall working of the system with the Peer to Peer Architecture. As mentioned above, a distributed application implemented in a peer-to-peer fashion would have the same software module running on all of the participating modules.

The individual programs can communicate with each other as initiated by the test request by the user. The dependencies between the tests may require the second program to connect to the third to obtain its report before it can proceed but that communication does not directly affect or change the communication channel of the first unless there is a direct request from the first to run the tests in third.
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The communication channel is implemented by a message passing system. The tests that are required by the user are obtained through a visual user interface which then creates a message according to the tests requested. The message is in a XML format which is distributed to the different nodes respectively. The format and types of messages used by the channel are discussed later in the document. The receiver decodes the messages and communicates back to the sender after the process with the result report of the tests.

Thus each program will have its own incoming and outgoing queues where the messages are waiting to be handled. The message remains in the senders outbox until it gets a reply acknowledgement routine from the receiver, which enables the sender to resend the message if there is a connection loss.

4. User and Use cases:

Test analysis has to be done by different users and based on the capacity of the Architecture a range of users are listed.

4.1 User

4.11 Developer: 

The main purpose of the test harness is to provide a control structure for the developer to integrate the testing and development process. The developer has to make a rigorous unit testing and integration testing. Developer mostly provides the source code and tester for those modules. 

Impact:

· The RST provides the developer with the capability of checking the changes in the dependant modules and also self test modules developed by him.

· It allows the developer to update the changes to the developed modules and tests which can be verified by the differnt users.

4.12 Manager:

Manager looks for a overall view of the modules and is more interested with the interaction and performance of the system. The tests include integration testing and system testing. i.e. Based on overall requirements specifications; covers all combined parts of a system. The manager deals with the source code, test stubs and documentation files. He interacts with architect to overview the progress.

Impact:

· The RST provides the manager with an interactive system to communicate with the different locations of the development team. 

· The timeline to check the overall activity and progress is reduced as the tests are distributed and can be run simultaneously.

· It helps to monitor the overall functionality and module interaction with defining his own tests or just using dependency to document and run the tests verified.

· It can be useful to schedule the tests and find the timeline of the new bugs. 

4.13 Test team member: 

Developers and test team members are the primary users of the system. The test team member co-exists with the developer and runs the rigorous unit testing and integration testing. Writes the application test for the modules developed and does need to run the test and dependant tests.

Impact:

· It provides the test team member to update the tests and share the update with the others in the team.

· Reduces the timeline of the testing cycle as it enables the test team member to run the tests in different locations simultaneously.

4.14 Quality Analyst:

Quality Analyst needs to run a stream of quality tests and check for quality standards in the code. Load and performance testing are the part of quality tests that needs to be conducted by the Quality Analyst.

4.15 Client:

Client is the most basic user and needs to test the performance and overall result of the tests conducted. Client may require running the tests and checking whether the prototype of the project works. So the privileges for a client are minimum and are not allowed to make any change to the configuration files.

4.2 Use cases:

It defines the type of communication between the user and system. The different types of interaction between the system and the user at the various stages of the process are listed below.
4.21 User Type and login: 

The user type is of five types which include Developer, Manager, Test team member, Quality Analyst and Client which has to be decided by the user. The type of tests required for these users are loaded according to the user type. The user is provided with the login screen where he will enter with his user id or name and type.

4.22 Tests check list:

The tests in the client are listed in the box and the nodes which can be connected are listed for the user to select and list of the respective tests available on the other nodes are listed for user to select and initiate a remote request. 

4.23 Start-stop process:

The user is provided with the control to stop the tests process running on the remote machines. This capability ensures that the user is always in command of the processes running and can abort the processes whenever possible. 

4.24 Show Configuration files manager:

The Peer to Peer Architecture which is to be implemented requires the clients or nodes to know the identification of the others in the network to be connected. The IP address and the port address is one of the unique identities through which the systems identify and communicate. Hence these values of the nodes are stored in the configuration file of the different nodes which can be updated by privileged users. This helps the peer to get connected to the network on restart without prompting the user to connect to the node again each time.
4.25 Display test results:

User should be displayed the tests conducted and the evaluations of these tests are displayed as well. Number of files tested and test suites used are displayed. Also the result of the tests is displayed.

5. User Interface:

It defines the type of communication between the user and system. Based on the use case analysis the following user interface is proposed. It gives a notion of the services provided to the user of the RST.

5.1 Type of User:

User is given the option to select the type of user and which in turn is the input to the other modules of the system. It is critical information to select the type of output to be displayed, test and data to be generated for the tests.

5.2 Login

The user is provided with a unique login name. It is a distributed system which is handled by a wide range of users. Having a unique login creates a log file with time and date of user login which can be used as a part of documentation to determine the occurrence of a bug or the progress of testing. 
5.3 Show/ Edit Configuration file:
The configuration file has all the information about the nodes connected in the network and also the test dependency information with the different tests in the various nodes. All the users are not allowed to change the configuration file and hence it is grayed out for developers, quality analyst, and client.

5.4 Connected Peers

Gives the list of peers connected in the network. Check is list is provided so that a manual add of connection or disconnection can be made and which will in turn update the test list in test check list.

5.5 Tests:

This group box has a check list which is the list of tests of available for the user to run at a point of time. This includes the remote and local tests. Run tests will run the test and store the result in the intermediate memory logger which will be displayed in user action to Display Result.

5.6 Stop/Restart:
It is provided to stop and restart the test process or the process that is taking place within the node or in the remote location. It is designed such that stop will stop all the process and restart will start over again with the current settings in place. Incase of a large number of nodes connected and test at the same time can make the network or the process time real slow and hence it helps the user to reschedule or make a quick change of the configuration if needed.
A prototype of the proposed user interface is shown below.  Features like a status monitor and a chat session initiator will be added if time permits.
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6. The Context of RST:

The context diagram shows the overall behavior of the Remotely Synchronized Test Harness System and the interaction with the environment. The figure below shows a Peer in the network which is both a client and server.  
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6.1 GUI interface: 

· The interaction with the user is provided by the graphical Winform applications. The RST inputs are the user id and tests. The type of user is the second input which has to decide type of tests and test inputs to be used by the test harness system. The output is the evaluation of the test conducted. 

· It type of output varies according to the user. A developer gets the more comprehensive details of the tests conducted with details of the error and type of input and expected output. The Manager gets the total number of tests conducted and number of failures. This provides effective information depending on the type of the user.

· The user also holds the control to stop the process and restart and re-establish the connection if lost. 

6.2 File System:

· The file system is very a critical part of the RST with the various configuration files, user information and test inputs are handled by the file system. The file system is used to synchronize the files required by both the server and the client.

· A file system is provided to handle to the vector generator inputs so that it can reused by the test harness if there is a need for similar test input. The File System also handles the Logger files which are the test results. The logger files are the source for documentation of the tests conducted which can be reviewed in the future.  

6.3 Error

Errors are produced by both server and client part of the system and hence it Error handler are used in various stages for efficient robust system.

6.4 Communication:

· The nodes communicate via the proxy object after establishing the communication channel provided by .Net remoting. The communication is between the client to server or vice versa. The client sends the requests in the form of xml messages. The parameters are passed through various invocations made to the remote object via proxy.

· Each node is a peer which has both client and server modules. Servers are the ones which do the process and testing and clients initiate those requests and display the results.

· The client and the server each intra -communicate with their external sources and sinks. Eventually the client and server communicate via the communication interface provided by .Net Remoting

7. Module Diagram:

Modular architecture of the RST consists of a client and server modules which are divided according to the functionality. Given the complexity associated with discovering, communicating, and managing the large number of computers involved in a distributed system, the software module is typically structured in a layered manner.
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7.1 Executive:

It is the executive module which gets inputs from the User interface and causes the respective module activity. The interaction of the executive is with the server module which controls the over all process. It has control of the display of a user interface from which user can do the following:

· Start or stop the server

· View system message log

· Create/Modify user configuration file

The user inputs trigger a set of activities which are handled by the main thread to establish a remote connection if required. Main thread, which services user, inputs from GUI controls, builds messages and enqueues them on Send Queue. The executive also has a control to client in order connect to the remote node if requested by the user to run a remote test.

7.2 Graphical User interface:

The user interface is a winform application, which shows. It has a login and allows user to initiate the test requests. It also has option to edit the configuration file which has the information of the nodes connected in the network, but can be accessed only by privileged users. It also has start/stop handles to interrupt an initiated process. The inputs from the user choose are the checklist of tests available in the local system and in the remote systems if requested. It provides the user a medium to run tests locally and connect to remote systems and initialize a remote test.

7.3 Server:

The server is in control of the bulk of the process by the RST. Server handles the control from the executive and it uses the command handler and client module. Server is always a listener, which responds to the request of the remote clients, and hence it has a communication channel through the message handler. The dependencies within the tests may require the server to communicate with a remote client and henceforth the server uses the client module to connect to the remote node. Listener functionality of server requires it use decode the XML messages sent by the remote nodes and hence XML codec module is used by the server for that purpose.

· Server interaction thread that checks a queue for requests from a remote client

7.4 Client:

Server and client module provides the capability for the program to implement Peer-to-Peer Architecture. The Client module is the sender; it always codes the message and sends to the remote node after establishing the connection. The Server also uses the Client in order to make a synchronous communication for cases like dependant tests. This has the client thread that communicates with the remote client through a proxy.
· Client thread that is responsible to post a message to communicate with the remote server. It is the sending thread that is responsible for queuing messages posted by to communicate and request tests in the remote node.
7.5 Message Handler:

It is used by both the server and client modules to to handle the received and messages to be sent. This in turn uses the XML codec to encode and decode the messages that are to be sent and received by the client and server respectively.
7.6 Commandhandler:

Server initiates the test process through this module. The tests to be executed are the commands or data to the Test harness. Also the messages received by the server from the remote nodes are in the XML format and hence requests or data in those messages are to be decoded by the message handler and used as the inputs to the Test harness and Logger module. Functionality of the commandhandler is to use the to make the appropriate requests to the Logger or Test harness modules.

7.7 Testharness:

This module forms the core of the entire RST where the local tests are loaded and are executed. The Commandhandler gives the path of the dlls of the each test that has to be executed and this will in turn give the output results. The logger module is separated from the test harness to make it versatile so that it is not bound by the local tests alone and has to output the results of the remote test requests. Tests can be added to the harness which will be updates in the configuration file of the local system. Refer Appendix for further information on this module.
7.8 Logger Module:

Logger shows a detailed evaluation of the tests conducted. It shows the number of files tested, number of tests conducted, results (pass / fail), file names and corresponding tests. The local test harness does not directly use the logger module since it is required to log the results of the remote tests also. Command handler in turn uses the logger module such that it can facilitate to log the output of both local and remote tests. The Logger is designed to be a file logger and console logger so that it can be used for future reference too.

7.9 XML codec:

The communication between the nodes in the network takes places through message passing. The messages are coded into XML format and sent as streams of strings. The message handler receives or sends these messages through the respective server/client proxy. The XML codec module reads the data from these XML files and encodes the data in to XML files according to the request by the server and client.

7.10 File system: 

The file system module provides the file support to the logger and vector generator module of the test harness and also by the XML codec module. It is appropriate for the file system to be separate module since it is used to 3 different modules. The RST has lot of files to be handled and created during the course of the process.

8. Activity of the Remotely Synchronized Test Harness System:

8.1 Server Activity:

· The following activity diagram shows the flow logic of the Server.

· The User interface provides the interaction between the user to get the inputs and trigger the program activity. User login is checked and is provided access with the rest of the program.

· The tests in the local node are displayed and the user input selects the tests to be executed and test harness is called to process the requested tests.

· Meanwhile the stop handle is with the user to stop the process at any time during the execution

· The server is the listener which is has a listener thread checking the server queue for any messages or requests from the remote client.

· Then the decoded message is processed according to the type of message. The message type is important to the subsequent activity which determines whether it was response from a remote client for a client request from the same PEER or a request for server services of the PEER.

· If the message is a request from a remote client for test result , the test harness of the node is called and result is messaged by calling the local client of the PEER to transfer the message to remote node.

· For the case when the message is a test result obtained from another PEER , then the logger displays the local test result and along with the obtained message.
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8.2 Client Activity:

· The following activity diagram shows the flow logic of the Client.

· The User interface provides the interaction between the user to get the inputs and trigger the program activity. User login is checked and is provided access with the rest of the program.

· Meanwhile the stop handle is with the user to stop the process at any time during the execution.

· According to the user input the connection request is made using the client communication system. The local configuration file maintains the network identification of the nodes in the network.

· After the connection establishment the tests in the remote node are displayed and then the tests are chosen by the user for remote execution

· Commands to run the requested tests are encoded in the XML message to be posted through the send q of the Client. 
· Meanwhile the server request to send a message to remote node is posted in the send queue is well which is taken by the Client thread.
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Thus the activity diagram shows the high level activity between the modules and flow of control. It does not give a detailed flow of data, but just an overview. 

9. Messages

The intent behind message-passing system is to enable communication between processes through messages. A good design should consider the actual format of messages sent as requests and responses. The architecture proposes use of XML message format. XML provides a means of describing data and focus on what the data is. Since XML data format is stored as plain text it provides a software and hardware independent way of sharing data. This makes things simple, as it creates data that different applications can work with and provides extensibility. Following is a set of example messages that are to be used in the message passing environment.
	Format
	Description

	<RequestMessage>

<MessageType>TestRequest</MessageType>

<ClientIP>IPAddress</ClientIP>

<ClientPort>PortNo</ClientPort>

          <Tests> 

                <Test>filename1</Test>

               <Test>filename2</Test>

</Tests>

</RequestMessage>
	Client requests for a test on the remote server.

 Includes the Client information to send back the reply.



	<ResponseMessage>

<MessageType>Testresult</MessageType>

            <Testname=”Testname1”>Contents1</Testname>

            <Testname=”Testname2”>Contents2</Testname>

</ResponseMessage>
	Client sends the requested component.

Encodes the result of each test contents and sends it back to the Server(Peer) who requested for the component.

	<Command>

<Command>Getconfig</Command>

<ClientIP>IPAddress</ClientIP>

<ClientPort>PortNo</ClientPort>

</Command>
	Client sends the command type message to get  a specific task eg configutration file from a remote node.




The requestor (client) sends a message that contains a header, which describes the message and a payload with the actual content. The listener (server) can interpret the header in a previously defined way but payload differs according to the request or response. It also resolves the issue of how the receiver interprets the length of a message. It could be encoded as file size in bytes into the header of the message. The receiver will pull out as many bytes as specified.

10. Critical Issues:

10.1  Invalid XML File:

The XML” file may be corrupted or deleted.  This could cause the program to malfunction. If no XML file exists; the program will create a new. If the XML is corrupted, the program will try to save whatever data it can and will provide error messages to the user.  Connection failure or the output of the logger can be affected by this type of  error. 
Conclusion:

Measures will be taken to handle any invalid XML file errors and display them to the user. The error logger should be precise so that user can re-establish or re-execute the test.
10.2 File contention 
File contention becomes crucial to the RST when it handles a larger number of users.  A user could be editing a Configuration file while another client may try to read the same configuration file on the node. This causes contention and raises coherency problems. The access to files has to be serialized with the available mechanisms like monitors, mutexes and the like to overcome concurrent access of files.

Conclusion:

Access to files on the server has to be serialized to prevent file contention and coherency problems.

10.3 Security
Security is one of the important aspects for a system like RST, which has to protect the the valuable property of any software development organization. Threats to such valuable assets are many. A competitor could hack the network and Internet traffic. Encryption can be used even though it affects the performance to some extent and decryption has to be performed only on the server side. The access has to be limited on need basis. Robust protection mechanisms have to be adopted. The hacking software may create multiple client connections and scan through all possible ports, receiving other users’ data.  This hacking software may also try to overload the server’s processing and storage space.  

Decision:

There should be a limit on overall mailbox hard drive storage space. There should be a limit on the number of connections from one Network address and the number of allowable connections per server. A particular attention has to be paid to security concerns and robust security mechanisms have to be adopted.

10.4  Error Processing/Prevention

General errors may crash the program. Memory usage may run rampant when errors occur.  Threads offer their own unique ways to crash a program. Better error handling be should be implemented. All vulnerable code should be enclosed in try, catch/throw blocks.  Finalize statements should also be used to properly close open files, threads or resources.  Great care should be taken to avoid data access conflicts between threads.

Decision:
An advanced error-handling/prevention scheme should be in place to prevent program crashes and display useful error information to the user. Error logger on the screen should be precise about connection failure or data corruption.
10.5 Version Management

To manage the enormous amount of versions that gets added up every time a change is made after testing in a node. Deleting versions is not one of the best solutions for the raised concern. A project team working on an active application might want to use older versions for debugging purposes, in the later stage of development. So, deleting versions will cost time, money and effort.

Decision:
Solution for the version growth is to archive versions after a certain depth with the authorized personnel’s permission. This will retain older versions which may be required in the later stages of the application development.
10.6 User specific information:

Number of tests and type of tests conducted varies according to the user. The result evaluation should be pertaining to the different types of user. The test manager should be versatile to be able to decide the information to be displayed with more user specific information. For example a Manager might be interested with statistics of the overall result and communication between the modules, whereas a developer will be interested in more intricate details of the test over that module.

Decision:

The logger should be designed such that it caters to this need and design cases to be implemented should be clearly stated for a better user interaction and understanding.

10.7 Manageability:
It is one of the main issues of a PEER to PEER architecture. Large number of nodes in the network which are individual applications. Update or when a new feature is added the application has to be added for example a new authentication process or security measure or encoding technique has to be updated in a all the PEERS. It could be cumbersome and time consuming process. 
Decision:

A message type can be added which can notify all the peers with updates and new versions. File transfer should make it possible to ease the manageability and updates can be done by privileged users.
11. Future Expansions

A robust system should give way for extensibility and portability. Following are some of the extensions proposed by the architecture: Current design of the system supports the exchange of XML messages, so a chat session can implement for the users to communicate with the user in the remote node for more efficient information interchange. The communication can be implemented through the internet using network technologies like VPN etc. with voice messages.

In order to provide the user with more relevant information can improve the quality of the testing process. Hence the statistical analysis to the previous tests conducted will give more useful information for the user to keep track of the improvements.

12. Conclusion Summary

RST is a simple tool with a wide application in a large software development environment which would help to distribute the test process and manage it over a time efficient flexible robust network of systems. The document shows the implementation using a Peer to Peer architecture with each peer having the capability of functioning without depending on the any other application. 
It supports an effective user interface that provides various features for a user to interact with the tool: run local and remote tests, store the logged results.

This application program is partitioned into 10 modules at the architectural level. The top-level modules delegate the functionality among the lower level modules whenever an event is triggered. XML messages are used for communication between the local machine and another PEER in the network. 

The potential critical issues and risk abatements were discussed. Some of the critical issues had an impact on the design and accordingly design decisions were made. A few thoughts on the design of the system that could possibly make the system more reusable were outlined.

An efficient Test harness which was designed earlier in the course work is being re-used by the RST hence the discussion in the architecture document is limited to the communication subsystem and the implementation the PEER to PEER architecture.
Appendix:

Test harness:

http://www.ecs.syr.edu/faculty/fawcett/handouts/cse681/projects/pr2F04.doc
Document shows the implantation requirements of a Test harness system which is to be used as one of the modules in RST. Internal Architecture of the test harness and implementation class diagram can obtained from the following website.

http://www.ecs.syr.edu/faculty/fawcett/handouts/cse681/projects/
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