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1 Introduction
1.1   Motivation
What does Microsoft, Boeing, Intel, Hewlett-Packard, Motorola, and many more corporations have in common in regards to software testing?  They all exercise Distributed Testing either locally or remotely.  This kind of testing requires the ability to create and run test projects which have elements running on several computers.  The entire software system usually gets divided into sub systems and each team is responsible for a sub system.  In addition to that teams might be geographically separated.  So how do they collaborate to test the entire system?  There is where distributed testing comes in.  Implementing distributed testing gives the ability to test all the sub systems and have all the results without having to leave your desk and importantly the test group in Los Angeles, CA doesn’t need to know anything the test group in New York, NY.  All the testing will contribute towards a single common result.  The Remote Testbed project primarily focuses on testing a large project across multiple machines, perhaps in multiple locations.    This document will look at a possible architecture for this test methodology.  
1.2 Executive Summary

The Remote Testbed system allows distributing the load and complexity of a testing a large project across multiple machines, maybe in multiple geographic locations.  The Remote Testbed system also provides means to configure the testing environment of each machine, also handles the results from each of the remote testing machines.  The Remote Testbed system can be broken down into about seven major architectural modules.  
· User Interface

· This user interface module defines the main user interface.  It provides event handlers that respond to user actions.  
· Configuration Setup 
· This module is responsible for holding test configuration set up for each of the remote machines.  The test configuration consists of location of the test code and the list of files to be tested.  The configuration file will be XML defined file.
· Test Master 

· This module is the executive module of the Remote Testbed system.  It is responsible for processing the configuration file, initiating testing and supporting commands such as start, pause and abort on user’s request. 

· Communication Channel
· This module is responsible for providing the capability to communicate between the test master and each of the remote testing machines.  This module would involve use of sockets and message passing.  This module will be utilized when the test master has to make calls to parts that it depends on and get test results.  The communication channel can also be implemented using .NET remoting.
· Synchronization 

· This module is responsible for making sure the tests are executed in an order the way it was planned.  The object created from one test might be used an input to another test in a large distributed system.  It is extremely important that certain order is followed or some tests might not be able to execute.  This module is strong considered for large software systems.
· Test Aggregator

· This module will be responsible for loading all test libraries and running test defined by the loaded libraries.

· Test Results Collection


· This module is responsible for simply gathering test results generated by each of the test executed either locally or remotely.  In a large software system, this might actually be a diverse database.  In a large distributed system there might be many different types of objects generated from each of the tests.  Also this collection keeps track of what results correspond to which tests.  The remote test machines also keep a local copy of results and transmit it to the test master.
2 Remote Testbed System Usage

· Large software systems will have multiple teams working on different components of the project.  Each team will have written their test programs to test the component they have been working on.  
· To reduce the time it takes to test all the components serially, the remote testbed allow the test execution to be done in parallel.

· The Test Master will execute its own set of test and also using message passing initiate the remote computers to initiate their tests.  
· Each of the remote test computers will use configuration file to determine what it needs to test and execute the tests and then use message passing to send the test results to the test master.
· Each of the remote test computers will be running its own tests and responding to the requests made my test master concurrently.  
· The Test Master will report the results to the user via an User Interface
Figure 1.0  
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Remote Testbed Usage

This diagram above simply shows how the test master interacts with the remote machines. The Test Master simply calls upon each of the remote machines which it depends on.  The remote machines simply run their tests and pass back the test results to the test master.  
3 Principal Users
Software Systems Architects

.

The software systems architects can use the remote testbed without having to know the details of any of the modules functionality.  This allows them to isolate perhaps just the module they have knowledge of and not have to worry about any other external influence.  The system level architects not necessarily software personnel can use this tool without having any real experience in software field.   There are companies who dedicate an entire team to just system level integration.  Those teams can certainly use this remote testbed to test the components before and after they are integrated.  If a certain test depends on results from other tests then this tool can certainly point out where the fault occurs since the testing is distributed to different machines. 
Project Leads

The project leads can use the remote testbed to keep track of how many builds each team produces and the quality of those builds.  The project lead can track the progress of each team without having to get too involved in the details of the operation.  The leads can provide an accurate estimate of the project timeline if they have the test results of individual components and integrated components in the case of large distributed systems.  The leads can also use the remote testbed system to implement acceptance testing plan which usually integrates all the components as if the system would be fully operational under customer’s supervision.  
Software Developers
The developers of large distributed systems can greatly benefit from the use of the remote testbed project.  Often when the there are multiple teams working on different components there are multiple versions of each components.  The remote testbed can be configured such that different components of different versions can be tested.    This allows testing of the new build of a certain component while rest of the components stayed the same.  This happens quite frequently when a company deals with enhancements.  The components branch off to a new version but yet backwards compatible to an older version of the entire software system.  Having the capability to simply specify what version of what components and just looking at the results afterwards is a great luxury for software developers.  
Quality Assurance

Problems in distributed systems sometimes are very difficult to defect since the software might be tested in a local network environment, while the dependency between applications, servers, and remote terminals is often overlooked.  The quality assurance personnel normally would not have the knowledge of configuring the network paths, but it can surely be made easy if they know how to simply edit the configuration files.  With having any knowledge of what is being tested the QA lab can configure the remote testbed and successfully run variety of tests.

4 Analysis

To measure the performance a three step process is proposed.

1. Construct a set of use cases that emphasize performance.  Scenarios which might be resource intensive throughout the distributed system.

2. Apply the scenarios from step one to a specific platform the software system is designed to run on.

3. Measure the time utilized by the scenario and the CPU usage by each of the scenarios.

 This gives an idea of what scenarios are stressful to the remote testbed system.  This can also specifically give us what component seems to cause more stress on the system relative to the other components.  There are a few factors that can affect the performance.  First, the quality and quantity of test data can be significant.   Take Air Traffic Control software system for example.  If a component needs number of air plane targets to test itself.  Not only the load will be affected by the number of targets but the platform the system is being tested on.  If the customer requirements were specified that system must run on Platform X with Operating System Y with number of other parameters.  The distributed system MUST be tested using remote testbed with platform X and operating system Y.  Otherwise, it is misleading that if the quantity of targets might cause the system being tested to overload and it might be considered that remote test bed system is at fault.  Distributed system performance is difficult and sometimes deceptive to measure.  The remote testbed system MUST be configured with the customer specified configuration in terms of hardware.  The remote testbed itself will be running on remote machines, which are also busy doing their normal execution.  It would be ideal that these remote machines be running on high end processors with enough physical and virtual memory.  If even with the remote machines equipped with the customer specified requirements the load is too much for the remote machines to handle.  It would be advisable for the remote machines to be upgraded.  The point is that if the remote machines are not capable of handling a heavy dosage of test data then they are not ready to handle worst case scenario.  The remote testbed should only encounter performance issues when the component which is tested is resource intensive.  It would be a necessary to have that component running on a high ended computer, which is capable of supporting the worst case scenario, ran by that component.  
Security
The remote testbed is capable of causing a security breach in a company’s network if the network is not properly configured.  The network then can close the network port, which is allowing the remote machines to communicate to the test master.  If the remote system is handling requests from the test masters and network breach causes the port to be shut down.  This would cause the test master to wait and perhaps time out and not successfully finish that test.  One security concern is that if network addresses are not correct or not properly configured if we are dealing with sensitive tests where test results are not to be disclosed.  That would be a major security breakdown.  There should be a database or some sort of check to make sure the addresses that are being used to connect to and from are valid and are supported by the remote testbed system.  In other words, the networking element must be pre defined.  A secure routing table would be ideal.  This is especially critical when dealing with large distributed systems like Missile Defense systems.  Also, another concern is that the test results should be constant or write protected.  We do not want an intruder on the network if they are probing a specific port to be able to modify the test results.  If for example a Missile Control system component returns coordinates.  There should be absolutely no way to change the results.  There should be a checksum calculated for the test results generated.  That’s a first step toward data integrity.  The network administrators have a big role in security for the remote testbed.  
Cost
The cost of the remote testbed system depends on how much the cost is for network security, network bandwidth, and possible upgrades for remote and local test machines.  The software that will be needed to secure the network should be installed on the network by the administrators.  The network bandwidth depending on what kind of connection is required might be the biggest expense for the remote testbed to work efficiently.  If Intel is collaborating on a project from teams in India to teams in Santa Clara a high speed bandwidth would be preferred.  If the teams are located in the same building a simple intranet would be required.  It very much depends on what application is the remote testbed is being used for.  Another cost might be a possible upgrade for the remote test machines.  If it turns out that the remote test machines performance is poor due to rigorous testing and intense test data then it would be practical for the development team to reconsider the hardware platform the system is operating on.  The systems must be ready to handle worst case scenario and while the worst case is being handle the CPU load should not exceed the benchmark set by the development team.  If it does, an upgrade should be strong considered.  
5 Context Diagram 

Figure below is the Context Diagram for Remote testbed system.  This diagram describes the nature of system in respect it its operating environment.  
Figure 2.0
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Context Diagram 
The test master program accepts the start command from the user.  This initiates the test master to starts its own tests and also call upon the remote machines to initiate their testing.  Once the tests have been completed by each remote machine they will forward the test results back to the test master.  The test master will then incorporate all the test results and present it to the user.
The configuration file provides the location of the test code and the files to be tested to the remote testbed system.  It provides the remote testbed with test libraries which define the test to be executed.  The test master will hold the test configuration for each of the remote machines.  The configuration can be passed down to each of the remote machine by the test master.  
The GUI user input and the GUI test result output providing the user with interface to the remote testbed system.  Like, the test harness proposal the GUI user input provides a source for the Test harness while the GUI test result output serves as a sink to the system.  

6 Modules of Remote Testbed System
The following figure 5.0 represents the modules involved in the Test Harness system.  

Figure 3.0
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The Remote testbed system can be partitioned into seven suitable modules.  This is a high level view that demonstrates this Remote testbed system works.  

The User Interface module:

The two main responsibilities of the user interface modules are to allow user to input commands into the test masters and eventually influence the remote test machines.  The second responsibility is to give user a visual representation of the results.  Even though it may not seem as if User Interface does much of any processing, but it is the only module that user interacts with.  Also the user interface allows the users to clear the results display. 
A prototype is developed to illustrate what the user might be interacting with.

Figure 4.0
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Configuration Setup Module
This module is responsible for keeping test configurations for the test master as well as all the remote test machines.  The configuration file should contain the host name of the remote test system.  It should contain the MAC address of the network card and the IP address as well.  Once the administrators have setup the system properly no changes should be done without authorization.  The configuration file should contain the path to the test code and the files to be tested.  The configuration file is specific for each of the system.  Perhaps to add more decision making capability to the test master the test configuration file can contain the specifications of each of the remote machines.  A more robust remote testbed system would ideally have the knowledge of all the systems (local and remote) some on the fly decision making could be handled by the test master instead of having to pre-define a test configuration file.  As par for the project specifications the test configuration file will be a XML based file.
The Test Master module
The Test Master module is the executive module that exercises the power to start, stop, and pause the activities of the remote machines on user’s request.  The test master is responsible for gathering all the test results from each of the remote test machines.  The test master communicates to each of the remote test machines via XML message passing.  The test master should ideally hold a record of all the specifications of each of the remote machines.  This should be available in its own test configuration file.  The test master can then make decisions on the fly instead of depending on a hard coded test configuration file.  A large distributed system should mostly take this approach since time is wasted if a system goes down.  Having the ability for the test master to re-route the testing to a different remote test machine can save a lot of time when a large distributed system is under test.  

Communicational Channel
The communication channel module is responsible for allowing the test master to send request to each of the remote machines and in case of a larger distributed system allowing each of the remote machines to communicate with each other.  In any case the communication layer should be reusable no matter who is communication on each side.  One practical way to implement such a communication scheme involves the use of sockets and message passing.  The sender sends the message either as XML message or binary data and the receiver get the message and decode the messages.  
Figure 5.0
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Ideally we would like to architect the communication layer with a queue.  The sender has a queue which holds all the outgoing messages and the receiver has a queue in which it stores the incoming messages.  The sender should also have a queue allocated to incoming messages from multiple remote machines.  Each of the remote machines will also have a queue allocated to outgoing messages.  We essentially have two types of communication being implemented here:

· Asynchronous: results will be passed using this type of communication, where we do not wait till we get results.  They will be stored in the queue upon their arrival.

· Synchronous: the messages from test master will be passed down to the remote machines this way since we want them to take affect and the test master shall wait till the requests are properly executed.   

Synchronization Module
This module is responsible for synchronization the test order.  If one test depends on results based from another tests.  For a simple remote testbed this module would not be critical, but when we deal with large distributed system, where objects and references are a result of tests it is critical in what order certain tests get executed.  There has to be system defined synchronization points where the remote test machine that will use the result can verify that it is synchronized to the remote machine that is going to provide the output.  In our case we are constructing architecture for a simple testbed but this module can play a critical role.  
Test Results Collection Module

This module’s main responsibility is to collect data from the test master and each of the remote machines.  The output from each of the remote machines can vary from machine to machine in a large distributed system.  Either one remote machine will output a specific message type while other may just simply output some strings.   In a large distributed system, there is no way of telling how many variations of tests there might be.  An ideal remote testbed system would most implement a database like structure to hold results from the local and remote test machines.  A database system is helpful in sense that multiple development teams can be given access to the test data and its outputs.  This module would not serve a big purpose if simply test machines were outputting pass/fail type of results.  This module is important when we deal with multiple formats inputs and outputs.  Complex memory intensive data structures that serve a critical role in a system should be recorded.  Having a database access system also serves to prevent duplication of data.  If team A needs the same data to be analyzed instead of having to re-run the tests, which are memory intensive and time consuming they can get the data from the database.  It is important to keep in mind that this database structure should only be implemented when test output is memory intensive and that is needed by multiple teams.  Also this module can help software testers get the data which they might think is not correct or causing the test to fail and pass it on the engineers.  In a large distributed system, it’s not always the engineers testing the software.  There are software groups mainly testers who test the entire software.  They can simply specify the location in the database where the data is stored.
7 Activity Diagram

Figure 6.0

[image: image5.emf]Load Test 

Master 

Configuration 

File

Configure the 

test machine

Process the 

Configuration 

file

Load DLL 

Send 

Command to 

each of the 

Remote 

machine

Load DLL and 

add to 

Collection

Sort Tester 

Collection

Run Tests

Sort Tester 

Collection

Run Tests

Pause the 

Testing 

Activities

Stop Testing 

Activities

Collect 

Results

{start}


8 System Parameters

The Remote testbed system purpose is to reduce the time it takes to run all the tests.  This is achieved by dividing the tests up between multiple remote machines.  However, there are number of system level parameters that influence the performance of the remote testbed system.  
System Level Parameters:

· Number of local and remote test machines

· Processing speed for each test machine

· Amount of physical and virtual memory available to each machine

· Speed of the disk on each system

Network Level Parameters:

· Bandwidth of the network 

· Network stability

· Network configurations (routing, switches, and internal network)

Load Level Parameters:

· System Load capacity (number of concurrent process and type of processes running)

· Network usage/congestion

Communication Level Parameters:

· Type of protocol used (TCP, UDP)

· Message Handling 

· Message capacity frequency / buffer

· Asynchronous / Synchronous message passing between machines

· Event driven / Polling communication scheme.

External Plug-in

· Type of management system used to store outputs from test machines
· Efficiency of data movements between managements system and the test machines.
9 Critical Issues
Identifying the critical issues of the remote testbed system architecture allows for a cleaner more robust architecture for the design and development teams to work on.  There are numerous issues that are discussed below which are critical to the development of the system.  
Problem:  If one of the remote machines on which the test master depends on for the  test results malfunctions and is unable to provide the test results.
Solution:  Using asynchronous message passing for the test results the test master will not wait for the result to come.  The results should be enqueued into a received message queue.  If the results come they go into the queue.  If they results don’t come they simply do not come.
Problem:  With multiple threads operating on the test master the system might be prone to performance issues and its reaction to the user.
Solution:  There are no easy solutions to this problem.  There are many parameters that can make a difference.  The system running the test master can be upgraded.  Upgrading its memory, disk space, and a better CPU that can handle hyper threading would be a step towards better performance.  The communication channel can use blocking scheme to allow only certain number of threads to work at one given time.  The performance is very application specific.  It would take a huge amount of I/O to cause the performance to be an issue.  It would be a practical choice to use blocking technique to block child thread at one time and unblock at other time to achieve better performance.  Also, network improvement would be a great upgrade for the remote testbed system.  The network backbone is the driving force behind the synchronization that has to happen in a large distributed test system.  
Problem:  Some data may be too large in size to transfer over network and worst case having to send the same data multiple times.
Solution:  In a large distributed system where data being passed around from remote machine to another over the network.  This can cause network congestion if this persists over a period of time.  If such data is important perhaps such data should be copied once and left on the disk and referenced from the local disk instead of copying it multiple times.   However then the issue is with data integrity and some necessary steps will be the overhead.  If such data can be used with many test machines, the time saved can be substantial.  This issue should not affect the performance if the data size is small.  
Problem:  Different remote machine setup or an upgrade might cause inconsistency in testing.
Solution:  The system level engineers have to make sure that if the upgrade they make to any of the test machines either hardware or software change does not affect any of the services they need.  Suppose for an example windows update applies a patch to a networking service that test bed uses.  It’s the system level engineer’s responsibility that all the machines should get this update or none of them.  It is very easy to over look such a simple issues and could be very difficult to track down what might be causing inconsistency.  Any change to system should be documented and possibly be replicated to all the machines involved. 
Problem:  How to distinguish which remote machines has completed tests from the test masters point of view.  

Solution:   The test results message would be a XML based message.  There should be a field indication the source of the message (The remote machine) and the destination (Test Master).  The source should mostly be an IP address of the machines which is sending results to the test master.  In a large distributed system, the XML message could encode a TCP/IP header so if the message can be routed efficiently by the middle ware routers reading the header.  

Problem:  Test Master sends a command to be send to each of the remote machine.  How does it know it was really executed?  

Solution:   There should be an acknowledgement which would be sent back by the remote machines to the test master that the message was received and executed successfully or it was unable to execute.  Regardless, it should send back some sort of acknowledgement.  In a larger distributed system, the root access should be able to log into the system which was unable to execute the command and execute the command as the root.  
Problem:  Two remote machines attempt to load the same test library and execute the tests defined.

Solution:   There should be locking mechanism that if one system loads the file it should be locked and the other system’s process which attempts to load it has to wait until the system which loaded the file is done.  This can be achieved by use of critical sections, monitors, and mutex.   The synchronization issues are beyond the scope of this document.  
10 Future Capabilities
This document breaks down the Remote Testbed system into modules, which should provide the development team with an architecture they can work with.  Although this architecture is designed as simple as it can get, but the foundation on which it stands on is concrete.  Much helpful functionality can be added to the remote testbed system for a smarter distributed testing suite.  It would be ideal if the test master could determine which remote machine resource is available to allocate test request dynamically without having to use a defined test configuration file.  It would expedite the testing even more and the problems with remote machines would not be an issue if the test master had the intelligence of the states of the remote machines.  Also a company should look into having a database system for the results from test, which are big in memory and can be used for debugging purposes.  Sometimes it is very hard to replicate a failure and it would be very helpful to have the results, which can be plugged into a debugger to trace back the failure.  A sophisticated testbed system would support a ‘plug and play’ architecture for the remote machines and independently allocate tests to different machines on the fly.  Having said this, the architecture where it stands should provide an adequate start for the design team.  
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