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1. Executive Summary
‘Agent-Based, Distributed, Software Collaboration System’ (ADSCS) is a tool with substantial importance in assisting software development and remote collaboration of several teams working on a same project, and possibly continents apart. ADSCS can be said to be a container of tools which expedite various tasks of a software developer along with facilitating effective means of notifications, which in this version of ADSCS are E-Mails and PostOnWeb service. 

ADSCS will be mainly used by software professionals as a software development assistant and thus user interface of ADSCS will provide a well-organized tool palette to all tools with Single Button Down controls. Each tool is proposed to provide its own interface and library.

ADSCS can be thought of consisting four main components viz. ‘Repository’, ‘Testbed Server’, ‘Clients’ and ‘Collaboration Server’, which communicate using the Network Resources and Web Services to impart desired functionalities to ADSCS. Proposed modular architecture of ADSCS will contain eight modules, of which most important ones are: Security, Collaboration Server, Tool Set, Data & File Manager and the most important one i.e. Communication. 
Main tools provided by ADSCS will be:
· Repository: maintains persistent, versioned set of authorized software & related documents
· Testbed Server: builds and executes test configurations
· Bug Tracker: supports insertion, deletion and closing of bugs

· Change Logger: maintains database of every change to project

· PMDH: holds official documents for Project Managers and Team Leaders

· Builder: builds selected source code/s into a library optionally with custom name

· Composition: determines which components are ‘composed’ of specified item

‘Indexed’ structure of Repository and concept of ‘Caching’ makes ‘Browsing’ an easy and efficient task to handle.
Five issues have been identified related to Security, Back-Up, Communication, Testbed Overload, Repository Overload and Component Reusability and possible solutions have been proposed.
Summary of conclusions of all important aspects bolsters successful implementation of ADSCS within a considerable period of time and with available resources.
2. Introduction

As a large project experiences different stages of its development life cycle (let it be Requirement Analysis, Design, Development and Testing or Deployment) it always takes collective effort of several teams involved to sustain the software of various changes going in its modules. But when a project scales to such an extent that teams need to timely deliver quality product while they are physically separated due to availability of skills & resources, it becomes almost inevitable to avoid system failures at a sooner or later stage without proper co-ordination. Providing easy and effective ways of ‘collaboration’ is the key concept of Agent-Based, Distributed, Software Collaboration System (ADSCS) which is very useful for such applications as it navigates the development process to successful completion following strict enactment of a categorical schedule as a result of proper collaboration of various teams.
Several tools (discussed shortly) built over a basic infrastructure will implement the concept of ADSCS. This toolset will dispense required services through the use of ‘agents’ owing to their persistence, autonomy, social activity and reactivity. 
In addition to the tools quoted in project specifications (‘Project Obligations’ section), some tools have been added to provide enhanced support for users. These tools include:

PMDH: - Program Manager Document Holder stores important documents for PM’s and TL’s.
Custom Builder: - Combines specified components, libraries and source code into one build.
Composition: - Enlists all components which include a specified source file.
Collaboration Server: - Customizable notification mechanism to intimate selected team members.
Figure 1 below depicts a very high level activity showing a user requesting a random tool and quitting. With the start of ADSCS, a GUI is shown to user and user is prompted for access validation. If validation fails, ADSCS terminates; else if authorized, the user proceeds to selects a tool from a pool of them. Every tool has its own user interface from where user requests a service which is thereafter served.
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Figure 1: Activity diagram showing a typical tool invocation activity by a user
2.1 Some Organizing Principles
Note: To avoid reproduction of what handed out in class, this section lists the organizational principles only in addition to those given in the handout “Organizing Principles for Project # 5”.
Following principles will either be used in this version of proposed architecture or will be implemented in later versions:
· ADSCS will implement Simple Object Access Protocol (SOAP) to handle XML–based messages 

· Message handler will provide additional processing to the message (such as encryption and decryption, etc.)

· SQL scripts might be used for creating and populating data
3. Project Obligations

‘Agent-Based, Distributed, Software Collaboration System (ADSCS)’ will be developed as a tool intended to assist individual software professionals to team-up with other developing teams involved in a given project. It will comprise of an agent based toolset (listed below) flexible enough to work different possible customizable environments.
The ADSCS is expected to deliver following tools:
· Client Repository: - Provides storage for authentic source codes and related documentation.
· Testbed: - Facilitates configured test execution on test server to support continuous testing of modules as they are developed.
· Requirements Database: - Aids in keeping track of requirements as project enters various stages.
· Bug Tracker Database: - Keeps a log of persisting bugs with necessary details and a brief history of closed bugs.
· Change Logger: - Keeps a log of changes made to components stored in the Repository
· Code Analyzer: - Calculates size and complexity of code (for a given file pattern).
· Client: - Provides authenticated access to toolset for settings and start-up.
In addition, dedicated agents are supposed to perform some specialized tasks for certain tools. 
4. Top Level Architecture

This section describes the interactions of various important processes of ADSCS with surrounding system resources. All such possible interactions are depicted below in Figure 2 by a Context Diagram which is explained in the following sub - sections.
4.1 User Input/Output
‘User Input/Output’ represents source of all the data fed to system by user and sink for all data delivered to a user at a client terminal by this tool. A user will use GUI provided by ‘Client’ to receive any (customized) services if he/she chooses to receive one. In an attempt to keep other team members informed about his/her progress and findings, a user might want to share certain information with his/her team which can be communicated by utilizing the services of ‘Collaboration Server’ which takes care of delivering appropriate data to destined member/s. 
4.2 File System
Software are always written, stored and exchanged in form of files and when it comes to such large scale collaboration system, it will definitely involve exchange of many other related documents in addition to software. File System often takes the name of file of interest and returns a handle to that file back to requester. In the proposed architecture, services delivered by ‘File System’ will be mainly utilized by ‘Repository’ and ‘Collaboration Server’ (described below). No doubt ‘Test Harness Server’ and ‘Clients’ will also make use of File System but that interaction is not shown in Figure 2 just to keep complexity of diagram in comprehensible limits.
4.3 Build Processor/Framework Loader
This component is composed of two different system resources viz. ‘Build Processor’ and ‘Framework Loader’. Again these two resources are depicted here as one in order to maintain simplicity of diagram; one more reason for this is that both of them will be utilized to support continuous testing of modules as they are developed and so can be clubbed together. Build Processor provides services to build one/more source code/s into a Dynamic Linked Library (DLL) which will then be used by ‘Test Harness Server’ and Test Harness sitting on ‘Clients’ to execute tests. ‘Framework Loader’ facilitates loading of these test DLLs to be loaded for testing purposes.
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Figure 2: Context Diagram for ADSCS
4.4 Network Resources/Web Services
‘Network Resources/Web Services’ represents the system resources used for communication purposes. The proposed model of ADSCS will be capable of providing services to teams irrespective of their locations and thus provision for communicating across an intranet as well across the internet is expected which will be achieved by utilizing Network Resources in conjunction with the .NET Web Services. This component, as is implicit from Figure 2, will make possible all processes to communicate with each other and system resources through the XML based messaging and transfer documents among them.
4.5 Testbed Server
‘Test Harness Server’ represents the process which will execute tests on submitted test configurations. This process will receive test configurations from ‘Repository’ by utilizing services of Network Resources/Web Services. Similarly each of the test files will be requested from the Repository through XML based messaging mechanism and whenever a source code is encountered, it will be built into a library by the services of Build Processor. Framework Loader will facilitate loading of test DLLs into the Application Domain to perform tests. Again Test Result Logs will be transferred using network services described above.
4.6 Collaboration Server

‘Collaboration Server’ process represents all means for notification services. Network Resources/Web Services will be pivotal for this process as notifications will play central role in collaboration process. This process will interact directly with the user with the help of GUI; another way may be to allow access to this process through the GUI provided by the ‘Client’ but there will be cases, for example Program Managers, Team Leaders or start/end of the day situations, when users will be mainly interested in notifications (either receive or send) and thus it will be a good idea for Collaboration Server to provide its own GUI, or even better, to merge Collaboration Server’s GUI with Client’s GUI. In many cases notifications may be regarding bug reports or changes made to a part of software and in these cases Collaboration Server will need to utilize File System services (for using Bug Logs and Change Logs).
4.7 Repository

‘Repository’ represents the main storage of all the authentic software and its related documentation. Repository gets item/component requests from network services in the form of XML messages and is based on one XML Manifest per item so that any item with dependencies, if some exist, will be extracted along with all items on which it depends. For all file manipulations, File System services are utilized. Repository is also the source for test files required for executing tests of a given test configuration at the Test Harness Server.
4.8 Client
‘Client’ process will provide gateway to authenticated users to use ADSCS services. It will receive user commands and requests from User Input/Output and this information will be communicated to concerned tool/s through XML based messaging. Client will also host a scaled down Test Harness server for executing tests to the interest of individual developers or a particular team. For executing these tests, Clients will utilize Build Processor/Framework Loader for the purposes described in section 4.5 above.
4.9 Conclusion

‘Agent-Based, Distributed, Software Collaboration System’ will be successfully implemented with four major processes viz. Collaboration Server, Repository, Client and Test Harness Server interacting with various system resources. Interactions with Network Resources/Web Services are identified as most important of all from tool’s functioning point of view. As discussed in previous sub-sections, how close and efficient ADSCS will be in fulfilling the expected goals will depend a lot on how efficiently all processes communicate with each other and with resources. As all important communication services are provided by Network Resources/Web Services, all the program parts being developed are expected to use these services as efficiently as possible giving rise to a robust communication system. Many features will depend on a process’s response to a received XML message, thus the messaging scheme should be efficient so as to communicate most possible in least messages and without loss of any important information. User inputs will be mainly to the Client and Collaboration Server, thus proposed GUI will merge all essential features of both components into a single GUI. 
5. Use Cases

This section attempts to identify principle users of the ‘Agent-Based, Distributed, Software Collaboration System’, ways in which they will interact with the tool and what features will be incorporated to suffice needs of all users. 

5.1 Principal Users

This section attempts to identify main users of this tool. It is worth pointing out here that principal users of ‘Agent-Based, Distributed, Software Collaboration System’ will be software professionals; there will be very rare occurrences of a client using such technical tool and if that is the case then this client is supposed to have sufficient technical knowledge. Following discussion recognizes expectations of each class of users from this tool.
5.1.1 Software Architect

A Software Architect is a person, who is responsible for gathering user requirements to lay down project specifications and divide project into simpler modules keeping in mind available infrastructural, economic and human resources. When, in case of large projects, different modules of the projects are being developed at distant places, ‘Agent-Based, Distributed, Software Collaboration System’ will prove to be very efficient for such purposes.
Need: ADSCS will suffice an architect’s need to:
· Discuss with other architects and teams to develop compatible sub-systems

· Ensure implementation of important architectural concepts in Repository source code

· Continuously track whether project is heading in expected direction

· Perform tests on checked-in software to ensure their integrity

· Identify probable architectural faults if a test fails
· Identify items/components dependent on a given module

· Notify Project Managers, Team Leaders and concerned Developers of a failure and discuss remedial actions

Conclusions: Based on above needs ADSCS will incorporate following features:
· Facilities for Browsing remote machines and Repository
· Single Button Click Tools: Test Harness, Custom Builder, Requirements Database, Repository,

· Easy customizable settings

· Easy and convenient notification mechanisms

5.1.2 Project Manager/Team Leader

A Team Leader is a person who leads a group of software professional to achieve a certain goal in Software Development Life Cycle. Many such Team Leaders work in co-ordination to meet specifications of a project and are in turn directed by a Project Manager. Thus it comes on the shoulders of Program Managers and Team Leaders to complete the project with in stipulated time and with an effort to deliver utmost accuracy and quality to the customer. In case of large projects a dedicated tool for collaboration with all participating teams and integrating software.
Need: ADSCS will suffice following needs of a Project Manager or Team Leader:
· Schedule team activities and assign individual responsibilities
· Communicate with other Team Leaders and Project Managers in deciding the above

· Gauge team/individual performance

· Configure tests on test server
· Extract test results to notify concerned teams of failures, if any

· Identify items/components dependent on a given module 

· Monitor bug logs to stream sufficient efforts in fixing bugs

· Prompt discussions with Software Architects and Developers for scheduling and in case of failures
Conclusions: Based on above needs ADSCS will incorporate following features:
· Effective and quick ways to communicate with team members and other teams
· Single button click E-Mail notifications and web posts

· Simple browsing facilities with easy testing features

· Single button click tools: Test Harness, Custom Builder, Requirements Database, Composition, Bug Tracker, Repository, PMDH
· Some way to display important goals of the day

5.1.3 Software Developers

Eventually it comes to a Code Developer to transform code logic into reality. Writing an efficient code under numerous time and resource constraints needs continuous exchange of authenticated software and testing of code. Dependent codes may possibly be developed by another developer sitting at a remote terminal and this is why a proper collaboration tool is required to be in place.
Need: ADSCS will suffice following needs of a Software Developer to:
· Continuous testing of code being developed
· Identify a given code forms a part of which other components

· Keep track of bugs for which he/she is a RI
· Send notifications if he/she makes change to a previously checked-in opened source code

Conclusions: Based on above needs ADSCS will incorporate following features:
· Easy & customizable notification services to members of any changes made to source code
· Simple browsing services to browse local as well as remote machines
· Single button click tools: Test Harness, Bug Tracker, Custom Builder, Repository, Composition
· User friendly customizable configuration settings
5.1.4 Testing/Quality Assurance
Quality Assurance team is responsible for maintaining industry standards of the code being developed whereas Testing teams are responsible for verifying whether a code is capable of performing the satisfactory under all circumstances and in all environments. A person can never completely test/verify a code developed by him/her and this is the reason why these teams are almost always an imperative part of the industry.
Need: ADSCS will suffice following needs of a Testing/Quality Assurance to:
· Continuous testing of modules to avoid later code failures
· Retrieve detailed test results

· Identify components which contain a given item which is found to be faulty

· Notify concerned team members of failures, if any

· Analyze test results
Conclusions: Based on above needs ADSCS will incorporate following features:
· Easy browsing facilities for local and remote browsing

· Customized settings for desired level of test result details

· A brief history of recently used files

· Quick start tools: Test Harness, Custom Builder, Repository, Composition, Bug Tracker
· Automated notifications settings
5.1.5 Administrator
An Administrator may be a Project Manager or a Team Leader for a project site. With authenticated source code of a company flowing in the network at all the times, it becomes imperative to administer the overall tool functioning from security point of view.
Need: ADSCS will suffice following needs of an Administrator to:
· Set privileges to various user classes (role-based-access)
· Continuous surveillance of change logs to detect any security threat
· Disable a particular service in case of software malfunctioning or threat

· Prompt action on detecting a security threat

Conclusions: Based on above needs ADSCS will incorporate following features:
· A comprehensive interface to set appropriate privileges to all user classes
· Quick start tool: Change Log


· Ability to immediately stop or start a service
5.1.6 Overall Impact
Preceding sub-sections identified principal user of ADSCS and some of their needs which will be satisfied by ADSCS. This section discusses features which should be incorporated in ADSCS so as to make the tool as user friendly as possible.
Access to tools: Agent-Based, Distributed, Software Collaboration System is actually a container of several tools each providing a certain feature in bolstering software development and collaboration process. Thus users will frequently use available tools and thus the user interface needs to present a single button down access to each of the required tools. From above discussion, union of all, expected to be used, tools will be: Notification, Test Harness, Repository, PMDH, Bug Tracker, Change Logger and Requirements Database.
Browsing facilities: ‘Browsing’ forms a basic repeated step while interacting with a tool in ADSCS and thus ‘Browsing’ must not be a tedious process and should always require as little efforts from user as possible. To a certain extent this can be done by use of ‘Shared Data’ between various tools. In addition, for users like Testing Team and Developers who will have to browse numerous times (mainly for testing purposes), a brief history of the recently used files will be kept so that if one needs to use a file again and again he/she need not every time browse that file to its location.
Notifications: ‘Notifications’ is a feature that will be used by almost all classes of users. Mainly two kinds of notification methods will be implemented viz. E-Mails and PostOnWeb. Former, as is clear from its name, is actually e-mail notification which may be selected to be sent to a group or an individual. Later method, PostOnWeb, will be an effective way of communicating with teams across a continent. A dedicated secured webpage will be hosted to allow different teams to share information irrespective of time zone differences. Another effective way is to implement Video Conferencing which might be incorporated in the later versions of this document.
Tool Customization: As quoted in opening paragraphs, all tools are agent based which enable users to customize tool operations (to certain extent) and outputs. Some of the expected setting options are sorted here:
Test Harness – Automatic notifications on a failure

         - Level of details in test results
Bug Tracker – Display all bugs (default)

        - Display by date

                  - Display by item names
Change Log – Display by date

        - Display by usernames

  
        - Display by item names
Administrator Settings: The system administrator will definitely manage the system functionality and will be responsible for over viewing of data flowing across the network and thus he/she will get another configuration control, in addition to other controls. Some of the administrative configuration settings are:
Set tool access permissions according to user type
Manage block list of users

Abort tool services in case of threats
Add ‘Help’ content

5.2 Use Case Diagram
This section points-out all possible interactions which may take place between a user and Agent-Based, Distributed, Software Collaboration System. These interactions are depicted here with the aid of a Use Case Diagram in Figure 3 below.
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Figure 3: Use Case diagram for ADSCS
5.3 Use Cases
The Use Case Diagram shown in last section represented all possible interactions of the tool with its users; this section discusses each of those interactions in brief.
5.3.1 Log In
User will be prompted to verify his/her authenticity by entering a valid user ID and password combination along with a valid user type.
5.3.2 Browse

User will be able to browse local and remote machines as well as the Repository.
5.3.3 Repository Services
User will be able to deal with Repository. Clicking this button will pop-up another window from which user will be able to access various features of Repository tool.
5.3.4 Run Test Harness
A new window is popped-up providing user with various options to configure tests on test server and retrieve test result log.
5.3.5 Run Custom Builder
A new window is popped-up for building one or more source codes into libraries.
5.3.6 Run PMDH

A new window is popped-up for Project Managers to create and manage documents related to their daily schedule and individual performance report of their team members.
5.3.7 View Bug Tracker
Displays recent bug log to user based on the format set for Bug Tracker.
5.3.8 View Change Log
Displays recent change log to user based on the format set for Change Log.
5.3.9 View Requirements Database
A user will be capable of viewing recent Requirement Database.
5.3.10 Send E-Mails
A user will be able to send notification e-mails to either selected individuals or to a whole group.
5.3.11 PostOnWeb
All authorized users will be able to post and read from a dedicated web page for his/her group.
5.3.12 Customize Tools
User will be capable of customizing processing and outputs of tools (he/she is allowed to use). 
5.3.13 Close
A user can close ADSCS window at his/her terminal by clicking this button.
5.3.14 Help Information
A user will be provided at all times with necessary help information about all tools available.
5.3.15 Administrative Settings
System Administrator will be able to manage user privileges using this service.
5.3.16 Abort ADSCS
System Administrator will have rights to abort ADSCS whenever he wishes to do so, for example in cases of threats.
5.4 Conclusions
Preceding sections attempt to discuss all possible ways in which a user may interact with the proposed tool. ‘Browse’ and ‘Abort ADSCS’ are two important controls as ‘Browse’ will need to take care of users accessing the Repository based on indexed browsing (discussed later) and may be through the Internet using Web Services. Similarly if a threat is discovered, the tool will be immediately closed and this may happen when some clients might be in between their way receiving a file or configuring tests. The proposed features for the Graphical Use Interface will definitely result in a fairly simple, effective and user-friendly interface.
6. User Interface Views
This section describes the graphical interface between the user and Agent-Based, Distributed, Software Collaboration System. ADSCS is intended to be used mainly by the software professionals where it will most likely be put to an all-day-long use and thus the interface must be very simple and quick to use so that not much efforts and time should be invested in using the tool rather than performing required tasks. Following are screenshots which incorporate conclusions drawn in last section.
Note: To give an idea of all possible controls that will be available to a user, the screenshots are taken typically for a user who is a ‘System Administrator’ so that full coverage of controls may be displayed and described.
6.1 Log-In

Screenshot # 1 shown below displays the secured and authentic access feature of ADSCS. Only after a user enters all the required information, i.e. ‘User ID’, ‘Password’ and selects his/her ‘User Type’, will he/she be able attempt logging into system: this is show in the two screenshots as in the first one ‘Log In’ button is disabled because user had not chosen any user type. And only if the information entered forms a valid combination, will the user be allowed access to tool services.
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Screenshot # 1
6.2 ADSCS Main Interface
Screenshot # 2 shows the main window interface of ADSCS after a user is successfully logged in. This interface provides a systematic layout for the user and ‘Single button down’ mechanism for most of the tools. This window is partitioned into three main areas viz. ‘Tool Set’, ‘Notifications’ and ‘Administrator Settings’.  ‘Tool Set’ provides whole set of tools, with separate buttons to instantiate each one of them. In addition, there is a ‘Customize Tools’ button to customize certain behaviors which is discussed in a following sub-section. Each tool is started popping-up its own interface and will be discussed later in this document. ‘Notifications’ integrate effective ways for important intimation services. At last, ‘Administrator Settings’ provide tools vital for maintaining integrity of tool operating environment. To reiterate here, ‘Administrator Settings’ part of this interface will not be visible to all users who do not log-in as ‘System Administrator’. 
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Screenshot # 2
6.3 Customize Tools

Screenshot # 3 shows the window which pops-up when a user clicks ‘Customize Tools’ button on the main form. This window enables a user to customize some of important tools as shown below. The settings here show the default settings and can be reverted back to by clicking ‘Restore to Default’.
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Screenshot # 3
6.4 Manage Block List
Among other controls in ‘Administrator Settings’ is ‘Manage Block List’ which, as the name suggests, monitors blocking list of users unauthorized to use ADSCS because of any inappropriate past incidence/s or potential threat to software integrity. The list in the Screenshot # 4 below shows a list of all users who, at a given point of time, were blocked due to some reasons mentioned above. If administrator wishes to block a person not currently in this list then he/she will click ‘Add to List’ button provided which will pop-up another window with a list of all currently authorized users. From this list, users to be blocked may be selected and added to block list. Similarly to undo this blocking process for a user, ‘Unblock’ button will facilitate required need.
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Screenshot # 4
6.5 Set User Privileges
One of administrator’s major responsibilities will be to set proper privilege levels for each class of users according to their utility and to maintain proper security levels. In the proposed interface an administrator will be able to do so from an interface that pops-up after clicking ‘Set User Privileges’ button. Screenshot # 5 below shows this interface for managing the user privilege levels. For example, except administrator only the Project Manager will have permission to managing the blocked user’s list. Similarly, except Project Managers and Team Leaders no other user will have access to PMDH (Project Manager Document Holder). A user not belonging to any of the main categories, for example a client of the company will have very restricted access to tools.
[image: image8.png]| 5 User Privilege Control Centre

Project Manager
Test Harmess

Repository
Code Analyzer

Team Leader
Test Hamess

Repository
Code Analyzer

Developer
Test Hamess

Repository
Code Analyzer

Testing
Test Hamess

Repository
Code Analyzer

Quality Assurance
Test Harmess

Repository
Code Analyzer

Others
Test Harmess

[ Repository
Code Analyzer

Bug Tracker
Change Logger
PMDH

Bug Tracker
Change Logger
PMDH

Bug Tracker
Change Logger
PMDH

Bug Tracker
Change Logger
PMDH

Bug Tracker
Change Logger
[ PMDH

Bug Tracker
[ Change Logger
[ PMDH

Custom Builder
Composition

E-Mail Service

Custom Builder
Composition

E-Mail Service.

Custom Builder
Composition

E-Mail Service

Custom Builder
Composition

E-Mail Service

Custom Builder
Composition

E-Mail Service

Custom Builder
Composition

E-Mail Service

Manage Block List
PostOnWeb Service

Requirements Database

Manage Block List
PostOnWeb Service

Requirements Database

Manage Block List
PostOnWeb Service

Requirements Database

Manage Block List
PostOnWeb Service

Requirements Database

Manage Block List
PostOnWeb Service

Requirements Database

[] Manage Block List
[ PostOnWeb Service

Requirements Database





Screenshot # 5
6.6 Help
Pressing “Help” button will let a user to get to the ‘ADSCS Help Center’ which is a document summarizing all functionalities and support information for using ADSCS. This button will open help documentation in a new browser window which will look as shown below in Screenshot # 6.
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Screenshot # 6
6.7 Conclusion
The User Interface designed is very convenient to use and requested information/results are displayed in a simple & easy to understand and analyze manner. In addition, buttons for a variety of tools imparts the ‘Single Button Down’ feature to ADSCS. 
7. Issue Analyses

7.1 Security Issue
Issue # 1: Security is an important aspect in a large distributed environment such as ADSCS. The ADSCS users may be working in a Local Area Network or separated throughout the world. How is security handled in ADSCS system?
Suggested Solution: 
The communication between ADSCS Repository Server and Client is based on web services and thus there are a lot of alternatives for maintaining security. One possible and simple way to do so is using a security token. These facilities are provided for the Web Services Communication Infrastructure. The client opens a connection to the ADSCS Server through a Secure Socket Layer and provides his username and password in a security token and the server decodes the security token and authorizes the client. In this scenario the message confidentiality and integrity are provided by the existing transport mechanisms.
Another method is to implement encryption. In this method, a hacker who is snooping the message packet can find out the username and the password in the security token. Hence when the message is sent outside the firewall it should be encrypted using the Xml Encryption techniques. Robust algorithms are provided in the .Net Framework class libraries and they can be effectively used. This mechanism is used if the confidentiality of the message is high compared to the performance.
Issue # 2: Users belonging to classes like Project Managers and Team Leaders might need to use some tool form the Tool Set while they are at home. Should the ADSCS provide an ASP interface where clients can access the work from home? 

Problem: Adding an asp interface for an online application has advantages and disadvantages. The main disadvantage is security again. Specially that data might be copied and pasted by a user at home and this create lots of backdoors and methods for the users to steel, break into system, make malicious attacks , etc… 

Suggested Solution:

Asp interfaces can be supported as single tool interfaces but not as the whole ADSCS user interface described in the user interface section of this document. Some tools like PMDH can be given ASP interfaces as there is no harm someone reading a document created for his own personal planning. Thus a possible solution might be to provide ASP interfaces allowing the users to view bug logs, test logs, etc. with no access to any tool which may result in data editing.
7.2 Back-Up Issue
Issue # 3: ADSCS is a large system with a lot of critical information. All the project data would be lost, if suddenly the system fails. What should be done to take care of this problem?
Suggested Solution:

One possible solution to this problem is to take back-up of the project data at regular intervals. The data management subsystem should have the added capability of extracting all the project data into an Xml file. This way the Data Management System can be made to do this at specific intervals and take back-up of the project data. Care should be taken that this back-up should be taken only in off- peak hours. A slightly different alternative to this would be to add a dedicated mechanism to all critical software stores which will copy the original store to them selves say every mid-night and for the rest pf day will continuously keep replicating all changes made to original data store.
7.3 Communication Issue
Issue # 4: .NET Sockets are used for communication owing to their simple and fast performance besides it being a cheap service while Web Services is comparably costlier and less efficient. On the other hand, .NET Sockets can’t pass any firewalls while firewalls are not a hurdle for Web Services. Then which communication mechanism should be used?
Suggested Solution:
A possible solution is to maintain a data structure (may be a hash table), so that any Client using gets automatically registered and its IP and Port address information are stored in the hash table. Thus whenever a message is to be sent to some other machine, first destination IP and Port information are checked in hash table. If they already exist in table then .NET Sockets are used else Web Services will be used.
7.4 Testbed Overload Issue
Issue # 5: During peak load hours, it is very probable for Testbed Server to be buried under extremely high test processing. This situation may very likely hamper the overall performance of ADSCS, especially testing of configurations. What should be done when number of users exceeds the limit where Testbed will always be burdened to such levels?
Suggested Solution: 
One possible solution for this problem is to use extra Testing Servers so that overall load of test requests will be distributed among those servers.
7.5 Component Reusability Issue
Issue # 6: ADSCS Repository will be a large data structure and will also contain reusable files. When the count of such reusable files rises to several thousands then how can one find a reusable file?
Suggested Solution:
An item is said to be reusable when its manifest is linked by at least one external manifest. A hash table may be maintained for all items in the Repository with a reusability index for each item. Every time an item’s manifest is linked to an external manifest, its reusability index in incremented by one. In this way an item with highest reusability index will be said to be the most reusable item.
8. ADSCS Package Structure
After having an idea of what all functionality does ADSCS provide, its user interface and its interactions with various system resources, this section describes various packages and how they co-ordinate to support a variety of user requests. Figure 4 below depicts the packages of ADSCS following which is the explanation of each package’s responsibilities. This modular architecture is based on concept of layers which will form a strong and basic infrastructure for the tool. The architecture is divided into four layers viz. Display, Processing, Data Storage and Communication.
Note: Some of packages shown below needs detailed analysis and will be dealt in later sections of this document. For the sake of simplicity, breakdown of those complex packages is also not shown here.
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Figure 4: Package Diagram for ADSCS

8.1 ADSCS Executive
As is clear from the name this package forms the executive of ADSCS. As soon as toll starts, it’ll the executive’s responsibility to initiate Graphical User Interface (GUI) and start Communication system. 
8.2 GUI
Graphical User Interface (GUI) pops-up the user interface with a nice user friendly layout of various tools supported. GUI will be responsible for prompting user to get an authorized access by entering a valid user ID - password combination and will receive all user requests. GUI will depend on Security, Collaboration Server and Tool Set packages to meet these requests. This package is also the central member of Display layer.
8.3 Security

ADSCS, in a way, will provide mechanisms to manage all important software residing in the company and thus security is an imperative need of this tool. Security package will be the one responsible for maintaining integrity all company software and documentation by authenticating user accesses to ADSCS. When user enters an authorization combination, this package will match that combination with the one on system using services of Data and File Manager. A user is granted access only if entered combination if found to be valid. Services provided by this package will be utilized by GUI and Collaboration Server.
8.4 Collaboration Server
Collaboration Server will facilitate secure ‘notification services’ to users to intimate project members of various important results, observations and events. In the proposed system, Collaboration Server will support E-Mails and web post services. Some more complex but yet effective, advanced and useful services like Video Conferencing, Chat, etc. will be considered in later versions of this document. This package utilizes services of Security, Communication and Data & File Manager to send and retrieve data to remote machines.
8.5 Tool Set
Tool Set will represent all available tools and depend upon Data and File Manager and Communication packages. Depending on which button the user pressed in Tool Set region on ADSCS interface, particular tool is instantiated. Tool Set will incorporate ‘agents’ (discussed in later sections) which will help it in accomplishing desired tasks. It is also the most important member of ‘Processing’ layer.
8.6 Data and File Manager
Data & File Manager forms the Data Storage layer of the proposed architecture. Data Manager can be thought of as a data provider component, non-visual abstraction for wrapping sources of data representing a more generic and flexible data binding mechanism.  In a way, ADSCS might said to be a container of tools which will log, store and manage data and thus data storage will be an utmost important focus. This package will mainly deal with several types of data structures depending upon what they are meant to store and thus provide easily accessible, effective data retrieval mechanisms to tools and services of the ‘Tool Set’.
8.7 Communication
By now the reader should have realized the importance and necessity that ‘Communication’ package should and will hold. As almost each and every tool and service of ADSCS will communicate with each other, this package will implement a reusable structure so that message handling becomes easy and will be customized conveniently on deriving on overriding a function written to do so. Implicitly, besides being imperative to ADSCS, this package turns out to be the heart of Communication layer.
8.8 XML Codec

The other member of Communication layer, XML Codec assists Communication package in making interactions between other packages possible. ‘XML Coder - Decoder’ will be the main unit to support XML based messaging possible as it will be the one which will handle interpreting XML message string and also form messages into XML message strings.
8.9 Conclusion
Discussions in last few sections are sufficient to infer that ADSCS will be implemented with a fairly simple architecture. The proposed architecture involves four layers of which Communication layer is most important. In addition, Communication package will be almost always be delivering services it’s supposed to deliver and thus it is identified to be the most important of all packages and should also be reusable.
9. Collaboration Server Sub-System

This section discuss Collaboration Server package in detail which, as discussed above, will be responsible for managing secure notification services supported by this version of ADSCS. Currently authorized users will be able to E-Mail others and utilize PostOnWeb service. ‘PostOnWeb’ service will enable post important notices on a dedicated web page for that particular project so that all teams working on that project may collaborate irrespective of their physical locations. Also this feature will necessarily make use internet which allows users to interact without being influenced by time-zone differences. A useful application of ‘PostOnWeb’ service may be to discuss and communicate responsibilities and schedules among teams continents apart.
9.1 Use Cases
E-Mail one or more individuals
E-Mail one or more groups

E-Mail an individual and a group when that individual is not in the group

Post important notices on web page for that particular project
Conclusion: Single button down interface for e-mails and web message posting.
9.2 User Interface
Graphical User interface of this tool is already shown in Screenshot # 2 (ADSCS Main interface) above and is reproduced here for reader’s convenience.
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Screenshot # 7
As shown in Screenshot # 6 above, Collaborations Server facilitates two aforesaid services which are clubbed together under ‘Notifications’ on the main interface of ADSCS. A user will be able to send both individual and group e-mails. As shown here, a Test Harness unavailability e-mail is being sent to an individual ‘Pat De ’Souza’ and also to the Testing Team located in India. At the same time user will be able to retrieve received e-mail using ‘Open Inbox’ control. In a way ‘Open Inbox’ is a feature which saves a posted e-mail for a user until he/she reads it.
Using ‘PostOnWeb’ service, the user is shown to be posting intimation for all Team Leaders involved in a project called “SMA Final Project Summer 2007”. When user ‘Posts’ this messages, the same gets posted to a web page dedicated for this project. Screenshot # 7 below depicts how this typical web page will appear to the team.
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Screenshot # 7
Clearly, the web page displays posted messages under ‘Notice’ section and along with it also tells the reader about who posted that message and when.
Note: A prototype has been given which implements PostOnWeb service in Appendix. A folder accompanying this document also contains the source code for the same.
Conclusion: As expected, proposed interface will provide convenient ‘Single Button Down’ layout to easily send e-mails and post important messages as well retrieving received e-mails.
9.3 XML to HTML Conversion
The ‘PostOnWeb’ service eventually is used to display posted messages on web pages using an internet browser and thus the mechanism behind letting users read messages, which were XML based messages when posted, as a part of an HTML document is worth discussing at this point. This XML to HTML conversion is basically done using XSLT (Extensible Style-sheet Language Transformation). XSLT facilitates a way to separate content to be displayed from the appearance in which it is to be displayed. 
There are two ways in which the requested project web page will be displayed to user. Results of both methods are the same as far as appearance is concerned but there lies a difference in where the XML to HTML conversion is actually taking place.
Note: In the following discussion, it is assumed that all notices/messages posted using PostOnWeb service will be stored in a dedicated data structure for that purpose and a XML document may be an irrefutable choice for the same.
9.3.1 Context of conversion on Client

This section discusses the context of Collaboration Server if the XML to HTML conversion takes place on the client; corresponding context diagram is shown below in Figure 5.
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Figure 5: Context diagram of Collaboration Server converting on Client
Project Web Page Hosting Server: Represents the server on which the web page for a project is hosted. It will return the message data structure to requesting Collaboration Server.
XSLT Processor: Converts XML based data structure into a HTML document based on provided templates given in style-sheet. The XSLT style-sheet contains the XSLT program text (or ‘source code’ in other languages) and is itself an XML document that describes a collection of templates i.e. instructions that guide the processor toward the production of the output document.
HTML Processor: Interprets an HTML document and displays content therein in the specified format.
Collaboration Server: Represents sub-system under consideration. Receives project web page display request from user and send this request to Project Web Page Hosting Server through communication channel. On receiving the XML based data structure, same is sent to XSLT Processor along with the Style-sheet. Returned HTML document is then fed to HTML Processor which displays its contents which are then displayed to the user.
Conclusion: XML to HTML conversion can be successfully done at client’s end. Only one extra resource here will be the ‘Project Web Page Hosting Server’ which is definitely the essential part of sub-system. Actual processing is done at the client’s end and server only responds to client Collaboration Server’s request by returning the XML – based data structure.
9.3.2 Context of conversion on Server

This section discusses the context of Collaboration Server if the XML to HTML conversion takes place on the server; corresponding context diagram is shown below in Figure 6.
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Figure 6: Context diagram of Collaboration Server converting on Server
Project Web Page Hosting Server: As discussed above but here it will return a HTML document to requesting Collaboration Server.

Scriptable XSLT Processor: It is a server side script (Active Server Pages file) that will be used to converts XML based data structure into a HTML document based on provided templates given in style-sheet. The code for performing XSLT conversions from within the .aspx file is provided in the Appendix.
HTML Processor: As above.
Collaboration Server: In this case, the Collaboration Server receives an HTML document from server in response to its request for web page display. Returned HTML document is then fed to HTML Processor which displays its contents which are then displayed to the user.
Conclusion: XML to HTML conversion can also be successfully done at server’s end. The same additional resource is involved here. Actual processing is done at the server’s end and server returns the transformed/converted HTML document to requestor.

9.3.3 Data Flow for Conversion on Client
This section briefly discusses data flow involved when the XML to HTML conversion is performed on the Client. The data flow is depicted below in Figure 7 with a Data Flow diagram. Whole conversion process can be conveniently decomposed into four processes: User request is first sent to server in response to which the server sends back the XML Based Message data structure. This data structure is actually a XML document which is then converted to a HTML document which eventually is displayed to the user.
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Figure 7: Data flow during XML to HTML conversion on Client

Conclusion: 
Sub-processes involve considerable processing at Client
Involves flow of (may be very large) data structure
9.3.4 Data Flow for Conversion on Server

Continuing discussion from previous sub-section, data flow involved in converting XML to HTML Server is briefly discussed here; same is depicted below in Figure 8 with a Data Flow diagram. Whole conversion process can be conveniently decomposed into three sub-processes: User request is first sent to server in response to which the server sends back the converted HTML document. This HTML document is then displayed to the user.
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Figure 8: Data flow during XML to HTML conversion on Server

Conclusion: 
Client has no overload of conversion processing in any of the sub-processes

Nothing is sent to Client back from server except the converted HTML document, thus communication channel is comparatively relaxed
9.4 Issues
Issue # 1: Which conversion mechanism to adopt, conversion on Client or Server?
Problem: As discussed in previous sections, both mechanisms of XML to HTML conversions can be easily implemented and will result in same output. Although there lie differences in processing of the two but which is better than the other? Are the two equivalent from performance point of view and either can always be used?
Solution: When it comes to choosing between the two, converting XML to HTML on server is a much better mechanism. Conversion on the Clients brings with it several drawbacks as listed below:
The XML document must contain a processing directive to XSLT style-sheet. This can be done but there is not certainty that location of that style-sheet will not be changed by a user or, in worst case, be deleted. In that case the internet explorer will try to look for the specified style-sheet but will never find it and the whole concept of collaboration may be down. 
XSLT transformations can not be done on Internet Explorer 4.0 (and earlier) as XSLT had not been yet accepted as a standard. Thus it is always better to convert on server side as then the conversion process will be independent of IE versions.
With all clients converting on their own, each of them will have to have the style-sheet and a piece of code to perform the conversion. On the other hand, if conversion is done at server, then the style-sheet and that piece code of code will reside on only one machine and thus will save memory space on all the clients.

Implementation Decision: Considering above discussion, all XML to HTML conversions should be done at Server side.

9.5 Modular Architecture of Collaboration Server

Figure 9 below shows the modular breakdown of Collaboration Server following which is a brief discussion of important modules.
9.5.1 GUI

Functions of GUI are already discussed above. It will behave as an executive for this sub-system.
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Figure 9: Module diagram for Collaboration Server
9.5.2 Security
Security is used in this sub-system to allow only authorized users to view the project web-pages and access E-Mail Inboxes. Any person not related to a given project should never be able to view the web pages as this may result in leakage of important company information and schedules.
9.5.3 PostOnWeb Agent
This agent is responsible for providing PostOnWeb service. It uses Communication to support interactions between requestor clients and web page hosting server. Similarly Communication will also be used for sending and receiving E-Mails. Data & File Manager module behaves as a data structure and in this case will be used for storing HTML documents and individual E-Mails so that a user may log-in from any terminal to access his personal account.
9.5.4 XSLT Process Handler
This module performs al tasks related with XSLT transformations.
9.5.5 Communications
This module has been already discussed in previous sections.
9.5.6 Conclusion
Data & File Manager module will form the basic storage space for both services and thus allow E-Mail retrieval for user from any terminal. Security module provides services to allow only authenticated users to view project web pages and secure personal E-Mail Inboxes.
10. Tool Set Sub-System
This section re-summarizes all the available tools provided by ADSCS and discusses each one of them in detail in the sub-sections to follow. There are a total of nine tools in proposed architecture of ADSCS. These tools comprise of agent-based tools and a few dedicated agents which will perform customized tasks for select users. Each of these tools provides its own interface and library. These tools have been depicted by a Package Diagram below in Figure 10, where each package is assumed to represent a tool.
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Figure 10: Package Diagram for Tool-Set sub-system

Tool Set package is actually an executive which receives XML message request from users or other ADSCS sub-systems and instantiates requested tool. One such request is from the Customizing Agents discussed above which behave according to settings made by users from the ADSCS main user interface. Most of the tools work on their own except a few. One such tool is Bug Tracker which depends on Testbed for collecting bug reports of all the tests performed. Testbed in-turn depends upon Repository for test configurations and libraries and/or source-codes and Builder for building source codes into library. Similarly Change Logger also depends on Repository and Bug Tracker as these two packages will cover all important changes taking place in the system.
In the sections to follow, each tool is discussed to sufficient levels of detail starting from more complex ones.
11. Test Harness
‘Test Harness’ is one of the main basic structural sub-systems of ADSCS and is an imperative tool owing to its utility in the development process of a large software project spread over multiple locations in an organization. It facilitates remote evaluation of a large project (or a part thereof) by configuring tests on a remote Testbed server and retrieving test results after test execution completes. ‘Testing’ phase has always been an important phase in Software Development Life Cycle due to following reasons:

a) It is the phase where value delivery to customer is ensured

b) Getting involved into testing at earlier stages of development reduces the risk of getting into critical problems at the end; thereby cost benefiting since cost of fixing a defect is more at the later stages
Before reading ahead, it must be noted that ‘Test Harness’ will be present on both i.e. Clients as well as Testbed Server. This is required to facilitate users of testing very small test configurations being developed at their terminals only, without burdening the communication channel.

11.1 Context of Test Harness

This section discusses context of Test Harness.
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Figure 11: Context Diagram of Test Harness
User Input/Output: User initiates test configuration by interacting with a Graphical User Interface provided by Test Harness. User browses test files located across the network and confirm this files list before submitting it. Test Harness keeps the user informed of status of tests he/she submitted and display progress/error messages during the tests and test result summary at the end.
Framework Loader & Build Processor: Not all modules are built as libraries but Test Harness can load only Dynamic Link Libraries (DLLs) and thus the test files submitted must all be DLLs. To relieve code developers (and other users) of this overhead of keeping in mind of compiling each module as a library, Test Harness makes use of Build Processor. Whenever a source code is found among the test files in a configuration, it is submitted to Build Processor which builds it into library and returns back to the test file bank. The Framework Loader is used to load DLLs to perform tests on them.
Network Resources/Web Services: As discussed above.

Test Harness: Test Harness represents all the code being developed. It is the main workstation which configures the tests on test server. It presents the user with a Graphical User Interface (GUI) when the tool is started. It communicates with all surrounding components through Network Resources by XML Message passing. While in progress for configuring a test on server RTCT is also (conditionally) required to interact with Build Processor for purposes described earlier.

Conclusion: Test Harness will be implemented as a physical unit which accomplishes test configuration by simple data transfers with its environment consisting of seven members. It receives required inputs from User Input/Output so it must provide a GUI which can be easily used by all of its users; builds XML Test Configuration file with the help of file system, Build Processor, and submits test configuration to the server through Network Resources. Test Harness is required to communicate with other members from time-to-time so the communication mechanism built into it must have a simple and flexible structure capable of performing efficient data transfers.
11.2 Data Flow in Test Harness

This section attempts to explain, at a high abstraction level, as to how the data flows inside Test Harness. In accomplishing its task, how the data is processed inside the structure of Test Harness can be best depicted by means of a top level Data Flow Diagram, as shown below in Figure 12. 

As shown in diagram, Test Harness can be thought of producing desired results by co-operation of six processes. Each process either takes some data from an outer resource or from another process and produces some data which may be used by yet another process or is the output of Test Harness. In the paragraphs to follow each of these processes is briefly described.
11.2.1 Process 1: Build Libraries

After user browses and selects all test files of interest, the first process Build Libraries starts. In this process, each selected file is checked for whether it is a source code (and needed to be built into library) or it is a Dynamic Linked Library. In case of former, all the source codes are built into one or more DLLs with proper display messages shown on GUI to the user. After this process is completed, a data structure LibStore is created to store names of all test libraries. 

11.2.2 Process 2: Create XML Configuration File

Create XML Configuration File process involves creating a XML file listing names of all test libraries stored in LibStore data structure. This process also decides the name of destination directory on server to copy all libraries into and appends the XML file with this information. 
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Figure 12: Top Level Data Flow Diagram for Test Harness

11.2.3 Process 3: Submit Configuration File to Test Server

After all test files are copied on server, the XML configuration file created in process 2 (TestConfig.xml) will be submitted to server to schedule the tests. This process ends with sending out a message to server that a configure file has been added to its pool.
11.2.4 Process 4: Copy Files to Server

After submission of configuration file, libraries listed therein are to be copied to the test server. This process starts with sending of XML based messages to test server of getting ready for receiving test files. Test files (libraries) are then transferred one by one and corresponding display messages are shown to the user. 

11.2.5 Process 5: Execute Tests

After Test Harness has completed its task of configuring tests and submitting details to the server, it will have to wait for all tests to complete. As tests progress, proper status messages are display to user through GUI.
11.2.6 Process 6: Display

This is the last process as tests culminate at this stage. With the display of test completion, Test Result Log is also sent to the Client (from where user requested tool). Summarized test results are displayed to user and the Test Result Log is also supplied to the user. 

Conclusion: As shown in Figure 12 and described in previous sub-sections, Test Harness mainly involves transferring files clients and Testbed Server. Thus considering pivotal role of XML Configuration file and undoubtedly the test files in testing process, Test Harness must implement a secure and efficient communication and message passing mechanism for reliable data transfers. Among constituting processes of Test Harness, the main data flow is of data structures which are used to store test file/library names (TestLib DS) and results of individual tests (TstResults DS).

11.3 Use Cases
· Building libraries and execution images on Testbed Server from source obtained from the Repository server.

· Execute concurrent test sequences (dedicated threads) using a test harness structure, provided by both the Testbed server and ADSCS clients.

· Individual clients will run scaled down versions of these test configurations, of interest to a specific team.

· Testing operations should be scalable over additional Test servers if the Testbed server becomes overloaded. 
11.4 User Interface Views
Like other tools, Test Harness also provides its own user interface which is shown below in Screenshot # 8.
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Screenshot # 8
As seen in the screenshot, a user will have a choice of executing tests either locally or on the Testbed server by submit the test configuration. Although it is highly undesirable situation, but a user might choose to perform tests on both i.e. local Test Harness as well as the one on Testbed server by submitting the configuration by checking both the check boxes on interface. ‘Browse’ button enables a user to browse Repository as well as his/her local terminal. Several buttons are present on the interface to manipulate test suites to relieve user of configuring same suite multiple times. User is shown the status of test progress and is intimated of test completion after which user may opt to retrieve test result log.
11.5 Modular Architecture
This section provides a more detailed insight into the architecture of Test Harness being developed. It will be composed of following six modules:

· Executive
· GUI
· Test Configurer
· Builder
· Test Vector Generator

· Logger

The inter-dependencies of each of these modules are depicted in the form of a Module Diagram shown in Figure 13 below. Function of all six modules is explained following the diagram.
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Figure 13: Module diagram for Test Harness

11.5.1 Executive

This is the executive module of Test Harness. As the program executes Tester invokes GUI module which generates user interface. It also depends for its operation on Tester module.
11.5.2 Test Configurer

Test Configurer is responsible for creating a XML Configuration file and submitting this test configuration to the Testbed server. In this process, Test Configurer is often required to build source code into library and thus it depends on Builder module.
11.5.3 Tester
This is the core processing unit of Test Harness. It extracts the test configuration file and start performing tests. Tester also needs to log customized information while performing tests on console and files thus it uses Logger module. Similarly, many tests may require test vectors for which Test Vector Generator module is used.
11.5.4 Test Vector Generator

Test Vector Generator is responsible for supplying the Tester module with test vectors to perform the tests. Whenever ‘Tester’ module requests a test vector to TVG, TVG returns a test vector from the set of available test vectors.
11.5.5 Logger

Logger module is used to store the test results for the purpose of future references. Logger will make use of Operating System services to log the results in file, console and memory streams. Test result information logged into file system will contain detailed test results as it may be referred some time in future or saved for other documentation purposes. Console system services, on the other hand will be used to display/print the error/warning messages and a brief summary of test results: total tests performed, pass and fail statistics, module information for the tests which fail and ignored tests. As with console logging, test information logged using memory system services will no longer be available after Test Harness exits execution. However memory system will all the time contain the test results which are required for testing other dependent modules.
11.5.6 Builder

Builds source codes to library.

11.5.7 Conclusion

Test Harness can be realized by decomposing the main functions into these six modules. Each module performs a specific function for which it is dependent on other module/s. Tester is the main processing module and logs results using services of Logger module which may be required for future analyses and thus Tester – Logger interactions should be given proper concern. 

11.6 Test Harness Activities

This section discusses important activities of a test Harness tool. All the main activities are represented in the form of an activity diagram below in Figure 14. 

Test Harness starts with listening to the test server to find out whether server is running so that tests can be performed. If the server is running and user commands to add test files, browsing for test files starts depending on whether user intends to browse local machine or a remote machine. The names and complete paths of the files selected by user are stored in a data structure and name of Test Directory is generated. Based on the entries in data structure, a XML Test Configuration File is created which contains test configuration information such as complete path to Test Directory and a list of all test files. Now one by one an entry is selected from the data structure to check whether any file is a source code and needs to be built into a library; if one is found, it is built into library. Each file is copied to test server in the test directory. 
The configuration file is submitted to server and the Client now waits for server to complete its tests. Once tests are completed, results are shown to the user and depending upon whether user has more tests to configure in server or not, the tool again shows the browsing options or else terminates.
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Figure 14: Activity diagram for Test Harness
11.7 Issue Analyses

‘Issues’ are actually like corner-cases when we talk of developing software, which must be given proper thought before starting with the project or else a vendor may have to face discontented client reviews. This section discusses some issues which are pivotal in Test Harness sound functioning. For each issue, first the possible problem/s is/are discussed in brief, then a solution is suggested which if incorporated into design may, at least, moderate the situation; at last each issue has been identified to be either as a ‘critical’  or ‘not critical’ issue.

11.7.1 Performance Issues

These issues deal with the load and memory usage of system. 

Issue # 1: What should be done if data in the network transfers increase to some uncontrolled levels at peaks hours? What if in a large project, tests keep on getting configured at the server and data traffic increases to a limit where performance starts deteriorating?

At times when already a server is so loaded, if it keeps getting test files and configured tests, this will result in delay in tests which were being performed and even more delay for newly configured tests to be executed hampering overall performance of the tool due to high loads.

A Load Analysis is done below which better explains this issue in direction of Principal Users discussed in previous sections. As these figures closely represent a real† large project development scenario, the importance of this issue may be truly assessed.

Consider the following project details:

Project Team Size = 100

Total number of teams = 10

Total Code Developers = 80

Total Team Leaders = 10

Total Managers = 5

Total Architects = 5

This leads to a team of ‘8’ Code Developers which is a fairly real world situation for a large project. Test Harness (Version 1.0) developed in ‘Project 2’ generates test log of approximately 11 KB; if only details pertinent to tests are logged then this size may be say some 30 KB (average figure) for a large project involving many more tests. Thus,

Size of test log = 30 KB

Size of XML Message file = 500B

Consider a large project as:

Total Line of code = 1000000

Number of modules = 250


† Mr. Navit Saxena (E-Mail: nsaxena@syr.edu) suggested me these figures as I have no work experience in software industry. Mr. Rohit Missar’s OCD for ‘Remote TestBed’ (Version 1.0) has been referred for analysis purposes.
Take the case of a request for retrieving Test Result Log files for complete project from server. Considering only the one way traffic when log files are being sent to Master RTCT by Server RTCT (i.e. XML Message file is not considered), size of all log files comes to be:

Number of modules * Size of one test log file = (250 * 30) KB







    = 7500 KB or 7.5 MB

Log files would be requested mostly at the start of a day to review previous day’s scheduled test result logs and secondly at the end of the day to review the day’s work. If we take 85% of team members to be at work at these peak hours then server would face 85 such requests which will push into network total bytes given by:

 

= (85 * 7.5) MB = 637.5 MB

Possible Solution: There are two possible solutions to tackle this situation:

1) Some ‘Caching’ mechanism may be used for holding test result logs. Whenever a Client requests the log, test log on the cache is checked for being the latest copy of the log. If so, cached copy is returned. This will definitely moderate load on server.

2) When server can not support any more requests, a message may be sent to all Client to be displayed to user that server is overloaded and if still files are being sent then a queue will be established at the respective Client which will hold these new blocks of data. When server is relieved of its load, it fetches data from these queues until they exhaust.  

Implementation Decisions: Client will be designed keeping in mind both of above solutions as a combination of these will take care of heavy test log requests and heavy traffic due to copying of test files. But there will be a limit to size of queues established at Clients so adding files to these queues will create problems after some level which makes it a critical issue.
11.7.2 Testbed Server Issues

These issues are concerned about the processing done on testbed server.

Issue # 2: Issue with naming of Test Directory on server

To save time and service a Test Harness at the earliest possible, each test configuration will be run on a separate thread. When tests are performed Test Harness will load test libraries from a specified test directory. Directory name can not be same for all tests as then Test Harness will load libraries for all tests from same directory as all test files will be copied to same directory and respective Clients will not get test results for tests they configured. This will create great confusion for Test Harness and it may eventually crash.
Possible Suggestion: Root cause for this issue is naming of test directory on server so this issue can be handled if some naming mechanism can be figured out so that every time a test directory is created it has a unique name which is taken for the first time. There are two possible solutions for this issue:

1) When user adds test files to test suite in the initial steps, at that time user may be prompted to give a name for test directory to be created. If a directory with that name already exists user will be prompted to enter a different name. This is a feasible solution but then tool will no more be a ‘single push-button click tool’ as required by certain classes of users.

2) Another solution exists which will handle this issue and will not let the user even know about any such problem/activity. This solution is to implement a mechanism which randomly names test directory to be created at server when creating XML configuration file at Client. One such mechanism is explained below:

Test Directory Naming Mechanism: If we observe carefully, the Testbed Server will select only one configuration file from a bunch of them based on some priority criterion and starts running specified tests on a separate thread. Also time of creation is, to a large extent, unique for every configuration file. Thus directory name will be created as:


Directory Name = “TestConfig” + Terminal ID + Current Time

For example, if two users submit two test configurations from two different terminals at the same time (considering worst case scenario), say 18:34 hours and let terminal IDs are 1234 and 9876 respectively. (It is assumed that system time on all machines on the network is synchronized.)
Directory Name 1 = TestConfig12341834

Directory Name 2 = TestConfig98761834

Note: A prototype has been given which implements the proposed directory naming mechanism in Appendix. A folder accompanying this document also contains the source code for the same.
Implementation Suggestions: Solution # 2 will be incorporated in design and will be used for naming of test directory. This naming mechanism can be easily implemented in C# and thus it is not a critical issue.
Issue # 3: Issue with order of selecting XML configuration files.

When numerous users configure a number of tests on the server, it depends on s Server as to which XML configuration to select and start performing tests mentioned in it, but then what order should the server acquire or else if to be selected in some priority mechanism, how should the priority of XML configuration files be decided?

Possible Solution: This issue is important to maintain fair and logical test execution. There are two possible options for this:

1) Randomly select a configuration file from available set of files and start executing it. This is a simple solution but not at all fair (on many occasions). In this manner a configuration submitted last may be selected and started first which will be unfair to other users who submitted their tests quite early but had to wait without any reason.

2) Another solution is to keep a record of number of libraries to load for each configuration and the time stamp when XML file was submitted. The XML file which lists maximum number of libraries to be loaded will be selected first. After this configuration is operated on, other configurations will be checked for time stamps of their arrival on server. Now configurations will start loading in order of their arrival in parallel. Once configuration with maximum libraries to be loaded exhausts its tests, remaining configurations will again be checked for maximum number of libraries to be loaded and the process will continue until there’s only one configuration file at server. 

Implementation Suggestions: Later solution will be implemented into design. Although this involves a higher logic level that the former one, but it will maintain fairness and keep the execution sequence in a logical order. As discussed above, this issue can be properly handled and thus it is not a critical issue.
Issue # 4: Issue of overwriting system files on server.

Server is the central processing element in a Test harness set-up. While files are copied from Clients and Repository, there is a high risk of important system files to be overwritten in this process. This may bring the whole network communication down.

Possible Solution: Apart from only allowing Network Administrator to manipulate setting on test server, it must be made an obligation during installation process to mention critical drive (if more than one drives are present) from important file point of view. One more, even better, solutions is to enlist names of important system files which are present on every machine and store this list in a data structure. Whenever a file is being copied to server, name of file must be checked against names in this list; if a match is found user is prompted to rename the file/s. 

Implementation Suggestions: As this is a security issue for server, both of above measures will be incorporated. Although later suggestion holds weight, Network Administrator setting will prove to be a second line of defense.  By no means can Test Harness always find out which are important files; Administrator’s negligence/ignorance/mistakes (administrator being a human) can not always be relied upon. This makes this issue a critical issue.
11.7.3 Data Transfer Security Issues

These issues deal with theft of data which are transferred over network to configure tests at server. 

Issue # 5: Issue of data hacking during transmission.

With increasing competition in every field, it is very possible that a firm’s competitor may try to hack the data being transferred during testing. This may result in leak of important information about a project under development or even tampering of important code within interiors of the organization. 

Possible Solution: Two potential solutions for this issue are as below:

1) Data may be encrypted before transferring to other end. At destination data is again decrypted and interpreted. This is a reliable method but involves overhead in terms of extra CPU cycles for encoding and extra financial resources. 

2) Another remedy may be to use a coding which can be decoded by only terminals on the network. Also rules like CRC checks may be incorporated. 

Implementation Suggestions: As quoted above, former is not an economical solution whereas later does not ensure complete data security. Thus, as such, no reliable solution is found for securing data against hacking and this is a critical issue.
Issue # 6: Issue of communication line disconnections.

Local networks are usually always laid through workplaces of employees in an organization. Due to personal intentions, accidents or insects, communication channels may face physical breakages. These breakdowns are very critical as in this case, message sent from a client will never be received at its destination and thus system may enter an undefined state (possibly a deadlock).

Possible Solution: Buffers may be used at terminals so that every outgoing message will be stored in the buffers until an acknowledgement is received from receiver. Thus in case of channel breakages, buffers will contain the recently sent message and as soon as connection is resumed unacknowledged message is sent again.

Implementation Suggestions: This is a reliable solution for the problem but may increase intricacy and complexity of the code. As this solution is feasible so this is not a critical issue.

11.7.4 Source Code Build Issues

Issue # 7: Issue of source code builds

Test Harness loads only Dynamic Link Libraries built from the source code to be tested. If a source code (i.e. *.cs file) it will not even load that file. A user can fairly select a source code file as one of its test files and it’s a project requirement to build that source code to a DLL. Now this can be done at the Master/Slave RTCT where the source code resides or else it can be first copied to test server and then built into library at the server. Which one is better?

Possible Solution: It is always better to build source codes into libraries at their host machines (and not at test servers) because of two reasons:

1. Building libraries at server will adversely affect its performance at times of peak loads when in addition to service client requests and performs tests it will have to do this addition processing while clients will be comparatively much less loaded.

2. If source code is built into library at their hosts, XML Configuration files will be created with final listing of test libraries in it; whereas if built at server, first server will read for any source code in test directory, if one exists it will built it and then update XML configuration file so that when it starts loading libraries it gets all of them.

Implementation Suggestions: Source codes, if any selected as test files will be built into libraries (DLLs) on machines where they reside. The logic to incorporate this decision can be easily implemented and thus it is not a critical issue.
11.7.5 Test Result Log Issues

These issues are related to processing of test result logs.

Issue # 8: Issue of naming of Test Result Log.

Dependent on user, he/she may test logs from server. Now if name of test logs is fixed then every time a log is retrieved, a single file is either replaced with the new one thereby losing old logs or appending old logs with new test results. How can test logs be made unique for each test performed?

Possible Solution: A very simple solution is to use the same file name as the directory name of test directory as discussed in Issue # 3 under section 9.2 with some modifications. For example test result logs for those two cases will be:

Test Directory: TestDirectory12341834

Result Log: TestResult12341834

Test Directory: TestDirectory98761834

Result Log: TestResult98761834

Implementation Suggestions: As shown above this issue can be easily taken care of, this is not a critical issue.
Conclusion: Some critical issues are identified and a potential solution to problems caused by these issues has been suggested for each one. Decisions needed to be taken while implementations are also mentioned. After proper implementation of these solutions, Test Harness will be implemented as a very efficient application from the view point of memory space and execution time.
12. Repository Server & Agent-Based Client Repository Tool
A software Repository is a storage location for storing authenticated company software from which software packages may be retrieved. At this point it is necessary to clear terminology used in the section title. A ‘Repository Server’ is the single central software storage unit which stores all the authentic data and transmits it to bona-fide users and sub-systems on request. On the other hand, ‘Client Repository Tool’ is an agent-based tool sitting on each of clients so that the dedicated agents for each specific operation relating to ‘Repository Server’ can make its life easy that it would be.

To further clarify this point, the screenshot below shows the Agent-Based Client Repository Tool which will be accessed by a user from the main ADSCS interface.
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This agent-based tool will provide some other important tools which will, actually, be agents in communication with the Repository Server to facilitate user requested services. And due to this co-ordination between Agent-Based Client Repository Tool and Repository Server, both of them are discussed here together.
Primary goal of having a Repository Server in a company is to facilitate convenient and quick access to the required software piece from a large bank of software. In addition to this, Repository has been found to be very useful in:
Maintaining and controlling accesses to a large distributed software base
Monitoring changes made to software store and avoiding illegal accesses

Providing means of uphold reusable component libraries

Last bullet in preceding discussion mentioned use of some “means” for certain services. These “means” are actually agent-based tools at Client’s end being used to provide some important services. Each agent will be responsible for certain task and will always be taking care of it. Some of these agents are given below and will be discussed up to sufficient detailed level in the sections to follow:
Browsing Agent: Provides index† based browsing capabilities to users

Find Agent: Provides search facility to search Repository Server
CheckInOut Agent: Facilitates checking-in and checking-out of software items
Extract Agent: Transfers requested component from Repository Server to requesting client

Index and XML manifests are the format in which components ate stored in Repository Server. Next section the two in detail.
Discussion of Repository Server will be simpler to understand if some related terms are explained at this point:

Item: A named, versioned, XML manifest file and all the files on which it holds references, excluding references to other items. Each item refers directly to exactly one product source code module (i.e. a C# source file or two C++ files, a header file and an implementation file).  A manifest may also hold references to documentation files and other items on which it depends.  Each Item represents a module and must refer to a Responsible Individual (RI), that is, some member of the development team.
Component: A root item and all the items it references, either directly or indirectly. That is, a component is a top-level item and the closure of all its references.  The name of a component is the name of its top-level item.  Its version is the version of its top-level item. Programs are Items that refer only to module items, test source files, and documentation.  Systems are items that refer only to program items, test source files, and documentation.
Version: A number, generated in sequence by the Repository Server, assigned to a file.  This number is encoded in the file specification, using the convention:

 
filename.VersionNumber.Extension
Each checked-in modification of a file results in a new version number, generated sequentially.  Should a version be removed from the Repository Server – a very rare event – versions of this file with higher version numbers will not be re-versioned.  All files stored in the repository, including XML manifest files will be versioned.
Check-In: A process of storing all the files of an item in the repository and providing sequenced version numbers, as described above.  Only an item’s RI may check it in.  On check-in, the item is given a unique identifier and version number.  Check in does not replace files with earlier version numbers.  Once an item is checked in it is immutable. 

Check-Out: A process of transferring files of an item to requesting Client for the express purpose of modification. Only the item’s RI may check it out.
Extract: A process of transferring a component’s files to an RT Client.  Extraction is not limited to the item’s RI.  However, no extracted items may be checked back in. Both Clients and the Testbed Server are expected to use extraction.
12.1 Client Repository Tool User Interface
Screenshot # 9 below display the user interface provided by the Repository tool sitting on each of Clients. As pointed out in above paragraphs, the proposed interface will provide four main services viz. Check-In, Check-Out, Extract and Find Item.
Check-In, as expected, will check-in specified item to the Repository. The item to be checked-in using the ‘Browse Client’ button. More than one items may be selected at a time to check them in, these items will be displayed under Check-In Queue contents. Once ‘Check-In’ button is clicked, all items listed under the queue will be checked-in.
Check-Out, simularly, checks-out items from Repository. ‘Browse’ button in this case will enable user to browse Repository and select items to be checked-out. In this case also, more than one items can be selected and will be displayed under Check-Out List. On clicking the ‘Check-Out’ button these items will be checked-out to the user.
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Screenshot # 9
Another service provided by this tool will be ‘Extract’ which extracts requested components to Client terminal. To select which item to ‘Extract’, a user may enter the item name or may also ‘Browse’ the Repository. Clicking ‘Extract’ button starts extraction process. Here a user is shown to have entered ‘FinalProject.cs’ to extract.
‘Find Item’ facilitates searching a specified item in the Repository. In this case, a user has opted to ‘Find’ a C# module named ‘ScreenSaver.cs’.
‘Request Status’, as may be expected, will display messages about status of a request under execution. As in the screenshot above, appropriate messages are displayed regarding: Check-In of ItemToCheckIn, Extraction of FinalProject.cs and Finding ScreenSaver.cs.
Conclusion: Proposed interface will present a user-friendly tool pallette. All the services proposed to be provided facilitate Single Button Down functionality. ‘Request Status’ also shows present status of a request under execution.
12.2 Indexing and XML Manifests

The two titled concepts will be introduced here in brief and then will be used in discussing ‘Browsing’ of Repository Server.
12.2.1 Indexing
‘Indexing’ is the basic data structural architecture of a Repository server and is very useful in quick access and browsing of items. Following figure depicts the data structure being discussed pictorially. 

[image: image26.emf]System

  Name : System1

Program1

Program2

Program3

Program

  Name : Program1

Module1

Module2

Module3

Module

  Name : Module1

File1

File2

File3


Figure 15: Repository “Indexing” mechanism
As seen from the figure, all software will be stored in the Repository Server under three levels of hierarchy viz. System, Component and Files. Implicitly, a System is a list of Programs; a Program is a list of Modules and a Module is a list of Files. 
12.2.2 XML Manifests
With reference to preceding sub-section, an XML Manifest is a XML file which describes Systems, Programs and Modules. A root manifest will link to lower manifests on which it depends; the lower level manifest will link to its lower level manifests on which it depends. Eventually each manifest direct to a file and in this way it becomes very easy to manage such a large software store. 
An arbitrary XML Manifest file is shown here for explanation purpose:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<manifest#1 
   xmlns="urn:schemas-microsoft-com:asm.v1" 
   manifestVersion="1.0">

 <moduleIdentity 
    version="5.1.0.0"

    type="win32"

    name="Module#1"/>

 <description>A Module</description>

 <dependency>

  <dependentModule>

    <ModuleIdentity

         version="6.0.0.0"

         type="win32"

         name="Module#2"/>

<manifestname>manifest#2</manifestname>

  </dependentModule>

 </dependency>

</manifest#2>

In the above Manifest file, manifest#1, of module Module#1, “moduleIdentity” contains the module identity information. In this case the Module#1 is a dependency for another module Module#2 i.e. Module#2 depends on Module#1. Module # 2 identification information is also contained in the manifest which also tells us that manifest describing Module#2 is named manifest#2.
12.3 Caching
Concept of “Caching” holds much weight in large systems where a lot of data is continuously being transferred over the communication system. A cache is simply a data structure used to locally (Client terminal in this case) hold on to valid copies of important information extracted from original data source (Repository Server in this case). “Caching” is based on a very simple and effective principle: “Any time a data is received for the first time, hold it on to the local memory; whenever a data is needed, first check locally for that data. A data request is made to the original source (i.e. Repository Server here) if and only if needed data is not locally available”.
A block diagram depicting Caching mechanism is shown below in Figure 16. Clearly Client and Repository Server will interact via a communication channel. The Client has a Cache which is used for the purpose explained above.
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Figure 16: Basic “Caching” block diagram
Clearly this mechanism will result in comparatively lesser data traffic which becomes even more evident from following example:

Suppose a user needs a DLL (Name: DLL1, Version 1.0) for performing a test locally on his/her terminal. Now before making this data request to Repository Server, the Client will first check with its ‘cache’ whether it contains the DLL (Name: DLL1, Version 1.0) or not. If it does, same is retrieved from cache and used for processing while if cache does not have DLL (Name: DLL1, Version 1.0), then data request is made to server and received DLL (Name: DLL1, Version 1.0) is then copied to Client cache so that another request wont be made to server if DLL (Name: DLL1, Version 1.0) is again needed.
12.4 Browsing and Index Upgrades on Client Cache
‘Browsing’ is one of the most frequent way of interactions between a user and ‘Repository Server’ and thus needs special attention as it is based on ‘indexing’ and involves ‘caching’. Discussions of last two sections will be employed here. 
As the “Browsing” service will be “Indexing” based, all Clients must have recent copies of indexes so as to browse recently updated version of an item. This need continuous Index updates on all Clients and this can be done in two ways:

Start-Up Updates: All Clients are updated with recent Indexes as soon as they are started and connected to the Repository Server. But this seems to be a one-time update which may not always result in browsing the recently updated version of software as changes are always being made to the repository.
On-Click Updates: This mechanism involves index updating every time a user clicks ‘Browse’ button on the interface. Thus every time user intends to browse the Repository he/she is shown the recent populations of software.
The “Browsing” mechanism proposed here can be understood by having a look at the involved activities which are depicted below with the help of an activity diagram in Figure 17 below. As soon as a user hits the “Browse” button on interface, an XML message is sent to Repository Server requesting it to send the recent indexes. The process waits here until the indexes are received from Repository Server. Once indexes are received, they are parsed and displayed to user in a user friendly format showing a systematic hierarchy (based on the concept discussed in previous section) of Repository Server.
The user will be able to navigate through this structure and will eventually select, suppose for simplicity, an ‘item’. Now this ‘item’ will be searched on Client cache and if it exists, corresponding manifest will be parsed for dependencies. Each dependency item will undergo same procedure of existence check over the Client Cache.
If the ‘Item’ does not exist on cache, a new request will be sent to Repository Server for the selected ‘item’ and process will again wait until the item is received. On receiving this item its manifest will be parsed for dependencies. Once a manifest is found with no dependencies, these items will be extracted one by one and in this way whole component will be extrated to Client terminal.
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Figure 17: Activity diagram showing Repository Server “Browsing” activities

Conclusion: Above discussion concludes with an effective mechanism for browsing Repository Server. From the two possible Client updating techniques, later is chosen where requesting Client will be sent recent Indexes every time a request is made. 
12.5 Modular Architecture
This section briefly discusses modular breakdown of Repository Server.
12.5.1 Executive
This is the executive module that instantiates the Graphical User Interface for the repository. It will also utilize services of Plug-In Manager to plug-in any new tool/s a user might want to add.
12.5.2 GUI
This is the interface module which interacts with users and calls appropriately the requested module. It utilizes Security module to provide authenticated access to repository. Similarly a user might want to add a customized tool which can be done using Plug-In Manager.
12.5.3 Indexed Display Manager
As discussed in previous sections, this module provides services for displaying indexed based browsing menu to user. 

12.5.4 Security

Security validates a user before accessing repository. Also it is used to verify RI of an item for which it utilizes data stored in the Storage Module.

12.5.5 Check-In/Out Agent
This agent is used when executive or the GUI receives a request from a user intending to check-in/out an item. These agents will always be used in conjunction with Security and Storage modules.
12.5.6 Extraction Agent

This agent is used when executive or the GUI receives a request from a user intending to extract a component. This agent will also be used in conjunction with Security and Storage modules.
12.5.7 Conclusion
Repository Server is a central unit of ADSCS and proposed module provides all required services with proper security levels.
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Figure 18: Module diagram for Repository Server
12.6 Issue Analyses

Issue # 1: As the browsing of repository depends upon manifest file which are used to find out the dependencies, it is a very possible situation where a module A references module B and module B references module A. This will be a cyclic dependency situation; will it be a problem for Repository? 
Possible Solution: A data structure may be maintained so that when browsing mechanism finds module A referencing module B, module B is added to module A’s dependency data structure. Now when it finds module B referencing module A, it will first look into module A’s data structure where it will find module B already written. In this case, a possible solution might be to extract both module and start here onwards traversing module A and module B separately.
Issue # 2: Repository Server may also get a request for extraction of a very large component. In this case, how should file transfer be managed so that this transfer may not hamper Repository from processing other concurrent user requests?
Possible Solution: Large file transfers are very probable in large systems. Sending a file in blocks or chinks may solve this problem. Chunking may be done based on length of the encrypted string. For example, if an encrypted string is found to be containing more than 1000 characters it may be sent out in parts, each containing 1000 or less characters. This will involve simple string manipulations and can be easily managed.
Issue # 3: How will a user know that a newer version is available for a module on which it depends?

Possible Solution: Automatically linking all dependent modules to newer versions of a module may result in heavy system failures. An automatic E-Mail notification system may be used in this case so that whenever a new module is added to repository, an E-Mail will be sent to RI’s of all modules using an older version of that module. This is possible if a tool is plugged-in for this using the Plug-In Manager module. Automatic E-Mails can be sent using Notifications services of ADSCS.
13. Communication Subsystem
The Communication Subsystem is one of the core services of the ADSCS. All the modules in the ADSCS and all the clients connected to it interact through Communication Subsystem.

The ADSCS system consists of a central Repository Server with all the data needed for a large project. The developers who work in the projects managed by the ADSCS reside in multiple locations, possibly in different geographical locations. So the communication between all of them becomes inevitable and in fact becomes even more pronounced when it comes to a ‘collaboration’ tool. Since web services were found to be efficient, to keep things simple, we choose to use web services for all communication taking place in the ADSCS system. 
13.1 Communication Modular Architecture
This section deals with modular breakdown of Communication System. Figure 19 below depicts the modules of ADSCS Communication.
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Figure 19: Module diagrams for ADSCS Communication

13.1.1 Executive

It is the ‘Executive’ module for Communication system. With start of tool it starts the receiver module that is the Message Receiver module. It makes use of ‘Comm Services’ module to perform the actual interactions by sending and receiving messages. Also it sends all incoming messages to Message Receiver module.
13.1.2 Comm Services

This module is the actual communication center of Communication System because it is where messages are actually sent and received from other system components using .NET Framework Services. It should be noted here that, the proposed architecture supports choice of any of services viz. .NET Sockets, Remoting or Web Services.
13.1.3 Address Cache
This module is a volatile data structure which, for every received message, stores address (IP address and Port number) of its sender and keys this entry with the tool/process/function name for which this message has been sent. Now when a response will be sent to this message, the destination address will be the one stored in data structure keyed by appropriate name.
13.1.4 Message Receiver
This module receives incoming messages from Executive module and sends them to Receiver Queue module.
13.1.5 Receiver Queue
This module, as the name suggests, is a blocking queue for storing received messages.
13.1.6 Message Sender
This module sends message body to be sent as XML messages to the Sender Queue module.

13.1.7 Sender Queue

This module, as the name suggests, is a blocking queue for storing messages to be sent.
13.1.8 XML Message Codec
This module can be said to be the ultimate message handler of the communication system. In case of a message received, Message Receiver module extracts messages from Receiver Queue and feeds them to XML Message Codec which then interprets it and makes calls to appropriate functions. In case a message is to be sent, Message Sender extracts message bodies from Sender Queue and passes them on to XML Message Codec where those bodies are converted to XML message strings.
Conclusion: Communications is indubitably one of the most important modules of ADSCS. The proposed structure is pretty simple and provides a string communication system for ADSCS. XML Message Codec module can be said to be a vital module in this architecture as it forms an essential part of both sending and receiving sides.

14. Builder Agent-Based Tool
‘Builder’ is another agent-based tool which performs an important function and also provides users with facility to build desired source code/s into a library.
14.1 Use Cases

Mainly used by all classes of users to build source code/s into library optionally with custom name
Although this case will not affect interface decisions, but Testbed Server also use same structure to build source code into library when it comes across one in test configuration being tested
Conclusion: A user should be able to build as many source codes into a library with customized library name. As libraries play important role, thus before building, user must be prompted to re-confirm build composition.
14.2 User Interface Views
As concluded in last section, user interface must provide a simple facility to build custom libraries at a button’s click. Screenshot 10 below shows ‘Build’ tool interface available of ADSCS Main interface. 
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Screenshot # 10
A user may choose to give a custom name to library which will be built. On clicking ‘Custom Build’ a browse window will pop-up as shown below in Screenshot # 11 from which a user can browse his/her local terminal. As expected, this browsing will be capable of selecting more than one source codes.
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Screenshot # 11

On clicking the ‘Open’ button on browsing window a confirmation message will be showed to user as shown below in Screenshot # 12. This message, as can be seen, will announce composition of the build in progress. It should be noted that name of the library in message box is “Executive.dll” which is the name of first source code in the list; this happened because user didn’t enter any custom name for library in which case tools selects to take the name of first file in the list.
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Screenshot # 12
14.3 Builder Package Structure
It should be noted at the very outset that Testbed Server also frequently needs to build libraries on its own. Following package diagram shown in Figure 19 can be also be considered for Testbed Builder module in that case GUI package should be ignored and Executive package will be making direct calls to packages which were called by GUI.
14.3.1 Executive

This is the executive package and will always be active as this is an agent-based tool. Whenever a user clicks ‘Custom Build’ button, Executive will make a call to GUI so that a browser window will be opened.

14.3.2 GUI

GUI package will interact with user while he/she will select source codes. It’s GUI’s responsibility to re-confirm build composition from user before proceeding to build library. Once confirmed, GUI will make calls to Build Processor and File Manager to start building process.
14.3.3 Build Processor
This is the main package for Build tool, and performs main function of building source code into libraries.
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Figure 20: Package diagram showing Builder packages
Conclusion: ‘Builder’ tool can be easily surfaced with proposed architecture shown above. The structure is very simple and because function performed by thus tool is also required by the Testbed Server, this architecture is reusable and same concept can be applied to partial architecture of Testbed. 
15. Change Logger Agent-Based Tool
This is a simple tool that records all test events, build events, and other events that occur in the system like versioning, change schedule, etc… This is a very simple tool and will be discussed briefly.
15.1 User Interface Views

Following screenshot depicts the layout of change logger displayed to user on clicking the ‘Change Logger’ button.
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Screenshot # 13

As seen above, the log clearly indicates what all changes happened to which items, with time stamp and user name.

15.2 Modular Architecture
Another agent-based tool, its main components are Log Info Manager and Data Manager. Data Base is obviously a data structure for storing data. The change information will be logged separately for each item on the repository and thus there needs to be some mechanism which will implement logic to decide which information should be logged under which item’s change log. 
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Figure 31: Module diagram showing modules of Change Logger
Log Info Receiver is the interpreter which decodes the incoming message to decipher which item it refers to. Again, as with Builder tool, GUI should not be considered when considering Repository side log process.
16. PMDH Agent-Based Tool
PMDH is a specialized agent-based tool specifically designed to meet some of the needs of Project Manager and Team Leader. The Project Manager Documents Handler (PMDH) facilitates these classes of users with ways to manage important document other than software. 
Project Managers and Team Leaders are the main human resource managers working in a company and this needs a systematic document storage system so that those documents are always available and have secured access.

Screenshot below is just to remind the reader of ADSCS Main interface which provides access to PMDH Tool.
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Screenshot # 14 below displays the PMDH interface. Suppose user’s name is John. The interface will display all stored documents and provides a control to lock a certain document so that then it becomes password enables for even reading.
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Screenshot # 14

As seen above, one of the documents is “Team Member’s Appraisal Info” excel sheet which may contain information which a Team Leader do not want anyone to see and hence may lock it.
17. ADSCS Basic Activities

Following is a brief discussion of very high level activities of ADSCS at a client’s end, as depicted in Figure 5. The tool starts with providing a graphical user interface which gives authentic users the access to the toolset. A user is first prompted to verify his/her authenticity by entering a valid ID and password combination. If the combination is found to be authentic, GUI presents a comprehensive layout of all available commands, configuration settings and available tools to user. Each tool will have its separate user interface from which user will select what to do next. After user has requested a particular service, ADSCS passes control to appropriate member of sub-system which may be a member required to provide services of a requested tool or may be required to display Help information for assistance purposes. After the user is served with the requested service/s, the tool terminates.
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Figure 22: Activity diagram showing very high level ADSCS Client activities

Conclusion: Being a very high level activity diagram, we can conclude only two things here:

Considering danger due to a security threat, ‘User Authentication’ must always be done and this mechanism must be very efficient so that no break-through would be possible.

The only other important activity here is combination of ‘Interpret User Request’ and ‘Start Requested Tool’; in fact this is the central activity here and thus these activities should be designed very efficiently and be given very high concern during the phase.

18. Future Releases
This architecture of ADSCS is designed as simple as it can get, but the foundation on which it stands on is concrete.  Many features can be added to get a smarter tool set. Following principles will be analyzed in later versions:

· Addition of new tools to make developer’s life easier

· Mechanisms to reduce load on Repository and Testbed Server

· ADSCS will implement Simple Object Access Protocol (SOAP) to handle XML–based messages 

· Message handler will provide additional processing to the message (such as encryption and decryption, etc.)

· SQL scripts might be used for creating and populating data

Said this, the document lays a firm foundation of concept, utility, architecture and issues of the tool. Based on the simplicity and flexibility of architecture many more features may be added in the future releases.

Appendix A
A1. PostOnWeb service prototype code
What follows is source code which updates the XML database which stores messages received through PostOnWeb service. More actual and effective functioning of this service is displayed by executing the code accompanied with this document, for reader’s convenience, compile.bat and run.bat files for executing following source code can be reached by clicking here.
Note: This prototype implements conversion at Client’s end.
using System;

using System.IO;

using System.Collections.Generic;

using System.ComponentModel;

using System.Data;

using System.Drawing;

using System.Text;

using System.Xml;

using System.Windows.Forms;

namespace PostOnWeb_Service

{

    public partial class Form1 : Form

    {

        public Form1()

        {

            InitializeComponent();

        }

        private void Form1_Load(object sender, EventArgs e)

        {

            webBrowser1.Visible = false;

            comboBox1.Items.Add("CSE 681: Final Project Team");

            comboBox1.Text = "CSE 681: Final Project Team";            

        }

        private void button1_Click(object sender, EventArgs e)

        {

            UpDateWebPage();            

        }

        private void UpDateWebPage()

        {

            XmlDocument doc = new XmlDocument();

            doc.Load(".\\bin\\Debug\\ADSCS.xml");

            XmlNode root = doc.DocumentElement;

            // Create element nodes

            XmlNode notice = doc.CreateElement("Notice");

            XmlNode body = doc.CreateElement("Body");

            XmlNode author = doc.CreateElement("Author");

            XmlNode timestamp = doc.CreateElement("TimeStamp");

            body.InnerText = textBox1.Text.ToString();

            author.InnerText = "Aniruddha Gore";

            timestamp.InnerText = DateTime.Now.ToString();

            // Attach the element nodes to the Guitar node

            notice.AppendChild(body);

            notice.AppendChild(author);

            notice.AppendChild(timestamp);

            // Attach the Guitar node to the document node

            root.AppendChild(notice);

            doc.Save(".\\bin\\Debug\\ADSCS.xml");

            Navigate(Directory.GetCurrentDirectory() + "\\bin\\Debug\\ADSCS.xml");

        }

        private void Navigate(String address)

        {        

            if (String.IsNullOrEmpty(address)) return;

            if (address.Equals("about:blank")) return;

            if (!address.StartsWith("http://") &&

                !address.StartsWith("https://"))

            {

                //for web posts

               // address = "http://" + address;

            }

            try

            {

                webBrowser1.Navigate(new Uri(address), true);

            }

            catch (System.UriFormatException)

            {

                return;

            }

        }

    }

}

A2. XSLT within ASP file for converting XML to HTML on server
<%@ Page Language="C#" %>

<%@ Import Namespace="System.Xml.XPath" %>

<%@ Import Namespace="System.Xml.Xsl" %>

<%

  XPathDocument doc = new XPathDocument (Server.MapPath ("ADSCS.xml"));

  XslTransform xsl = new XslTransform ();

  xsl.Load (Server.MapPath ("ADSCS.xsl"));

  xsl.Transform (doc, null, Response.OutputStream);

%>
Note: “ADSCS.xml” is name of PostOnWeb XML-based data structure (which is assumed to be a XML document) and “ADSCS.xsl” is name of corresponding style-sheet used.
A3. Test Directory Naming Mechanism
What follows is source code which creates a randomly generated Test Directory name based in the mechanism in previous sections. The effectiveness of this service can be observed by executing the code accompanied with this document, for reader’s convenience, compile.bat and run.bat files for executing following source code can be reached by clicking here.
using System;

using System.Collections;

using System.Collections.Generic;

using System.ComponentModel;

using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

namespace TestDirName

{

    public partial class Form1 : Form

    {

        private ArrayList ID = new ArrayList();

        public Form1()

        {

            InitializeComponent();

        }

        private void button2_Click(object sender, EventArgs e)

        {

            DateTime dt = DateTime.Now;

            textBox1.Text = "TestConfig" + RegisterClient().ToString() + dt.Ticks.ToString();

            listBox1.Items.Add(textBox1.Text);

        }

        private int RegisterClient()

        {

            Random r = new Random();

            int id = 0;

            do

            {

                id = r.Next();

            } while (ID.Contains(id));

            ID.Add(id);

            return id;

        }

    }

}
A4. General XML Based Message
<msg>
  <tool name> Builder <tool name>
  <source type="toolUI"><saddress ip="localhost" port="2048" /></source>
  <destin type="toolLIB"><daddress ip="localhost" port="2049" /></destin>
  <action>perform some action </action>
  <data> data1 = “d1” data2 = “d2” </data>
</msg>
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