Threads and Volatile Members – Comparison of Java and C#


1. Threads and Volatile Members 

A thread is a sequential flow of control within a program. A program or process can have multiple threads running concurrently all of which may share data or run independently while performing tasks. Threads are powerful in that they allow a developer to perform multiple tasks at once in a single program or process. Advantages of threads include exploiting parallelism in multiprocessor architectures, reducing execution time by being able to perform tasks while waiting on a blocking system calls (such as printing or other I/O), and avoiding freezing in GUI applications.

Java threads are created by subclassing the java.lang.Thread class and overriding its run() method or by implementing the java.lang.Runnable interface and implementing the run() method. Whereas in C#, one creates a thread by creating a new System.Threading.Thread object and passing it a System.Threading.ThreadStart delegate which is initialized with the method that is to be run as a thread. Thus, in Java a method that shall run in a multithreaded context is designed up front specifically with that in mind. On the other hand, in C# any method can be passed to a ThreadStart object and run in a multithreaded scenario.

In Java, every class inherits the wait(), notify() and notifyAll() from java.lang.Object which are used for thread operations. The equivalent methods in C# are the Wait(), Pulse() and PulseAll() methods in the System.Threading.Monitor class.

The example below shows a scenario where worker threads are dispatched in a specific order and must be processed in the same order upon return. Due to the non-deterministic nature of threads, on some runs the threads finish working in the order they were dispatched in and in other runs they appear out of order and thus each thread must wait until its turn comes up.

C# Code
using System; 

using System.Threading; 

using System.Collections; 

public class WorkerThread{

    private int idNumber;

    private static int num_threads_made = 1; 

    private ThreadSample owner; 

    public WorkerThread(ThreadSample owner){

        idNumber = num_threads_made;    

    num_threads_made++;        

    this.owner = owner;

    }/* WorkerThread() */

    //sleeps for a random amount of time to simulate working on a task

    public void PerformTask(){

    Random r = new Random((int) DateTime.Now.Ticks); 

    int timeout = (int) r.Next() % 1000; 

    if(timeout < 0)

        timeout *= -1; 

    //Console.WriteLine(idNumber + ":A");

    try{        

        Thread.Sleep(timeout);      

        } catch (ThreadInterruptedException e){

            Console.WriteLine("Thread #" + idNumber + " interrupted");

        }

    //Console.WriteLine(idNumber + ":B");

    owner.workCompleted(this); 

    }/* performTask() */

    public int getIDNumber() {return idNumber;}

} // WorkerThread

public class ThreadSample {

    private static Mutex m = new Mutex(); 

    private ArrayList threadOrderList = new ArrayList(); 

    private int NextInLine(){

    return (int) threadOrderList[0]; 

    }

    private void RemoveNextInLine(){

    threadOrderList.RemoveAt(0);

    //all threads have shown up 

    if(threadOrderList.Count == 0)

        Environment.Exit(0);

    }

    public void workCompleted(WorkerThread worker){

    try{

        lock(this){

        while(worker.getIDNumber() != NextInLine()){

            try {

            //wait for some other thread to finish working

            Console.WriteLine ("Thread #" + worker.getIDNumber() + " is waiting for Thread #" + 

                       NextInLine() + " to show up.");

            Monitor.Wait(this, Timeout.Infinite);

            } catch (ThreadInterruptedException e) {}

        }//while

        Console.WriteLine("Thread #" + worker.getIDNumber() + " is home free");

        //remove this ID number from the list of threads yet to be seen

        RemoveNextInLine(); 

        //tell the other threads to resume

        Monitor.PulseAll(this); 

        }

    }catch(SynchronizationLockException){Console.WriteLine("SynchronizationLockException occurred");}

    }

    public static void Main(String[] args){

    ThreadSample ts = new ThreadSample(); 

    /* Launch 25 threads */ 

    for(int i=1; i <= 25; i++){

        WorkerThread wt = new WorkerThread(ts); 

        ts.threadOrderList.Add(i); 

        Thread t = new Thread(new ThreadStart(wt.PerformTask));

        t.Start();    

    }

    Thread.Sleep(3600000); //wait for it all to end

    }/* main(String[]) */ 

}//ThreadSample

Java Code
import java.util.*; 

class WorkerThread extends Thread{

    private Integer idNumber;

    private static int num_threads_made = 1; 

    private ThreadSample owner; 

    public WorkerThread(ThreadSample owner){

        super("Thread #" + num_threads_made);   

        idNumber = new Integer(num_threads_made);   

    num_threads_made++;        

    this.owner = owner;

    start(); //calls run and starts the thread.

    }/* WorkerThread() */

    //sleeps for a random amount of time to simulate working on a task

    public void run(){

    Random r = new Random(System.currentTimeMillis()); 

    int timeout = r.nextInt()  % 1000; 

    if(timeout < 0)

        timeout *= -1 ;

    try{        

        Thread.sleep(timeout);      

        } catch (InterruptedException e){

            System.out.println("Thread #" + idNumber + " interrupted");

        }

    owner.workCompleted(this); 

    }/* run() */

    public Integer getIDNumber() {return idNumber;}

} // WorkerThread

public class ThreadSample{

    private Vector threadOrderList = new Vector(); 

    private Integer nextInLine(){

    return (Integer) threadOrderList.firstElement(); 

    }

    private void removeNextInLine(){

    threadOrderList.removeElementAt(0);

    //all threads have shown up 

    if(threadOrderList.isEmpty())

        System.exit(0); 

    }

    public synchronized void workCompleted(WorkerThread worker){

    while(worker.getIDNumber().equals(nextInLine())==false){

        try {

        //wait for some other thread to finish working

        System.out.println (Thread.currentThread().getName() + " is waiting for Thread #" + 

                    nextInLine() + " to show up.");

        wait();

        } catch (InterruptedException e) {}

    }//while

    System.out.println("Thread #" + worker.getIDNumber() + " is home free");

    //remove this ID number from the list of threads yet to be seen

    removeNextInLine(); 

    //tell the other threads to resume

    notifyAll(); 

    }

    public static void main(String[] args) throws InterruptedException{

    ThreadSample ts = new ThreadSample(); 

    /* Launch 25 threads */ 

    for(int i=1; i <= 25; i++){

        new WorkerThread(ts); 

        ts.threadOrderList.add(new Integer(i)); 

    }

    Thread.sleep(3600000); //wait for it all to end

    }/* main(String[]) */ 

}//ThreadSample

In many situations one cannot guarantee that the order of execution of a program will be the same as that in the source code. Reasons for the unexpected ordering of program execution include compiler optimizations that reorder statements or mulitiprocessor systems that fail to store variables in global memory amongst others. To work around this, both C# and Java have the concept of the volatile keyword which is used to tell the language runtime that reordering instructions related to accessing such fields is prohibited. There are major differences in the semantics of volatile in Java and C# which are illustrated in the example below taken from The "Double-Checked Locking is Broken" Declaration
C# Code
/* Used to lazily instantiate a singleton class */ 

/*             WORKS AS EXPECTED                */

  class Foo {

        private volatile Helper helper = null;

        public Helper getHelper() {

            if (helper == null) {

                lock(this) {

                    if (helper == null)

                        helper = new Helper();

                }

            }

            return helper;

        }

    }

Java Code
/* Used to lazily instantiate a singleton class */ 

/* BROKEN UNDER CURRENT SEMANTICS FOR VOLATILE */ 

  class Foo {

        private volatile Helper helper = null;

        public Helper getHelper() {

            if (helper == null) {

                synchronized(this) {

                    if (helper == null)

                        helper = new Helper();

                }

            }

            return helper;

        }

    }

Although the above code snippets seem identical save for the substitution of the synchronized keyword with the lock keyword, the Java version is not guaranteed to work on all JVMs. Currently the Java Memory Model does not prevent reordering of writes to volatile variables with writes to other variables so it is possible that the new object is constructed before the helper reference is made to point at the newly created object meaning that two objects are created. Also it is possible that the helper reference is made to point at a block of memory while the object is still being created meaning that a reference to an incomplete object will be returned. In C#, the semantics of volatile prevent such problems from occurring because reads and writes cannot be moved backward or forward across a volatile write. Also in C#, being marked as volatile also prevents the Just In Time compiler from placing the variable in a register and also ensures that the variable is stored in global memory on multiprocessor systems.

For more information on the problems with the Java Memory Model and Double-Checked Locking, see the Double-checked locking: Clever, but broken article on Javaworld.
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