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£\ANAL.zip
Mediun Mandatory Level (Default>
RY BUILTIN\Administrators
FILE ALL_ACCESS
RY NT QUTHORITINSYSTEM
FILE_ALL_ACCESS
RY COLUMEIANAdninistrator
FILE_ALL_ACCESS
R BUILTINSUsers
FILE_EXECUTE
FILE_LIST_DIRECTORY
FILE_READ_ATTRIBUTES
FILE_READ_DATA
FILE_READ_EA
FILE TRAUERSE
SYNCHRONIZE
READ_CONTROL
\ANALYZER.z ip
Mediun Mandatory Level (Default>
RY BUILTIN\Administrators
FILE ALL_ACCESS
RY NT QUTHORITINSYSTEM
FILE_ALL_ACCESS
RY COLUMEIANAdninistrator
FILE_ALL_ACCESS
R BUILTINSUsers
FILE_EXECUTE
FILE_LIST_DIRECTORY
FILE_READ_ATTRIBUTES
FILE_READ_DATA
FILE_READ_EA
FILE TRAUERSE
SYNCHRONIZE
READ_CONTROL
:\AUTOEREC. BAT
Mediun Mandatory Level (Default>
R BUILTINNUsers
FILE_EXECUTE
FILE_LIST_DIRECTORY
FILE_READ_ATTRIBUTES
FILE_READ_DATA
FILE_READ_EA
FILE_TRAUERSE
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AcosssEnum dsplays who has acosss to tems within a diectoryor registy key:

HKEY_LOCAL_MACHINE\SAM\SAM
JHKEY_LOCAL_MACHINE\SAM\SAM\*
HKEY_LOCAL_MACHINE\SECURITY
JHKEY_LOCAL_MACHINE\SECURITY\"
HKEY_LOCAL_MACHINE\SOFTWARE
JHKEY_LOCAL_MACHINE\SOFTWARE\Classes\ hip
HKEY_LOCAL_MACHINE\SOFTWARE Classes'\AxMetaStream.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AxMetaStream.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AxMetaStream.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AxMetaStream.
HIKEY_LOCAL_MACHINE\SOFTWARE Classes\CLSID\{03F98.
HKEY_LOCAL_MACHINE\SOFTWARE Classes\CLSID\{174920.
HKEY_LOCAL_MACHINE\SOFTWARE \Classes\CLSID\(180072
HKEY_LOCAL_MACHINE\SOFTWARE Classes\CLSID\(3DATES.
HKEY_LOCAL_MACHINE\SOFTWARE Classes\CLSID\(3DATSS.
HKEY_LOCAL_MACHINE\SOFTWARE \Classes\CLSID\(EDE763.
HKEY_LOCAL_MACHINE\SOFTWARE \Classes heffle:
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
HKEY_LOCAL_MACHINE\SOFTWARE Classes \insaller\Asserb.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
HKEY_LOCAL_MACHINE\SOFTWARE Classes \insaller\Asserb.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
HKEY_LOCAL_MACHINE\SOFTWARE Classes \insaller\Asserb.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
HKEY_LOCAL_MACHINE\SOFTWARE Classes \insaller\Asserb.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
|HKEY_LOCAL_MACHINE\SOFTWARE\Classes \Installer\Assembl.
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[81 Logon session 00800008:000003¢7:

User name:  ORKGROUPNCOLUMBIA$
Auth package: NTLM

Logon type:  (noned

Session: 0

sid s-1-5-18

Logon tine: 7/15/2006 §:49:25 AN
ogon server

DNS Domain:

UPN:

[11 Logon session 60aB0aB0:600BA1cd:
Auth package: NTLM

Logon type:  (noned
Session: )
sid <none>

Logon time:  7/15/2006 8:49:25 AM
Logon server:

DNS Domain:
UPN:

[21 Logon session 00800000:000003¢4:
User name:  NT AUTHORITYNNETWORK SERUICE
Auth package: Negotiate
Logon type: Service
Session: 0
sid s-1-5-20

Logon tine:  7/15/2006 §:49:27 AN
ogon server

DNS Domain:
UPN:

[31 Logon session 00800000:008003¢5:
User name:  NT AUTHORITYNLOCAL SERVICE
Auth package: Negotiate
Logon type: Service
Session: 0
sid $-1-5-19

Logon tine:  7/15/2006 §:49:27 AN
ogon server

DNS Domain:
UPN:

[41 Logon session 00800000:00812206:
User name: NI AUTHORITYNANONZMOUS LOGON
Auth package: NILM
Logon type:  Network
Session: )
sid $-1-5-7

Logon time:  7/15/2006 8:49:28 AM
Logon server:

DN Donain:
UPN:
[51 Logon session 8AA00BR:00B1d8c0:
User nane: . GOLUMBIA\Administrator
Auth package: NTLM
Logon type:  Interactive
sia: $-1-5-21-3950384298-2130723977-5754225-500

Logon time:  7,15/2806 8:49:37 AM
Logon server: COLUMBIA

DNS Domain:

UPN:

G \SUNCSEG86\code \SYSINT "1\ LogonSess ions
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[IHPEPROE. PortResolver Modue. HenlettPackard Company
[evchostexe ‘Generc HostProcess fo .. Micrsof Corporation
[Flsvchostexe ‘Generic HostProcessfor Wi Micrsof Corporation

Company Name: Verson
‘Advanced Windows 32 Base APl Microsoft Corporation 5.01.2600.2180
Appication Compatbity Client Lbr... Microsoft Coporation 5.01.2600.2180
{IDS_COMPANY_NAME) {IDS_VI... McAfes, Inc 10.00.0000.0026
Microscft Corporation 2001.12.4414.0308
User Experence Cortrols Lbrary  Microsoft Corporation 60029002180
Common Cortrls Library Microsoft Corporation 5.822900.2180
Microsoft Corporation 2001.12.4414.0258
ctagent Creative Technology Ltd ~1.00.0000.0008

GDI Gl DLL Microsot Corporation 50125002818
Windows NT BASE API Clert DLL  Microsoft Corporation 50126002180

Motfee Agent Proy Stub dl Metfee, Inc 5.00.0000.0000
Metfee Subsciption manager mod. . McAfee, Inc 6£000000.0013
MeAfee SecurtyCenter Agent Metfee, Inc 6£.00.0000.0004
Metfee ViusScan Proxy Stub dl  HcAfee, Inc 10.00.0000.0017
Mcffee ViusScan ActiveStield R... McAfee, nc. 10.00.0000.0022
Mcffee ViusScan Winsock Helps... McAfee, nc. 10.00.0000.0026
Myl Language Support DL Microsof Corporation 6£0029002180
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w_ [ Time ProsessiD | Thead D | Request Logon D: \\DomeinUser
26705 26166467660 X1Senice... 15056  REVERTTOSELF 0001DEED: \COLUMBIAAdmnistalor
26707 261 BG4EDE14  KlSenice... 2568 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26708 2516608317 KiSewice.. 15192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26700 26166527486 K1Senice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26710 261EESET2  KiSenice. 15056 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26711 25166561899 K1Senice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26712 2616652725 KiSewice.. 16192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26713 25166599438 KlSenice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26714 261618413 KiSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26715 251666336 KiSewice.. 15192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26716 261BG7B00  KiSewice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26717 261B60B9739  KlSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26718 261B706392  KiSewice.. 16192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26719 261 B7079166  K1Senice... 2568 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26720 26167036568 KlSenice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26721 26167111499 KiSenice... 2568 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26722 26167126853 KiSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26723 2617202 KiSenice.. 16192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26720 26167455834 KliSewice... 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26725 2616752210 KiSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26726 26167EBR  KiSewice.. 15192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26727 261675785 KiSewice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26728 26167503089 K1Senice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26723 26167616368 KiSenice.. 15192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26730 26167638319 KiSenice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26731 617G KiSenice... 2568 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26732 2617673063 KiSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26733 26167687265 KlSenice... 2568 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
2673 25186159123 KiSenice.. 15192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26735 2618619330 KiSewice.. 1145  REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26736 26186213951 KiSenice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26737 26186202054 KiSewice.. 16192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
2673 26186254298 K1Senice... G540 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26733 26186277057 KliSewice... 11456 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26740 26186204134 KliSenice.. 16192 REVERTTOSELF ODDIDEED: ACOLUMBIAAdmnistalor
26741 26186312275 KiSenice... G540 REVERTTOSELF ODDIDEED: WCOLUMBIAAdministalor
26742 261 950BA0GG  senices .. 740 IMPERSONATE CLIENT OF PORT  ODODDGE7: WNT AUTHORITY\SYSTEM  OD01DGED:
26743 261 95890637 senices.ew.. 740 REVERTTOSELF ODODDSE7: WNT AUTHORITYASYSTEM
26744 26137524384 X1Senice... 11456 REVERTTOSELF 0D01DEEC: WCOLUMBIAAdministalor
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Enumerating K fs.

Timestamp
1277720058
7/18/20066:
7117200810
7118720067
7118720067,
714720085
7/18/20068:
7118720067,
7/18/20086:
7118720085
7118720085
7118720067,
7/18/20067.
7/18/20067.
7118720067,
7/18/20065:
7/1/20086:

Size
13bytes
43bytes

54 bytes
724 bytes
813 bytes
117K8
0bytes
3008

BIL00KE

1.62MB
162bytes
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111 bytes
645 bytes
Obytes
1600KB
16.00KB
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From SysInternals.com Website:

The tools included in the PsTools suite, which are downloadable individually or as a package, are: 

· PsExec 
- execute processes remotely 

· PsFile 

- shows files opened remotely 

· PsGetSid 
- display the SID of a computer or a user 

· PsKill 

- kill processes by name or process ID 

· PsInfo 
- list information about a system 

· PsList 

- list detailed information about processes 

· PsLoggedOn 
- see who's logged on locally and via resource sharing 
 

  (full source is included) 

· PsLogList 
- dump event log records 

· PsPasswd 
- changes account passwords 

· PsService 
- view and control services 

· PsShutdown 
- shuts down and optionally reboots a computer 

· PsSuspend 
- suspends processes 
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