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Chapter 1

Executive Summary

STORM (System-Theoretic and Technical Operational Risk Management) is a methodology that is com-
pletely consistent with existing paradigms such as the Risk Management Framework, the NIST Cyber Se-
curity Framework, and the NIST 800-160 Systems Security Engineering guidelines [30]. While the NIST
guidelines are a good start, implementation has been hampered by legacy thinking emphasizing the use of
checklists and compliance as the means for assuring both Information Communications Technology Infras-
tructure and the supported missions. STORM provides a set of tools and methodologies that allow leaders
and technical staff responsible for both the mission and the technology to apply a secure-systems engineering
approach to both frame and address risk.

This report describes in detail how STORM works and what STORM produces. STORM assures missions
and manages risk by

1. Devising and validating a CONOPS (Concept of Operation) is right for the mission, and
2. Formally verifying the mission CONOPS satisfies mission requirements and constraints.

STORM uses a rigorous process starting with mission statements, unacceptable losses, and functional
process models to derive validated CONOPS. The derivation depends on determining the control actions
necessary to avoid losses and preserve security. This is done by generating causal scenarios resulting in losses
and refining the scenarios into constraints and behavioral requirements. These requirements start from
informal descriptions, are refined using scenarios that illustrate and inform safety and security constraints,
which are then translated into linear temporal logic (LTL) formulas.

STORM takes validated CONOPS and refines them by devising mission-specific functions for authentica-
tion and authorization. STORM incorporates an access-control logic to formally describe and reason about
access-control decisions, authentication, authorization, delegation, and trust. The access-control logic is a
propositional modal logic with Kripke semantics.

STORM takes validated CONOPS with authentication, authorization, next-state, and next output func-
tions as parameters, and expresses the CONOPS as secure state machines. The goal is the prove the
CONOPS as secure state machines satisfy:

1. mission constraints and requirements, and

2. complete mediation, i.e., actions are taken if and only if the actions are authenticated and authorized,
with no exceptions.

Proofs are done using higher-order logic (HOL) and the HOL theorem prover.

As an illustration, we apply STORM to a Unmanned Aerial Vehicle (UAV) Payload Controller used in
an air interdiction mission. We start with a top-level description of the mission and go through all the steps
to produce a formally verified secure state machine description of the Payload Controller that is formally
verified to meet mission security and safety constraints.

Elements of STORM have been taught successfully to students within the DoD and within US universities
at both the undergraduate and graduate levels. The products of STORM are easily reproduced and verifiable
by independent third parties.

11
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Chapter 2

Introduction

Systems-Theoretic and Technical Operational Risk Management—STORM—is systems engineering with
integrity, safety, and security at the forefront. STORM’s purpose is to assure missions and manage risk.
STORM’s focus is required behavior. By focusing on behavior with the mission always in mind, we end
up focusing on mission-essential functionality and mission-essential constraints. This enables us to separate

“Mission assurance requires systems that behave with predictability and proportionality.”

— General Michael Hayden, Former NSA and CIA Director, 29 October 2009 at Syracuse University

“must-haves” from “nice-to-haves” and keeps first things first.
STORM has the following characteristics:

>

>

STORM’s characteristics are well-suited for serving mission-assurance needs. It starts with mission needs,

STORM is implementation agnostic. It does not favor or disfavor one implementation or
component over others.

STORM is parametric. It does not assume specific constraints, policies, behaviors, or par-
ticular definitions of security.

STORM is higher-order. This means behavior-specifying functions, such as next-state func-
tions, next-output functions, and functions for authentication and authorization are param-
eters.

STORM is tailorable and scalable because security is defined within the context of a mis-
sion, is higher-order, and behavioral properties are proved for all functions specifying secure
system behavior.

STORM is well-suited for the Internet of Things (IoT) because STORM focuses on mission-
essential behavior, as opposed general-purpose components.

STORM offers rigorous assurance as a result of:

- A rigorous derivation of behavioral specifications from mission owners describing mission
outcomes, unacceptable losses, hazards, and functional models of behavior that lead to
constraints, policies, and rules of engagement.

- Formal verification, using higher-order logic, of behavioral descriptions claiming to meet
behavioral requirements, policies, and rules of engagement.

- Easy and rapid reproduction of all assurance claims by independent third parties by
virtue of the tools and methods employed by STORM.

rigorously develops formal requirements, and formally verifies these requirements are satisfied.

13
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STORM identifies and frames the
security problem at the concept definition phase
building-in security from the start

High

Traditional security approaches start
after the concept definition phase and
fix errors of omission or commission
introduced from the start

Effectiveness & Cost to Fix

lﬁ
|

1 1
T T
DevelL)pment Production Utilization ‘

Concept Retirement

Systems Engineering Life Cycle

Problem Analysis Solution Development & Implementation

| Define and frame the right security problem from the start to save time and money |

Figure 2.1: Framing the right security problem from the start saves time and money

2.1 Conceptual Motivations of STORM

“Begin with the end in mind.”
— Stephen R. Covey

STORM is motivated by the accumulated experience that maximizing mission success while minimizing
cost requires: (1) beginning with the end in mind, and (2) investing effort at the beginning to correctly
define security requirements, constraints, and policies. When we say “security” we mean security in its
broadest sense—properties describing confidentiality, integrity, and availability. What security means and
its associated requirements are mission dependent. For example, confidentiality is of paramount importance
when conveying battle plans electronically, whereas integrity outweighs confidentiality when electronically
controlling ordinance seconds away from impact.

STORM’s approach to maximizing mission assurance is based on promoting one outcome by avoiding
two unacceptable ones.

Desired outcome: The right product is built right
Unacceptable outcome: The wrong product is built
Unacceptable outcome: The right product is built wrong

2.2 Building the Right Product

“Building the right product requires systematically and relentlessly testing that vision to discover
which elements of it are brilliant, and which are crazy.”
— Eric Ries

Experienced planners and engineers know that the longer conceptual errors of omission or commission
persist in the systems engineering life cycle, the costlier they are to fix and the more they endanger mission
success. Time and effort invested up front in the conceptualization stage that rigorously eliminates inconsis-
tencies, misconceptions, and mistakes, reduce risk and reduce cost throughout the entire systems engineering
life cycle. Figure illustrates the associated cost and benefits over time.

Fixing errors in the initial conceptual phase is quick and economical. Correcting mistakes in the design
and development phases prior to production potentially risks significant amounts of time and resources to
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Instance Description Cost
1985-1987: Therac | Radiation therapy device fatally irradiates patients because | 5 dead
25 of flawed control software

1994: Pentium Bug

Intel Pentium processor released with flaw in floating point
division

$475 million

1996: Ariane 5 Ex-

Software error due to converting 64-bit floating point num-

$500 million ($7 bil-

plosion lion spent in develop-

ment)

ber into a 16-bit signed integer that exceeded the maximum
representable number

1998: Mars Cli- | Units mix-up in software: Lockheed produced results in | $328 million

mate Orbiter Crash | pounds, NASA expected results in newtons

2014:  Heartbleed | Security flaw in OpenSSL crypto library $500 million esti-
flaw mated

2018: Spectre and | Memory isolation in commercial microprocessors compro- | Not yet determined
Meltdown mised due to optimization techniques at the hardware level

Table 2.1: The High Cost of Design Flaws

execute. When fixing mistakes prior to production is infeasible, the price is paid for in terms of added mission
risk or reduction in mission scope. Fixing mistakes in the production and utilization phases is logistically
daunting. Communicating, tracking, and verifying fixes are needed and done require major efforts beyond
installing the fixes alone. The price is paid in terms of added risk to missions, reduction in mission scope,
lost resources, and loss of confidence.

Security approaches that seek to bolt-on security after a system is conceptualized or designed, incur
all the risks and losses associated with remediating security flaws in behavioral requirements during the
conceptualization or initial design phases. Building the wrong product for the mission squanders resources
and denies resources for the mission or other purposes. France’s Maginot Line shows how the wrong product—
regardless of implementation quality—fails operationally, and leads to mission loss and defeat.

STORM focuses on stakeholder-defined unacceptable losses. It frames security
losses as control problems. STORM defines secure behavior and formally verifies its
properties, which implementations must satisfy.

2.3 Building the Product Right

“Smart, Secure Everything—where devices are getting smarter, everything’s connected, and
everything must be secure.”

— From Synopsys company description; Synopsys is a $2.7 billion electronic design automation company

Having validated requirements for the right product is necessary but insufficient for mission assurance.
Building the product right is essential. Mistakes are costly. Table tabulates some well-publicized flawed
systems with a brief description and estimated cost.

Of particular interest is the Intel floating point division error and the changes it caused in the semicon-
ductor industry. Here is a rough timeline.

1. 1994: The floating-point division error was reported in Intel’s Pentium processor. It cost Intel $475
million, [19].

2. 1996: Dill and Rushby in Acceptance of Formal Methods: Lessons from Hardware Design, [I7T], re-
ports on companies developing formal verification capabilities in hardware, including AT&T, Cadence,
Hewlett-Packard, IBM, Intel, LSI Logic, Motorola, Rockwell, Texas Instruments, and Silicon Graphics.

3. 1998: Intel’s Cornea-Hasegan reports on Proving the IEEE Correctness of Iterative Floating-Point
Square Root, Divide, and Remainder Algorithms, [16].
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4. 2005: Intel’s Harrison reports on Floating-point verification using higher-order logic and interactive
theorem provers, [19]

5. 2018: Synopsys.com, a leading company in Electronic Design Automation (EDA) with $2.7 billion in
revenue, describes its vision and what it does in Synopsis: About Us|, as follows:

From www.synopsis.com/company.html (bolding added):
SMART, SECURE EVERYTHING—FROM SILICON TO SOFTWARE

Synopsys technology is at the heart of innovations that are changing the way we live and work.
The Internet of Things. Autonomous cars. Wearables. Smart medical devices. Secure finan-
cial services. Machine learning and computer vision. These breakthroughs are ushering in the
era of Smart, Secure Everything—where devices are getting smarter, everything’s
connected, and everything must be secure.

Powering this new era of technology are advanced silicon chips, which are made even smarter by
the remarkable software that drives them. Synopsys is at the forefront of Smart, Secure Everything
with the world’s most advanced tools for silicon chip design, verification, IP integration, and
application security testing. Our technology helps customers innovate from Silicon to Software,
so they can deliver Smart, Secure Everything.

Under formal methods tools, Synopsys includes under its Next-Generation Formal Verification tools
for system on a chip (SoC) design:

> Property Verification (FPV),

Auto Extracted Properties (AEP),
Coverage Analyzer (FCA),

Sequential Equivalence Checks (SEQ),
Register Verification (FRV),

Formal Testbench Analyzer (FTA), and
> Security Verification (FSV).

vV VvV VvV

The importance of Synopsys’ vision and self-description is this: Synopsys and other EDA companies offer
technology and tools that amount to a modern-day Aladdin’s Lamp. EDA for design and verification gives us
what we ask for. In a world where we get what we ask for, the difference between heaven and hell is asking
for the right thing and knowing that it is right before we ask for it. What the right properties are for mission
assurance is mission-dependent. Using formal methods to describe systems and their properties integrates
well with existing SoC design flows that increasingly include formal verification of system properties.

STORM describes system behavior, requirements, control policies, constraints, and
proved properties using natural language, functional models, linear temporal logic,
propositional modal logic, structural operational semantics, and higher-order logic

2.4 STORM Education

“I understand Mission first and People always.”
— US Army Cadet Creed

Tools without people to use them are useless. Figure juxtaposes Moore’s Law, time, COTS (com-
mercial off-the-shelf systems), and the virtual disappearance of security in university curricula.

In the 1970s, mainframe computers dominated. As mainframes were intended to be shared by many users,
security was built into their design from the start. The Multics system [5][6] [27], is one such example. Virtual


https://www.synopsys.com/company.html

Expensive hardware
« People share mainframes
* Mai built with security,

1978: RSA Public Key
Encryption
Algorithm Published

e.g., USAF Multics

Personal computers first appear
« Chip area is precious

o1 |4

Tora lﬂnua

974 .E“
sofs

Torg
Togy

Togg
Togy
Tog,
Togg
2

- 286
Togs 386™ Processor
4867

« PCs are physically isolated
« Eliminated unnecessary security

1995 NSFNET transferred
° | to commercially owned
companies

@ <-tiume & Processor

100,000,000

liooo

* PCs widely interconnected
with no built-in security
« Security not part of education
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Commercial off the Shelf (COTS) Dominates Critical Infrastructure

- Single-user, sole physical access, costly chips leads to elimination of se-
curity capabilities

- COTS used to contain costs and add features
- Internet’s rise: vulnerable PCs no longer isolated

- 1970 — 2000: 1.5 generations to forget how to design-in security

Security disappears from the curriculum

Application-specific integrated circuits are becoming pervasive in the
IoT

- Incentives for custom design to achieve reduced power & cost with in-
creased functionality

Will we repeat the mistakes of the PC era?

1991: World Wide Web born

How can we expect mission assurance when engineers cannot design secure systems?

Figure 2.2: The Path from Security to Insecurity Despite our Best Intentions

memory, memory segmentation, descriptors, access-control lists, protection rings, etc., were the means to
achieve process isolation and sharing [31][32]. These techniques were part of a computer architect’s and
hardware designer’s knowledge base.

The microelectronics revolution spanning the mid 70s through the 90s, saw the development and widespread
use of VLSI (very large-scale integrated) circuit design, [I5]. VLSI technology led to personal computers
(PCs), the Internet, and the World Wide Web.

At the beginning of the PC era—prior to the Internet—relatively few transistors could be fabricated on
chips. Understandably, this led to shedding unnecessary functionality to contain costs. Security was not
critical because the very concept of what made a PC different was it was owned and operated by individuals.
The original conception of PCs did not include sharing and hence isolation was not an issue.

The focus during the 80s and 90s was increased functionality at lower cost, as exemplified by the steady
release every year of new microprocessors with increased size and functionality. By 2000, the power of PCs
rivaled that of mainframes.

What happened concurrently with PC development was the development of the Internet and the World
Wide Web. PCs, with relatively few security capabilities, were connected to the Internet. The 30 years span-
ning the widespread use of mainframes with security to PCs with little or no security, saw the disappearance
of security in most engineering and computer science curricula.

One of the major challenges in computer science and engineering education is to re-introduce security
into the curricula in ways that enable students to routinely design-in security into their systems. Another
challenge is to give them the tools to make the case that their designs are trustworthy.

An important consideration for STORM is how easily people are educated and trained in its theory and
practice. The major components of STORM are Systems Theoretic Process Analysis for Security (STPA-Sec)
and Certified Security by Design (CSBD). At a high level, the STPA-Sec portion of STORM supports the
disciplined derivation and validation of system requirements. The CSBD portion of STORM is the formal
verification that implementations satisfy system requirements.

To support education and training in STORM, there are textbooks, online asynchronous learning modules,
computer-assisted reasoning tools, and numerous examples in the form of homework and projects. These
materials are the result of over a decade of research, development, and educational experimentation.

STORM is taught routinely in the Air Force and in Syracuse University’s graduate
and undergraduate degree programs.
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Chapter 3

Systems Security Engineering Using STORM

“This whole economic boom in cybersecurity seems largely to be a consequence of poor
engineering.”
— Carl Landwehr, Communications of the ACM, February 2015

Systems security engineering (SSE) is:

A discipline to achieve stakeholder objectives for the protection of assets, by means of
applying systems and security principles, analysis, and tools, in order to
produce outcomes that

1. prevent and control asset loss and associated consequences, and

2. substantiate security and trustworthiness claims using evidence-based reasoning.

Figure taken from NIST Special Publication 800-160 [30], illustrates the nine principal tasks necessary
for systems security engineering. These nine tasks collectively constitute System Security Analysis, and
are defined and described in detail in [30]. The analysis makes explicit what concepts, principles, means,
methods, processes, practices, tools, and techniques are used to solve the right problem in the right way with
demonstrable evidence of trustworthiness. It frames the tasks within three categories:

1. Problem Definition

) Define Security Objectives

) Define Security Requirements
(¢) Define Success Measures

)

Define Life Cycle Security Concepts
2. Solution

(a) Define Security Aspects of the Solution
(b) Refine the Security Aspects of the Solution
(¢) Produce Evidence for Security Aspects of the Solution

3. Trustworthiness

(a) Develop Assurance Case for Acceptable Security

(b) Demonstrate Assurance Case is Satisfied

3.1 Concepts of Operation (CONOPS)

“Design is a funny word. Some people think design means how it looks. But of course, if you
dig deeper, it’s really how it works.”
— Steve Jobs

SSE and STORM focus on Concepts of Operation (CONOPS). CONOPS are a means of describing how
a system accomplishes its purpose or mission. There are at least two relevant definitions of CONOPS.

19
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Figure 3.1: Systems Security Engineering Framework

1. The Institute of Electrical and Electronics Engineers (IEEE) Standard 1362 [I] defines a CONOPS as
an expression of the “characteristics for a proposed system from a user’s perspective. A CONOPS also
describes the user organization, mission, and objectives from an integrated systems point of view.”

2. The US military has a similar definition of CONOPS in Joint Publication 5-0, Joint Operational
Planning [2]. For military leaders planning a mission, a CONOPS describes “how the actions of
components and organizations are integrated, synchronized, and phased to accomplish the mission.”

Simply put, a CONOPS describes who does what, when, where, and why. A CONOPS describes the
flow of command, control, communications (C3) and actions taken by system components to accomplish a
mission. CONOPS are used to describe systems at various levels of detail.

1. A high-level CONOPS might define a system’s behavior in terms of roles and the actions taken by each
role, e.g., commanders and their orders combined with operators and their actions.

2. A mid-level CONOPS might refine a high-level CONOPS by adding people and processes authorized
to act in the roles defined at the high level.

3. A low-level CONOPS might include the cryptographic keys and cryptographic functions used to au-
thenticate people and processes acting in their assigned roles.

Figure [3.2 shows a diagram of a simple CONOPS. Here is its interpretation.

1. The flow of command and control in this figure is from left to right. Alice issues a command by some
means (speaking, writing, electronically, telepathy, etc.). This is symbolized by

Alice says (commandy).

2. The box in the center labeled Bob shows Bob receiving Alice’s command on the left. Inside the box
are the things Bob “knows”, i.e., the context within which he attempts to justify acting on Alice’s
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Figure 3.2: Flow of Command and Control (C2) for a Simple CONOPS

command. The context might include a policy that if Bob receives a particular command, such as go,
then he is to issue another command, such as launch. Typically, before Bob acts on Alice’s command,
his operational context includes statements or assumptions such as Alice has the authority, jurisdiction,
or is to believed on matters related to the command she has made.

3. The arrow coming from the right hand side of the box shows Bob’s statement or command, which is
symbolized by

Bob says (commands).

4. What Figure [3.2) shows is one C2 sequence starting from left to right. Bob gets an order from Alice.
Bob decides based on Alice’s order and what he knows (the statements inside the box), that it is a
good idea to issue commands. This is symbolized by

Bob says (commands).

Regarding the comment in Figure for assurance what we want is a logical justification of the ac-
tions Bob takes given the order he receives and the context within which he is operating. For us, logical
justifications are proofs in mathematical logic.

Security vulnerabilities often result from inconsistencies among CONOPS at various levels of abstrac-
tion. Supervisors might assume only authorized operators are able to launch an application, whereas the
application itself might incorrectly trust that all orders it receives are from authorized operators and never
authenticate the inputs it receives.

Any design for assurance methodology must address authentication and authorization in order to avoid
vulnerabilities due to unauthorized access or control. Rigorous assurance requires mathematical models and
proofs. Our intent is to provide a rigorous methodology to achieve security by design.

3.1.1 CONOPS and System Security Engineering

SSE as described by NIST SP 800-160 [30], states the importance of CONOPS in problem definition and
context. Footnote 27 in [30] states:

“The term life cycle security concept refers to all processes and activities associated with the
system throughout the system life cycle, with specific security considerations. The term is an
extension of the notion of concept of operation including, for example: processes and activities
related to development; prototyping; analysis of alternatives; training; logistics; maintenance;
sustainment; evolution; modernization; disposal; and refurbishment. FEach life cycle concept has
security considerations and constraints that must be fully integrated into the life cycle to ensure
that security objectives for the system can be met.” — NIST SP 800-160, page 23

CONOPS, as defined in JP 5-0 [2] include the actions of components, people, and organizations. Essen-
tially, CONOPS are models used to describe behavior. If described formally, CONOPS give us the means
to reason about their properties, including properties that emerge when components are composed to form
systems. Security is an emergent property. To the extent possible, we use CONOPS to formally describe
behavior so we can use formal analysis tools to verify security or remediate insecure behavior.
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Figure 3.3: STORM’s Principal Components and Coverage of Systems Security Engineering Tasks

Put another way, system security is a design problem focused on providing satisfactory controls and
constraints that provide comprehensive security across the system. CONOPS model system behavior and
enable us to reason about the adequacy of security controls.

3.1.2 CONOPS and STORM

System Security as a Design Problem

“Providing satisfactory security controls in a computer system is in itself a system design problem.
A combination of hardware, software, communications, physical, personnel and administrative-
procedural safeguards is required for comprehensive security. In particular, software safeguards
alone are not sufficient.” — The Ware Report, Defense Science Task Force on Computer Security, 1970

STORM focuses on CONOPS as a means to specify and describe desired behavior. STORM first focuses
on identifying the unacceptable losses associated with a mission, then, in conjunction with functional system
models, devises controls, constraints, and policies to avoid those losses. Safety and security properties are
stated as requirements.

At amore detailed level, CONOPS modeled as transitions among various system configurations. CONOPS
as transition systems are formally described and verified to have the desired safety and security properties.

3.2 STORM’s Principal Components and Coverage of SSE Tasks

“Build the right product and build the product right.”
— A product design aphorism

STORM has two major components:
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1. Systems Theoretic Process Analysis for Security (STPA-Sec), which is used to develop the right mission
CONOPS, and

2. Certified Security by Design (CSBD), which is used to formally describe and verify system behavior
modeled as a transition system using structural operational semantics combined with a command,
control, and communication (C3) calculus with Kripke semantics all embedded within the Higher
Order Logic theorem prover.

3.2.1 STPA-Sec Component of STORM

The STPA-Sec component of STORM addresses the “whys” of a system. As shown in Figure[3.3] STPA-Sec
does the following to address the problem-definition phase of SSE:

1. define security objectives,

2. define security requirements,

3. define security measures, and

4. determine life cycle security concepts.

Figure is a block diagram of STPA-Sec. It has three foci: ends, ways, and means, as reflected by the
three components of STPA-Sec:

1. Problem framework: the system’s goal/purpose,

2. Functional framework: identified hazards, control structure, hazardous control actions, and con-
straints/control requirements, and

3. Enterprise architecture: components, connections, flows, disruption scenarios, initial control set, war
games, and refinements.

The elements of STPA-Sec that are security focused are: goal/purpose, adversary-based disruption sce-
narios, initial control set, and war games. STPA-Sec starts with the following framing question to define the
system purpose and goal
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STPA-Sec follows with identifying unacceptable losses, e.g., hazardous chemicals released into environ-
ment due to cyber-attack on plant’s industrial control system. Next, it develops a functional control structure
(functional security architecture) of the process being controlled to execute the identified mission. Hazardous
control actions are identified, e.g., starting a chemical process or opening/closing water valves at the wrong
time where an explosion or inadvertent release might occur, followed by a structured analysis to determine
the effects when control actions are:

(a) missing,

(b) provided,
)
)

(¢

(d) too short or too long in duration.

incorrectly timed or ordered, or

These analyses lead to required high-level functional constraints that inform a system’s security requirements
and security context. These outputs provide the initial inputs required to begin CSBD.

3.2.2 CSBD Component of STORM

The CSBD component of STORM addresses the “hows” of a system. As shown in Figure CSBD does
the following to address the solution and trustworthiness phases of SSE:

1. define security aspects of the solution,
2. realize security aspects of the solution,
3. produce evidence for the security aspects of the solution,
4. develop assurance case for acceptable security, and

5. demonstrate assurance case is satisfied.

Figure is a block diagram of CSBD. A complete illustration of CSBD appears in [9]. CSBD starts
with a high-level CONOPS describing:

(a) the principals—roles, personnel, authorities, tokens, and keys (derived from STPA-Sec con-
trol structure),

(b) the actions, commands, or requests (STPA-Sec control actions) made by principals,
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(c) how commands or requests are authenticated, and

(d) the security context for determining authorizations, i.e., delegations, assignments to roles,
jurisdiction, rules of engagement, policies, and trust assumptions.

CONOPS typically describe command, control, and communications (C3) use cases. CONOPS are refined
horizontally by adding details at the same level of abstraction, e.g., describing C3 first in terms of roles only,
then assigning personnel to roles, and next using cryptographic keys for authentication. CONOPS are refined
vertically by adding details at lower levels of abstraction, e.g., adding data structures for inputs, public-key
certificates, etc., and their interpretation in the access-control logic. We prove the logical equivalence of
transition relations at differing levels of abstraction.

The sequential nature of a CONOPS is described as a transition system. Each CONOPS phase or
state is described by a configuration. The sequential behavior of a CONOPS is defined by next-state and
next-output functions combined with labeled transition relations, where the transition labels correspond to
discarding, executing, or trapping commands. Unauthenticated commands are discarded, authenticated and
authorized commands are executed, and authenticated but unauthorized commands are trapped. At higher
levels, CONOPS correspond to C3 protocols. At lower levels, CONOPS are (finite or infinite) state machines
and instruction-set architectures.

CSBD incorporates authentication and authorization into transition system descriptions. Configurations
have an interpretation or meaning in the access-control logic. Commands and requests are considered within
a configuration’s interpretation in the access-control logic. If the request is sound within a configuration’s
context, then the action is both authenticated and authorized. This satisfies the property of complete
mediation, i.e., the action or transition is taken if and only if the action is authenticated and authorized
within the authentication and authorization context set forth in the current configuration. CSBD relies on
the formally verified implementation of the access-control logic, algebraic models of cryptographic operations,
and the semantics of transition systems with structural operational semantics in the HOL-4 higher-order logic
theorem prover. CSBD takes full advantage of HOL’s higher-order nature. Our secure state machines and
configurations are parameterized in terms of input, output, and state types, next-state functions, next-output
functions, authentication functions, and security contexts. This avoids state explosion. The definitions
and theorems for transition systems are parameterized; specific mission values are instantiated into their
corresponding parameters.

3.3 A Focus on Reproducibility

“If you’ve got the truth you can demonstrate it. Talking doesn’t prove it.”
— Robert A. Heinlein, Stranger in a Strange Land

A key feature of STORM is reproducibility. Without reproducibility, mission assurance and SSE does not
scale and trustworthiness cannot be verified. STORM uses computer-assisted reasoning tools, XSTAMPP
[3] and HOL [18]. These tools allow independent third parties to reproduce STORM’s results.

The STPA-Sec portion of STORM is supported by XSTAMPP (eXtensible STAMP Platform). It refines
safety and security requirements into Linear Temporal Logic (LTL) formulas. XSTAMPP starts with top
level descriptions and guides users through a safety analysis, which results in requirements expressed as
LTL formulas. These formulas formally express safety and security properties that must be satisfied by the
mission CONOPS.

XSTAMPP enables people writing the requirements to link control structures with process models to
control actions, constraints, hazards, and accidents. XSTAMPP functions similar to spreadsheet programs
documenting and performing a numerical analysis.

The CSBD portion of STORM is supported by the HOL-4 (Higher Order Logic) theorem prover. A
propositional modal logic with Kripke semantics is used the reason about the command, control, and com-
munications (C3) portion of mission CONOPS with respect to authentication and authorization. Structural
operational semantics is used to express the transitional nature of mission CONOPS combined with authen-
tication and authorization.
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Both the propositional modal logic of C3 and the structural operation semantics of CONOPS is imple-
mented as conservative extensions to the HOL logic. By so doing, HOL’s logical soundness is preserved. HOL
is used to formally prove that a CONOPS satisfies the security and safety properties specified by STPA-Sec
and XSTAMPP.

Independent third parties can easily recompile all mission-related theories in HOL and pretty-print the
theories in LaTeX. HOL has the capability to generate LaTeX macros that typeset all formulas in theo-
ries, which eliminates errors introduced by manual typesetting. This greatly eases report generation and
maintenance.



Chapter 4

Just in Time Mission Composition

“You can ensure the safety of your defense if you only hold positions that cannot be attacked.”

— Sun-Tzu

Much of current critical infrastructure and military systems rely on COTS (commercial off the shelf)
components and systems. In particular, most systems rely on the same operating systems, underlying chip
sets, and protocols, e.g., Windows, i0S, Linux, x86-based architectures, and TCP /IP.

The consequence of widespread homogeneity is shared vulnerability across a wide spectrum of systems,
including military systems. This is equivalent to having fixed defenses in the physical world. Adversaries
have years to study, develop, and exploit vulnerabilities in systems, from the hardware level up through and
including operating systems, software applications, and network protocols.

Current military systems are homogeneous, time invariant, and vulnerable.
Continuing to rely on COTS amounts to surrendering the initiative to adversaries.

4.1 Just in Time Mission Composition

“It is not easy to make a computer system secure, but neither is it impossible. The greatest
error is to ignore the problem.”
— Roger Schell

Our goal is to create a maneuver capability in cyberspace that is mission driven. Instead of the con-
ceptual equivalent of fixed defenses in cyberspace using homogeneous COTS hardware and software, we are
developing capabilities to:

> Achieve heterogeneity through one-time-use mission entities
> Instantiate entities that perform only a mission-essential functions

> Shrink the window of vulnerability of mission-critical systems from years to hours

This is an achievable goal given the EDA infrastructure developing to support the Internet of Things, as
exemplified by EDA companies, such as Synopsys. EDA companies recognize the IoT as a market will reward
those who are capable of delivering smart, secure, special purpose, full-custom designs delivering mission-
essential functions that use minimal resources. Delivering such devices depends on the critical capability
to quickly generate special-purpose systems with assurance, or “Smart, Secure Everything—From Silicon to
Software,” as envisioned by Synopsys.

This critical capability is consistent with current trends toward custom hardware realized by recon-
figurable computing coupled with automatic and autonomous software generation. The continuing and
critical role of people is that of concept and requirements creators, validators, and verifiers, i.e., creators
of CONOPS, determining required properties, and providing credible assurance. This critical
capability is part of what defines SSE (Systems Security Engineering) [30].

The capability to generate systems on an as-needed, just-in-time mission-by-mission basis, with assurances
of integrity, safety, and security, is a critical requirement for maneuverability in cyberspace. Figure |4.1
illustrates one way this capability can be achieved.

The are three components to Just-in-Time Mission Composition (JiT MC),

27
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Figure 4.1: Just-in-Time Mission Composition

Mission Translation takes mission descriptions with functional control models and specifications of un-
acceptable losses and produces architectures and protocols in the form of secure state machines with
formally verified security properties.

Assured Intermediate takes secure state machine descriptions with proved properties and produces an
implementation description in a hardware description language (HDL).

Hardware Instantiation takes an HDL description and instantiates it behaviorally by randomly select-
ing among hardware parameters such as word length, architecture/instruction set, and instruction
encoding.

JiT MC’s mission specific and implementation agnostic approach is crucial to reducing vulnerability
from years to hours. JiT MC does not rely on massive and vulnerable general-purpose COTS components,
i.e., COTS microprocessors and operating systems. In fact, given the desire to reduce attack surface by
implementing only mission-essential functions, the result is systems that are much smaller, economical,
mission-specific, and feasible to assure, when compared with implementations built using components that
have significant mission-irrelevant functionality, which adds risk and vulnerability.

Maneuver in cyberspace requires provably secure system design, instantiated in
heterogeneous hardware that exists solely for the lifetime of a mission.

4.2 Mission Translation

Mission translation is the domain of STORM. The remainder of this report illustrates how mission definitions
and enumerations of unacceptable losses, together with functional control models, are refined into secure state
machines verified to satisfy mission safety and security requirements.

STORM employs both rigor and formality to accomplish mission translation. Validation is done rigorously
by answering a series of questions increasing in detail and specificity. The questions start with stating the
whats, hows, and whys of a mission, proceed to identifying unacceptable losses, and then looks at scenarios
leading to those losses. All of this is translated into specific constraints and control actions expressed as
linear temporal logic formulas.

Mission-validated CONOPS takes the form of functional behavioral models expressed as state machines
with security constraints. It is the system engineer’s task to devise specific functions for authentication,
authorization, and next-state and next-output calculations. Once these mission-specific functions are devised,
the mission-specific secure state machine (SSM) is formally verified in HOL to satisfy mission requirements.

The verified SSM is the output of Mission Translation and the input to the Assured Intermediate process.
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4.3 Assured Intermediate

The input to the Assured Intermediate process are formally verified transition-systems expressed as SSMs.
The outputs are descriptions in a hardware description language, such as VHDL. One candidate means to
translate SSMs into assured VHDL descriptions is to use an intermediate language, such as FSMLanguage
(Finite State Machine Language) [4].
FSMLanguage programs describing finite-state machines are compiled into VHDL and C. FSMLanguage
was created with FPGA (field programmable gate array) hardware in mind.
FSMLanguage programs have 10 sections. The following is taken directly from [4].
State Names: internal names for FSM state variables
Generics: compile time variables
Ports: inputs/outputs from/to the outside world
Connections: permanent connections of output ports to FSM signals
Memories: internal/external memory blocks
Channels: FIFO ports to the outside world
Signals: internal FSM state
Initial: initial state definition for the FSM
Transitions: logic/behavior for an FSM
VHDL: optional section for linking in libraries of native VHDL constructs

FSMLanguage is implemented in Haskell. A SSM to FSMLanguage translation should be conceptually
straightforward and likely amenable to interpretation or compilation.

4.4 Hardware Instantiation

Hardware instantiation can be done using hardware randomization techniques. Randomization techniques
including instruction-set randomization, e.g., randomizing original executable code using a key to get ran-
domized executable code, which is derandomized just prior to execution by the hardware, [24]. Instruction-set
randomization can be implemented with FPGA hardware support for existing instruction sets [28]. This
approach, combined with FSMLanguage support for implementing SSM descriptions, is one possible path to
mission-specific randomized hardware instantiation.
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Chapter 5

Using STPA-Sec to Validate a Payload
Controller CONOPS

“Be careful what you ask for because you might just get it”

— Anonymous

Knowing what to ask for, with the capability of recognizing whether or not what we have is what we want,
is essential for mission assurance. The STPA-Sec portion of STORM is focused on getting the right CONOPS
for a mission. Getting the CONOPS right using STPA-Sec entails developing the following information.

1.
2.

We have a succinct description of the system and its goals.
We have a statement on unacceptable losses or accidents to be controlled against.

We have enumerated the hazards leading to accidents and their corresponding safety/security con-
straints.

We have developed scenarios around unsafe control actions with associated hazards based on a func-
tional model of the system with safety/security constraints.

We have formal descriptions of behavioral properties of our system expressed in linear temporal logic
(LTL).

As an illustration of the Mission Translation process using STORM, we work through the details of a
payload controller on a UAV as part of an Air Interdiction (AI) mission.
The rest of this section is organized as follows.

1.

2.

For background, we give a brief description of Al and the operational assumptions.
We show the use of STPA-Sec to

(a) Specify the mission and frame the security problem.

(b) Perform secure systems analysis based on the STAMP (System-Theoretic Accident Model and
Processes) model [33].

(¢) Develop STPA-Sec outputs to CSBD: accidents, losses, hazards, hazardous control actions, and
safety /security properties expressed rigorously and in LTL (linear temporal logic). These consti-
tute a validated CONOPS for the mission.

5.1 Background

Air interdiction is

“

. a flexible and lethal form of air power that can be used in various ways to prosecute the joint
operation. ... [IJt does not require detailed integration with friendly forces. Detailed integration
requires extensive communications, comprehensive deconfliction procedures, and meticulous plan-
ning. Al is inherently simpler to execute in this regard. Therefore, if the enemy surface force
presents a lucrative target, AI conducted before friendly land forces make contact can significantly

31
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Figure 5.1: High-Level Functional Payload Control Structure for Air Interdiction Mission

degrade the enemy’s fighting ability and limit the need for close air support (CAS) when the two
forces meet in close combat.”
— ANNEX 3003 COUNTERLAND OPERATIONS; AIR INTERDICTION, 17 March 2017

The example mission supported here is an unmanned aerial vehicle (UAV) flying within a closed, hot,
established Blue Kill Box, where the following definitions apply

Kill Box: a three dimensional permissive fire support coordination measure with an associated
airspace coordinating measure; lethal attack against surface targets allowed without further
coordination

Blue Kill Box: air-to-surface fires effects are permitted
Hot: Fires or effects of fires are permitted without further coordination

Closed: manned aircraft are restricted from operating within kill box confines
With the above background in mind. the following assumptions are made:

The GPS signal received and processed is a trusted source.

The wireless command and control (C2) channel is trusted.

>
>
> Commands to and from the system do not suffer signal loss.
> The payload systems release as intended.

>

The implementation implementation hardware is trusted.
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Figure [5.1] shows the high-level functional control structure for an air interdiction mission using an
unmanned aerlal vehicle (UAV) with two pylons, left and right, carrying up to two weapons. At this high
level, the CONOPS for payload control is as follows.

1. The Operator, acting on mission tasking, issues commands RL,RR, RB (release left, release right,
release both).

2. The Operator receives feedback from the UAV sensors indicating if munitions are available, if the UAV
is within the kill box, and if the UAV is within the time of the mission.

3. The command-and-control (C2) system relays the Operator’s commands to the UAV Payload Con-
troller.

4. The payload controller either discards, traps, or executes the instruction depending on if the com-
mand is authenticated, authorized, and the UAV is within the mission kill box in time and space.
Unauthenticated commands are discarded. Authenticated but unauthorized commands are trapped.
Authenticated and authorized commands are ezecuted.

In the following sections, we define the mission, frame the security problem, state unacceptable losses,
define a functional control structure, and state hazards and constraints.

5.2 Defining the Mission and Framing the Security Problem

A top-level block diagram of the STPA-Sec process is in Figure The process starts by defining the
mission and framing the security problem. Defining the mission starts by instantiating the what, how, and
why in the following sentence.

The payload controller is a system

- to do {what},
- by means of {how},

- in order to contribute {why}.

We define our mission as follows:

The payload controller is a system
> to release a weapon within a kill box within mission timing,

> by means of transmitting, receiving and executing a valid release command,

> in order to contribute to accomplishing an air interdiction mission.

5.3 Identify Unacceptable Losses

The next step is to define the unacceptable losses with respect to the system and the mission. A loss is
defined as follows in the STPA Handbook, [25):
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ID Unsafe Condition Re!ated
Accidents
H-1 Payload released over non-target A-1
H-2 Payload not released over legitimate target A-2
H-3 Payload released outside of defined time window A-1, A-3
H-4 Incorrect payload munitions dropped A-1, A-2, A-3
H-5 | Operator fails to assess collateral damage of drop before firing A-1
H-6 Operator cannot confirm the effect of payload drop A-1, A-2, A-3
Table 5.1: Payload Controller Hazard Specifications
ID Safety Constraint Related
Hazard
SCo.1 Payload must not be released over non-target H-1
SC0.2 Payload must be released over legitimate target H-2
SC0.3 Payload must not be released outside of defined time window H-3
SC0.4 Only specified payload munitions are to be dropped H-4
SC0.5 | Operator must correctly assess collateral damage of drop before firing H-5
SC0.6 Operator must be able to confirm the effect of payload drop H-6

Table 5.2: Payload Controller Safety Constraints

Definition: A loss involves something of value to stakeholders. Losses may include a loss of
human life or human injury, property damage, environmental pollution, mission, reputation,
or any other loss that is unacceptable to the stakeholders.

Unacceptable losses for the payload controller (due to its actions or inactions) result in the following:

A-1 Payload release causes unacceptable collateral damage
A-2 Payload release fails to achieve desired effects against target

A-3 Payload release destroys UAV

5.4 Identify System Hazards and Constraints

5.4.1 Hazards

Once unacceptable losses are identified, the paths to those losses are described in terms of hazards [25],
where:

Definition: A hazard is a system state or set of conditions that, together with a particular set
of worst-case environmental conditions, will lead to a loss.

Hazard specifications have three components:
1. System,

2. Unsafe condition, and

3. Associated losses linked to the hazard

Table lists the six payload controller hazard specifications. Each hazard specification has an identifier,
unsafe condition, and related accidents.
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Figure 5.3: Control Structure for Payload Controller

5.4.2 Constraints

Once hazards are identified, constraints are identified by simply inverting the condition. The STPA Handbook
[25] defines constraints as follows.

Definition: A system-level constraint specifies system conditions or behaviors that need to be
satisfied to prevent hazards (and ultimately prevent losses)

Constraints, similar to hazards, have three components:
1. System,

2. Condition to enforce, and

3. Associated hazards linked to constraint

Table identifies system level constraints corresponding to the hazards identified in Table

5.5 Create Functional Control Structure

The next step in the STPA-Sec process is to devise the Functional Control Structure. This is shown in
Figure Conceptually, the functional control structure is identical to that of a virtual machine monitor
(VMM) controlling a virtual machine (VM), [29].

The Payload Control Monitor exercises the following control actions:

> Any C2 command that cannot be authenticated is discarded outright.

> Any C2 command that is authenticated but unauthorized (either because of of lack of
authority or due to environmental conditions, e.g., outside the kill box) is trapped.

> Only C2 commands that are both authenticated and authorized are executed.

The control exercised by the Payload Control Monitor is consistent with classical systems theory, as
stated by Checkland in page 87 of [1].

Control is always associated with the imposition of constraints, and an account of a control
process necessarily requires our taking into account at least two hierarchical levels.
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C2 commands —— with [ exec([RL]), exec([RRJ),
R Payload Control Monitor exec([RB]), exec([NONE])

Figure 5.4: Payload Controller Block Diagram

5.6 Identify Hazardous Control Actions

The next step in the STPA-Sec process is to identify hazardous control actions. Until this point, we have
not provided any details of the UAV. Now the details matter. The envisioned UAV can carry two payloads,
one each on a left pylon and a right pylon. The UAV has three sensors:

Munitions Available sensor that reports on the munitions available in terms of whether or not
each pylon is loaded or empty. If both pylons are loaded, the sensor reports B. If the left
is loaded and the right is empty, the sensor reports L. If the right is loaded and the left is
empty, the sensor reports R. If both pylons are empty, i.e., nothing is available, the sensor
reports V.

GPSKB sensor that reports if the UAV is within the Kill Box or not, i.e., true (T) if within
the Kill Box, or false (F) if not.

TimeKB sensor reports if the the UAV is within the mission timeframe or not, i.e., true (7') if
so, and false (F) if not.

Based on the physical characteristics of the UAV, we have three commands that are requested by operators
and relayed to the UAV via the C2 channel, all related to release of ordnance carried by the UAV’s left and
right pylons.

RL: release payload on left pylon
RR: release payload on right pylon
RB: release payload on both pylons

Figure is a block diagram of the Payload Controller. Notice that the controller outputs include all of
the hazardous control actions with one additional action:

NONE: essentially a NOP, or take no action.

The NONE action is used when it is appropriate for no action to be taken that can result in any kind of
payload release.

Given the above commands RL, RR, and RB with the addition of NONE, we have ten control actions
exercised by the Payload Control Monitor. These control actions are listed in Table

The behavior of the Payload Controller in conjunction with the Payload Control Monitor is shown in
Figure[5.5]as the secure-state machine uavSSM0. We go into more detail later as to what constitutes a secure-
state machine (SSM). Essentially, SSMs support complete mediation, as defined by Saltzer and Schroeder

[31].
Complete mediation: Every access to every object must be checked for authority. I
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Control Action Constraints

input (command and sensor data) are dropped if authentication fails, where

discard command command € {RL, RR, RB}

input (command and sensor data) are trapped if input is authenticated but au-

trap command thorization fails, where command € {RL, RR, RB}

input (command and sensor data) are authenticated and authorized, where
command € {RL, RR, RB}

execute command

execute NONE essentially a NOP, usually associated when an input is discarded or trapped

Table 5.3: Control Actions and Constraints

Power on to load
configuration

Power on to load
discard/trap configuration .
Power on to load|  discardrap
configuration K)
Left loaded exec(RR) Left loaded
Right empty Right loaded

exec(RB)

Left empty
Right empty

discard: if and only if command is unauthenticated
trap: if and only if command is unauthorized
exec: if and only if command is authenticated and authorized

Power on to load
configuration
discard/trap

Sensors

MunitionAvail GPSKB TimeKB exec(RL)

UAV Payload Controller Control Outputs
G2 commands Ty with > exec([RL)), exec(RRI), exec(RL)
' ’ Payload Control Monitor exec([RB]), exec(INONE])

exec(RR)

tes in red have potential for leading to accidents

Figure 5.5: Top-Level UAV Secure State Machine uavSSMO0

In the case of the Payload Controller, only the UAV Operator—within the Kill Box, mission timeframe, and
munition availability—has the authority to access/deploy UAV payloads. Inputs and commands that fail
authentication are discarded. Authenticated commands that fail authorization are trapped. In both these
cases, no state change occurs.

When RL, RR, and RB commands are authenticated and authorized, they are executed. Authorization
is intended to check not only if the UAV is within the Kill Box and mission timeframe, but also if there is
consistency between the physical configuration of the UAV’s payload and the state of the Payload Controller.
If there are any discrepancies, the UAV may be faulty.

5.7 Generate Causal Scenarios

The next step in the STPA-Sec process is to generate causal scenarios leading to hazards. The STPA
Handbook [25] defines loss scenarios as follows.

Definition: A loss scenario describes the causal factors that can lead to the unsafe control
actions and to hazards.

In other words, what has to happen (or not) in order for a hazard to occur? STPA-Sec uses a rigorous and
structured approach to generating hazardous scenarios linked to control actions by asking, for each control
action, what if the control action is

1. missing,
2. incorrectly applied,

3. occurs at the wrong time or the wrong order, or
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Control Ac- Not providing causes Providing incorrect ‘Wrong timing or order Stopped too soon or
tion hazard causes hazard causes hazard applied too long
Might allow unauthenti- Might cause failure to act
discard RL cated command to be exe- on legitimate command: - -
cuted: H-1, H-2, H-3, H-4 | H-2, H-3
Might allow unauthorized Might cause failure to act
trap RL command to be executed: on legitimate command: - -

H-1, H-2, H-3, H-4

H-2, H-3

execute RL

Failure to act on legiti-
mate command: H-2, H-3

Might allow unauthorized
command to be executed:
H-1, H-2, H-3, H-4

If too late, UAV might
exit Kill Box or exceed
mission time: H-1, H-2,
H-3

Table 5.4: Unsafe Control Actions Case Analysis

4. stopped too soon or applied too long (for continuous control actions, not discrete control actions)?

Answering the above questions are useful for informing possible scenarios leading to hazards.

For the case of the combined Payload Controller and Payload Control Monitor, answering the above
questions leads to approximately 100 basic scenarios and associated safety constraints. Space limitations do
not allow us to list them all. Nevertheless, the examples we cover below conceptually cover almost all the
kinds of hazards contained in the basic scenarios.

Analyzing Unsafe RL Control Actions As a representative example, and to keep things simple, we
focus on the control actions applied to the RL (release left payload) command. Table summarizes the
unsafe control action case analysis for discarding, trapping, and executing RL. A case-by-case description is
as follows.

discard RL

Not providing causes hazard In this case a RL command unauthenticated and discard
RL is not ordered. This runs the risk of allowing RL to be executed, which leads to
hazards H-1 through H-4.

Providing incorrectly causes hazard In this case RL is authenticated but discarded.
This runs the risk of a legitimate RL command being discarded and leads to hazards
H-2 and H-3.

trap RL
Not providing causes hazard In this case an authenticated RL should be trapped be-
cause it is unauthorized and trap RL is not ordered. This runs the risk of allowing RL
to be executed, which leads to hazards H-1 through H-4.
Providing incorrectly causes hazard In this case RL is authenticated and authorized
but trapped. This prevents execution of a legitimate RL and leads to hazards H-2 and
H-3.
execute RL

Not providing causes hazard In this case RL is authenticated and authorized but ezec
RL fails to be issued. This prevents execution of a legitimate RL and leads to hazards
H-2 and H-3.

Notice that all the cases for control actions being stopped too soon or applied too long are empty. Given
that SSMs are state machines, the outputs of the Payload Controller are exec RL or exec NONE as specified
by the next-output function. The properties of the next-state and next-output functions are verified using
the CSBD portion of STORM.

5.8 Mitigations and Controls

The final step in STPA-Sec is to generate the Linear Temporal Logic formulas corresponding to the con-
straints and controls against hazards. These formulas are informed by the previous work generating causal
scenarios.
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SC2.82 Constraint | The discard command must be provided when Authenticated is False
SSR1.82 | LTL Formula | O((Authenticated = False) D (control Action = discard))
SC2.83 Constraint | If outside Kill Box then control action is trap
SSR1.83 | LTL Formula | O((GPSKB = False) D (control Action = trap))
. If inside Kill Box, within mission time, Munition Available = L, Authenticated, and
SC2.124 Constraint
Input = RL, then execute RL
O((TimeKB = True) AN (GPSKB = True) A (MunitionAvail = L) A
SSR1.124 | LTL Formula (Authenticated = True) A (Input = RL)) D (control Action = exec(RL)))

Table 5.5: Refined Safety Constraint Examples and Their LTL (Linear Temporal Logic) Formulas

Considering all the unacceptable outcomes, hazards, constraints, hazardous control actions, and causal
scenarios, we devise precise and formal statements for mitigations and controls. Building from Tables
and the Payload Controller control structure as shown in Figure and the top-level UAV
secure state machine in Figure [5.5] we get the refined safety constraint examples and their corresponding
LTL (Linear Temporal Logic) formulas, as shown in Table Note: the LTL formula g means the formula
© holds globally, i.e., in all states.

At this point, we have gone through the STPA-Sec process and have developed the following:

Validated CONOPS in the form of functional control models, control structures, control
actions, constraints, and behavioral requirements expressed as LTL formulas, all derived from
mission goals and unacceptable losses. The CONOPS are refined further and verified to have the

required behavioral properties using CSBD.
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Chapter 6

Using CSBD to Verity a Payload Controller
CONOPS

“Do not trust security to technology unless that technology is demonstrably trustworthy, and the
absence of demonstrated compromise is absolutely not a demonstration of security.”
— Roger Schell

The Certified Security by Design (CSBD) portion of STORM focuses on verifying the properties of
CONOPS implementation descriptions. CSBD is parametric and scalable with a focus on complete media-
tion—a command is executed if and only if it is authenticated and authorized [31]. CSBD is well-suited for
application-specific systems, systems using the IoT (Internet of Things) [9], and for mission assurance.

CSBD is intended for project engineers responsible for satisfying technical specifications and for pro-
gram managers responsible for devising system requirements satisfying mission objectives. CSBD addresses
persistent worries of engineers and program managers, such as:

> Have I missed something?

> Is my design sufficient to satisfy the requirements?

> How do I know something bad won’t happen because of a design flaw?
> Will my design do the right thing in all cases?

> Is my design secure?

CSBD address the above concerns by providing: (1) conceptual models focused on primary concerns,
(2) computer-assisted reasoning tools to manage problems of scale, repeatability, and correctness, and (3)
libraries of theories and examples.

CSBD has four components.

1. A command and control (C2) calculus for justifying actions while accounting for authentication and
authorization. The rules of the C2 calculus are the inference rules of an access-control logic implemented
as a propositional modal logic with Kripke semantics [13].

2. Algebraic models of idealized cryptographic operations.

3. Transition systems described as secure state machines (SSMs) with parameters for authentication and
authorization. Transition systems are defined using structural operational semantics [22].

4. The HOL (Higher Order Logic) theorem prover [I8], where the above components are conservative
extensions of HOL, which preserve HOL’s logical soundness.

The CSBD portion of STORM takes the outputs of STPA-Sec in the form of CONOPS expressed as
functional control models, control structures, control actions, constraints, and behavioral requirements ex-
pressed as LTL formulas, all derived from mission goals and unacceptable losses. The output of CSBD are
secure state machines formally proved in HOL to have the required properties required by STPA-Sec.

The SSMs produced by CSBD are CONOPS formally verified to have the required properties specified
by STPA-Sec. This is the foundation of credible claims of trustworthiness as required by System Security
Engineering in Figure |3.1

41
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[Secure State Machine]

{| State Machine Monitor
i | (Enforces Constraints) | :

Control Actions
discard, trap,
execute

CONOPS as
State Machine
(User’s View)

Figure 6.1: Secure State Machines and Their Components

The CONOPS produced by STPA-Sec satisfies the assurance case for acceptable
security. The CONOPS formally verified by CSBD demonstrates the assurance case
is satisfied.

6.1 Secure State Machines: A High Level Overview

Figure is a high-level block diagram of SSMs. Notice that conceptually SSMs are consistent with STPA-
Sec’s hierarchical control structure. At the bottom is the user’s view of the CONOPS expressed as a state
machine (SM), where the number of states is either finite or infinite. The dynamic nature of CONOPS is
modeled by changes in state. State changes are prompted by commands evaluated within the context of
current state and the environment defined by sensor input values. A state machine monitor (SMM) enforces
safety, security, and integrity constraints. We see later that these constraints are parameters of SSMs.

The SSMs we use for the Payload Controller have three control actions: discard, trap, and execute.

Discard: A SSM input is discarded if it fails authentication.
Trap: A SSM input is trapped if it is authenticated by fails authorization.

Execute: A SSM input is executed if it is authenticated and authorized.

Notice that this is consistent with the control actions, constraints, and unsafe control action case analysis
developed using STPA-Sec in Tables and

6.1.1 Secure State Machine Structure

SSMs have a superset of state machine parameters. Typical state machines are characterized by five com-
ponents:

1. A set of states S = {so, " ,8n—1, "},
2. A set of inputs I = {ig, i1, ,ig, "},
3. A set of outputs O = {og,--- ,05, -},
4. A next-state transition function § : S — I — S, and

5. An output function A : S —- I — O
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Secure State Machine Inputs The inputs to SSMs are polymorphic, i.e., use type variables. For specific
instances of SSMs, type variables are instantiated to the particular types used for the mission. Our general
theory of SSMs supports parallel or concurrent inputs, e.g., commands or instructions from multiple sources
with data coming from multiple sensors.

Payload Controller Inputs In the case of the Payload Controller, we have three sensors. These were
listed in Section with their associated outputs and interpretations.

MunitionAvail with outputs R, L, B, and N, indicating if the left, right, both, or neither pylons
are carrying munitions.

GPSKB with outputs T or F indicating if the UAV is inside or outside the Kill Box.

TimeKB with outputs 7 or F indicating if the UAV is within the mission timeframe, or not.

In addition to the sensor inputs, we have the actions/commands requested by the UAV operator. These
commands come via the C2 channel. The commands were described in Section [5.6] as:

RL: release payload on left pylon
RR: release payload on right pylon
RB: release payload on both pylons

Payload Controller Inputs Defined in HOL as Types Within the HOL theorem prover, we define
the type muniAvail to be R, L, B, and N

muniAvail = N | L | R | B
The HOL type ctrlAct are the commands issued by the UAV operator and relayed by the C2 channel.
ctrlAct = RL | RR | RB

The values provided by sensors GPSKB and TimeKB are Booleans, which are defined in HOL. With all
of this, we define the type c3input to be all the kinds of sensor and C2 inputs received by the UAV.

c3input = CMD ctrlAct | MA muniAvail | KBL bool | KBT bool

c3input is constructed from the types muniAvail, ctrlAct, and bool. The type constructors CMD, MA,
KBL, and KBT map the C2 commands and sensor values from MunitionAvail, GPSKB, and TimeKB into
the cinput type.

The combination of command and sensor inputs to the Payload Controller are modeled as lists of C2
and sensor statements coming from the C2 channel, and the MunitionAvail, GPSKB, and TimeKB sensors.
Time is not an input value. SSM state-transition behavior is based on an underlying model of clock periods,
i.e., inputs are sampled each clock period and state changes are made in response to the input and state
values.

Modeling Values Coming From the C2 Channel and Sensors The property of complete medi-
ation—statements are acted upon if and only if statements are authenticated to come from a known source
or principal and that principal is either trusted or authorized on the statement—requires all commands and
sensor inputs have the logical form and interpretation

Principal says (statement)

Informally, principals are the subjects and objects in the system. Principals can be people, cryptographic
keys, roles, certificate authorities, sensors, and C2 channels.
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Payload Controller Principals The component types that constitute the overall type of principals
for the Payload Controller include

staff: Alice, Bob, and Carol

role: Commander and Operator

authority: certificate authority identified by number

public keys: cryptographic keys for digital signatures for staff and certificate authorities

C2:

the UAV C2 channel

MunitionAvail: the UAV sensor for available munitions
GPSKB: the UAV sensor indicating if the UAV is physically within the Kill Box
TimeKB: the UAV sensor indicating if the UAV is within the mission timeframe

In HOL, we principals and their components are algebraic types.

authority = ca num

principal =

Staff staff
Authority authority
Role role

KeyS (staff pKey)
KeyA (authority pKey)
Cc2

MunitionAvail

GPSKB

TimeKB

role = Commander | Operator

staff = Alice | Bob | Carol

Payload Controller Statements The statements made by the Payload Controller principals are fully
defined by the type c3input, with one exception: what if the sensor or the C2 channel says nothing? By
nothing we include situations such that there is no command issued by the C2 channel or sensor, or the
channel or sensor is disconnected. Essentially, what we need to do is add one more value to the c3input type
corresponding to nothing or nothing useful.

This is easily done by the use of option types in HOL. The option type is defined in HOL as follows.

option = NONE | SOME ’a

where ’a corresponds to a type variable, (all type variables start with a single quote. The properties of
option types is given below by the theorem option_.CLAUSES.

[option_CLAUSES]

-

(Wz y. (SOME z = SOME y) <= (z = y)) A

(Vz. THE (SOME z) = z) A (Vz. NONE # SOME z) A

(Vz. SOME x # NONE) A (Vz. IS_SOME (SOME z) <= T) A
(IS_SOME NONE <= F) A (Vz. IS_NONE z <= (z = NONE)) A
(Vx. -IS_SOME z <= (z = NONE)) A

(Vz. IS_SOME z = (SOME (THE z) = z)) A

(Vz. option_CASE z NONE SOME = z) A

(Vx. option_CASE z z SOME = z) A

(Vz. IS_NONE z = (option_CASE z e f = €)) A

(Vz. IS_SOME z = (option_CASE z e f = f (THE z))) A
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(Vz. IS_SOME z = (option_CASE z e SOME = z)) A

(Vv f. option_CASE NONE v f = v) A

Wz v f. option_CASE (SOME z) v f = f z) A

(Vf z. OPTION_MAP f (SOME z) = SOME (f z)) A

(Vf. OPTION_MAP f NONE = NONE) A (OPTION_JOIN NONE = NONE) A
V. OPTION_JOIN (SOME z) = z

To add the additional value NONE to the values in c3input, the type of C2 channel and sensor statements
is c3input option. The C2 statements that can be made in c3input option are

> SOME (CMD RL)
> SOME (CMD RR)
> SOME (CMD RB)
> NONE

In the case of C2 statements, NONE denotes no C2 statement is made, because nothing was said, the
channel is disconnected, etc.

Corresponding statements and interpretations hold for all the sensors. For example, for the GPSKB
sensor that indicates if we are within the physical confines of the Kill Box, we have,

> SOME (KBL T)

> SOME (KBL F)
> NONE

Example Payload Controller Inputs An example of an input to the Payload Controller is

[Name C2 says prop (SOME (CMD RL))]; Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (Some (KBL T)); Name TimeKB says prop (SOME (KBT T))]

Informally, what the above input conveys is that the C2 channel is relaying a RL command, there is a
munition available on the left pylon, and we are physically and temporally within the Kill Box and mission
timeframe.

6.1.2 Secure State Machine Configurations

Secure state machines are described using configurations. Configurations of SSMs in HOL have the following
form.

CFG elementTest statelnterp context inputStream outputStream, where

> elementTest is an authentication function mapped across each input element received.

> statelnterp is a function returning authorizations when applied to the state of a SSM and
its input.

> context is a function returning authorizations when applied to a SSM’s input.

> inputStream is a list of inputs, typically a list of input lists corresponding to SSM inputs
received concurrently for each clock cycle.

> state is the current state of a SSM

> outputStream is a list of outputs
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6.1.3 Secure State Machine Transitions
Rule-Based Behavior Defined Inductively

Inductive relations are a convenient means to describe rule-based behavior. For example, we define the set
of even numbers with the following rules.

1. 0 is even.
2. If n is even then n + 2 is even.

3. even is the smallest set satisfying rules (1) and (2).

Defining the even relation inductively on natural numbers in HOL produces the following theorems
automatically.

[even_rules]
F even 0 A Vn. even n = even (n + 2)

[even_induction]

F Veven' .
even’ 0 A (Vn. even’ n = even’ (n + 2)) =
Yag. even ay = even' ap

[even_cases]
F Vay. even a9 <= (ap = 0) V dn. (ap = n + 2) A even n

The above theorems capture the three informally stated rules defining even. HOL theorem even_rules
describes rules (1) and (2). The first conjunct of even_rules is rule (1). The second conjunct of even_rules
is rule (2).

HOL theorem even_induction captures rule (3) because any numbers satisfying relation even’ also
satisfy even. HOL theorem even_cases states there are two forms of even numbers.

Secure State Machine Transition Rules Defined Inductively

Secure state machine behavior is described in HOL using inductively defined labeled transition relations
am configurations. The transition labels correspond to the three kinds of control actions shown in Fig-

e wtLi
urel6.1} discard, trap, and execute. Informally, we define the labeled transition relations Config crce (inputlist )

COnﬁge, Conﬁg trap (inputList x) Conﬁgt7 and C’onﬁg discard (inputList x)
the following rules.

Let inputList x be a list of commands and sensor data.

Config, among configurations with

exec (inputList x)
%

1. If inputList x is authenticated and authorized, then Config Config,, where
Config, is the result of executing inputList x. The results of executing inputList = in
current state s for given next-state and next-output functions NS and Out are
Next state: NS s (exec (inputList z))

Next output: Out s (exec (inputList x))

utLi
2. If inputList x is authenticated but not authorized, then Config w Config,,

where Config, is the result of trapping inputList x. The results of trapping inputList x in
current state s are

Next state: NS s (trap (inputList z))

Next output: Out s (trap (inputList z))

discard (inputList x)

3. If the input inputList x is not authenticated, then Config Config,
where Config, is the result of discarding inputList x. The results of discarding inputList x
in current state s are
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Next state: NS s (discard (inputList z))
Next output: Out s (discard (inputList z))

The above rules depend on authenticating and authorizing SSM inputs. This is described in below.

Input Authentication Recall that SSM inputs each clock cycle are given by a list of expressions of the
form P says z, i.e., a statement = made by a principal P, where P is a sensor or source of instructions. Recall,
too, the example Payload Controller input given earlier:

[Name C2 says prop (SOME (CMD RL))]; Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (Some (KBL T)); Name TimeKB says prop (SOME (KBT T))]

For authentication purposes, we want to know that for any given list of input values that all input values
are authenticated to come from known sources. As the nature of inputs, statements, and principals varies
from mission to mission, and application to application, we make the authentication function elementTest
is a parameter, where elementTest applied to an input element, say Name C2 says prop (SOME (CMD RL))
returns either T or F. If the result of applying elementTest to all input elements in the list that is the current
input is T (true), then the input is authenticated. Otherwise, the input has failed to be authenticated.

The function defined in HOL for SSM mapping elementTest across all input elements and taking the and-
reduction of the resulting list of Boolean values is authenticationTest, which take as arguments the function
elementTest and a list of input elements x. It applies elementTest to all elements of x using MAP and then
applies FOLDR Ap q. p A ¢ T to the result, which is the Boolean value corresponding to the and-reduction of
the list of Booleans.

[authenticationTest_def]

F VelementTest x.
authenticationTest elementTest © <=
FOLDR (Ap q. p A q) T (MAP elementTest z)

Extracting Commands and Statements For authenticated inputs, we want to extract the com-
mands and statements from the input list. Again, recall that all authenticated input elements are of the
form P says x. What we want is to extract x from P says x. We define extractCommand to do this on input
elements that match the expected form.

[extractCommand_def]
F extractCommand (P says prop (SOME cmd)) = cmd

Given the definition of ezxtractCommand, we define the function inputList to return a list of commands
and statements from an authenticated list of input elements.

[inputList_def]
F Vzs. inputlist xs = MAP extractInput zs

Input Authorization Recall from Section that SSM configurations included parameters statelnterp
and context that returned authorizations when applied to the SSM state and input and SSM input, respec-
tively. Authorizations based on state and input handle cases such as allowing the execution of privileged
commands if the machine is in a superuser state. Authorizations based on context handle cases where people
are acting in assigned roles with specific authority.

The function CFGInterpret evaluates whether or not a list of commands and sensor data given by
inputList x are authorized or not based on stateInterp and context. If authorized, then CFGlInterpret
will determine inputList = is justified under the circumstances and should be executed. If unauthorized,
CFGInterpret will determine that nothing (NONE) is justified, and inputList  should be trapped.

CFGInterpret is defined in Section [6.2.4] using an access-control logic with Kripke semantics and its
associated C2 calculus, which we describe in more detail in Section [6.2} For now, it is sufficient to know that
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the function CFGInterpret (M, O;, Os) applied to a configuration Config gives us the means to determine if
inputList © should be executed or trapped, where (M, O;, Oy) denotes the Kripke structure M and partial
orders O;, and O; for integrity and security levels that are part of the Kripke semantics of the access-control
logic described in Section

SSM Transition Rules in HOL With the logical infrastructure of configurations, input lists, accessor
functions, and interpretation functions for configurations, the transition behavior of SSMs is described in
rule-based form as follows.

SSM behavior is defined inductively by three rules.

authenticationTest elementTest x CFGInterpret (M, O;,O;) Config
P
Conﬁg exec (inputlist x) Co’nﬁge

FEzxecute

(authenticationTest elementTest z) (CFGInterpret (M,O;,O;) Config)

C’onﬁg trap (inputList x) Conﬁgt

Trap

—(authenticationTest elementTest x)

C’onﬁg discard (inputList x) Con_ﬁgd

Discard

where,

Config = CFG elementTest stateInterp context (x :: ins) s outs
Config, = CFG elementTest stateInterp context ins
(NS s (exec (inputList z))) (Out s (exec (inputList x)) :: outs)
Config, = CFG elementTest stateInterp context ins
(NS s (trap (inputList z))) (Out s (trap (inputList x)) :: outs)

Config, = CFG elementTest statelnterp context ins
(NS s (discard (inputList x))) (Out s (discard (inputList x)) :: outs)

The actual theorems in HOL are similar to the rule-based definitions shown above, with the following
translation of notation.

exec (inputList z)

is denoted by TR (M, O;, O;) (exec (inputList z)) in HOL, where (M, O;, O;)
is due to the Kripke semantics of the access-control logic used to define CFGInterpret.

trap (inputList x)
—>

is denoted by TR (M, O;, O;) (trap (inputlist z)) in HOL.

discard (inputlist x)

is denoted by TR (M, O;, O;) (discard (inputList z)) in HOL.

The HOL theorems rule0, rulel, and rule2 corresponding to each of the inductively defined rules for
execute, trap, and discard is described below.

The execute rule for SSMs is given by ruleO. Note that the conditions above the horizontal line in a
rule are conjoined together. Note, too, that the horizontal line in a rule separating the assumptions from
the conclusion corresponds to an implication = in HOL.

[ruleO]

F VelementTest NS M Oi Os Out s context statelnterp x ins outs.
authenticationTest elementTest © A
CFGInterpret (M, Oi,Os)
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State Machine Monitor
Enforces security constraints Specific values for elementTest, statelnterp, and context
used in SSM configuration. NS, and Out specialize the State Machine Monitor to a
specific mission and machine.

—(authenticationTest elementTest x)

Discard . discard (inputlList x) N
Config ———————> Config,
Trap (authenticationTest elementTest x) (CFGInterpret (M,0;, O;) Config)
Conﬁg trap (inputList x) C()’!Lﬁg,/
A

Control Actions
discard, trap,
execute

D g
Configuration

CONOPS as State Machine
User’s expectations of behavior specified using Execute rule with specific values for
next-state function, next-output function, elementTest, stateInterp, and context
used in SSM configuration and interpreted by CFGInterpret.

Brecut (authenticationTest elementTest ) (CFGInterpret (M,O;, O,) Config)
wecute

exec (inputList x)

Config —————— Config,

Figure 6.2: Refined Secure State Machine Descriptions and Their Components

(CFG elementTest statelnterp context (z::ins) s outs) =
TR (M,0i,0Os) (exec (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputList z)))
(Out s (exec (inputList z))::outs))

The trap rule for SSMs is given by rulel.

[rulel]

F VelementTest NS M Oi Os Out s context statelnterp = ins outs.
authenticationTest elementTest x A
CFGInterpret (M, 0Oi,Os)
(CFG elementTest statelnterp context (z::ins) s outs) =
TR (M,0i,0Os) (trap (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp contexrt ins
(NS s (trap (inputList z)))
(Out s (trap (inputList z))::outs))

The discard rule for SSMs is given by rule2.

[rule2]

F VelementTest NS M Oi Os Out s context statelnterp x ins outs.
—authenticationTest elementTest © =
TR (M,0i,0s) (discard (inputList z))
(CFG elementTest stateInterp context (z::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputList z)))
(Out s (discard (inputList z))::outs))

Figure refines the SSM block diagram in Figure The transition relation

exec (inputList z)

49

in the

Execute rule describes the user’s expectations of machine behavior, and is part of the CONOPS as state

machine. The discard and trap rules enforce constraints and are part of the state machine monitor.
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b VelementTest context statelnterp zx_ins_ s _outs.

VM Oi Os. y o P
| CFGInterpret (1”, Ol, OS) $condnlon for Com IEte Medlatlon t.o HOId .
(CFG elementTest statelnterp context (x::ins) si .- |f propCommandList x is justified under the interpretation |
outs) = - given by CFGInterpret, then complete mediation is true |
. (M, 0i,Os) satList propCommandList z) = ) /
VNS Out M Oi Os. N /
’ TR (M, 0i,0Os) (exec (inputList z)) 3 //
(CFG elementTest statelnterp context (x::ins) s outs) /

(CFG elementTest statelnterp context ins P ]
(NS s (exec (inputList z))) Complete Mediation Property
(Out s (exec (inputList z))::oufs)) <= =" +inputList x is executed if and only if x is authenticated, |

authenticationTest elementTest © A I CFGinterpret is used for authorizations, and i
CFGInterpret (M, Oi,Os) | propCommandList x is authorized

(CFG elementTest stateInterp context (z::ins) s outs) A |
. (M,0i,Os) satList propCommandList /

Figure 6.3: Execute Command Rule with Complete Mediation for Secure State Machines

= VelementTest context statelnterp x ins s outs.

(VM Oi Os. o
CFGInterpret (M,0i,0s) ; 3 _Condition for Trapping to Hold
(CFG elementTest statelnterp context (T::ins) § L. If NONE is justified under the |n§erp(e§at|qn given by
outs) = e T ! CFGlnterpret, then trapping is justified

(M, 0i,Os) sat prop NONE) :>‘
{VYNS Out M Oi Os.
. TR (M,0i,0s) (trap (inputList z))
(CFG elementTest statelnterp con

(z::ins) s outs)

(CFG elementTest statelnterp context ins | - ¥
(NS s (trap (inputList z))) Trapping Property
(Out s (trap (inputList z))::oufs)) <= -a———+—""7inputList x is trapped if and only if x is authenticated,
authenticationTest elementTest = A | CFGinterpret is used for authorizations, and
CFGInterpret (M, Oi,Os) ; NONE is justified

(CFG elementTest statelnterp context (x::ins) s outs) A
(M, 0i,0Os) sat prop NONE

Figure 6.4: Trap Command Rule with Complete Mediation for Secure State Machines

6.1.4 Secure State Machine Complete Mediation Theorems

The important properties of secure state machine transition relations are shown in Figures and
[6:5] Figure [6.3] shows the conditions under which complete mediation of instruction execution holds. If
(M, 0;,0;) satList propCommandList x is derivable from

CFGInterpret (M, O;, Oy) (CFG elementTest stateInterp context (z :: ins) s outs),

where

[propCommandList_def]
F Vz. propCommandList z = MAP extractPropCommand z

[extractPropCommand_def]
F extractPropCommand (P says prop (SOME cmd)) = prop (SOME cmd)

then for any and all next-state and next-output functions NS and Out, Kripke structures M, and integrity
and security partial orderings O; and Oy, inputList z is executed if and only if inputList x is authenticated
and authorized.

Figure shows the conditions under which complete mediation of instruction trapping holds. If
(M, 0;,Oy) sat prop NONE is derivable from

CFGInterpret (M, O;, O;) (CFG elementTest stateInterp context (x :: ins) s outs),

then for any and all next-state and next-output functions NS and Out, Kripke structures M, and integrity
and security partial orderings O; and Oy, inputList x is trapped if and only if inputList z is authenticated
and NONE is authorized.

Figure [6.5 shows that instructions are discarded if and only if they fail to be authenticated. Notice
discards depend only on failed authentication and do not involve authorization at all.
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[TR_discard_cmd_rule]
}— TR (M, 0i,0s) (discard (inputlist z)) |
i (CFG elementTest statelnterp contexrt (x::ins) s outs)§
(CFG elementTest statelnterp context ins
(NS s (discard (inputlist z)))
(Out s (discard (inputList z))::outs)) <=
—authenticationTest elementTest x

Discarding Inputs
' Discarding inputList x occurs if and only if x fails
? to be authenticated

-

Figure 6.5: Discard Command Rule for Secure State Machines

CONOPS Statement Formula

If @1 is true then ¢ is true (typical of policy statements) w1 D p2

Key associated with Alice K, = Alice

Bob has jurisdiction (controls or is believed) over statement ¢ | Bob controls ¢

Alice and Bob together say ¢ (Alice & Bob) says ¢
Alice quotes Bob as saying ¢ (Alice | Bob) says ¢
Bob is Alice’s delegate on statement ¢ Bob reps Alice on ¢
Carol is authorized in Role on statement ¢ Carol reps Role on ¢
Carol acting in Role makes statement ¢ (Carol | Role) says ¢

Table 6.1: CONOPS Statements and Their Representation in the Access-Control Logic

Theorem TR_discard_cmd_rule is proof that Secure State Machines satisfy Refined Safety
Constraint SC2.82 and its associated LTL formula SSR1.82 in Table (.5

6.2 C2 Calculus Overview

We have defined everything except CFGInterpret and the reasons for using Kripke structures M along with
partial orders O; and O,. To understand the definition of CFGInterpret, we need to summarize the syntax,
semantics, and inference rules of an access-control logic whose inference rules constitute a C2 (command and
control) calculus.

The access-control logic is a propositional modal logic with Kripke semantics whose purpose is to describe
and reason about authentication, authority, statements, delegations, policies, and trust assumptions [9] [13].
The access-control logic is our means to specify and verify security properties integrated with SSM transitions.
This is done by CFGInterpret, which maps every SSM configuration into access-control logic formulas. By
so doing, we are able to determine if a SSM input should be discarded, trapped, or executed.

6.2.1 Access-Control Logic Syntax

Recall that the access-control logic has principals as subjects and objects, and statements made by principals
in the form of logical formulas. The syntax of principal expressions Princ is as follows.

Princ = PName / Princ & Princ / Princ | Princ

(L‘”

“ & 7 is pronounced “with”; is pronounced “quoting”. The type of principal expressions is composed
of principal names, e.g., Alice, cryptographic keys, and userid with passwords. Compound expressions are
created with & and | .

The syntax of logical formulas in the logic is defined as follows.

Form := PropVar /- Form /
(Form V Form) / (Form A Form) /
(Form D Form) / (Form = Form) /
(Princ = Princ) / (Princ says Form) /
(

Princ controls Form) / Princ reps Princ on Form
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Emlp]l = I(p)
Emlmel = W —Emle]
Emlpr Ap2] = Emlpr]l NEmlp2l
Emler V] = Emlpi]l UEmlpe]
Emlpr Dp2] = (W —=Emler]) UEmlp2]

Emlpr = 2] = Emlpr D w2l NEMp2 D 1]

_w, it J(@) CJ(P)
EmlP = Q1 = {@, otherwise

EmIPsays o] = {w]|J(P)(w) C Emel}
Em[P controls o] = Em[(P says ¢) D 4]
EnilPreps Qon gl = Eml(P|Q says ¢) > Q says ]

Figure 6.6: Kripke Semantics of Access-Control Logic Formulas

Table is a translation of sample CONOPS statements into formulas in the access-control logic.

6.2.2 Access-Control Logic Semantics

The semantics of the access-control logic uses Kripke structures. A Kripke structure M is a three-tuple
(W, 1,J), where:

e W is a nonempty set, whose elements are called worlds.

e [ : PropVar — P(W) is an interpretation function that maps each propositional variable p to a set
of worlds.

e J: PName — P(W x W) is a function that maps each principal name A into a relation on worlds
(i.e., a subset of W x W).

The semantics of principal expressions Princ involves J and its extension J. We define the extended
function J : Princ — P(W x W) inductively on the structure of principal expressions, where A € PName.
J(A) = J(A)
JP&Q) = JP)UJIQ)
J(P1Q) = J(P)oJ(Q).

Note: Ry o Ry = {(,2) | Jy.(z,y) € Ry and (y, z) € Ra}.
Each Kripke structure M = (W, I, J) gives rise to a semantic function

Em[-] : Form — P(W),

where Eaq[¢] is the set of worlds in which ¢ is considered true.
Emle] is defined inductively on the structure of ¢, as shown in Figure Note, in the definition of
EMm[P says ¢], that J(P)(w) is simply the image of world w under the relation J(P).

6.2.3 The C2 Calculus—Access-Control Logic Inference Rules

An inference rule in the C2 calculus has the form
H, - H
C,

where Hj --- Hy is a (possibly empty) set of hypotheses expressed as access-control logic formulas, and C
is the conclusion, also expressed as an access-control logic formula. Whenever all of the hypotheses in an



def
P controls ¢ =

»  9D¢
@

Modus Ponens

P=Q Psaysyp

(Psays ) Do

Says

VERSION 1.2

PrepsQongadéfP|QsaystpDQsaysgp

© Controls P controls ¢ P says ¢
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Figure 6.7: Inference rules for the access-control logic

Access-Control Logic Formula | HOL Syntax
(jump) prop jump
—~(jump) notf (prop jump)

(run) A (jump)

prop run andf prop jump

(run) V (stop)

prop run orf prop stop

(run) O (jump)

prop run impf prop jump

(walk) = (stop)

prop walk eqf prop stop

Alice says (jump)

Name Alice says prop jump

Alice & Bob says (stop)

Name Alice meet Name Bob says prop stop

Bob | Carol says (run)

Name Bob quoting Name Carol says prop run

Bob controls (walk)

Name Bob controls prop walk

Bob reps Alice on (jump)

reps (Name Bob) (Name Alice) (prop jump)

Carol = Bob

Name Carol speaks_for Name Bob

53

Table 6.2: CONOPS Formulas and Their Representation in HOL

inference rule are present in a proof, then the rule states it is permissible to include the conclusion in the
proof, too.

The meaning of sound depends on the the definition of satisfies in the access-control logic. A Kripke
structure M satisfies a formula ¢ when Exq[p] = W, i.e., ¢ is true in all worlds W of M. We denote M
satisfies ¢ by M E ¢.

A C2 calculus inference rule is sound if, for all Kripke structures M, whenever M satisfies all the
hypotheses Hj - - - Hy, then M also satisfies C, i.e., if for all M: M |= H; for 1 < i < k, then it must be the
case that M = C.

All the inference rules presented here and in [I3] are proved to be logically sound. Figure are the core
inference rules of the access-control logic.

6.2.4 The Access-Control Logic and C2 Calculus in HOL
Syntax and Semantics

The syntax of access-control logic formulas and principals are defined as the HOL types Form and Princ in

aclFoundation Theory in Appendix The semantic function Epq[—] defined in Figure is defined in

HOL as the function Efn. Its definition, Efn_def, is part of aclsemantics Theory, which is in Appendix
Table shows examples of access-control logic formulas and their representation in HOL.
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Inference Rules

Recall in Section [6.2.3| that M = ¢ denoted Eaq[@] = W, i.e., ¢ is true for all worlds in M. Inference rules
are sound if M satisfies all the hypotheses H; - - - Hy, and satisfies the conclusion C' as well.

In our HOL implementation, we say Kripke structure M with partial orders O; and Oy on integrity and
security labels, respectively, satisfies an access-control logic formula f whenever the HOL semantic function
Efn, applied to M, O;, O, and f equals the universe of worlds in M. The definition of sat in HOL is as
follows.

[sat_def]
FYM Oi Os f. (M,0i,0s) sat f <= (Efn Oi Os M f = U(:’world))

(M, O;,0y) satisfies a formula f if and only if the set of worlds in which f is true is the universe, i.e., the
set containing all worlds.
An inference rule in the C2 calculus of the form

Hy-- Hy
C

has a corresponding theorem in HOL
FVYM O; Os.(M,0;,0;) sat Hy = --- = (M, 0;,0;) sat Hy, = (M, 0;,0y) sat C,

where = corresponds to logical implication in HOL.

Definition of CFGInterpret in HOL

Given the details of the access-control logic as implemented in HOL, we define the Secure State Machine
(SSM) configuration interpretation function, CFGInterpret, as follows.

[CFGInterpret_def]
F CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) state
outStream) <=
(M, 0Oi,0Os) satlList context © N (M,0Oi,Os) satList z A
(M, Oi,0Os) satlList statelnterp state x

CFGInterpret is defined using satList, whose definition and key properties are below.

[satList_def]

FYM Oi Os formList.
(M, 0i,0s) satList formlList <—
FOLDR (Az y. = A ) T (MAP (\f. (M, 0Oi,0Os) sat f) formlList)

[satList_conj]
VYL b M Oi Os.
(M,0i,0s) satList Iy A (M,0i,0Os) satlList b <=
(M,0i,0s) satList (l; ++ )
[satList_CONS]
FYh t M Oi Os.
(M,0t,0s) satList (h::t) <
(M,0:,0s) sat h N (M,0Ot,0Os) satList t
[satList_nil]
F (M,0Oi,Os) satlList []

Essentially, CFGInterpret is the conjunction of all the access-control logic formulas that are part of (1) the
security context, (2) the input z, and (3) the state interpretation statelnterp.
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UAV Payload Controller Monitor
Specific authorization function inputOK, specific authorizations given by cmdAuthorizeContext and sensorContext

—(authenticationTest inpu ,
Discard { 2

CFG inputOK z
{ P ¢ discarditrap

Left empty
Right loaded

Iy (2uthenticationTest inputOKk «) (CFGInterpret (M.0;.0,) (CFG inputOK c
p

(CFG inputOK cndAuthorizeCon (@i
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(CFG inputOK cmdAuthorizeContext semsorContext (i States in red have potential for leading to accidents

Figure 6.8: UAV Payload Controller CONOPS with Controls

6.3 UAYV Payload Controller Definitions and Properties

The CONOPS for the UAV Payload Controller merges two views of the controller, as shown in Figure[6.8] The
view developed by STPA-Sec is that of a Payload Controller regulated by a Payload Controller Monitor. All
commands and sensor inputs are monitored and (1) discarded if unauthenticated, (2) trapped if authenticated
but unauthorized, or (3) executed if authenticated and authorized.

The specific behavior of the Payload Controller is shown by the finite-state machine. It mirrors the
physical state of the UAV where each Payload Controller state corresponds to the physical configuration of
the UAV in terms of its pylons being loaded or empty. The controller’s next-state and next-output functions
reflect the physical requirements and consequences of executing the various payload release commands.

The outputs of this phase of the UAV Payload Controller design and verification process are (1) defining
the Payload Controller’s behavior by specializing SSM parameters for authentication, authorization, next-
state, and next-output, and (2) verifying that the Payload Controller satisfies the required safety constraints
produced by STPA-Sec, as exemplified by Table [5.5

We define following functions, which collectively define the controller.

inputOK: the input authentication function

cmdAuthorizationContext: a function that returns authorizations appropriate for the con-
troller’s current state and inputs

sensorContext: a function that returns authorizations appropriate for current controller inputs
in all states

uavMOns: the next-state function of the Payload Controller

uavMOout: the next-output function of the Payload Controller

The HOL theory uavTypes Theory in Appendix [B-4] defines the Payload Controller types.

c3input = CMD ctrlAct | MA muniAvail | KBL bool | KBT bool
ctrlAct = RL | RR | RB

muniAvail =N | L | R | B

state = 0ff | L1Re | LeRl | L1R1 | LeRe

The Payload Controller inputs of type c3input are mediated by the Payload Control Monitor, and both
are incorporated into a secure state machine. SSMs are defined by ssm1 Theory in Appendix The
datatypes of ssm1 Theory are as follows.

configuration =
CFG ((’command option, ’principal, ’d, ’e) Form -> bool)
(’state ->

(’command option, ’principal, ’d, ’e) Form list ->
(’command option, ’principal, ’d, ’e) Form list)
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((’command option, ’principal, ’d, ’e) Form list ->
(’command option, ’principal, ’d, ’e) Form list)
((’command option, ’principal, ’d, ’e) Form list list)
’state (’output list)

trType = discard ’cmdlist | trap ’cmdlist | exec ’cmdlist

trType models the use of control actions discard, trap, and exec on lists of c3input types. We use lists to
model commands and sensor inputs received within a single clock cycle.

The configuration type defines SSM configurations. At this abstraction level, all parameters are defined
in the access-control logic, where the underlying type variable ’ command is instantiated to be c3input. The
underlying type of propositions in the access-control logic formulas is c3input option. Recall that option
types add an additional element NONE, which we use in cases where nothing is present, returned, or useful.

The principals used by the Payload Controller are defined in principal Theory in Appendix B3|

authority = ca num

principal =

Staff staff
Authority authority
Role role

KeyS (staff pKey)
KeyA (authority pKey)
C2

MunitionAvail

GPSKB

|
|
|
|
|
|
|
| TimeKB

role = Commander | Operator
staff = Alice | Bob | Carol

The first three parameters of SSM configurations are the functions input0OK, cmdAuthorizationContext,
and sensorContext. The next three parameters are state, inputs, and outputs, i.e., the machine state, input
stream, and output stream. The input stream to the controller is of type c3input list list, i.e., a list of c3input
lists.

The definition of these three functions must satisfy the safety constraints derived by STPA-Sec as exem-
plified by Table [5.5] which are summarized as follows.

SC2.82 and SSR1.82: The discard command must be provided when Authenticated is False
SC2.83 and SSR1.83: If outside Kill Box then the control action is trap

SC2.124 and SSR1.124: If inside Kill Box, within mission time, Munition Available = L,
Authenticated, and Input = RL, then execute RL

6.3.1 Authentication

The authentication function input0K implements the requirement that all inputs, i.e., commands and sensor
inputs, must come from their expected sources or else they are rejected. Figure shows the ML source
code that defines inputOK. The resulting full definition in HOL is quite lengthy and shown in its entirety as
part of uavSSMO Theory in Appendix As shown by the ML source code in Figure [6.9] and in uavSSM0
Theory, the only inputs that are authenticated are (1) commands from C2, (2) munition availability from
MunitionAvail, (3) inside the Kill Box or not from GPSKB, and (4) within mission time limits or not from
TimeKB. Every other possible input fails input0OK.
Figure illustrates rejection of the command prop (SOME (CMD RL)) coming from MunitionAvail.
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val inputOK_def =

{(inputOK

(((Name C2) says (prop (SOME (CMD (cmd:ctrlAct)))))
:(c3input option,principal ,’d,’e)Form) = T) /\

(inputOK :
. . ) : : C2 authenticated on commands
Na M t Avail) says SOME (MA a: Avail . A ’ U
-(((E:3ilrllneut 1(1)111ti100£1 Vrdilnzi q;fq ’fipf(e)F))Férm) 7(T) ﬁl\nd A vat )))t).)»" 77777777 -+ MunitionAvail authenticated on availability
(.' tOII; p P pat, d, - GPSKB authenticated on location,
mpu TimeKB authenticated on time

(((Name GPSKB) says (prop (SOME (KBL (locOK:bool)))))
:(c3input option ,principal ,’d,’e)Form) = T) /\
(inputOK
(((Name TimeKB) says (prop (SOME (KBT (timeOK:bool)))))
‘(i:n(p(ftl(;lﬁm O"kEl)‘{“ .principal . ’d, MFT“?,i@ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, A ; All other cases fail authentication \
_ = B i

Figure 6.9: ML Source Code for inputOK Definition

6.3.2 Sensors are Trusted

Sensors are believed on the values they are designed to have in all controller states. The ML source code
definition for the MunitionAvail sensor context, maSensorContext is shown in Figure [6.11] Note that it is
believed on MA load values only, i.e., if the input is ((Name MunitionAvail) says prop(SOME(MA load)))
then the value returned is the authorization ((Name MunitionAvail) controls prop(SOME(MA load))).
Every other case is ignored or returns the trivial assumption TT.

The definitions for the other two sensors GPSKB and TimeKB are similar. All the definitions are found
in uavSSMO Theory in Appendix[B.6] The definition of sensorContext is the list of authorizations for each
of the three sensors.

[sensorContext_def]

FVz.
sensorContext = =
[maSensorContext z; gpskbSensorContext z;
tkbSensorContext xz]

6.3.3 Command Authorization

Authorizations for payload release commands depend on what command is ordered, the sensor values concur-
rent with the command, and the state of the Payload Controller. The function cmdAuthorizationContext
shown in Figure defined in uwavSSMO Theory in Appendix [B.6] returns authorizations based on state
and inputs. The definition of cmdAuthorizationContext is a series of if-then-else statements.

The logic behind the authorizations is as follows—and is reflected in the annotations in Figure [6.12

1. If any sensor input is missing—regardless of state—then no action (NONE) is authorized.

2. If there is no command requested—regardless of state—then the sensor inputs values are returned as
results.

3. If the current state is either 0ff or LeRe (both pylons are empty) then no action is authorized.

4. If both pylons are loaded (as confirmed by MunitionAvail) and the UAV is within the Kill Box bound-
aries in space and time, then RB, RL, or RR are authorized. Otherwise, no action is authorized.

5. If the left pylon is loaded and the right is empty (as confirmed by MunitionAvail) and the UAV is
within the Kill Box boundaries in space and time, then RL is authorized. Otherwise, no action is
authorized.

6. If the right pylon is loaded and the left is empty (as confirmed by MunitionAvail) and the UAV is
within the Kill Box boundaries in space and time, then RR is authorized. Otherwise, no action is
authorized.
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[discard_MASensor_CMD_inject_thm]

F VNS Out M Oi Os.
TR(;M’OZ’ OS__) ------------------------- : Input is discarded as it fails authentication by inputOK
iscard «- :
(inputList
fName MunitionAvail says prop (SOME (CMD RL) )ij------" RL command injected in MA sensor
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe

outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1lRe
(discard: e Next state and next output based on

(inputList .-+ discard control action
[Name MunitionAvail says .-~

prop (SOME (CMD RL)) ;.-

(inputList
[Name MunitionAvail says
prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]))::
outs))

Figure 6.10: Injected Command on MunitionAvail Sensor Discarded

cmdAuthorizationContext depends on functions to gather commands and sensor values from the input
xz made by principals C2, MunitionAvail, GPSKB, and TimeKB. These functions, which work on inputs
already authenticated by inputOK, start at the head of the list of authenticated statements. They return
the first value found made by their associated principal and proceed no further. They return the statement
made by their principal that is closest to the head of the input list, which can be thought of as the most
recent statement made by their principal within the time period of the input list. If no relevant statement
is found, then NONE is returned.

The ML source code function defining getC2Statement is shown in Figure [6.13] and is defined as part
of uavSSMO Theory in Appendix [B:6] Its three conjuncts define getC2Statement in terms of the input list
being empty, having a relevant input statement at the head of the list, or not.

The accessor functions getMAStatement, getKBLStatement, and getKBTStatement have definitions sim-
ilar to getC2Statement. Their definitions are found in wavSSMO Theory in Appendix

The authorizations for payload release are the authorization terms for each relevant Payload Controller
state where munitions are available.

LIRI: C2_L1R1_RB_Auth, C2_L1R1_RL_Auth, C2_L1R1_RR_Auth
LIRe: C2_L1Re_RL_Auth
LeRL: C2_LeR1_RR_Auth
As an illustration of how each of the commands is authorized within the context of a particular state, the

definition of C2_L1Re_RL_Auth_def is shown below. Authorization is granted if the MunitionAvail sensor
reports that there is a payload on the left pylon and that the UAV is within the Kill Box in time and space.
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val maSensorContext_def =
Qefitle
‘1( maSCnsiorContcxt . ([ ( f:‘dir}put (?ption ? principa771777L;(717?'7"7S7)7Eglrr‘lgr_l»iﬂgﬂt;l«g% ''''''''' i Input is empty then return trivial assumption TT 1
(TT:(c3input option, principal ,’d,’e)Form)) 7Y i ¢ :
/(maSensorContext A :
((((Name MunitionAvail) says prop(SOME(MA load))) __.--! Inputis what's expected from sensor, so it is trusted }
:(c3input option, principal ,’d,’e)Form):: xs)-—"" i

|

i

1

Lo .

i P |
} (((Name MunitionAvail) controls prop(SOME(MA load))) } :
{_:(c3input option,principal,’d, ’e)Form)) /\ B \J‘ All other cases are ignored and discarded |

(maSensorContext (-::xs) = maSensorContext xs)‘ «~

Figure 6.11: ML Source Code for maSensorContext

The other authorizations are defined similarly to C2_L1Re_RL_Auth. The authorizations are define as part
of uavSSM0 Theory in Appendix [B.6]

[C2_L1Re_RL_Auth_def]

F C2_L1Re_RL_Auth =
prop (SOME (MA L)) impf prop (SOME (KBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RL))

6.3.4 Security Properties of Control Actions Separate from Next-State and
Next-Output Behavior

Assuring Safety and Security Constraint for exec RL is Satisfied

Based on the definitions of inputOK, cmdAuthorizeContext, and sensorContext, we can prove theorems
stating the actions corresponding to payload release , e.g., exec RL, occur if and only if the input is authen-
ticated and the action is authorized. The theorem we show here as an example, addresses safety constraint
SC2.124 and its associated LTL formula SSR1.124 in Table .5

SC2.124: If inside Kill Box, within mission time, Munition Available = L, Authenticated, and
Input = RL, then execute RL

SSR1.124: O(((TimeK B = True)AN(GPSK B = True)AN(MunitionAvail = L)A(Authenticated =
True) A (Input = RL)) D (control Action = exec(RL)))

Theorem C2_L1Re_exec_RL_thm shown in Figure [6.14] is proved as part of uavSSMO Theory in Ap-
pendix Figure annotates the theorem. The theorem states that the control action exec [SOME
(CMD RL); SOME (MA L); SOME (KBL T); SOME (KBT T)] is taken if and only if the corresponding inputs
are authenticated and authorized. The sensor values indicate that the UAV munitions state is consistent
with that of the Payload Controller, and that the UAV is within the Kill Box in space and time.

Looking closely at C2_L1Re_exec_RL_thm shown in Figure [6.14] reveals that the theorem is true for all
next-state and next-output functions. What the theorem proves is that the Payload Control Monitor
portion of the Payload Controller SSM satisfies safety and security properties in terms of
generating control actions. Generating control actions is determined by configuration authentication
and authorization function specified by inputOK, cmdAuthorizeContext, and sensorContext.

The proof of the theorem is straightforward. Recall the TR_exec_cmd_rule in ssmi Theory in Ap-
pendix and annotated in Figure If TR_exec_cmd_rule is specialized to use inputOK,
cmdAuthorizeContext, and sensorContext for authentication and authorization, then C2_L1Re_exec_RL_-
thm is the term that is the conclusion of an implication, where the hypothesis of the implication amounts
to showing that executing the input values is justified under the access-control logic interpretation of the
Payload Controller’s configuration as given by CFGInterpret.

Theorem C2_L1Re_exec_RL_lemma states that if the configuration is in state L1Re, the input is [Name C2
says prop (SOME (CMD RL)); Name MunitionAvail says prop (SOME (MA L)); Name GPSKB says prop
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[cmdAuthorizeContext_def]

Vs z.

cmdAuthorizeContext s z =
;If \}
| (getMAStatement z = NONE) V (getKBLStatement z = NONE) V |

(getKBTStatement « = NONE) _In any state, if any sensor input is missing

%then I S B ' then no action is authorized

___[prop NONE] -
else if getC2Statement z = NONE then propCommandList z -

else if (s = 0ff) V (s = LeRe) then [prop NONE] = |fthe state is either off or LeRe, both pylons empty,

""'/EIS-E; if s = L1R1 then ™ then no action is authorized
i ) |

. If there is no command, pass on sensor inputs

getMAStatement z # SOME (MA B) V
SOME (KBL F)) V

If state is both pylons loaded, but MunitionAvail sensor
_ disagrees, or we are outside the Kill Box location or time, then |

} (getKBLStatement z

(getKBTStatement z = SOME (KBT F))-- ’ no action is authorized. Otherwise, commands RB, RL, and RR
| e e ; are authorized.
‘. [prop NONE] 4 Uy |

else [C2_L1R1_RB_Auth; C2_L1R1_RL_Auth; 02 _L1R1_RR_Auth]
felse if s = L1Re then
if

getMAStatement ¢ # SOME (MA L) V If state is left pylon is loaded and right is empty, but MunitionAvail
(getKBLStatement = = SOME (KEL F)) V. - disagrees, or we are outside the Kill Box location or time, then
(getKBTStatement z = SOME (KBT BV no action is authorized. Otherwise, RL is authorized.

then ‘_,..,-'/""
[prop NONE] o
else [C2_L1Re_RL_Auth]

[else if State is left pylon empty and right is loaded. If MunitionAvail

etMAStatement z # SOME (MA R) V i
& # .. disagrees, or we are outside the Kill Box location or time, then

(getKBLStatement z = SOME (KBL F)) V
(getKBTStatement z = SOME (KBT E))- v" no action is authorized. Otherwise, RR is authorized.

getC2Statement = # SOME (eMD RR) 7 |
. then e - 3

e -

[prop NONE] <&~ T |
\else [C2 LeRl BR_Authl 4 ;

Figure 6.12: Command Authorization Based on State and Input

(SOME (KBL T)); Name TimeKB says prop (SOME KBT T))], then executing [prop (SOME (CMD RL)) ;prop
(SOME (MA L)) ;prop (SOME (KBL T));prop (SOME KBT T))] is justified, where the list of propositions is
the result of applying propCommandList to the input.

[C2_L1Re_exec_RL_lemma]

FYM Oi Os.
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs) =
(M,0i,0Os) satlList
propCommandList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]

This theorem, combined with TR_exec_cmd_rule, gives rise to the C2_L1Re_exec_RL_thm in Figure
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val getC2Statement_def =

Define

‘(getC2Statement ‘ .
([]: (c3input option, principal,’d,’e)Form list) = (NONE:c3input option))a-/y—| Returns NONE if statement list is empty |

((gctCQStatcmcnt ) ‘ ‘

| (((Name C2) says (prop (SOME(CMD cmd)))::xs)) = (SOME (CMD cmd)) )/ | Returns C2 statement at head of the list of statements |

(getC2Statement (-::xs) = getC2Statement xs) g o 1
' Ignores non-C2 statements |

getC2Statement returns C2 statement closest to the head of the list

Figure 6.13: getC2Statement Definition in ML

Theorem C2_L1Re_exec_RL_thm proves that Safety Constraint SC2.124 and its associated LTL
formula SSR1.124 are satisfied by a Secure State Machine equipped with input0OK,
cmdAuthorizeContext, and sensorContext.

Assuring Safety and Security Constraint for trap RL is Satisfied

Theorem C2_L1Re_trap_RL_KBL_F_justified_thm, annotated in Figure and proved in uavSSMO The-
ory in Appendix[B.5] addresses safety constraint SC1.83 and its associated LTL formula SSR1.83 in Table[5.5]

SC2.83: If outside Kill Box then the control action is trap RL
SSR1.83: LO((GPSKB = False) D (control Action = trap))

Looking at theorem C2_L1Re_trap_RL_KBL_F_justified_thm, annotated in Figure[6.15] the input [Name C2
says prop (SOME (CMD RL)); Name MunitionAvail says prop (SOME (MA L)); Name GPSKB says prop
(SOME (KBL F)); Name TimeKB says prop (SOME (KBT T))] shows the GPSKB sensor indicating that
the UAV is outside the Kill Box. The theorem also show that the input is trapped if and only if it is
authenticated an no action is authorized.

Similar to theorem C2_L1Re_exec_RL_thm, C2_L1Re_trap_RL_KBL_F_justified_thm is true for all next-
state and next-output functions. As before, it shows that the Payload Control Monitor portion of the Payload
Controller SSM satisfies safety and security properties in terms of generating control actions, based on the
authentication and authorization functions inputOK, cmdAuthorizeContext, and sensorContext.

The proof of theorem C2_L1Re_trap_RL_KBL_F_justified_thm uses TR_trap_cmd_rule, which is proved
in ssm1 Theory in Appendix and shown with annotations in Figure If TR_trap_cmd_rule is spe-
cialized to use inputOK, cmdAuthorizeContext, and sensorContext for authentication and authorization,
then C2_L1Re_trap_RL_KBL_F_justified_thm is the term that is the conclusion of an implication, where
the hypothesis of the implication amounts to showing that trapping the input values is justified under the
access-control logic interpretation of the Payload Controller’s configuration as given by CFGInterpret.

Theorem C2_L1Re_trap_RL_KBL_F_lemma states that if the configuration is in state L1Re and the in-
put is [Name C2 says prop (SOME (CMD RL)); Name MunitionAvail says prop (SOME (MA L)); Name
GPSKB says prop (SOME (KBL F)); Name TimeKB says prop (SOME KBT T))], i.e., the UAV is outside
the Kill Box, then no action is authorized.

[C2_L1Re_trap_RL_KBL_F_lemma]
FVYM Oi Os.
CFGInterpret (M ,0Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs) =
(M, 0Oi,Os) sat prop NONE
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[C2_L1Re_exec_RL_thm]
F VNS Out M Oi Os.
TR (M, Oi, Os) X
(exec . RL command is executed
[SOME (CMD RL); SOME (MA L); SOME (KBL T) 4~ inside Kill Box location and time
SOME (KBT T)1)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe

outs)
(CFG"}ngutOK cmdAuthorizeContext sensorContext ins
(NS 'L1Re : 1
eﬁ e Next-state and next-output behavior are parameters |

[SOME (CMD RL); SOME (MA L); SOME (KBL T);
| SOME (KBT T)1))
(0ut L1Re
R — (exec
[SOME (CMD RL); SOME (MA L); SOME (KBL T);
SOME (KBT T)])::outs)) j
s authenticationTest inputOK

Name MunitionAvail says prop (SOME (MA L)
‘ Name GPSKB says prop (SOME (KBL T)); §
___Name TimeKB says prop (SOME (KBT T))] A /,s
/CFGInterpret (M, Oz, Os)
. (CFG inputOK cmdAuthorizeContext sensorContext -
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));

Name TimeKB says prop (SOME (KBT T))L*ms) LlRe
outs) A

(M,0i,0Os) satList
[prop (SOME (CMD RL)); prop (SOME (MA L));
prop (SOME (KBL T)); prop (SOME (KBT T))]

Input is authenticated by inputOK

,,,,,,, ... RLis authorized as constrained
by cmdAuthorizeContext and
sensorContext

Figure 6.14: Execution of R Command is Completely Mediated

This theorem, combined with TR_trap_cmd_rule, gives rise to the C2_L1Re_trap_RL_KBL_F_justified_-
thm in Figure |6.15

Theorem C2_L1Re_trap_RL_KBL_F_justified_thm proves that Safety Constraint SC2.83 and its
associated LTL formula SSR1.83 are satisfied by a Secure State Machine equipped with
input0K, cmdAuthorizeContext, and sensorContext.
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[C2_L1Re_trap_RL_KBL_F_justified_thm]
F VNS Out M Oi Os.
R (M, Or, Os)
| (trap -
: [SOME (CMD RL); SOME (MA L); SOME (KBL F) i
i SOME (KBT T)]) J
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)

RL command is trapped; outside Kill Box location

""""" - Next-state and next-output behavior are parameters

[SOME (CMD RL); SOME (MA L); SOME (KBL F);
| SOME (XBT T)1))
((Out| L1Re
[SOME (CMD RL); SOME (MA L); SOME (KBL F);
SOME (KBT T)1)::outs)) |<= | < -
/authenticationTest inputOK ...
. [Name C2 says prop (SOME (CMD RLYY :
| Name MunitionAvail says prop (SOME (MA L))h
. Name GPSKB says prop (SOME (KBL F));
‘.___Name TimeKB says prop (SOME (KBT T))1 A ‘
/CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext -
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F)); o

- Input is authenticated by inputOK

Nothing authorized as constrained
by cmdAuthorizeContext and
" i sensorContext

i
i
|
i
i
i
i

L Name TimeKB says._prop. (SOME_(XBT T))l *ms) LlRe/

outs) A (M,Oi,0Os) sat prop NONE

Figure 6.15: Trapping of RL Command Outside Kill Box is Completely Mediated

6.3.5 Definitions and Properties of UAV Next-State and Next-Output Func-
tions

We now turn to the formal definitions of the Payload Controller’s next-state and next-output functions,
uavMOns and uavMOout. Both of these definitions appear in Figure and are defined in uavDef Theory
in Appendix [B:5] Both functions depend on current state and control actions. Both are implemented as a
series of if-then-else statements. Both functions follow the state machine shown in Figures [5.5] and [6.8]

The next-state function uavMOns is summarized as follows.

exec control actions: the states model the physical configuration of the UAV. After releasing
a munition, the next state corresponds to the physical state of the UAV, e.g., if an RL
command is executed in the LIRI state where both pylons have munitions, then the next
state reflects emptying the left pylon, which is the state LeRl. No state change or action
occurs unless the command is given within the sensor context indicating that the proper
munition is available and the UAV is within the Kill Box time and location.

discard and trap control actions: no state change occurs in these cases.
The next-output function uavMOout is summarized as follows.

exec control actions: except for the of f state, the next output is exec [SOME (CMD action)].
For the off state, the next output is exec []. In exactly the same manner as uavMOns,
no release command is executed unless the command is given within the sensor context
indicating that the proper munition is available and the UAV is within the Kill Box time
and location.
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[uavMOns_def] [uavMOout_def]
F (uavMOns Off (exec z) = I (uavMOout Off (exec z) = exec [1) A
if getMA z = SOME (MA N) then LeRe (uavMOout L1Re (exec z) =
else if getMA z = SOME (MA L) then LlRe if
else if getMA z = SOME (MA R) then LeRl (getCMD z = SOME (CMD RL)) A (getMA z = SOME (MA L)) A
else if getMA z = SOME (MA B) then L1R1 (getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
else 0ff) A then
(uavMOns L1lRe (exec z) = exec [SOME (CMD RL)]
if else exec [NONE]) A
(getCMD z = SOME (CMD RL)) A (getMA z = SOME (MA L)) A (uavMOout LeRl (exec z) =
(getKBL z = SOME (KBL T)) A (getKBT & = SOME (KBT T)) if
then (getCMD z = SOME (CMD RR)) A (getMA z = SOME (MA R)) A
LeRe (getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
else L1Re) A then
(uavMOns LeRl (exec z) = exec [SOME (CMD RR)]
if else exec [NONE]) A
(getCMD z = SOME (CMD RR)) A (getMA z = SOME (MA R)) A (uavMOout L1R1 (exec z) =
(getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T)) if
then (getCMD z = SOME (CMD RL)) A (getMA z = SOME (MA B)) A
LeRe (getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
else LeR1) A then
(uavMOns L1R1 (exec z) = exec [SOME (CMD RL)]
if else if
(getCMD z = SOME (CMD RL)) A (getMA z = SOME (MA B)) A (getCMD z = SOME (CMD RR)) A (getMA z = SOME (MA B)) A
(getKBL z = SOME (KBL T)) A (getKBT & = SOME (KBT T)) (getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
then then
LeR1 exec [SOME (CMD RR)]
else if else if
(getCMD z = SOME (CMD RR)) A (getMA z = SOME (MA B)) A (getCMD z = SOME (CMD RB)) A (getMA z = SOME (MA B)) A
(getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T)) (getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
then then
L1Re exec [SOME (CMD RB)]
else if else exec [NONE]) A
(getCMD z = SOME (CMD RB)) A (getMA z = SOME (MA B)) A (uavMOout LeRe (exec wp) = exec [NONE]) A
(getKBL =z = SOME (KBL T)) A (getKBT z = SOME (KBT T)) (uavMOout s (trap v;) = exec [NONE]) A
then (uavMOout s (discard v2) = exec [NONE])
LeRe

else L1R1) A (uavMOns LeRe (exec 7g) = LeRe) A
(uavMOns s (trap v1) = s) A (uavMOns s (discard w2) = s)

Figure 6.16: UAV Payload Controller Next-State and Next-Output Functions

discard and trap control actions: the output is exec [NONE].

The remaining sections give specific safety theorems for each control action, i.e., discard, trap, and ezec.

discard Safety Theorems

The theorems discard_out_safe_thm and discard_safe_thm show that for all states and inputs no action
is taken and no state change occurs.

[discard_out_safe_thm]
F uavMOout s (discard z) = exec [NONE]

[discard_safe_thm]
F Vstate . uavMOns state (discard z) = state
trap Safety Theorems

The theorems trap_out_safe_thm and trap_safe_thm show that for all states and inputs no action is taken
and no state change occurs.

[trap_out_safe_thm]
F uavMOout s (trap z) = exec [NONE]

[trap_safe_thm]
F Vstate x. uavMOns state (trap z) = state



exec Safety Theorems

The [exec_hca_out_thm] theorem is a case analysis for necessary conditions for execution of RL, RR, of RB
payload release commands. In all cases, the state of the Payload Controller must match the MunitionAvail
sensor input, and the time and location sensors must indicate the UAV is inside the Kill Box in both time

and space.

[exec_hca_out_thm]

F VYhea s z.
(uavMOout s (exec x)
(hca = RL) A

((s = L1Re) A (getCMD z
(getMA z = SOME (MA L)) A (getKBL =z
SOME (KBT T)) V

(getKBT z
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exec [SOME (CMD hca)]) <+—

SOME (CMD RL)) A
SOME (KBL T)) A

(s = L1R1) A (getCMD z = SOME (CMD RL)) A

(getMA z = SOME (MA B)) A (getKBL z

SOME (KBL T)) A

(getKBT z = SOME (KBT T))) V

(hca = RR) A

((s = LeR1) A (getCMD =z
(getMA z = SOME (MA R)) A (getKBL z
SOME (KBT T)) V

(getKBT z

SOME (CMD RR)) A
SOME (KBL T)) A

(s = L1R1) A (getCMD x = SOME (CMD RR)) A

(getMA z = SOME (MA B)) A (getKBL z
SOME (KBT T))) V

(hca = RB) A (s = LIR1) A (getCMD z
SOME (MA B)) A (getKBL z

(getKBT z

(getMA z

SOME (KBL T)) A

SOME (CMD RB)) A
SOME (KBL T)) A

(getKBT z = SOME (KBT T))

The [exec_state_change_thm] theorem is a case analysis for the necessary conditions for a state change
due to executing a payload release command. The case analysis is similar to that of exec_hca_out_thm with
the addition of the cases when the state is off and the value of the MunitionAvail sensor is not NONE.

[exec_state_change_thm]

F Vs x.

s # uavMOns s (exec 1) <=

((s = 0ff) A (getMA z = SOME (MA N)) V
(s = 0£ff) A (getMA z = SOME (MA L)) V
(s = 0ff) A (getMA z = SOME (MA R)) V
(s = 0ff) A (getMA z = SOME (MA B))) V
(s = L1Re) A (getCMD z = SOME (CMD RL)) A
(getMA z = SOME (MA L)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = LeR1l) A (getCMD z = SOME (CMD RR)) A
(getMA z = SOME (MA R)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RL)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RR)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RB)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A

(getKBT z = SOME (KBT T))
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VERSION 1.2

Formally Verified CONOPS in the form of secure state machines implementing control
structures, control actions, and constraints are described and formally verified in CSBD using
Higher Order Logic. The verified CONOPS developed using CSBD is directly linked to the
validated CONOPS developed by STPA-Sec. The Systems Security Engineering
Trustworthiness requirement is met by developing and demonstrating satisfaction of
acceptable security.




Chapter 7

Systems Security Engineering Education
Using STORM

“There’s no substitute for knowing what you’re doing.”
— A systems engineering aphorism

“[T]he single biggest impact I can make to the mission and my unit is to take care of my Airmen. This
does not mean doing the job for them, but giving them what they need to get the job done.”
— Senior Master Sgt. Claus Peris, 660th Aircraft Maintenance Squadron

Recall in Chapter [3| that Systems Security Engineering (SSE) is:

A discipline to achieve stakeholder objectives for the protection of assets, by means of
applying systems and security principles, analysis, and tools, in order to
produce outcomes that

1. prevent and control asset loss and associated consequences, and
2. substantiate security and trustworthiness claims using evidence-based reasoning.

If we rewrite the description of SSE in terms of an educational outcome, we get:

When given stakeholder objectives for the protection of assets,
students are able to apply systems and security principles, analyses, and tools,
to produce outcomes that

(1) prevent and control asset loss and associated consequences, and
(2) substantiate security and trustworthiness claims using evidence-based reasoning.

STORM, as a rigorous and formal methodology based on safety and security principles backed up with
temporal, modal, and higher-order logic, satisfies the requirements of Systems Security Engineering. A
reasonable question is, with a reasonable amount of effort and time, can students learn STORM and apply
it successfully? The answer is, “yes!”

All the elements of STORM discussed here, have been taught within the Air Force, used by undergraduate-
level research interns at the Air Force Research Laboratory’s ACE Cybersecurity Boot Camp, and taught
routinely as part of Syracuse University’s undergraduate and graduate programs in computer science, com-
puter engineering, and cybersecurity.

There is a substantial body of educational resources in support of STORM. There is ample evidence
that with these resources people other than the originators of STORM are effective instructors whose classes
achieve the same educational outcomes as ours. In the following sections, we outline some of the courses,
resources, tool support, and relevant experiences to date.

7.1 STPA-Sec Education

STPA-Sec in a modified form called Functional Mission Analysis for Cyber (FMA-C), is being applied across
the Defense Department to improve mission assurance against cyber disruptions. The Air Force has directed

67



68 VERSION 1.2

Number of
nano- Number Number of Total Time
Course Introduction Topics modules of slides questions (hh:mm:ss)
Welcome and Course Operations 2 15 10 00:30.00
Number of
nano- Number Number of Total Time

Systems Security Engineering (NIST 800-160) Topics modules of slides questions (hh:mm:ss)

Chapter 2: Fundamentals—Systems Security Engineering,
System and System Elements, System Security 4 30 16 01:00.00
Perspective, Systems Security Engineering Framework

Chapter 3: The Processes—Technical Processes: Business
or Mission Analysis, Stakeholder & Requirements Definition, 9 36

Architecture Definition, System Analysis, Implementation, e vl
Integration, and Verification

Course Totals 13 66 34 02:30.00

Number of

nano- Number Number of Total Time

Systems Theoretic Process Analysis for Security Topics modules of slides questions (hh:mm:ss)
Introduction to STPA-Sec, systems analysis, problem

framing, systems thinking, challenges associated with .

applying traditional risk to cyberspace operations and & & 1 Lo
technology

Problem Framework: Mission/Goal/Purpose, Unacceptable 16 120 48 04:00.00

Losses, Examples

Functional Framework: Hazards, Control Structure,
Hazardous Control Actions, Constraints/Control 16 120 48 04:00.00
Requirements, Examples

Enterprise Architecture: Components, Connections Flows,
Disruption Scenarios (Adversary, Accident, Nature), Initial 16 120 48 04:00.00
Control Set, Wargame, Refine, Transitioning output to CSBD

Course Totals 52 390 160 13:00.00

Systems Theoretic Process Analysis for Security

Course Totals 65 456 194 15:30.00

Table 7.1: STPA-Sec Online Asynchronous Learning Modules

that FMA be used as the baseline mission analysis methodology for all its new Mission Defense Teams.
The Air Force CIO now requires that all Service cyber professionals learn FMA as part of their continuing
professional education.

STPA-Sec has been taught at the University of Florida Research and Education Facility (REEF). The
course description is as follows.

AQ-EN 599, System-Theoretic Process Analysis for Security (Graduate/undergrad)

Course Description: A wide range of potential adversaries now seek to disrupt or otherwise
exploit the Information and Communications Technology Infrastructure. The disruptions
target data processing functions, data storage functions, control functions for critical sys-
tems, or even the network’s connectivity functions themselves. A new level of rigor is
required to augment existing security engineering practice. The new rigor will enhance
security engineering by bringing new perspectives to bear. A key to this rigor will be the
development of new security analysis techniques and methodologies that allow engineers to
develop strategies that complement existing protection-focused tactics with new and more
effective mission assurance strategies.

Dr. Young will present a new Security Analysis technique based on Systems Theory. The
new technique, System-Theoretic Process Analysis for Security (STPA-Sec), applies a system-
theoretic framework to allow engineers to better balance the requirements for desired func-
tionality with the requirement to control undesired functionality (system misbehavior).
Systems-Theoretic Process Analysis for Security (STPA-Sec) augments traditional security



VERSION 1.2 69

approaches by introducing a top-down analysis process designed to help a multidisciplinary
team consisting of security, operations, and domain experts identify and constrain the sys-
tem from entering unsecure states that lead to losses. This new framework shifts the focus of
the security analysis away from threats as the proximate cause of losses and focuses instead
on the broader system structure that allowed the system to enter an exploitable state.

Based on existing educational materials, we are planning to create online asynchronous learning modules
in the form of SCORMS (Sharable Content Object Reference Models). Modules would include narrated
slides, video screen captures of problem solving, video screen captures of tools, relevant videos of stories
and interviews, and automatically graded assessments. Delivering the modules as SCORMS enables easy
deployment by faculty using popular learning management systems (LMS) such as Blackboard and Moodle.

Table [7-1]is a detailed summary of the content, phasing, and times for an STPA-Sec course with specific
connections to Systems Security Engineering (NIST 800-160) and Certified Security by Design (CSBD).
Based on the experience to date teaching FMA-C within the Air Force, we anticipate an online STPA-Sec
course would consist of 65 modules, covering 456 slides, 194 automatically graded questions, running 15
hours and 30 minutes.

7.2 CSBD Education

CSBD in its present form—focused on delivering easily and quickly reproducible formal verifications of
system security properties—has been routinely taught at Syracuse University since 2014. These courses
were developed as part of the Cyber Engineering Semester created and taught with Air Force Research Lab
staff [26]. CSBD has two components: (1) an access-control logic component focused on reasoning about
authentication and authorization, and (2) a computer-assisted reasoning component using theorem proving
tools combined with the LaTeX document processing system to formally verify and document systems have
the property of complete mediation, i.e., instructions are executed if and only if they are authenticated and
authorized. At the undergraduate level, these components are taught as two elective courses to juniors and
seniors. At the graduate level, CSBD is taught in a single course and is a core course in Syracuse University’s
MS Cybersecurity program.
The course descriptions for CSBD are as follows.

CIS 487: Access Control, Security, and Trust: A Logical Approach (undergraduate
level)

Course Description: This course teaches you the principles of security by design that apply to
a variety of systems including network protocols, computer hardware, virtual machines, and
financial networks. We learn the details of engineering security and integrity into all levels of
a system. This approach applies from the hardware level up to and including the information
security policies that govern organizations. Topics include: (a) access-control concepts
and reasoning about access control using an access-control logic; (b) authentication and
authorization; (c) process isolation and sharing, virtual machines and memory protection,
access control using descriptors and capabilities; and (d) security and integrity policies.
Grades are based on a combination of homework and exams.

CIS 400: Certified Security by Design (undergraduate level)

Course Description: This is a hands-on laboratory applying the principles of access control,
security, and trust, in combination with computer-assisted reasoning tools (the Higher Order
Logic theorem prover and functional programming), to specify, design, and verify secure
systems. Security in this context means every executed command is both authenticated and
authorized. The emphasis of the course is on doing. You will learn to: (a) design, analyze,
and verify secure computer systems using cryptographic components and security policies,
(b) create models, animate them, and verify their properties, and (c) use methods and tools
that provide compelling evidence that your designs are assured and certified as secure in ways
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that are readily checked by third parties. We will develop a command-and-control example
from top to bottom starting with a high-level concept of operations, through communication
protocols and secure messages, down to a high-level state machine implementation. Grades
are based on a combination of laboratory exercises and homework.

CIS 634: Assurance Foundations (core graduate course)

Course Description: The engineering of assured systems requires the capability to rigorously
specify and verify system behavior. When constructing physical systems, one can use phys-
ical principles as the basis of calculations that demonstrate one’s claims are correct. This
course will introduce you to the theory, practice, and tools for building highly assured sys-
tems in a context that supports independent verification. The emphasis throughout the
course is on doing: you will gain direct experience applying mathematics—in various ways
to understand, explore and animate them, and then verify your ideas. By the end of the
semester, you will be versed in executing the virtuous cycle of specifying, designing, imple-
menting, and formally verifying systems.

Online asynchronous learning modules exist for all three CSBD courses. CIS 634, which is part of Syracuse
University’s MS Cybersecurity program, is part of both the online and on-campus MS programs of study.
Table is a detailed summary of the content, phasing, and times for CIS 634: Assurance Foundations.
There are a total of 90 modules consisting of 713 narrated slides and videos with 211 automatically graded
questions. Total module time is 21 hours and 58 minutes.

Students in CIS 400 and CIS 634 do 13 weekly projects. These projects require full engineering re-
ports typeset using LaTeX. The HOL theorem prover generates LaTeX macros that typeset all formulas,
datatypes, definitions, theorems, and theories in HOL. This capability adds both convenience and assurance
of correctness to reports. There are few, if any, times students manually typeset formulas. Documentation
is automatically updated when HOL theories change.

Each week, students turn in their source code files in HOL and LaTeX so instructors can quickly reproduce
and verify results. Only 33% of a student’s project grade depends on the proof code, the remaining 67%
depends on the report and successful reproduction of all HOL theories, verifications in HOL, and LaTeX
documentation.

Besides the online asynchronous learning modules, CSBD support includes two textbooks and an open-
source virtual machine with all the tools and HOL theories necessary for the courses. The textbooks are
Access Control, Security, and Trust: A Logical Approach [13], and Certified Security by Design Using Higher
Order Logic [14]. Ubuntu Linux virtual machines running on VirtualBox have all the necessary HOL and
LaTeX tools and theories for the courses. The machines are available at http://ecs.syr.edu/faculty/
chin/cis_assurance_foundations/

7.3 Application of STORM in the AFRL ACE Internship

Elements of CSBD have been taught in the AFRL Advanced Course in Engineering (ACE) Cybersecurity
Boot Camp since its inception in 2003 [23] [8] [10] [11] [12]. The two CSBD textbooks were written in
large part due to the ACE. Each successive summer, interns were given increasingly more involved and more
difficult problems for which they had to provide formal assurances of secure behavior. Over 500 ACE interns
have learned elements of CSBD. These interns have come from over 50 different universities in the US and
UK.

Of note is that one team of ACE interns in 2017 developed the UAV Payload Controller CONOPS
using STPA-Sec as described in Tables A second ACE intern team in 2017 developed
the authentication and authorization justifications for the UAV Payload Controller CONOPS and made
substantial progress in expressing and verifying the CONOPS using secure state machines.


http://ecs.syr.edu/faculty/chin/cis_assurance_foundations/
http://ecs.syr.edu/faculty/chin/cis_assurance_foundations/
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The educational outcome for Systems Security Engineering is this: when given
stakeholder objectives for protection of assets, students will apply systems and
security principles, analyses, and tools to produce outcomes that (1) prevent and
control asset loss and associated consequences, and (2) substantiate security and
trustworthiness claims using evidence-based reasoning. The courseware developed
for STORM, with the results to date in courses and internships, are evidence that
the educational outcomes for Systems Security Engineering are feasible, practical,
and reproducible with STORM.




72 VERSION 1.2

Course Introduction Topics

Welcome and Course Operations; Welcome and Course
Operations

Access-Control Logic Topics (Chapters refer to textbook
Access Control, Security and Trust: A Logical Approach)

Chapter 1: Access Control, Security, Trust, and Logic;
Chapter 2: A Language for Access Control-syntax and
semantics

Chapter 3: Reasoning About Access Control-Logical rules
and soundness

Chapter 4: Basic Concepts-tickets, access control lists,
reference monitors

Chapter 5: Security Policies-Military and Commercial

Chapter 6: Digital Authentication-crypto operations
Chapter 7: Delegation, Concepts of Operations, and Roles

Chapter 9: A Primer on Computer Hardware
Chapter 10: Virtual Machines and Memory Protection
Course Totals

Higher Order Logic (HOL) Topics (Chapters refer to
textbook Certified Security by Design Using Higher
Order Logic)

Chapters 2, 3, & 4: Introduction to Linux, ML, and Emacs

Chapters 6, 7, 8, 9, 10, & 11: Introduction to HOL-forward
and goal oriented proofs, algebraic types, structural induction

Chapters 13 & 14: An Access-Control Logic in HOL &
Concepts of Operation
Chapters 15: Cryptographic Operations in HOL

Chapters 16, 17, & 18: Transition Systems — High Level
State Machines, Secure State Machines, and Secure State
Machine Refinements in HOL

Course Totals

LaTeX Combined with HOL Topics

Basic LaTeX, Project Reports, Using the HOL EmitTeX
Library, debugging

Certified Security by Design Course Totals

Number of
nano-
modules

2

Number of
nano-
modules

6

6
6
32

Number of
nano-
modules

5

14

20

48

Number of
nano-
modules

8

90

Number
of slides

22

Number
of slides

53

16

26

22
il
20

33

63

264
Number
of slides

21

89

41

28

188

367

Number

of slides

60

713

Number of
questions

13

Number of
questions

21

10

15
22
85
Number of
questions

11

32

11

28

89
Number of
questions

24

211

Table 7.2: CSBD Online Asynchronous Learning Modules

Total Time
(hh:mm:ss)

00:32:57

Total Time
(hh:mm:ss)

01:16:17

00:29:22

00:27:28

00:24:58
00:39:44
00:19:32

01:02:52
00:56:17
05:36:30
Total Time
(hh:mm:ss)

01:11:21

03:48:19

01:46:36
00:24:20
05:11:14
12:21:50
Total Time
(hh:mm:ss)

03:26:59

21:58:16



Chapter 8

Conclusions

“Genius is one percent inspiration, ninety nine percent perspiration.”

Thomas Edison

STORM (Systems-Theoretic and Technical Operational Risk Management) is a process for Systems Se-
curity Engineering (SSE) that integrates STPA-Sec (Systems Theoretic Process Analysis for Security) and
CSBD (Certified Security by Design) to assure missions and manage risk. STORM focuses on CONOPS
(Concept of Operation). STPA-Sec is used to wvalidate a CONOPS derived from a mission statement, enu-
meration of unacceptable losses, analyzing scenarios that produce unacceptable losses, and devising suitable
constraints and controls to prevent losses.

CSBD is used to verify a CONOPS satisfies requirements and constraints. In particular, CSBD focuses
on complete mediation, i.e., all actions are taken if and only if the action is authenticated and authorized.

The promise of SSE and STORM is through disciplined application of systems and security principles,
coupled with formal logic and hard work, we can repeatably develop secure and trustworthy systems that
are assured to meet mission requirements.

STORM assures missions and manages risk by

1. Using STPA-Sec to devise and validate the right mission CONOPS, and

2. Using CSBD to formally verify the implementation and properties of the mission CONOPS, in order to
provide assurances of conceptual unity, consistency, and completeness as the basis for trustworthiness.

STORM provides conceptual unity by a process that makes explicit
1. A system’s mission, i.e., a system’s task, purpose, and actions to be taken

2. Business/Mission analysis that produces the problem domain, stakeholders, conditions and constraints
bounding the solution domain, requirements, and validation criteria

3. Hazards, i.e., conditions with the potential to cause injury, illness, or death; damage to or loss of
equipment or property; or mission degradation

4. Security Control, i.e., safeguards or countermeasures designed to protect a system’s confidentiality,
integrity, and availability to satisfy security requirements in order to develop an assurance case for
acceptable security

STORM provides formal verification of consistency and completeness by formal definitions and formal
proofs of security properties in order to demonstrate the assurance case is satisfied. Formal proofs are the
basis for demonstrating the case for assurance is satisfied.

In this report, we illustrated the application of STORM to a UAV Payload Controller. We have applied
STORM to the development and verification of the following examples.

e A secure memory loader verifier implemented in hardware to load mission software into F-16 Vipers.
e A networked thermostat [9] similar to a NEST thermostat.

e We are developing a STORM description of US Army Patrol Base Operations, as described in the US
Army Ranger Handbook [20].
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Level

Characteristics

Level 1: Initial

Processes are undocumented, changing, and ad hoc

Level 2: Repeatable

Some processes are repeatable, possibly with consistent results, unlikely to
be rigorous

Level 3: Defined

Some defined and documented standard processes exist and these processes
are validated in a variety of scenarios

Level 4: Managed (Capable)

Process metrics exist, achievement of process objectives see over a range of
operational conditions

Level 5: Optimizing

Focus is on continuous process improvement and addressing statistical com-
mon causes of process variation

Table 8.1: Capability Maturity Model Levels and Characteristics

Elements of STORM are taught in a variety of venues, including the US Air Force, University of Florida,
and Syracuse University. STORM is taught using a variety of mediums, including traditional on-campus

classes, within on-line educational programs, and summer research internships.

STORM as an engineering process is still developing. Borrowing the language of the Capability Maturity
Model (CMM) [2I], STORM is at Level 2 (Repeatable) and moving into Level 3 (Defined). Table

summarizes the CMM levels and their defining characteristics.

Our immediate objective is to fully define STORM in terms of defined and
documented standard processes. This will put STORM into CMM Level 3. We are
already testing STORM out on a variety of scenarios, which is key for STORM
reaching CMM Levels 4 (Capable) and 5 (Optimizing).




Appendix A

The Access-Control Logic in HOL

A.1 aclfoundation Theory

Built: 04 March 2017
Parent Theories: indexedLists, patternMatches

A.1.1 Datatypes

| FF
| prop ’aavar
| notf ((’aavar, ’apn, ’il, ’sl) Form)
| (andf) ((’aavar, ’apn, ’il, ’sl) Form)
((’aavar, ’apn, ’il, ’sl) Form)
| (orf) ((’aavar, ’apn, ’il, ’sl) Form)
((C’aavar, ’apn, ’il, ’sl) Form)
| (impf) ((’aavar, ’apn, ’il, ’sl) Form)
((’aavar, ’apn, ’il, ’sl) Form)
| (eqf) ((’aavar, ’apn, ’il, ’sl) Form)
((’aavar, ’apn, ’il, ’sl) Form)
(says) (’apn Princ) ((’aavar, ’apn, ’il, ’sl) Form)
(speaks_for) (’apn Princ) (’apn Princ)
(controls) (’apn Princ) ((’aavar, ’apn, ’il, ’sl) Form)
reps (’apn Princ) (’apn Princ)
((’aavar, ’apn, ’il, ’sl) Form)
| (domi) ((’apn, ’il) IntLevel) ((’apn, ’il) IntLevel)
| (eqi) ((’apn, ’il) IntLevel) ((’apn, ’il) IntLevel)
| (doms) ((’apn, ’sl) SecLevel) ((’apn, ’sl) SecLevel)
| (egs) ((’apn, ’sl) SecLevel) ((’apn, ’sl) Seclevel)
| (eqn) num num
| (1te) num num
| (1t) num num

Kripke =
KS (’aavar -> ’aaworld -> bool)
(’apn -> ’aaworld -> ’aaworld -> bool) (’apn -> ’il)
(’apn -> ’sl)

Princ =
Name ’apn
| (meet) (’apn Princ) (’apn Princ)
| (quoting) (’apn Princ) (’apn Princ) ;

IntLevel = ilab ’il | il ’apn ;

SecLevel = sLab sl | sl ’apn
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A.1.2 Definitions
[imapKS_def]

F Y Intp Jfn ilmap slmap.
imapKS (KS Intp Jfn ilmap slmap) = ilmap

[intpKS_def]

F Y Intp Jfn ilmap slmap.
intpKS (KS Intp Jfn ilmap slmap)

Intp

[jKS_def]
F ViIntp Jfn dlmap slmap. jKS (KS Intp Jfn ilmap slmap) = Jfn

[01_def]

F 01 = PO one_weakorder

[one_weakorder_def]

F Vz y. one_weakorder z y <= T

[po_TY_DEF]

F drep. TYPE_DEFINITION WeakOrder rep
[po_tybij]

F (Va. PO (repP0 a) = a) A

Vr. WeakOrder r <= (repPO (PO r) = 1)

[prod_PO_def]

F VPO PO.

prod_P0 PO; PO; = PO (RPROD (repP0 PO;) (repP0 PO2))

[smapKS_def]

F Vintp Jfn ilmap slmap.
smapKS (XS Intp Jfn ilmap slmap) = slmap

[Subset_PO_def]
+ Subset_P0 = PO (C)

A.1.3 Theorems

[abs_po11]
FVr .
WeakOrder r = WeakOrder 7" = ((PO 7 = PO 7') <= (r =1'))
[absPO_fn_onto]
FVYa. dr. (a = PO ) A WeakOrder r

[antisym_prod_antisym]

FVrs.
antisymmetric r A antisymmetric s =
antisymmetric (RPROD r s)

[EQ_WeakOrder|
F WeakOrder (=)
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[KS_bij]
F VM. M =XS (intpkS M) (jKS M) (imapKS M) (smapKS M)

[one_weakorder_WO]

b WeakOrder one_weakorder
[onto_po]
F Vr. WeakOrder r <= 3Ja. r = repP0 a

[po_bij]

F (Ma. PO (repPO a) = a) A
Vr. WeakOrder r <= (repPO (PO r) = r)

[PO_repPO]
F Va. PO (repPO a) = a

[refl_prod_refl]
F Vr s. reflexive r A reflexive s = reflexive (RPROD r s)

[repPO_iP0_partial_order]

F (Vz. repP0 iPO z z) A
(Vz y. repP0 iPO z y A repP0 iPO y z = (z = y)) A
Vz y z. repP0 iPO z y A repP0 iPO y z = repP0 iPO z z

[repPO_01]
= repP0 01 = one_weakorder
[repP0_prod_PQ]

F Vpor poz.
repP0 (prod_PO po: po2) = RPROD (repPO poi) (repPO0 po2)

[repPO_Subset_PQ|
F repP0O Subset_P0 = (C)

[RPROD_THY]

FVrsahb.
RPROD r s a b <= r (FST a) (FST b) A s (SND a) (SND b)

[SUBSET_WO]
F WeakOrder (C)

[trans_prod_trans]

F Vr s. transitive r A transitive s = transitive (RPROD r s)

[WeakOrder_Exists]
F 3R. WeakOrder R

[WO_prod_wO0]
F Vr s. WeakOrder r A WeakOrder s = WeakOrder (RPROD r s)
[WO_repPO]

F Vr. WeakOrder r <= (repP0 (PO 7) = 1)
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A.2 aclsemantics Theory

Built: 07 March 2017
Parent Theories: aclfoundation

A.2.1 Definitions

[Efn_def]

F (VOi Os M. Efn Oi Os M TT = U(:’v)) A
(VOi Os M. Efn Oi Os M FF = {}) A
WOi Os M p. Efn Oi Os M (prop p) = intpkS M p) A
~WOi Os M f.
Efn Oi Os M (notf f) = U(:’v) DIFF Efn Oi Os M f) A
(VOZ Os M f1 f2.
Efn Oi Os M (fi andf fo) =
Efn O: Os Mf1 N Efn O: Os Mf2) A
(VOZ Os M f1 f2.
Efn Oi Os M (fi orf fo) =
Efn Oi Os Mf1 U Efn 07 Os Mf2) A
~NVOi Os M fi fo.
Efn Oi Os M (fi impf fo) =
U(C:’v) DIFF Efn Oi Os M fi U Efn Oi Os M f2) A
~NVOi Os M fi fo.
Efn Oi Os M (fi eqf fo) =
(UC(:’v) DIFF Efn Oi Os M fi U Efn Oi Os M f2) N
(UC(:’v) DIFF Efn Oi Os M fo U Efn Oi Os M fi)) A
~WOi Os M P f.
Efn Oi Os M (P says f) =
{w | Jext (jJKS M) P w C Efn Oi Os M f}) A
~WOi Os M P Q.
Efn Oi Os M (P speaks_for @) =
if Jext (jKS M) @ RSUBSET Jext (jKS M) P then U(:’v)
else {}) A
VOi Os M P f.
Efn Oi Os M (P controls f) =
U(:’v) DIFF {w | Jext (jJKS M) P w C Efn Oi Os M f} U
Efn Oi Os M f) A
~WOi Os M P Q f.
Efn Oi Os M (reps P @ f) =
U(C:’v) DIFF
{w | Jext (jKS M) (P quoting Q) w C Efn Oi Os M f} U
{w | Jext (JKS M) Q w C Efn Oi Os M f}) A
NV Oi Os M inth intl.
Efn Oi Os M (intly domi intly) =
if repP0 Oi (Lifn M intly) (Lifn M intl) then U(:’v)
else {}) A
(VOi Os M intly intly .
Efn Oi Os M (intly eqi inth) =
(if repP0 Oi (Lifn M intly) (Lifn M intl;) then U(:’v)
else {}) N
if repP0 Oi (Lifn M inth) (Lifn M intlz) then U(:’v)
else {}) A
(VOi Os M secly secls.
Efn Oi Os M (secly doms secly) =
if repP0 Os (Lsfn M seclz) (Lsfn M secl) then U(:’v)
else {}) A
VOt Os M secly secly .
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Efn Oi Os M (secly egs secli) =
(if repP0 Os (Lsfn M secly) (Lsfn M secl) then U(:’v)

else {}) N
if repP0 Os (Lsfn M secly)
else {}) A

(Lsfn M secly) then U(:’v)

VOi Os M numFEzpr numEzps.

Efn Oi Os M (numEzpi eqn numFEzps:) =

if numEzpy = numFEzps then U(:’v) else {}) A
VOi Os M numEzpr numEzps.

Efn Oi Os M (numFzxpi lte numFxp2) =

if numEzpy < numExps then U(:’v) else {}) A

Y Oi Os M numFEzpy numEzps.

Efn Oi Os M (numFEzp1 1t numEzps) =
if numEzpy < numPExps: then U(:’v) else {}

[Jext_def]

F (VJ s. Jext J (Name s) = J s) A

~J Py Ps.

Jext J (P; meet P3) = Jext J P; RUNION Jext J Ps) A
VJ P1 Py. Jext J (P1 quoting P) = Jext J P> 0 Jext J P

[Lifn_def]

F (VM I. Lifn M (iLab 1) = [)
VM name. Lifn M (il name)

[Lsfn_def]

F (VM I. Lsfn M (sLab [) = 1[)
VM name. Lsfn M (sl name)

A.2.2 Theorems

[andf_def]
FYOi Os M fl f2.
Efn Oi Os M (fi andf f) =
[controls_def]
- VO0i Os M P f.

>

= imapKS M name

>

= smapkKS M name

Efn Oi Os M fi N Efn Oi Os M fi

Efn Oi Os M (P controls f) =
U(:’v) DIFF {w | Jext (jKS M) P w C Efn Oi Os M f} U

Efn Oi Os M f

[controls_says|
VM P f.

Efn Oi Os M (P controls f) = Efn Oi Os M (P says f impf f)

[domi_def]
FYOi Os M intly intls.

Efn Oi Os M (intly domi intl) =
if repP0 Oi (Lifn M intly) (Lifn M intl) then U(:’v)

else {}

[doms_def]
FYO: Os M secly secly.

Efn Oi Os M (secl; doms secly) =
if repP0 Os (Lsfn M secly) (Lsfn M secl) then U(:’v)

else {}
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[eqf _def]

" VOZ OS M f1 f2.
Efn Oi Os M (fi eqf fo) =
(U(C:’v) DIFF Efn Oi Os M fi U Efn Oi Os M f2) N
(U(:’v) DIFF Efn Oi Os M fo U Efn Oi Os M fi)

[eqf _impf]
FVYM fi fo.

Efn 01 Os M (fi eqf fo) =
Efn Oi Os M ((fi impf fo) andf (fp impf fi))

[eqi_def]
FYO:i Os M intly intl .
Efn Oi Os M C(intly eqi inth) =
(if repP0 Oi (Lifn M intly) (Lifn M intl;) then U(:’v)
else {}P N
if repP0 Oi (Lifn M intl) (Lifn M intly) then U(:’v)

else {}
[eqi_domi]

VM intLl ’i’rLth.
Efn Oi Os M (intly eqi intls) =
Efn Oi Os M (intls domi intl, andf intL; domi intlo)

[eqn_def]

FYOi Os M numEzxpi numEzps.
Efn Oi Os M (numFEzp1 eqn numFEzxp2) =
if numPEzpy = numExps then U(:’v) else {}

[eqs_def]

FYOi Os M secly secly.
Efn Oi Os M (secly eqs secli) =
(if repP0 Os (Lsfn M secly) (Lsfn M secli) then U(:’v)
else { P N
if repP0 Os (Lsfn M seclh) (Lsfn M secl) then U(:’v)

else {}
[eqs_doms]
VM secLy secLs.
Efn Oi Os M (secLi eqs secLy) =
Efn Oi Os M (secL, doms seclL; andf seclL; doms secLls)
[FF_def]
FYOi Os M. Efn Oi Os M FF = {}

[impf_def]

FYOi Os M fi fo.
Efn Oi Os M (fi impf f) =
U(:’v) DIFF Efn Oi Os M fi U Efn Oi Os M f,

[1t_def]

F YOi Os M numEzp: numEzps.
Efn Oi Os M (numFEzp1 1t numFEzxps) =
if numFEzp; < numEzps then U(:’v) else {}
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[1te_def]
FYOi Os M numEzpr numEzps.
Efn Oi Os M (numFEzp:1 lte numFEzxp:) =
if numEzpy < numEzps then U(:’v) else {}
[meet_def]
FVJ Py Py. Jext J (P meet P3) = Jext J P; RUNION Jext J P»>

[name_def]

FVJ s. Jext J (Name s) = J s

[notf_def]
FVYOi Os M f. Efn Oi Os M (notf f) = U(:’v) DIFF Efn Oi Os M f

[orf_def]

" VOZ OS M fl f2.
Efn Oi Os M (fi orf f) = Efn Oi Os M fi U Efn Oi Os M fp

[prop_def]
FVYOi Os M p. Efn Oi Os M (prop p) = intpKS M p

[quoting_def]
FVYJ Pi Py. Jext J (P1 quoting P3) = Jext J P» 0 Jext J Py

[reps_def]

FYOi Os M P Q f.
Efn Oi Os M (reps P @ f) =
U(:’v) DIFF
{w | Jext (jKS M) (P quoting Q) w C Efn Oi Os M f} U
{w | Jext (jkKS M) Q w C Efn Oi Os M f}

[says_def]

FYOi Os M P f.
Efn Oi Os M (P says f)
{w | Jext (jJKS M) P w

N

Efn Oi Os M f}

[speaks_for_def]

FYOi Os M P Q.
Efn Oi Os M (P speaks_for Q) =
if Jext (jKS M) ( RSUBSET Jext (jKS M) P then U(:’v)
else {}

[TT_def]
FVYOi Os M. Efn Oi Os M TT = U(:’v)

A.3 aclrules Theory
Built: 04 March 2017

Parent Theories: aclsemantics

A.3.1 Definitions

[sat_def]
FYM Oi Os f. (M,0i,0s) sat f <= (Efn Oi Os M f = U(:’world))
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A.3.2 Theorems

[And_Says]

FYM Oi Os P Q f.
(M,0i,0s) sat P meet () says f eqf P says f andf () says f

[And_Says_Eq]

F (M,0i,Os) sat P meet (@ says f <=
(M,0i,0s) sat P says f andf (@) says f

and_says_lemma
y

FVYM Oi Os P Q f.
(M,0i,0s) sat P meet () says f impf P says f andf @) says f

[Controls_Eq]

FVYM O: Os P f.
(M,0i,Os) sat P controls f <= (M,0i,0Os) sat P says f impf f

[DIFF_UNIV_SUBSET]
F (U(:’a) DIFF s Ut = U(:’a)) <— s C ¢

[domi_antisymmetric]

I VM O’L OS ll l2.
(M,0:,0s8) sat | domi b =
(M,0t,0s8) sat lp domi l; =
(M,0i,0s) sat I} eqi I

[domi_reflexive]

FVYM Oi Os I. (M,0i,0s) sat | domi |

[domi_transitive]

FVYM Oi Os h b I3.
(M,0:,0s8) sat l; domi b =
(M,01,0s) sat lp domi I3 =
(M,0i,0s) sat l; domi I3

[doms_antisymmetric]

VM Oi Os ll l2.
(M,0t,0s8) sat | doms b =
(M,O0i,0s) sat lp doms I =
(M,0i,0s) sat l; egs b

[doms_reflexive]

FVYM Oi Os I. (M,0i,0Os) sat [ doms [

[doms_transitive]

VM Ol OS ll l2 l3.
(M,0t,0s) sat l; doms lr =
(M,0i,0s) sat Iy doms I3 =
(M,0i,0s8) sat Il doms I3

[eqf _and_impf]

FVYM Oi Os fi fo.
(M,0i,0s) sat fi eqf fo <
(M,0i,0Os) sat (fi impf f5) andf (fo impf fi)
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[eqf _andf1]

FVYM Oi Os f f' g.
(M,0i,0s) sat f eqf f' =
(M,0i,0s) sat f andf g =
(M,0i,0s8) sat f' andf g

[eqf _andf2]

FYM 0i Os f f g.
(M,0i,0s) sat f eqf f' =
(M,0i,0s) sat g andf [ =
(M, 0i,0s) sat g andf f’

[eqf _controls]

FYM O Os P f f'.
(M,0i,0s) sat f eqf f' =
(M,0i,0s) sat P controls f =
(M,0i,0s) sat P controls f’

[eqf _eq]
F (Efn Oi Os M (fi eqf f2) = U(:’D)) <—
(Efn Oi Os M fi = Efn Oi Os M f»)

[eqf _eqf1]

FYM 0i Os f f g.
(M,0i,0s) sat f eqf ' =
(M,0i,0s) sat f eqf g =
(M,0i,0s) sat [’ eqf g

[eqf _eqf2]

FYM 0i Os f f g.
(M,0i,0s) sat f eqf ' =
(M,0i,0s) sat g eqf f =
(M, 0i,0s) sat g eqf f'

[eqf _impf1]

FVYM Oi Os f f g.
(M,0i,0s) sat f eqf ' =
(M,0i,0s) sat f impf g =
(M, 0i,0s) sat f' impf g

[eqf _imp£f2]

FVM Oi Os f f' g.
(M,0i,0s) sat f eqf f =
(M,0i,0s) sat g impf [ =
(M, 0i,0s) sat g impf f’

[eqf _notf]

VM 0i Os [ f.
(M,0i,0s) sat f eqf f =
(M,0i,0s) sat notf f =
(M,Oi,0s) sat notf f’

[eqf _orf1l]

FVM Oi Os f f' g.
(M,0i,0s) sat f eqf ' =
(M,0i,0s) sat f orf g =
(M,0i,0s) sat f' orf g
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[eqf _orf2]

FVM Oi Os f f' g.
(M,0i,0s) sat f eqf f =
(M,0i,0s) sat g orf f =
(M,0i,0s) sat g orf f’

[eqf _reps]

FYM 0i Os P Q[ [
(M,0i,0s) sat f eqf f =
(M,0i,0s) sat reps P Q

f=
(M,0i,0s) sat reps P Q f'

[eqf _sat]
FYM Oi Os fi fo.
(M,0i,0s) sat fi eqf fo =
((M,0i,0s) sat fi < (M,0i,0s) sat f2)
[eqf _says]
FVYM Oi Os P f f.
(M,0i,0s) sat f eqf f' =
(M,0i,0s) sat P says f =
(M,0i,0s) sat P says f’
[eqi_Eq]
EYM Ol OS ll lg.
(M,01,0s) sat ) eqi b <=
(M,0t,0s) sat I domi l; andf [; domi I
[eqs_Eq]
FVYM Oi Os lh Ir.
(M,0i,0s8) sat ) eqs b <—
(M,0i,0s) sat Iy doms l; andf [; doms I
[Idemp_Speaks_For]
FVYM Oi Os P. (M,0i,0s) sat P speaks_for P

[Image_cmp]
F YR Ro Rz u. (R1 0 R3) u C Ry <— Rzug{y|R1ng3}

[Image _SUBSET]
F VR Ry. Ro RSUBSET Ry = Vw. Ry w C Ry w

[Image _UNION]
F YR Ry w. (Ry RUNION R2) w = Ri w U Ry w

[INTER_EQ_UNIV]
FsnNnt=U(’a)) < (s=UCG’a)) N =U("a))

[Modus_Ponens|

FVYM Oi Os fi fo.
(M,0i,0s) sat fi =
(M,0i,0Os) sat fi impf fo =
(M,0i,0s) sat f,
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[Mono_speaks_for]

FVYM Oi Os P P Q Q.

(M,0i,0s) sat P speaks_for P =

(M,0i,0s) sat Q speaks_for Q' =

(M,0i,0s8) sat P quoting ) speaks_for P’ quoting Q’
[MP_Says]
VM OZ OS Pf1 f2.

(M, 0i,0s) sat

P says (fi impf fo) impf P says fi impf P says fo
[Quoting]
FYM Oi Os P Q f.

(M,0i,0s) sat P quoting () says f eqf P says @ says f
[Quoting_Eq]
FYM Oi Os P Q f.

(M,0i,0s) sat P quoting () says f <=

(M, 0i,0s) sat P says @ says f
[reps_def_lemma]
FYM Oi Os P Q f.

Efn Oi Os M (reps P Q f) =

Efn Oi Os M (P quoting @ says f impf @ says f)
[Reps_Eq]
FYM Oi Os P Q f.

(M,0i,0s) sat reps P Q [ <—

(M, 0i,0Os) sat P quoting () says f impf () says f
[sat_allworld]
FYM f. (M,0i,0s) sat f < Vw. w € Efn Oi Os M f

[sat_andf_eq_and_sat]

F (M,0i,Os) sat fi andf fo <
(M,0i,0s) sat fi A (M,0i,0s) sat fo

[sat_TT|

F (M,0i,0s) sat TT

[Says]
FYM Oi Os P f. (M,0i,0s) sat f = (M,0i,0Os) sat P says f

[says_and_lemma]
FYM Oi Os P Q f.

(M,0i,0s) sat P says f andf (@) says f impf P meet () says f
[Speaks_For]
FYM Oi Os P Q f.

(M, 0i,0Os) sat P speaks_for () impf P says f impf () says f
[speaks_for_SUBSET]

FVRs Ry R;.
Ro RSUBSET R; = Vw. {w | Ry w C Rg} - {w | Ro w C R3}

85



86 VERSION 1.2

[SUBSET_Image_SUBSET]
F VYR Rz Rs.

NVwi. R2 w1 € R w1) =

Vw. {w | R w C R3} C{w | R2 w C Rz}
[Trans_Speaks_For]

FYVYM Oi Os P Q R.
(M, 0i,Os) sat P speaks_for () =
(M,0i,Os) sat @) speaks_for R =
(M, 0i,Os) sat P speaks_for R
[UNTV_DIFF_SUBSET]

F VR R:. Ri € Ra = (U(:’a) DIFF Ry U Ry = U(:’a))

[world_and]
FYM Oi Os fi fo w.
w € Efn 0i Os M (fi andf f) <—
w € Efn Oi Os M fi AN w € Efn Oi Os M f»
[world_eq]
FYM Oi Os f1 f2 w.
w € Efn Oi Os M (fi eqf fo) <—
(w € Efn 01 Os M fi < w € Efn 01 Os M f»)
[world_eqn]
FVYM Oi Os mi ng w. w € Efn Oi Os m (n1 eqn n2) <= (nm1 = ng)

[world_F]
FVYM Oi Os w. w ¢ Efn Oi Os M FF

[world_imp]
FYM Oi Os fi o w.
w € Efn Oi Os M (fi impf fo) <=
w € Efn 0i Os M fi = w € Efn Oi Os M f»
[world_1t]
FYM Oi Os mi ng w. w € Efn Oi Os m (m1 1t n2) <= m < n2

[world_lte]
FVM Oi Os ni no w. w € Efn Ot Os m (n; 1lte n3) <= n1 < ng

[world_not]
FYM Oi Os f w. w € Efn Oi Os M (notf f) <= w ¢ Efn Oi Os M f

[world_or]

FVMflfz’w
w € Efn O0i Os M (fi orf fo) <=
w € Efn Oi Os M fi V w € Efn Oi Os M fo

[world_says]
FYM Oi Os P f w.
w € Efn Oi Os M (P says f) <=
Vv. v € Jext (jJKS M) P w = v € Efn Oi Os M f
[world_T]
FVYM Oi Os w. w € Efn Oi Os M TT
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A.4 aclDrules Theory

Built: 04 March 2017
Parent Theories: aclrules

A.4.1 Theorems

[Conjunction]

FVYM Oi Os fi fo.
(M,0i,0s) sat fi =
(M,0i,0s) sat fo =
(M,0i,0s) sat fi andf fo

[Controls]

FVYM Oi Os P f.
(M,0i,0s) sat P says f =
(M,0i,0s) sat P controls f =
(M,0i,0s) sat f

[Derived_Controls]

FVYM Oi Os P Q f.
(M, 0i,Os) sat P speaks_for (@ =
(M, 0i,Os) sat @ controls f =
(M,0i,0s) sat P controls f

[Derived_Speaks_For]

FVYM Oi Os P Q f.
(M,0i,0s) sat P speaks_for @ =
(M,0i,Os) sat P says f =
(M,01,0s) sat @ says f

[Disjunctioni]
FYM Oi Os fi fo. (M,0i,0s) sat fi = (M,0i,0s) sat fi orf fo

[Disjunction?2]
FYM Oi Os fi fo. (M,0i,0s) sat fo = (M,0i,0s) sat fi orf fo

[Disjunctive_Syllogism|

Y M Oi Os fi fo.
(M,0i,0s) sat fi orf fo =
(M,0i,0s) sat notf fi =
(M,0i,0s) sat fo

[Double_Negation]
FYM Oi Os f. (M,QOi,Os) sat notf (notf f) = (M,0i,0s) sat f

fean_equ]

F (M,0i,Os) sat ¢ eqn n; =
(M,0i,0s) sat c2 eqn ng =
(M,0i,0s) sat m1 eqn ng =
(M,0i,0s) sat c¢1 eqn c2

[eqn_1t]

F (M,0i,0Os) sat ¢ eqn n; =
(M,0i,0s8) sat c2 eqn nz =
(M,0i,0s) sat n; 1t no =
(M,0i,0s) sat c1 1t ca
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[eqn_1te]

F (M,0i,0s) sat ¢; eqn m =
(M,0i,0s) sat cz eqn ng =
(M,Oi,0s) sat n; lte ny =
(M,0i,0s) sat c1 lte c2

[Hypothetical_Syllogism|

= VM OZ 05 f1 f2 fg.
(M,0i,0s) sat fi impf fo =
(M,0i,0s) sat fo impf f3 =
(M,0i,0s) sat fi impf f3

[i1_domi]

FYM Oi Os P Q Ii Iv.
(M,0i,0s) sat i1 P eqi 1 =
(M,0i,0s) sat i1 @ eqi b =
(M,0:,0s8) sat Iy domi [} =
(M,0i,0s) sat il @ domi il P

[INTER_EQ_UNIV]
F Vst s2. (51 N s2 =UGR)) <= (51 =UG’a)) A (s2 = U %))

[Modus_Tollens]

VM Oi Os fi fo.
(M,0i,0s) sat fi impf fo =
(M, 0i,Os) sat notf fo =
(M,0i,0Os) sat notf fi

[Rep_Controls_Eq]

FVYM Oi Os A B f.
(M,0i,0s) sat reps A B [ —
(M,0i,Os) sat A controls B says f

[Rep_Says]

FYM Oi Os P Q f.
(M,01,0s) sat reps P Q f =
(M, 0i,0Os) sat P quoting () says f =
(M,0i,0Os) sat @ says f

[Reps]

FYM Oi Os P Q f.
(M,01,0s) sat reps P Q f =
(M, 0i,0Os) sat P quoting () says f =
(M, 0i,Os) sat @ controls f =
(M,0i,0s) sat f

[Says_Simplificationi]
FVM Oi Os Pf1 fg.

(M, 0i,0s) sat P says (fi andf fo) = (M,0i,0Os) sat P says fi
[Says_Simplification?2]
FYM Oi Os P fi fo.

(M,0i,Os) sat P says (fi andf fo) = (M,0i,0Os) sat P says f>
[Simplificationi]
FYM Oi Os fi fo. (M,0i,0s8) sat fi andf fo = (M,0i,0s) sat fi
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[Simplification?2]
FYM Oi Os fi fo. (M,0i,0s8) sat fi andf fo = (M,0i,0s) sat fo

[s1_doms]

FYM Oi Os P Q L I.
(M,0i,0s) sat s1 P eqs 1 =
(M,0i,0s) sat s1 @ eqs b =
(M,0t,08) sat Iy doms ; =
(M,0i,0s) sat sl () doms sl P
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Appendix B

Secure State Machine Theory and Payload
Controller Theories

B.1 ssml Theory

Built: 16 March 2018
Parent Theories: satList

B.1.1 Datatypes

configuration =
CFG ((’command option, ’principal, ’d, ’e) Form -> bool)
(’state ->

(’command option, ’principal, ’d, ’e) Form list ->
(’command option, ’principal, ’d, ’e) Form list)
((’command option, ’principal, ’d, ’e) Form list ->
(’command option, ’principal, ’d, ’e) Form list)
((’command option, ’principal, ’d, ’e) Form list list)
’state (’output list)

trType = discard ’cmdlist | trap ’cmdlist | exec ’cmdlist

B.1.2 Definitions

[authenticationTest_def]
F VelementTest x.
authenticationTest elementTest z <=
FOLDR (Ap q. p A q) T (MAP elementTest x)
[commandList_def]

F Vz. commandList z = MAP extractCommand z

[inputList_def]

F Vazs. inputList xs = MAP extractInput zs

[propCommandList_def]

F Vz. propCommandList z = MAP extractPropCommand z

[TR_def]

F TR =
(Nap a1 az as.
VTR .
(Va() ayp a2 as.
(JelementTest NS M Oi Os Out s context statelnterp x

ms ouls.
(ap = (M,0i,08)) N (a1 = exec (inputlist z)) A
(a2 =
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CFG elementTest statelnterp context (x::ins) s

outs) A
(az =

CFG elementTest statelnterp context ins

(NS s (exec (inputList z)))

(Out s (exec (inputList x))::outs)) A
authenticationTest elementTest © A
CFGInterpret (M, Oi, Os)

(CFG elementTest statelnterp context (x::ins) s

outs)) V
(FelementTest NS M Oi Os Out s context statelnterp x
ns outs.
(ap = (M,0i,08)) AN (a1 = trap (inputList z)) A
(a2 =
CFG elementTest statelnterp context (x::ins) s
outs) A
((13 =

CFG elementTest statelnterp context ins

(NS s (trap (inputList z)))

(Out s (trap (inputList z))::outs)) A
authenticationTest elementTest z A
CFGInterpret (M, Oi,Os)

(CFG elementTest statelnterp context (x::ins) s

outs)) V
(JelementTest NS M Oi Os Out s context statelnterp x

mns outs.
(ap = (M,0i,0s)) N (a1 = discard (inputList z)) A
(112 =
CFG elementTest statelnterp context (x::ins) s

outs) A
(113 =

CFG elementTest statelnterp context ins
(NS s (discard (inputlist z)))
(Out s (discard (inputlist z))::outs)) A
—authenticationTest elementTest z) =
TR a a1 az az) =
TR ao a1 a2 az)

B.1.3 Theorems

[CFGInterpret_def]

F CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) state
outStream) <=
(M,Oi,Os) satlList context x A (M,0Oi,0Os) satList z A
(M, 0i,0s) satList statelnterp state x

[CFGInterpret_ind]

FVYP.
(VM Oi Os elementTest statelnterp context x ins state
outStream .
P (M, O0i,Os)

(CFG elementTest statelnterp context (x::ins) state
outStream)) A
Vuis vi0 111 V12 V13 V4.
P wvs (CFG v v11 vi2 [ vz v14)) =
Vv v1 v2 v3. P (v,v1,v2) vs
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[configuration_one_one]

FYa a1 az a3 as as a) ai ah ah ay ab.
(CFG ap a1 a2 a3 as as = CFG ay a] a3 a3 ay ag) <

! i !

a1) A (a2 = a3) A (az = a3z) A

(ap = a}) N (ay =
(as = a}) A (as =

[extractCommand_def]

a)

F extractCommand (P says prop (SOME cmd)) = cmd

[extractCommand_ind]

FVP.

(VP emd. P’ (P says prop (SOME c¢md))) A P’ TT A P’ FF A
Vur. P’ (prop w)) A (Vus. P’ (notf v3)) A

Vs vr. P’ (ve andf v7)) A (Vwvig v11. P’ (vip orf w11)) A
(Voig vis. P’ (vig impf v15)) A
(Vuis vig. P (uis eqf vi9)) A (Vwi29. P’ (vi29 says TT)) A
(Vv130. P’ (v130 says FF)) A
(Vv182. P’ (v132 says prop NONE)) A

(V0138
Vw134
Vo135
(Vwv186
V187
(Vv138
(Vw189
Vw140
(Vw141
Vw142
Vw148
Vw144
Vwul4d
VY v146
Vw147
Vw148

V66 -

V69
U73
v77
Vg1
U85
Us9
V93
V98

v103
v107
vill
vll5
v119
v128
v127

(Vv2q vo5.
(V V28 V29 .

(V33 w34

(Vv3g w3g.
(V V42 V43 .
(Vva6 va7.
(Vuso vs1.
(V Us4 Uss .
(V Us8 Us9 .
(Y ve2 63 -

Yov. P’

v

V70 -
V74 .
v78 .
vUg2 .
Us6 -
V9( .
Vo4 .

Vg9

P/
Pl

V35 .

P/
Pl
P/
P/
Pl
P/
P/

[extractInput_def]

P/
P/
P/
P/
P/
Pl
P/

v100. P’ (vi41
v104 .
v108 .
v112.
v116.
v120.
v124 .
v128.

P’ (v142 says
P’ (v143 says
P’ (vi}4 says
P' (vi145 says
P’ (v146 says
P’ (v147 says
P' (v148 says

P’ (v133 says notf wgs)) A
(v184 says (veg
(v135 says (vrs
(v136 says (vr7
(v187 says (vs1

andf wv70))) A
orf w74))) A
impf wvrg))) A

eqf vs2))) A
(v138 says wvss says Uss)) A
(v139 says wgg speaks_for wgp)) A
(v140 says w93 controls wvga)) A

v108
v107
vlll
vll5
v119
v123
v127

(v24 speaks_for w5)) A
(weg controls va9)) A
P' (reps wvs3 v3a v35)) A

(v3s
(V42
(46
(vs0
(vs4
(vss
(ve2

domi wv39)) A
eqi w3)) A
doms w47)) A
egs v51)) A
eqn vs5)) A
lte vs9)) A
1t ve3)) =

F extractInput (P says prop z) =z

[extractInput_ind]

FVP.

says reps uvgg Ugg vI100)) A

domi v104)) A
eqi vI108)) A
doms v112)) A
eqs vl116)) A
eqn v120)) A
lte vI124)) A
1t vi28)) A

(VP z. P’ (P says prop z)) A P' TT A P’ FF A
(Vor. P (prop v1)) A (Vws. P’ (notf
(Vve V7. Pl (1)6 andf ’U7)) A (Vvlo V11 .
(Vuvia vis. P (vig impf ws)) A
(Vg vig. P’ (v1s eqf vi9)) A (VwI29.
(Vv180. P' (v130 says FF)) A

v3)) A
P’ (vip orf vi1)) A

P’ (v129 says TT)) A
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(V0181 wves. P’ (vi31 says notf wes)) A

(Vv182 weg vro. P’ (v132 says (veg andf wro))) A
(V0188 wvrz vra. P’ (0138 says (vrs orf wra))) A
V0184 v vrs. P’ (v184 says (vrr impf wvrs))) A
(Vv185 ws1 vs2. P’ (v185 says (ws1 eqf vs2))) A
(V0136 wss vss. P’ (v136 says vss says vse)) A
(V0187 wsg weo. P’ (v137 says vsg speaks_for wgo)) A
(Vv138 wos woa. P’ (v138 says wos controls wgs)) A
(V139 vog wog v100. P’ (v139 says reps uvgg Ugg vI100)) A
(V0140 v103 v104. P’ (v140 says v103 domi vI104)) A
(Vv1f1 v107 v108. P’ (vif1 says v107 eqi v108)) A
(Vw142 vill vi12. P’ (v142 says villl doms vi112)) A
(Vw148 vil5 vi16. P’ (v143 says vil5 eqs vll6)) A
(Vv1f4 vi19 vi20. P’ (vi}4 says v119 eqn v120)) A
Vw145 0123 vi24. P’ (vlf5 says vi23 1lte wi24)) A
(Vw146 0127 vi28. P’ (vl46 says vi27 1t vi28)) A
(Vv2q v25. P’ (w24 speaks_for wes)) A

(Vg 9. P’ (vag controls vag)) A

(Vuss vsa v3s. P’ (reps wvss vsa v35)) A

(Vusg vzg. P’ (u3g domi wzg)) A

(Vv42 3. P’ (va2 eqi 43)) A

(Vvag var. P’ (vag doms ws7)) A

(Vuso vs1. P (uso eqgs vs1)) A

(V54 vs5. P’ (vs4 eqn v55)) A

(Vuss vs9. P’ (uss lte ws9)) A

(Vuez ves. P’ (ug2 1t wes)) =

Yv. P o

[extractPropCommand_def]

F extractPropCommand (P says prop (SOME c¢md)) = prop (SOME cmd)

[extractPropCommand_ind]

FVYP.
(VP emd. P’ (P says prop (SOME c¢md))) A P’ TT A P’ FF A
Vur. P’ (prop w)) A (Vus. P’ (notf v3)) A
Vs vr. P’ (ve andf v7)) A (Vwvip v11. P’ (vip orf w11)) A
(Voig vi5. P’ (vig impf v15)) A
(Vuis vig.- P (uis eqf v19)) A (Vwi29. P’ (vi29 says TT)) A
(Vv130. P’ (v130 says FF)) A
(Vv182. P’ (v132 says prop NONE)) A
(Vv133 wes. P’ (v133 says notf wes)) A
(V0184 weg vro. P’ (v134 says (v andf wv70))) A
(V0185 vz vra. P’ (v135 says (vrs orf wra))) A
(Vv186 w7 vrs. P’ (v136 says (vrr impf wr7s))) A
(V0187 wvs1 wsa. P’ (v137 says (us1 eqf ws2))) A
(V0138 wss vss. P’ (0138 says vss says vse)) A
(Vv139 wsg voo. P’ (v189 says wsg speaks_for wgo)) A
(V0140 wo3 wves. P’ (0140 says wvgs controls wgs)) A
(Vw41 wvos vo9 v100. P’ (w141 says reps vgg Ugg vI100)) A
(Vv142 v103 v104. P’ (v142 says v103 domi v104)) A
(Vv143 v107 v108. P’ (vi43 says v107 eqi v108)) A
(Vw144 vill vi12. P’ (vlj4 says vill doms v112)) A
V145 vils vil6. P’ (vif5 says vils eqs v116)) A
(Vv146 vi19 vi20. P’ (vi46 says v119 eqn v120)) A
(V0147 v123 vi24. P’ (v147 says vi23 1lte vi24)) A
(Vv148 vi27 vi28. P’ (v148 says vi27 1t vi28)) A
(Vv2q v25. P’ (w24 speaks_for ws)) A
(V128 29. P’ (128 controls wog)) A
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(Vuss vsa v3s. P’ (reps vss vsa v35)) A
(Vs v39. P’ (vsg domi w3g)) A

(Vog2 vaz. P (vgo eqi wm3)) A

(Vvag var. P’ (vag doms wa7)) A

(Vuso vs1- P’ (us0 eqs ws1)) A

(Vvsa vs5. P’ (vs4 eqn v55)) A

(Vuss vsg. P’ (vss lte ws9)) A

(Vue2 ves. P’ (ve2 1t we3)) =

Yu. P o

[ruleO]

F VelementTest NS M Oi Os Out s context statelnterp = ins outs.
authenticationTest elementTest x A
CFGInterpret (M, 0Oi,Os)
(CFG elementTest statelnterp context (x::ins) s outs) =
TR (M,0i,Os) (exec (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputList z)))
(Out s (exec (inputList z))::outs))

[rulel]

F VelementTest NS M Oi Os Out s context statelnterp x ins outs.
authenticationTest elementTest x A
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp context (x::ins) s outs) =
TR (M,0i,0s) (trap (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (trap (inputList z)))
(Out s (trap (inputList z))::outs))

[rule2]

F VelementTest NS M Oi Os Out s context statelnterp = ins outs.
—authenticationTest elementTest © =
TR (M,0i,0s) (discard (inputList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputList z)))
(Out s (discard (inputList z))::outs))

[TR_cases]

" Vao ar a2 as.
TR ap a1 azx a3 <
(JelementTest NS M Oi Os Out s context statelnterp x ins

outs.

(ap = (M,0i,08)) A (a1 = exec (inputlist z)) A
(az =

CFG elementTest statelnterp context (x::ins) s outs) A
(a3 =

CFG elementTest statelnterp context ins

(NS s (exec (inputList z)))

(Out s (exec (inputList z))::outs)) A
authenticationTest elementTest x A
CFGInterpret (M, Oi, Os)

(CFG elementTest statelnterp context (x::ins) s
outs)) V
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(JelementTest NS M Oi Os Out s context statelnterp x ins

outs.

(ap = (M,0i,08)) A (a1 = trap (inputlList z)) A
(az =

CFG elementTest statelnterp context (x::ins) s outs) A
(a3 =

CFG elementTest statelnterp context ins

(NS s (trap (inputList z)))

(Out s (trap (inputList x))::outs)) A
authenticationTest elementTest © A
CFGInterpret (M, Oi, Os)

(CFG elementTest statelnterp context (x::ins) s

outs)) V
JelementTest NS M Oi Os Out s context statelnterp z ins
outs.
(ap = (M,0i,0s)) N (a1 = discard (inputList z)) A
(az =
CFG elementTest statelnterp context (x::ins) s outs) A
(a3 =

CFG elementTest statelnterp context ins

(NS s (discard (inputList z)))

(Out s (discard (inputlist z))::outs)) A
—authenticationTest elementTest x

[TR_discard_cmd_rule]

F TR (M,0i,0Os) (discard (inputList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputList z)))
(Out s (discard (inputList z))::ouls)) <=
—authenticationTest elementTest z

[TR_EQ_rules_thm|

F (TR (M, 0i,0Os) (exec (inputList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputlist z)))
(Out s (exec (inputlist z))::outs)) <=
authenticationTest elementTest x A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) s outs)) A
(TR (M, 0i,0Os) (trap (inputlist z))
(CFG elementTest statelnterp context (z::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (trap (inputlist z)))
(Out s (trap (inputlist z))::outs)) <=
authenticationTest elementTest A
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp context (z::ins) s outs)) A
(TR (M, 0i,0Os) (discard (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp contexrt ins
(NS s (discard (inputList z)))
(Out s (discard (inputList z))::outs)) <=
—authenticationTest elementTest z)

[TR_exec_cmd_rule]
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F VelementTest context statelnterp x ins s ouls.
VM Oi Os.
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp context (x::ins) s
outs) =
(M,0i,0s) satList propCommandList z) =
VNS Out M Oi Os.
TR (M,0i,Os) (exec (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputList z)))
(Out s (exec (inputList z))::outs)) <=
authenticationTest elementTest A
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp context (x::ins) s outs) A
(M, 01i,0s) satList propCommandList z

[TR_ind]

FVTR'.
(Y elementTest NS M Oi Os Out s context statelnterp x ins
outs.
authenticationTest elementTest x A
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp contexrt (z::ins) s
outs) =
TR (M,Q0i,0s) (exec (inputList z))
(CFG elementTest statelnterp contert (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputList z)))
(Out s (exec (inputList z))::outs))) A
(VelementTest NS M Oi Os Out s context statelnterp x ins
outs.
authenticationTest elementTest x A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) s
outs) =
TR' (M,0i,0s) (trap (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp contexrt ins
(NS s (trap (inputList z)))
(Out s (trap (inputList z))::outs))) A
(Y elementTest NS M Oi Os Out s context statelnterp x ins
outs.
—authenticationTest elementTest x =
TR' (M,0i,0s) (discard (inputList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputList z)))
(Out s (discard (inputList z))::outs))) =
Yao a1 a2 a3. TR ag a1 a2 a3 = TR ao a1 a2 as

[TR_rules]

F (VelementTest NS M Oi Os Out s context statelnterp = ins
outs .
authenticationTest elementTest © A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (z::ins) s outs) =
TR (M, 0i,0Os) (exec (inputList z))
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(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputlist z)))
(Out s (exec (inputlist z))::outs))) A
(VelementTest NS M Oi Os Out s context statelnterp z ins
outs.
authenticationTest elementTest © A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) s outs) =
TR (M, 0i,0Os) (trap (inputList z))
(CFG elementTest statelnterp contexrt (z::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (trap (inputList z)))
(Out s (trap (inputlist z))::outs))) A
YV elementTest NS M Oi Os Out s context statelnterp x ins outs.
—authenticationTest elementTest © =
TR (M,0i,Os) (discard (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputlist z)))
(Out s (discard (inputList z))::outs))

[TR_strongind]
FVTR.
(VelementTest NS M Oi Os Out s context statelnterp x ins
outs.
authenticationTest elementTest x A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) s
outs) =
TR (M,Q0i,0s) (exec (inputList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp contexrt ins
(NS s (exec (inputList z)))
(Out s (exec (inputList z))::outs))) A
(VelementTest NS M Oi Os Out s context statelnterp x ins
outs.
authenticationTest elementTest x A
CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp contert (z::ins) s
outs) =
TR' (M,0i,0s) (trap (inputlist z))
(CFG elementTest statelnterp context (z::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (trap (inputlist z)))
(Out s (trap (inputlist z))::outs))) A
(Y elementTest NS M Oi Os Out s context statelnterp x ins
outs.
—authenticationTest elementTest © =
TR’ (M,Q0i,0s) (discard (inputList z))
(CFG elementTest statelnterp contert (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (discard (inputList z)))
(Out s (discard (inputlist z))::outs))) =
Yao a1 a2 a3. TR ao a1 a2 a3 = TR ay a1 a2 as

[TR_trap_cmd_rule]

F VelementTest context statelnterp x ins s outs.
VM Oi Os.
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CFGInterpret (M, Oi,Os)
(CFG elementTest statelnterp contert (z::ins) s
outs) =
(M,0i,0s) sat prop NONE) =
VNS Out M Oi Os.
TR (M,0i,0s) (trap (inputlList z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (trap (inputlist z)))
(Out s (trap (inputlist z))::outs)) <=
authenticationTest elementTest x A
CFGInterpret (M, Oi,0Os)
(CFG elementTest statelnterp context (x::ins) s outs) A
(M, Oi,Os) sat prop NONE

[TRruleO]

F TR (M,0i,0s) (exec (inputlist z))
(CFG elementTest statelnterp contexrt (z::ins) s outs)
(CFG elementTest statelnterp context ins
(NS s (exec (inputlist z)))
(Out s (exec (inputlist z))::outs)) <=
authenticationTest elementTest x A
CFGInterpret (M, 0Oi,Os)
(CFG elementTest statelnterp contexrt (x::ins) s outs)

[TRrulel]

F TR (M,0i,0Os) (trap (inputlist z))
(CFG elementTest statelnterp context (x::ins) s outs)
(CFG elementTest statelnterp contexrt ins
(NS s (trap (inputList z)))
(Out s (trap (inputList z))::ouls)) <=
authenticationTest elementTest x A
CFGInterpret (M, Oi, Os)
(CFG elementTest statelnterp context (x::ins) s outs)

[trType_distinct_clauses]

F (Va' a. discard a # trap a’) A (Va' a. discard a # exec a’) A
Va' a. trap a # exec a

[trType_one_one]

F (Wa o/. (discard a = discard a/) < (a = a')) A
(Va a'. (trap a = trap a') <= (a =a)) A
Va a'. (exec a = exec a') <= (a = da)

B.2 satList Theory
Built: 11 February 2018

Parent Theories: aclDrules

B.2.1 Definitions

[satList_def]

FYM Oi Os formList.
(M, 0i,0s) satList formlList <=
FOLDR (A\z y. z A y) T (MAP (\f. (M,Oi,Os) sat f) formList)
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B.2.2 Theorems

[satList_conj]
I Vl1 ZQ M OZ Os.

(M,0Oi,Os) satList I1 A (M,0i,0Os) satlist l <—
(M,01,0s) satList (1 ++ b)

[satList_CONS]

FYVYht M Oi Os.
(M,01,0s) satList (h::t) <=
(M,0t,0s) sat h N (M,0Oi,0Os) satList t

[satList_nil]
F (M,O0i,Os) satlList []

B.3 principal Theory

Built: 16 March 2018
Parent Theories: cipher

B.3.1 Datatypes

authority = ca num

principal =

Staff staff
Authority authority
Role role

KeyS (staff pKey)
KeyA (authority pKey)
c2

MunitionAvail

GPSKB

TimeKB

role = Commander | Operator

staff = Alice | Bob | Carol

B.3.2 Theorems

[authority_one_one]

FVaad. (caa=cada) < (a=2d)

[principal_distinct_clauses]

F (Va' a. Staff a # Authority a’) A
(Va' a. Staff a # Role a') A (Va' a. Staff a # KeyS a’') A
(Va' a. Staff a # KeyA a’) A (Va. Staff a # C2) A
(Va. Staff a # MunitionAvail) A (Va. Staff a # GPSKB) A
(Va. Staff a # TimeKB) A (Va’' a. Authority a # Role a') A
(Va' a. Authority a # KeyS a’) A
(Va' a. Authority a # KeyA a’) A (Va. Authority a # C2) A
(Va. Authority a # MunitionAvail) A
(Va. Authority a # GPSKB) A (Va. Authority a # TimeKB) A
(Va' a. Role a # KeyS a’') A (Va' a. Role a # KeyA a') A
(Ma. Role a # C2) A (Va. Role a # MunitionAvail) A
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(Va. Role a # GPSKB) A (MVa. Role a # TimeKB) A

(Va' a. KeyS a # KeyA a’') A (Va. KeyS a # C2) A

(Va. KeyS a # MunitionAvail) A (Va. KeyS a # GPSKB) A
(Ma. KeyS a # TimeKB) A (Va. KeyA a # C2) A

(Va. KeyA a # MunitionAvail) A (Va. KeyA a # GPSKB) A
(Ma. KeyA a # TimeKB) A C2 # MunitionAvail A C2 # GPSKB A
C2 # TimeKB A MunitionAvail # GPSKB A

MunitionAvail # TimeKB A GPSKB # TimeKB

[principal_one_one]
F (Va o'. (Staff a = Staff a') <= (a = d)) A
(Va a'. (Authority a = Authority a') <= (a = d')) A
(Va a'. (Role a = Role a') <= (a =a)) A
(Va a'. (KeyS a = KeyS a') <= (a =a)) A
Va a'. (KeyA a = KeyA a') < (a = d)

[role_distinct_clauses]
F Commander # Operator

[staff_distinct_clauses]
F Alice # Bob A Alice # Carol A Bob # Carol

B.4 uavTypes Theory

Built: 16 March 2018
Parent Theories: indexedLists, patternMatches

B.4.1 Datatypes

c3input = CMD ctrlAct | MA muniAvail | KBL bool | KBT bool
ctrlAct = RL | RR | RB

muniAvail =N | L | R | B

state = 0ff | L1Re | LeRl | L1R1l | LeRe

B.4.2 Theorems

[c3input_distinct_clauses]
F (Va' a. CMD a # MA a’) A (Va' a. CMD @ # KBL a’') A
(Va' a. CMD a # KBT a’) A (Va’ a. MA a # KBL a’) A
(Va' a. MA a # KBT a’) A Va' a. KBL a # KBT a

[c3input_one_one]

F (Wa a’. (CMD a = CMD a’) <+= (a = a')) A
Wa a. (MAa=MAa) < (a=2da)) A
(WVa a’. (KBL @ = KBL d/) < (a <= da')) A
Va a'. (KBT a = KBT a') <= (a < a')

[ctrlAct_distinct_clauses]
F RL # RR A RL # RB A RR # RB

[muniAvail_distinct_clauses]
FN#ALAN#ARAN#ZBALZRALGZBARGZB

[state_distinct_clauses|

F 0ff # LlRe A Off # LeRl A 0ff # L1R1 A 0ff # LeRe A
L1Re # LeRl A L1Re # L1R1 A LlRe # LeRe A LeRl # L1R1 A
LeRl # LeRe A L1R1l # LeRe
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B.5 wuavDef Theory

Built: 11 February 2018
Parent Theories: uavTypes, ssml

B.5.1 Theorems

[discard_out_safe_thn)

F uavMOout s (discard z) = exec [NONE]

[discard_safe_thm]

b Vstate x. uavMOns state (discard z) = state

[exec_hca_out_thm]

F Vhea s x.
(uavMOout s (exec z) = exec [SOME (CMD hca)l]) <—
(hca = RL) A
((s = L1Re) A (getCMD z = SOME (CMD RL)) A
(getMA = = SOME (MA L)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RL)) A
(getMA = = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))) V
(hca = RR) A
((s = LeR1) A (getCMD z = SOME (CMD RR)) A
(getMA z = SOME (MA R)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RR)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))) V
(hca = RB) A (s = L1IR1) A (getCMD z
(getMA z = SOME (MA B)) A (getKBL z
(getKBT x = SOME (KBT T))

SOME (CMD RB)) A
SOME (KBL T)) A

[exec_RB_out_thm|

FVs 2.
(uavMOout s (exec z) = exec [SOME (CMD RB)]) <—
(s = L1R1) A (getCMD z = SOME (CMD RB)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))

[exec_RL_out_thm]

Vs 2.
(uavMOout s (exec z) = exec [SOME (CMD RL)]) <—
(s = L1Re) A (getCMD z = SOME (CMD RL)) A
(getMA z = SOME (MA L)) A (getKBL z = SOME (KBL T)) A
(getKBT x = SOME (KBT T)) V
(s = L1R1) A (getCMD z = SOME (CMD RL)) A
(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))

[exec_RR_out_thm|

FVs 2.
(uavMOout s (exec z) = exec [SOME (CMD RR)]) <+—
(s = LeR1l) A (getCMD x = SOME (CMD RR)) A
(getMA z = SOME (MA R)) A (getKBL z = SOME (KBL T)) A
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(getKBT z = SOME (KBT T)) V

(s = L1IR1) A (getCMD z = SOME (CMD RR)) A

(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))

[exec_state_change_thm|

FVs x.
s # uavMOns s (exec z) <=
((s = 0ff) A (getMA z = SOME (MA N)) V
(s = 0ff) A (getMA z = SOME (MA L)) V
(s = 0ff) A (getMA z = SOME (MA R)) V
(s = 0ff) A (getMA z = SOME (MA B))) V
(s = L1Re) A (getCMD x = SOME (CMD RL)) A

(getMA z = SOME (MA L)) A (getKBL z = SOME (KBL T))
(getKBT z = SOME (KBT T)) V

(s = LeR1) A (getCMD z = SOME (CMD RR)) A

(getMA z = SOME (MA R)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V

(s = L1R1) A (getCMD z = SOME (CMD RL)) A

(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T))
(getKBT z = SOME (KBT T)) V

(s = L1R1) A (getCMD z = SOME (CMD RR)) A

(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T)) V

(s = L1R1) A (getCMD z = SOME (CMD RB)) A

(getMA z = SOME (MA B)) A (getKBL z = SOME (KBL T)) A
(getKBT z = SOME (KBT T))

>

>

[getCMD_def]
F (getCMD [] = NONE) A
(Vzs cmd. getCMD (SOME (CMD cmd)::xs) = SOME (CMD cmd)) A
(Wzs ma. getCMD (SOME (MA ma)::xs) = getCMD xs) A
(Vzs loc. getCMD (SOME (KBL loc)::zs) = getCMD zs) A
Vs time. getCMD (SOME (KBT time)::xs) = getCMD wxs

[getCMD_ind)|
HVYP.

PN NVcemd zs. P (SOME (CMD cmd)::xs)) A
(Vma zs. P zs = P (SOME (MA ma)::zs)) A
(Vloc zs. P zs = P (SOME (KBL loc)::xs)) A
(Vtime zs. P xs = P (SOME (KBT time)::xs)) A
(Vwvs. P (NONE::v3)) =
Yv. P

[getKBL_def]

F (getKBL [] = NONE) A
(Vs loc. getKBL (SOME (KBL loc)::xs) = SOME (KBL loc)) A
(Vas cmd. getKBL (SOME (CMD cmd)::xs) = getKBL zs) A
(Mzs ma. getKBL (SOME (MA ma)::zs) = getKBL zs) A
Vs time. getKBL (SOME (KBT time)::zs) = getKBL s

[getKBL_ind)]

FVP.
P [0 N (Wloc zs. P (SOME (KBL loc)::xzs)) A
(Vemd xzs. P zs = P (SOME (CMD cmd)::xs)) A
(Vma zs. P s = P (SOME (MA ma)::zs)) A
(Vtime zs. P zs = P (SOME (KBT time)::xs)) A
(Vvs. P (NONE::v3)) =
Yv. P
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[getKBT_def]

I (getKBT [] = NONE) A
(Vs time. getKBT (SOME (KBT time)::xs) = SOME (KBT time)) A
(Vzs cmd. getKBT (SOME (CMD cmd)::xs) = getKBT xs) A
(Mzs ma. getKBT (SOME (MA ma)::zs) = getKBT zs) A
Vs loc. getKBT (SOME (KBL loc)::zs) = getKBT zs

[getKBT_ind]

FVP.
P [1 N (Vtime zs. P (SOME (KBT time)::zs)) A
(Vemd xzs. P zs = P (SOME (CMD cmd)::xs)) A
(Vma zs. P zs = P (SOME (MA ma)::zs)) A
(VMloc zs. P s = P (SOME (KBL loc)::zs)) A
(Vwvs. P (NONE::v3)) =
Yv. P

[getMA_def]

F (getMA [] = NONE) A
(Vzs ma. getMA (SOME (MA ma)::xzs) = SOME (MA ma)) A
(Vzs cmd. getMA (SOME (CMD cmd)::zs) = getMA zs) A
(Vs loc. getMA (SOME (KBL loc)::zs) = getMA zs) A

Vs time. getMA (SOME (KBT time)::zs) = getMA xs

[getMA_ind]

FVP.
P AN (Wma zs. P (SOME (MA ma)::x8)) A
(Vemd zs. P zs = P (SOME (CMD cmd)::xzs)) A
(Vloc zs. P xzs = P (SOME (KBL loc)::xzs)) A
(Vtime zs. P zs = P (SOME (KBT time)::xs)) A
(WVvs. P (NONE::v3)) =
Yv. P

[trap_out_safe_thn]
F uavMOout s (trap z) = exec [NONE]

[trap_safe_thn]

F Vstate x. uavMOns state (trap z) = state

[uavMOns_def]

F (uavMOns 0ff (exec z) =
if getMA = = SOME (MA N) then LeRe
else if getMA z = SOME (MA L) then LlRe
else if getMA z = SOME (MA R) then LeR1l
else if getMA z = SOME (MA B) then L1R1

else 0ff) A
(uavMOns L1Re (exec z) =
if

SOME (MA L)) A
SOME (KBT T))

(getCMD z = SOME (CMD RL)) A (getMA z
(getKBL z = SOME (KBL T)) A (getKBT

S
1]

then
LeRe
else L1Re) A
(uavMOns LeRl (exec z) =
if
(getCMD z = SOME (CMD RR)) A (getMA z = SOME (MA R)) A

(getKBL z = SOME (KBL T)) A (getKBT z
then

SOME (KBT T))
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LeRe
else LeR1l) A
(uavMOns L1R1 (exec z) =
if

(getCMD z

(getKBL z
then

LeR1
else if

(getCMD z

(getKBL
then

L1Re
else if

(getCMD z

(getKBL
then

LeRe
else L1R1) A (uavMOns LeRe (exec wp) =

SOME (CMD RL)) A (getMA
SOME (KBL T)) A (getKBT

SOME (CMD RR)) A (getMA
SOME (KBL T)) A (getKBT

8]
1]

SOME (CMD RB)) A (getMA
SOME (KBL T)) A (getKBT

8
1]

r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
LeRe) A

(MA B)) A
(KBT T))

(MA B)) A
(KBT T))

(MA B)) A
(KBT T))

(uavMOns s (trap v1) = s) A (uavMOns s (discard v2) = s)

[uavMOns_ind]
FVP.

(Vz. P 0ff (exec z)) AN (Wx. P LlRe (exec z)) A
(Vz. P LeRl (exec z)) A (Vz. P L1R1l (exec z)) A
(MWvwy. P LeRe (exec w)) A (Vs vi. P s (trap v1)) A

(Vs v2. P s (discard w)) =
Yo vu. Povwn

[uavMOout_def]

F (uavMOout Off (exec z) = exec []) A
(uavMOout LlRe (exec z) =
if

(getCMD z = SOME (CMD RL)) A (getMA
(getKBL z = SOME (KBL T)) A (getKBT
then
exec [SOME (CMD RL)]
else exec [NONE]) A
(uavMOout LeRl (exec z) =

if
(getCMD z = SOME (CMD RR)) A (getMA
(getKBL = = SOME (KBL T)) A (getKBT
then

exec [SOME (CMD RR)]
else exec [NONE]) A
(uavMOout L1R1 (exec z) =

if
(getCMD z = SOME (CMD RL)) A (getMA
(getKBL z = SOME (KBL T)) A (getKBT
then
exec [SOME (CMD RL)]
else if
(getCMD z = SOME (CMD RR)) A (getMA
(getKBL = = SOME (KBL T)) A (getKBT
then
exec [SOME (CMD RR)]
else if

(getCMD z = SOME (CMD RB)) A (getMA

r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
r = SOME
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(MA L)) A
(KBT T))

(MA R)) A
(KBT T))

(MA B)) A
(KBT T))

(MA B)) A
(KBT T))

(MA B)) A



(getKBL z = SOME (KBL T)) A (getKBT z = SOME (KBT T))
then
exec [SOME (CMD RB)]
else exec [NONE]) A
(uavMOout LeRe (exec wy) = exec [NONE]) A
(uavMOout s (trap vi1) = exec [NONE]) A
(uavMOout s (discard wv) = exec [NONE])

[uavMOout_ind]

FVP.
(Vz. P Off (exec z)) AN (Wz. P LlRe (exec z)) A
(Vz. P LeRl (exec z)) A (Vz. P LI1R1 (exec z)) A
(Vvg. P LeRe (exec w)) A (Vs vi. P s (trap vi)) A
(Vs v2. P s (discard w)) =
Vv nn. P o wn

B.6 uavSSMO Theory

Built: 11 February 2018
Parent Theories: uavDef, principal

B.6.1 Definitions

[C2_LeR1_RR_Auth_def]

F C2_LeR1_RR_Auth =
prop (SOME (MA R)) impf prop (SOME (XBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RR))

[C2_L1Re_RL_Auth_def

F C2_L1Re_RL_Auth =
prop (SOME (MA L)) impf prop (SOME (KBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RL))

[C2_L1R1_RB_Auth_def]

F C2_L1R1_RB_Auth =
prop (SOME (MA B)) impf prop (SOME (KBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RB))

[C2_L1R1_RL_Auth_def

F C2_L1R1_RL_Auth =
prop (SOME (MA B)) impf prop (SOME (KBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RL))

[C2_L1R1_RR_Auth_def]

F C2_L1R1_RR_Auth =
prop (SOME (MA B)) impf prop (SOME (KBL T)) impf
prop (SOME (KBT T)) impf
Name C2 controls prop (SOME (CMD RR))
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[cmdAuthorizeContext_def]

FVs z.
cmdAuthorizeContext s z =
if
(getMAStatement z = NONE) V (getKBLStatement z = NONE) V
(getKBTStatement z = NONE)
then
[prop NONE]
else if getC2Statement z = NONE then propCommandList z
else if (s = 0ff) V (s = LeRe) then [prop NONE]
else if s = L1R1 then
if
getMAStatement z # SOME (MA B) V
(getKBLStatement z = SOME (KBL F)) V
(getKBTStatement 2 = SOME (KBT F))
then
[prop NONE]
else [C2_L1R1_RB_Auth; C2_L1R1_RL_Auth; C2_L1R1_RR_Auth]
else if s = L1Re then
if
getMAStatement z # SOME (MA L) V
(getKBLStatement z = SOME (KBL F)) V
(getKBTStatement z = SOME (KBT F)) V
getC2Statement z # SOME (CMD RL)
then
[prop NONE]
else [C2_L1Re_RL_Auth]
else if
getMAStatement z # SOME (MA R) V
(getKBLStatement z = SOME (KBL F)) V
(getKBTStatement z = SOME (KBT F)) V
getC2Statement z # SOME (CMD RR)
then
[prop NONE]
else [C2_LeR1_RR_Auth]

[sensorContext_def]

FVz.
sensorContext z =
[maSensorContext z; gpskbSensorContext z;
tkbSensorContext x]

B.6.2 Theorems

[C2_L1Re_exec_NOP_justified_lemma

F VNS Out M Oi Os.
TR (M, Oi, Os)
(exec
(inputlist
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
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(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
(exec
(inputList
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))1)))
(Out L1Re
(exec
(inputList
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]))::
outs)) <+—
authenticationTest inputOK
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (XBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) AN
(M, 0Oi,Os) satList
propCommandList
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (XBT T))]

[C2_L1Re_exec_NOP_lemma]

FYM Oi Os.
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) =
(M,0i,0s) satList
propCommandList
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]

[C2_L1Re_exec_NOP_thm]

F VNS Out M Oi Os.
TR (M, Oi, Os)
(exec [SOME (MA L); SOME (KBL T); SOME (KBT T)])
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe

outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS LlRe
(exec [SOME (MA L); SOME (KBL T); SOME (KBT T)1))
(Out L1Re

(exec [SOME (MA L); SOME (KBL T); SOME (KBT T)])::
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outs)) <+
authenticationTest inputOK
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, 0Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) A
(M,0Oi,Os) satList
[prop (SOME (MA L)); prop (SOME (KBL T));
prop (SOME (XBT T))]

[C2_L1Re_exec_RL_justified_lemma

F VNS Out M Oi Os.
TR (M, Oi, Os)
(exec
(inputList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))1))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
(exec
(inputList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))1)))
(Out L1Re
(exec
(inputList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]))::
outs)) +—=
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs) A
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(M,0i,0s) satList
propCommandList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]

[C2_L1Re_exec_RL_lemma]
FYM Oi Os.
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs) =
(M,0Oi,Os) satList
propCommandList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]

[C2_L1Re_exec_RL_thm]
F VNS Out M Oi Os.
TR (M, Oi, Os)
(exec
[SOME (CMD RL); SOME (MA L); SOME (KBL T);
SOME (KBT T)1)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
(exec
[SOME (CMD RL); SOME (MA L); SOME (KBL T);
SOME (KBT T)1))
(Out L1Re
(exec
[SOME (CMD RL); SOME (MA L); SOME (KBL T);
SOME (KBT T)1)::outs)) <=
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs) A
(M,0i,0s) satList
[prop (SOME (CMD RL)); prop (SOME (MA L));
prop (SOME (KBL T)); prop (SOME (KBT T))]
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[C2_L1Re_trap_RL_KBL_F_justified_lemma

F VNS Out M Oi Os.
TR (M, Oi, Os)
(trap
(inputLlist
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))1))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
(trap
(inputList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]1)))
(Out L1Re
(trap
(inputList
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))1))::
outs)) <=
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) N (M,0Oi,Os) sat prop NONE

C2_L1Re_trap_RL_KBL_F_justified_thm
P J

F VNS Out M Oi Os.
TR (M, Oi, Os)
(trap
[SOME (CMD RL); SOME (MA L); SOME (KBL F);
SOME (XBT T)1)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
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(trap
[SOME (CMD RL); SOME (MA L); SOME (KBL F);
SOME (KBT T)1))
(Out L1Re
(trap
[SOME (CMD RL); SOME (MA L); SOME (KBL F);
SOME (KBT T)1)::outs)) <=
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (XBT T))] A
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) N (M,Oi,Os) sat prop NONE

[C2_L1Re_trap_RL_KBL_F_lemma)]

VM Oi Os.
CFGInterpret (M, Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));

Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) =

(M, 0Oi,0Os) sat prop NONE

[discard_MASensor_CMD_inject_thm|

F VNS Out M Oi Os.
TR (M, Oi, Os)
(discard
(inputLlist
[Name MunitionAvail says prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]1))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) L1lRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins
(NS L1Re
(discard
(inputList
[Name MunitionAvail says
prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));

Name TimeKB says prop (SOME (KBT T))1)))
(Out L1Re

(discard
(inputList
[Name MunitionAvail says
prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
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Name TimeKB says prop (SOME (KBT T))1))::

outs))

[getC2Statement_def]

(Vzs cmd.

F (getC2Statement [] = NONE) A

getC2Statement (Name C2 says prop (SOME (CMD cmd))::zs) =
SOME (CMD cmd)) A
(Vxs. getC2Statement (TT::zs) = getC2Statement zs) A

(Vzs. getC2Statement (FF::xs)

getC2Statement zs) A

(Vzs vp. getC2Statement (prop vo::xs) = getC2Statement zs) A
(Vxs v3. getC2Statement (notf w3::xs) = getC2Statement zs) A

Vzxs vs va.
getC2Statement
(Vzs vr vg.
getC2Statement
(Vzs v9 vs.
getC2Statement
(sz v11 V10 -
getC2Statement
(Vs v1a.
getC2Statement
Vs vi2.
getC2Statement
Vas v134.
getC2Statement
getC2Statement
(Vas vi46 vigg .
getC2Statement
(Name (Staff
getC2Statement
Vs v147 vi44 .
getC2Statement

(vs andf wvs::zs) = getC2Statement zs) A
(ve orf wr::xs) = getC2Statement zs) A
(vg impf wg::zs) = getC2Statement xs) A

(vip eqf wi1::xs) = getC2Statement zs) A

(vi2 says TT::xs) getC2Statement zs) A

(vi2 says FF::xs) getC2Statement zs) A

(Name v134 says prop NONE::zs) =

zs) A

v146) says prop (SOME wv1/4)::xs) =
zs) A

(Name (Authority v147) says prop (SOME vl44)::zs) =

getC2Statement
(Vzs v148 vi44.
getC2Statement

(Name (Role v148) says prop (SOME wv144)::xs)

getC2Statement
Vs v149 vi14.
getC2Statement

(Name (KeyS v149) says prop (SOME wv1j4)::xs)

getC2Statement
Vs v150 v1j4 .
getC2Statement

(Name (KeyA v150) says prop (SOME v144)::zs)

getC2Statement
Vs v157.
getC2Statement
getC2Statement
Vs v158.
getC2Statement
getC2Statement
Vas v159.
getC2Statement
getC2Statement
Vas vif4.
getC2Statement

xzs) N

zs) A

zs) A

xs) N

(Name C2 says prop (SOME (MA v157))::xs) =
xs) A

(Name C2 says prop (SOME (KBL v158))::xs)
xs) A

(Name C2 says prop (SOME (KBT v159))::xs)
xs) A
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(Name MunitionAvail says prop (SOME v144)::zs) =

getC2Statement zs) A

Vas vif4.
getC2Statement (Name GPSKB says prop (SOME vi44)::zs) =
getC2Statement zs) A

Vas vif4.
getC2Statement (Name TimeKB says prop (SOME wv144)::xs) =
getC2Statement zs) A

(Vxs vgg v186 v135.
getC2Statement (v135 meet v136 says prop uUes::zS) =
getC2Statement zs) A

(Vzs vgg v188 v137.
getC2Statement (v137 quoting vl138 says prop ues::zs) =
getC2Statement zs) A

(VIS Vg9 V12 .
getC2Statement (vi2 says notf wveg::xs) =
getC2Statement zs) A

(Vzs vr1 vro vi2.
getC2Statement (vi2 says (v7o andf wvr1)::zs) =
getC2Statement zs) A

(Vzs vz vr2 vi2.
getC2Statement (wvi2 says (vr2 orf wrg)::xs) =
getC2Statement zs) A

(Vzs vrs vra vi2.
getC2Statement (vio says (vra impf wvrs)::zs) =
getC2Statement zs) A

(Vzs vrr vre vi2.
getC2Statement (vi2 says (vre eqf wvy7)::xs) =
getC2Statement zs) A

(Vzs vrg vrs vi2.
getC2Statement (vi2 says wvrg says vrg::TS) =
getC2Statement zs) A

(Vzs vs1 vgo vi2.
getC2Statement (w2 says wso speaks_for vgi::zs) =
getC2Statement zs) A

(Vzs vss vs2 vi2.
getC2Statement (vi2 says wgy controls wvgz::zs) =
getC2Statement zs) A

(Vs vse Uss Usa Ui2.
getC2Statement (vi2 says reps Us4 Uss Use::ZS) =
getC2Statement zs) A

(Vzs vss vs7 Vi2.
getC2Statement (v12 says wvgy domi wgs: 1 x8)
getC2Statement zs) A

(Vzs vgo vg9 Vi2.
getC2Statement (vi2 says wgg eqi vgp::xS) =
getC2Statement zs) A

(Vzs ve2 vo1 Vi2.
getC2Statement (vi2 says vy doms vg2::zS) =
getC2Statement zs) A

(Vzs vosa ve3 v12.
getC2Statement (vi2 says wvgs eqs Ugsa::ZS)
getC2Statement zs) A

(Vzs ves vos V12.
getC2Statement (vi2 says wvgs eqn Ugs: :TS)
getC2Statement zs) A

(Vzs veg vo7 V12.
getC2Statement (wvi2 says wgr lte vgg::xs)
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getC2Statement zs) A
(Vs wvog v12 v100.

getC2Statement (vi2 says wvgg 1t v100::x8) =

getC2Statement zs) A
(Vzs v15 via.

getC2Statement (w14 speaks_for wvis::xs) =

getC2Statement zs) A
(Vzs v7 vig.

getC2Statement (vig controls wvi7::xs) =

getC2Statement zs) A
(Vs v vi9 18-

getC2Statement (reps vig Vig U20::TS) =

getC2Statement zs) A
(Vs vo2 wo21.

getC2Statement (w21 domi wa2::zs) = getC2Statement zs) A
(Vzs Vo4 123.

getC2Statement (w23 eqi wva4::zs) = getC2Statement zs) A
(VIS V26 V25 .

getC2Statement (wps doms wge::xzs) = getC2Statement zs) A
(VIS U288 UV27.

getC2Statement (v27 eqs vo2g::xS)
(Vzs v30 V2g.

getC2Statement (w9 eqn v3p::xS)
(VIS V32 V31 .

getC2Statement (w31 lte v32::xS)
Vs v3s U33.

getC2Statement (w33 1t w34a::zs) = getC2Statement zs

getC2Statement zs) A

getC2Statement zs) A

getC2Statement zs) A

[getC2Statement_ind]

FVYP.

P IOA
(Vemd xzs. P (Name C2 says prop (SOME (CMD cmd))::xs)) A
(Vzs. P xzs = P (TT::28)) N (Vas. P zs = P (FF::zs)) A
(Vv 2zs. P xs = P (prop v2::25)) A
(Vv3 zs. P zs = P (notf w3::z8)) A
(Vvy vs 2s. P zs = P (vg andf vs::258)) A
(Vuvs vi zs. P xzs = P (vg orf wr::zxs)) A
(Vg v9g zs. P s = P (vg impf wg::xs)) A
(Vvio vi1 zs. P s = P (vio eqf wi1::28)) A
(Vvizg zs. P zs = P (vi2 says TT::xs)) A
(Vuvi2 ws. P xs = P (vi2 says FF::25)) A
(Vvi34 zs. P zs = P (Name vl134 says prop NONE::zs)) A
(Vvi46 vi44 xs.

P zs =

P (Name (Staff v146) says prop (SOME vi44)::zs)) A
Vvl47 v144 xs.

P zs =

P (Name (Authority wv147) says prop (SOME vi144)::zs)) A
(Vo148 vi44 zs.

P s = P (Name (Role v148) says prop (SOME vi144)::zs)) A
Vw149 vlj4 ws.

P zs = P (Name (KeyS v149) says prop (SOME v144)::xs)) A
Vv150 v144 ws.

P s = P (Name (KeyA v150) says prop (SOME vi144)::zs)) A
V157 zs.

P s = P (Name C2 says prop (SOME (MA v157))::zs)) A
(V158 zs.

P zs = P (Name C2 says prop (SOME (KBL v158))::xs)) A
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V159 zs.
P s = P (Name C2 says prop (SOME (KBT v159))::zs)) A
Vw144 zs.
P zs =
P (Name MunitionAvail says prop (SOME wvl44)::xs)) A
Vwvl44 zs.
P zs = P (Name GPSKB says prop (SOME vi44)::zs)) A
Vwvl44 ws.
P s = P (Name TimeKB says prop (SOME vi44)::zs)) A

(V135 v136 vss z5.

P s = P (v135 meet v136 says prop vsg::zs)) A

(Vv137 v138 wvgs ws.

P s = P (v137 quoting vI138 says prop ues::xs)) A
P zs = P (vi2 says notf wgg::z8)) A

V2
(Y v12
(V V12
V2
(Y v12
(V V12
V2

P
(V V12

P
(Y v12

P
Y vio
(Y v12
(V V12
Y v12
(Y v12
(V V12
Y v12
(Y v14
(V V16
(Y uis
(Y v21
(V V23
Y v2s
(VY v2r
(V V29
(V U31
(V vs3

V69
U70
v72
V74
V76
v78
Vg0

s.
V71
V73
V75
vr7
V79
Vg1

Zs.
xS .
xs.
Zs.
TS .
Zs.

aeBavBacBiaviiae

xTs
xrs
xs
s
s

=
=
=
=
=

P

(v12 says (v7o andf v71)::28)) A
(vi2 says (vre orf wrz)::ms)) A
(vi2 says (vra impf v7s)::xs)) A
(v12 says (vre eqf wvr7)::ms)) A
(v12 says vrs says vrg::x8)) A

zs = P (vi2 says wvgo speaks_for wvgi::zs)) A

Vg2 Us3z IS.

zs = P (vi2 says wvs2 controls wgz::zs)) A
Vg4 Uss Use XS .
zs = P (vi2 says reps vss Uss Uge::ZS)) A

vg7
Ug9
V91
V93
V95
V97
V99
U15
v17
V19
V22
V24
V26
v28
V30
V32
U34

VYv. P o

Uss
V90
V92
V94
V96
V98

Zs.
xs.
TS .
xs.
Zs.
Zs .

VYUY T

xs
s
s
xs
xTs
s

ey

P

P
P
P
P
P

(vi2 says vg7 domi vgg::xs)) A
(vi2 says wgg eqi wgp::zs)) A
(v12 says vy doms wg2::xS)) A
(vi2 says wvg3 eqs Uga::Ts)) A
(vi2 says wgs eqn Ugg::2S)) A
(v12 says vgr lte wog::z8)) A

v100 xzs. P zs = P (vi2 says wgg 1t v100::xs)) A
P xs = P (vis speaks_for wvis::zs)) A

P zs = P (e controls wvi7::75)) A

P xs = P (reps vig vig v20::2S)) A

zs.
s.
V20

ZS.
ZS .
Zs.
ZS.
ZS .
Zs.
ZS.

Zs.

jaeRiaviacliaviia vlia ol !

xTs
s
s
s
s
xTs
xTs

[getKBLStatement_def]

R

e iaviiaviiaviiaviils viiae!

(v21
(v23
(v2s
(v27
(v29
(v31
(v33

F (getKBLStatement [] = NONE) A
Vs loc.

getKBLStatement

domi woo::zx8)) A
eqi woa::18)) A
doms wv26::xS)) A
eqs w2g::x5)) A
eqn v30::75)) A
lte wvz2::x8)) A
1t wv34::28)) =

(Name GPSKB says prop (SOME (KBL loc))::zs) =
SOME (KBL loc)) A

(Vzs. getKBLStatement (TT::zs)
(Vzs. getKBLStatement (FF::zs)

(Vs v2

getKBLStatement (prop w»:

(Vzxs wvs

getKBLStatement (notf ws:
Vas vs vg.

getKBLStatement (vs andf us

1 x8)

getKBLStatement zs) A
getKBLStatement zs) A

getKBLStatement 2s) A

:zs) = getKBLStatement xs) A

::z8) = getKBLStatement zs) A
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NVzxs vr vg.
getKBLStatement (vs orf wv7::xs) = getKBLStatement zs) A
Vaxs vg vs.
getKBLStatement (vs impf vg::zs) = getKBLStatement zs) A
(Vzs v11 vio.
getKBLStatement (wvip eqf wi1::zs) = getKBLStatement xs) A
Vzxs v12.
getKBLStatement (vi2 says TT::xs)
Vs via.
getKBLStatement (v12 says FF::xs)
Vs v134.
getKBLStatement (Name v134 says prop NONE::zs) =
getKBLStatement zs) A
Vs v146 vlj4 .
getKBLStatement
(Name (Staff vI1/6) says prop (SOME vi44)::zs) =
getKBLStatement zs) A
(Vzs v147 vi44.
getKBLStatement
(Name (Authority wvw147) says prop (SOME vi144)::zs) =
getKBLStatement xs) A
Vs v148 vl4.
getKBLStatement
(Name (Role v148) says prop (SOME wv1j4)::xs)
getKBLStatement zs) A
Vas v149 vij4 .
getKBLStatement
(Name (KeyS v149) says prop (SOME wv1j4)::zs)
getKBLStatement zs) A
(Vzs v150 vi44.
getKBLStatement
(Name (KeyA v150) says prop (SOME wv144)::xs)
getKBLStatement xs) A
Vs vif4.
getKBLStatement (Name C2 says prop (SOME v144)::xs) =
getKBLStatement xs) A
Vs vif4.
getKBLStatement
(Name MunitionAvail says prop (SOME v144)::zs) =
getKBLStatement zs) A
Vs v156.
getKBLStatement
(Name GPSKB says prop (SOME (CMD v156))::xs)
getKBLStatement xs) A
Vas v157.
getKBLStatement
(Name GPSKB says prop (SOME (MA v157))::zs) =
getKBLStatement xs) A
Vzs v159.
getKBLStatement
(Name GPSKB says prop (SOME (KBT v159))::zs)
getKBLStatement zs) A
Vs vif4.
getKBLStatement (Name TimeKB says prop (SOME v144)::zs) =
getKBLStatement zs) A
(Vxs vgg v186 v135.
getKBLStatement (v135 meet v136 says prop vss::xs) =
getKBLStatement zs) A

getKBLStatement xs) A

getKBLStatement zs) A
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(Vzs veg v138 v137.
getKBLStatement (v137 quoting v138 says prop vsg::zs) =
getKBLStatement xs) A

(Vzxs vgg v12.
getKBLStatement (vi2 says notf weg::zs) =
getKBLStatement xs) A

(Vzs vr1 vro vi2.
getKBLStatement (vi2 says (vyo andf wv71)::xs) =
getKBLStatement xs) A

(Vzs vz vr2 vi2.
getKBLStatement (vi2 says (vr2 orf wrz)::zs) =
getKBLStatement xs) A

(VLES V75 VUrqa V12
getKBLStatement (vi2 says (vrs impf wv7s)::xs) =
getKBLStatement xs) A

(VLES Urr Ure Vi12.
getKBLStatement (vi2 says (vr¢ eqf wvrr)::zs) =
getKBLStatement xs) A

(sz U9 Urs Vi2.
getKBLStatement (vi2 says vrg says Urg::xS) =
getKBLStatement xs) A

(sz Ug1 VUso Vi2.
getKBLStatement (vi2 says vgp speaks_for wvgi::zs) =
getKBLStatement xs) A

(sz Vg3 Vg2 Vi12.
getKBLStatement (vi2 says vg2 controls wgz::zs) =
getKBLStatement xs) A

(sz VUse Uss Vg4 V12 .
getKBLStatement (vi2 says reps vss4 Uss Uge::TS) =
getKBLStatement xs) A

(V.IS vUgg Vst V12.
getKBLStatement (vi2 says vgy domi wgg::xs)
getKBLStatement xs) A

(VJ?S V9o Vg9 V12.
getKBLStatement (vi2 says vgg eqi vgo::zs) =
getKBLStatement xs) A

(VJ?S Vg2 V91 Vi12.
getKBLStatement (vi2 says vg1 doms uga::S)
getKBLStatement xs) A

(Vs Vg4 V93 V12.
getKBLStatement (vi2 says vg3 eqs vgs::TS)
getKBLStatement xs) A

(Vms Vg V95 V12 .
getKBLStatement (vi2 says vgs eqn ugs: :ZS)
getKBLStatement xs) A

(VLES Ugg Vg7 V12 .
getKBLStatement (vi2 says vgy lte wgg::xs)
getKBLStatement xs) A

(Vzs vog9 v12 v100.
getKBLStatement (vi2 says wgg 1t v100::xs) =
getKBLStatement xs) A

(Vzs v15 via.
getKBLStatement (vis4 speaks_for wvis::zs) =
getKBLStatement xs) A

(Vzs v vig.
getKBLStatement (vig controls wi7::zs) =
getKBLStatement xs) A

(Vs v vio vi1s.
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getKBLStatement (reps vig vig v20::%S) =

getKBLStatement zs) A
(Vxs voo v21.

getKBLStatement (vp; domi w22::xs) = getKBLStatement zs) A
(Vxs vo4 v23.

getKBLStatement (w23 eqi waa::zs) = getKBLStatement xs) A
(Vxs 126 125.

getKBLStatement (vo5 doms vg::xs) = getKBLStatement zs) A
(VIS V28 V27 .

getKBLStatement (w27 eqs wpg::xs)
(Vzs v39 v29.

getKBLStatement (w29 eqn w3p::zs)
(Vzs v32 v31.

getKBLStatement (v31 lte w32::x8)
V:ES U34 V33 .

getKBLStatement (w33 1t wvs4::zs) = getKBLStatement zs

getKBLStatement zs) A

getKBLStatement zs) A

getKBLStatement zs) A

[getKBLStatement_ind]

FVYP.
P I A
(Vloc zs. P (Name GPSKB says prop (SOME (KBL loc))::zs)) A
Vzs. P zxs P (TT::2s)) N (Vzs. P zs = P (FF::zs)) A
NVvs zs. P = P (prop w::zs)) A
(Vvs zs. P = P (notf w3::28)) A
(Vug vs zs. rs = P (vqy andf wvs::28)) A
(Vve vr 8. zs = P (vg orf vr::zs)) A
(Vusg vg zs. s = P (vg impf wg::zs)) A
(Vvio vi1 zs. P s = P (vio eqf wvi1::28)) A
(Vuvi2 ws. P xs = P (vi2 says TT::25)) A
(Vviz zs. P s = P (vi2 says FF::2s)) A
(Vvi34 zs. P zs = P (Name v134 says prop NONE::zs)) A
(V146 vlj4 =s.

P zs =

P (Name (Staff vl/6) says prop (SOME wvwl44)::xs)) A
V147 vlj4 =s.

P zs =

P (Name (Authority v147) says prop (SOME vl44)::zs)) A
(V148 vlj4 =s.

P s = P (Name (Role v148) says prop (SOME vi44)::zs)) A
(Vvi149 v144 xs.

P zs = P (Name (KeyS v149) says prop (SOME vi44)::xs)) A
V150 vi1j4 ws.

P zs = P (Name (KeyA v150) says prop (SOME v144)::xs)) A
(Vvil44 zs. P zs = P (Name C2 says prop (SOME wl/4)::xs)) A
VYwvl44 zs.

P zs =

P (Name MunitionAvail says prop (SOME v144)::z5)) A
Vo156 zs.

P zs = P (Name GPSKB says prop (SOME (CMD v156))::zs)) A
V157 zs.

P s = P (Name GPSKB says prop (SOME (MA v157))::zs)) A
V159 zs.

P s = P (Name GPSKB says prop (SOME (KBT v159))::xs)) A
(Vwvl44 zs.

P xzs = P (Name TimeKB says prop (SOME v144)::zs)) A
(Vv135 v136 wvgs ws.

P s = P (v135 meet v136 says prop vsg::zs)) A
NVvl87 v138 ves 7s.

R B T I A
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P zs = P (v137 quoting v138 says prop usg::zs)) A

(Vo2 veg zs. P xs = P (vi2 says notf vsg::z5)) A
(Vviz vro vi1 zs. P xs = P (vi2 says (vro andf wvr1)::2s)) A
(Vviz vr2 vz zs. P xs = P (vi2 says (vre orf wvr3)::xzs)) A
(Vviz vra vrs zs. P zs = P (viz2 says (urs impf wrs)::zs)) A
Vv vrg vrr xs. P xs = P (vi2 says (vre eqf wvr7):i:z8)) A
(Vvi2 vrs v xs. P zs = P (vi2 says vrs says v79::xS)) A
(VU12 Vo Vg1 XS.

P zs = P (vi2 says vgo speaks_for wvg1::zs5)) A
(Vvlz Vg2 VUs3y IS.

P zs = P (vi2 says vs2 controls wvgz::xs)) A
(V12 vss Uss Use S.

P s = P (vi2 says reps Usa Uss Use::ZS)) A
(Vv vgr vgs xs. P xs = P (vi2 says wgy domi wvgg::xs)) A
(Vviz vgg w0 zs. P axs = P (vi2 says vgg eqi wgo::xs)) A
(Vvi2 w1 vo2 zs. P zs = P (vi2 says vg1 doms vg2::xS)) A
(Vo2 vez voa zs. P zs = P (vi2 says g3 eqs wgs::zs)) A
(Vviz vos v zs. P xs = P (vi2 says vgs eqn wgg::xs)) A
(Vvi2 vor v zs. P zs = P (vi2 says vor lte wgg::xzs)) A
(Vvia vog v100 zs. P zs = P (vi2 says wvgg 1t v100::z5)) A
(Vvia vis zs. P xs = P (vis speaks_for wvis::zs)) A
(Vvig v17 2s. P zs = P (vig controls wvir::75)) A
(Vg v19 v20 2s. P s = P (reps v18 V19 U20::xS)) A
(Vwva1 v22 zs. P s = P (vy1 domi woo::18)) A
(Vuos voa xs. P xs = P (v23 eqi vaa::ms)) A
(Vv25 V26 IS. P xzs = P (1)25 doms 1}26::![8)) A
(Vuver weg zs. P xs = P (v27 eqgs wag::xs)) A
(Vuog w30 @s. P xs = P (u9 eqn v30::x8)) A
(Vwus1 v32 zs. P xs = P (v31 lte w3z::718)) A
(VMwuss v34 8. P 2zs = P (uvzz 1t v3q::18)) =
VYv. P o

[getKBTStatement_def]

F (getKBTStatement [] = NONE) A

Vs loc.
getKBTStatement

(Name TimeKB says prop (SOME (KBT loc))::zs) =

SOME (KBT loc)) A

(Vzs. getKBTStatement (TT::zs)
(Vzs. getKBTStatement (FF::zs)

Vs va.
getKBTStatement
Vzxs vs.
getKBTStatement
(Vzs vs 4.
getKBTStatement
Vzs vr vg.
getKBTStatement
Vzxs vg vs.
getKBTStatement
(Vzs v11 vio.
getKBTStatement
Vs vi2.
getKBTStatement
Vzxs v12.
getKBTStatement
Vzs v134.
getKBTStatement

(prop wv2::zs)

(notf wv3::z8)

(v12 says TT::zs)

(vi2 says FF::zs)

getKBTStatement zs) A
getKBTStatement zs) A

getKBTStatement 2s) A
getKBTStatement xs) A

(vs andf wvs::x5) = getKBTStatement zs) A
(ve orf wr::xzs) = getKBTStatement zs) A
(vg impf wy::zs) = getKBTStatement zs) A
(vio eqf wi1::28) = getKBTStatement xs) A
getKBTStatement zs) A
getKBTStatement xs) A

(Name v134 says prop NONE::zs) =
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getKBTStatement xs) A
Vs v146 v144 .
getKBTStatement
(Name (Staff v146) says prop (SOME wvl44)::xs) =
getKBTStatement zs) A
(Vzs v147 vi44.
getKBTStatement
(Name (Authority w147) says prop (SOME v144)::zs) =
getKBTStatement xs) A
(Vs vi48 vi4g .
getKBTStatement
(Name (Role v148) says prop (SOME wv1j4)::xs)
getKBTStatement zs) A
Vs v149 vlj4 .
getKBTStatement
(Name (KeyS v149) says prop (SOME wv1j4)::zs)
getKBTStatement zs) A
(Vzs v150 vi44 .
getKBTStatement
(Name (KeyA v150) says prop (SOME wv144)::xs)
getKBTStatement xs) A
Vs vif4.
getKBTStatement (Name C2 says prop (SOME v144)::xs) =
getKBTStatement xs) A
Vs vif4.
getKBTStatement
(Name MunitionAvail says prop (SOME v144)::zs) =
getKBTStatement zs) A
Vs vif4.
getKBTStatement (Name GPSKB says prop (SOME wvl44)::xs) =
getKBTStatement zs) A
Vzs v156.
getKBTStatement
(Name TimeKB says prop (SOME (CMD v156))::zs) =
getKBTStatement zs) A
Vs v157.
getKBTStatement
(Name TimeKB says prop (SOME (MA v157))::xs) =
getKBTStatement xs) A
Vzs v158.
getKBTStatement
(Name TimeKB says prop (SOME (KBL v158))::xs) =
getKBTStatement zs) A
(Vs vgg v186 v135.
getKBTStatement (v135 meet v136 says prop vss::xs) =
getKBTStatement zs) A
(Vzs vgg v138 v137.
getKBTStatement (v137 quoting v138 says prop Usg::xs) =
getKBTStatement zs) A
(Vzs vgg vi2.
getKBTStatement (vi2 says notf weg::xs) =
getKBTStatement zs) A
Vas vr1 vro vi2.
getKBTStatement (w12 says (v7o andf wv71)::zs) =
getKBTStatement zs) A
(Vzs vz vr2 vi2.
getKBTStatement (w12 says (vre orf wrz)::xs) =
getKBTStatement zs) A
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(Vzs vrs vra vi2.
getKBTStatement (vi2 says (vrs4 impf wv7s)::xs) =
getKBTStatement xs) A

(Vzs vrr vre vi12.
getKBTStatement (vi2 says (vr¢ eqf wvrr)::zs) =
getKBTStatement xs) A

(Vzs vrg v7s vi12.
getKBTStatement (v12 says vrg says V79 :iTS) =
getKBTStatement xs) A

(Vzs vs1 vgo Vi2.
getKBTStatement (vi2 says vgp speaks_for wvgi::zs) =
getKBTStatement xs) A

(VLES Vg3 Vg2 Vi12.
getKBTStatement (vi2 says vg2 controls wgz::zs) =
getKBTStatement xs) A

(VLES Use VUss Usa UVi12.
getKBTStatement (vi2 says reps vss4 Uss Use::TS) =
getKBTStatement xs) A

(sz Ugg Vst V12.
getKBTStatement (vi2 says vgy domi wvgg::xs) =
getKBTStatement xs) A

(sz V9o Vg9 Vi12.
getKBTStatement (vi2 says vgg eqi vgo::zs) =
getKBTStatement xs) A

(sz Vg2 V91 Vi12.
getKBTStatement (vi2 says vg1 doms uga::xS)
getKBTStatement xs) A

(sz Vg4 V93 V12.
getKBTStatement (vi2 says vg3 eqs vgs: :IS)
getKBTStatement xs) A

(V.IS Vg V95 V12 .
getKBTStatement (vi2 says vgs eqn vge: :ZS)
getKBTStatement xs) A

(VJ?S Ugg Vg7 V12.
getKBTStatement (vi2 says vg7 lte wgg::zs)
getKBTStatement xs) A

(Vzs vog v12 v100.
getKBTStatement (vi2 says wvgg 1t vI100::zs) =
getKBTStatement xs) A

(Vzs v15 via.
getKBTStatement (vi4 speaks_for wvis::xs) =
getKBTStatement xs) A

(Vzs vnr vig.
getKBTStatement (vig controls wiy::zs) =
getKBTStatement xs) A

(Vs v vio v1s.
getKBTStatement (reps wig vig v20::%S) =
getKBTStatement xs) A

(Vs vo2 1.
getKBTStatement (w21 domi w22::xs) = getKBTStatement zs) A

(Vfbs V24 V23 .
getKBTStatement (v23 eqi wo4::xs) = getKBTStatement zs) A

(Vs w26 vos.
getKBTStatement (wvps doms wv26::2s) = getKBTStatement zs) A

(Vzs s va7.
getKBTStatement (w27 eqs wag::xs)

(VZKS V30 V29 .
getKBTStatement (v29 eqn V3011 TS)

getKBTStatement zs) A

getKBTStatement zs) A
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(Vzxs v3e v31.

getKBTStatement (w31 lte wgz::zs) = getKBTStatement zs) A
YV xs V34 V33 .

getKBTStatement (w33 1t w34::xs) = getKBTStatement zs

[getKBTStatement_ind]

FVP.
P I A
(Mloc zs. P (Name TimeKB says prop (SOME (KBT loc))::zs)) A
(Vzs. P zs P (TT::2s8)) N (Wxs. P zs = P (FF::zs)) A
Vvy zs. P = P (prop wp::z5)) A
(Vvs zs. P = P (notf w3::18)) A
(Vug vs 2s. rs = P (vy andf wvs::28)) A
NVug vr zs. zs = P (vg orf wr::zs)) A
(Vusg vg zs. s = P (vg impf wg::zs8)) A
(Vvio vi1 zs. P s = P (vio eqf wvi1::28)) A
(Vvi2 zs. P zs = P (vi2 says TT::zs)) A
(Vvizg zs. P zs = P (vi2 says FF::2s)) A
(Vvi34 zs. P zs = P (Name v134 says prop NONE::zs)) A
Vw146 vif4 zs.

P xs =

P (Name (Staff vl/6) says prop (SOME wvwl44)::xs)) A
V147 vif4 zs.

P xs =

P (Name (Authority v147) says prop (SOME v144)::zs)) A
(V148 vlj4 =s.

P s = P (Name (Role v148) says prop (SOME vi144)::zs)) A
(Vvi149 v144 xs.

P zs = P (Name (KeyS v149) says prop (SOME vi144)::xs)) A
V150 vi144 =s.

P zs = P (Name (KeyA v150) says prop (SOME v144)::xs)) A
(Vvl44 zs. P zs = P (Name C2 says prop (SOME wl44)::xs)) A
Vw144 zs.

P zs =

P (Name MunitionAvail says prop (SOME v144)::z5)) A
Vw144 zs.

P zs = P (Name GPSKB says prop (SOME vi44)::zs)) A
V156 zs.

P zs =

P (Name TimeKB says prop (SOME (CMD v156))::25)) A
V157 zs.

P s = P (Name TimeKB says prop (SOME (MA vi157))::zs)) A
(V158 zs.

P zs =

P (Name TimeKB says prop (SOME (KBL v158))::zs)) A
Vo135 v136 wves zs.

P s = P (v135 meet v136 says prop vsg::zs)) A
(Vv187 v138 wvgs ws.

P zs = P (v137 quoting v138 says prop usg::zs)) A
(Vo2 veg zs. P xs = P (vi2 says notf vsg::z5)) A
(Vw2 v70 vr1 xS. xs = P (vi2 says (vro andf wvr1)::zs)) A
(VY vi2 v72 v73 TS. xs = P (vi2 says (vre orf wvr3)::xzs)) A
(Vvia v74 v75 2S. zs = P (vi2 says (vr4 impf wrs)::z8)) A
Vo2 vre vrr aS. xs = P (vi2 says (v eqf wvrr)::zs)) A
(VY vi2 v7s8 V79 TS. xs = P (vi2 says vrs says vr9::x8)) A
Y vi2 Vgo Vg1 ZIS.

P zs = P (vi2 says vgo speaks_for wvg1::z5)) A
(Vvlz Vg2 VUs3z IS.

vo g gl

acBiaviiaviia viiav!
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P xzs = P (v12 says vg2 controls wg3::xs)) A
(VU12 Vg4 Vg5 Use IS.
P zs = P (vi2 says reps vsa Uss Uge::%S)) A

(Vviz vgr vgs zs. P xs = P (vi2 says vgy domi wgg::xs)) A
(Vvio vgg voo zs. P zs = P (vi2 says vg9 eqi wgo::zs)) A
(Vviz vo1 vo2 zs. P axs = P (vi2 says vg1 doms vg2::xS)) A
(Vvi2 voz voa zs. P zs = P (viz2 says vo3 eqs wgs::xz5)) A
(Voo vos vos zs. P zs = P (vi2 says vgs eqn wgs::zs)) A
(Vviz vo7 veg zs. P axs = P (vi2 says vo7 lte wgg::xs)) A

(Vo2 vog v100 zs. P zs = P (vi2 says wvgg 1t v100::z5)) A
(Vvia vis zs. P s = P (via speaks_for vis::xs)) A

(Vv vir zs. P s = P (vig controls wvir::x8)) A

(Vvig vig v20 2s. P zs = P (reps wvig vig U20::%S)) A

(Vwva1 v 2s. P xs = P (vo1 domi wo2::78)) A
(Vwves voa zs. P xs = P (w23 eqi waa::zs)) A
(Vuvas v26 5. P s = P (v doms w2g::25)) A
(Va7 weg zs. P xs = P (v27 eqgs weg::x8)) A
(Vg w30 zs. P xs = P (w29 eqn w3p::x5)) A
(Vw31 vs2 5. P zs = P (v31 lte w3z::75)) A
(Vwusg v34 2s. P xzs = P (v3zs 1t wv34::28)) =

Yv. P

[getMAStatement_def]

F (getMAStatement [] = NONE) A

(Vzs ma.

getMAStatement

(Name MunitionAvail says prop (SOME (MA ma))::xs) =

SOME (MA ma)) A
(Vxs. getMAStatement (TT::zs) = getMAStatement xs) A
(Vxs. getMAStatement (FF::zs) = getMAStatement zs) A
(Vzs va. getMAStatement (prop v2::zs) = getMAStatement zs) A
(Vs v3. getMAStatement (notf wg::xs) = getMAStatement zs) A
(Vs vs 4.

getMAStatement (vs andf wvs::xs) = getMAStatement zs) A
Vzs vr vg.

getMAStatement (wvg orf wvr::zs) = getMAStatement zs) A
Vzxs vg vs.

getMAStatement (wg impf wvg::zs) = getMAStatement zs) A
(Vzs v11 vio.

getMAStatement (vip eqf wv11::xs) = getMAStatement zs) A

Vs vi2.

getMAStatement (vi2 says TT::zs) = getMAStatement zs) A
Vzxs v12.

getMAStatement (w12 says FF::xs) = getMAStatement zs) A
Vzs v134.

getMAStatement (Name vl134 says prop NONE::zs) =
getMAStatement zs) A
(Vzs v146 vi44.
getMAStatement
(Name (Staff vl146) says prop (SOME vl144)::zs) =
getMAStatement zs) A
Vs v147 vigg .
getMAStatement
(Name (Authority wvw147) says prop (SOME vi44)::zs) =
getMAStatement zs) A
Vs v148 vi44 .
getMAStatement
(Name (Role v148) says prop (SOME wvlj4)::zs) =
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getMAStatement
Vs v149 vlj4 .
getMAStatement

(Name (KeyS v149) says prop (SOME v144)::zs)

getMAStatement
(Vzs v150 vi44.
getMAStatement

(Name (KeyA v150) says prop (SOME vi144)::xs)

getMAStatement
Vas v144.

getMAStatement (Name C2 says prop (SOME v144)::

getMAStatement
Vzs v156.
getMAStatement

(Name MunitionAvail says prop (SOME (CMD

getMAStatement
Vs v158.
getMAStatement

(Name MunitionAvail says prop (SOME (KBL

getMAStatement
Vas v159.
getMAStatement

(Name MunitionAvail says prop (SOME (KBT

getMAStatement
Vs vif4.

getMAStatement (Name GPSKB says prop (SOME

getMAStatement
Vs vif4.

zs) A

xs) N

zs) A

zs) A

zs) A

zs) A

zs) A

zs) A

z8)

v156))::

v158))::

v159)) ::

rs) =

zs) =

rs) =

vl44)::x8) =

getMAStatement (Name TimeKB says prop (SOME v144)::zs) =

getMAStatement

zs) A

(Vs ves v136 v135.

getMAStatement (vI135 meet v136 says prop vsg::xS) =

getMAStatement

zs) A

(Vs ves v138 v137.
(v137 quoting

getMAStatement
getMAStatement
(Vzs vgg v12.
getMAStatement
getMAStatement
Vzs vr1 vro vi2.
getMAStatement
getMAStatement
Vs vrz vr2 vi2.
getMAStatement
getMAStatement
Vzs vrs vra vi2.
getMAStatement
getMAStatement
(VLES Urr Ure Vi12.
getMAStatement
getMAStatement
(VY zs V79 VUrg V12.
getMAStatement
getMAStatement
(VIS Ug1 VUso Vi2.
getMAStatement
getMAStatement
(Vzs vss vs2 vi2.

zs) A

(vi2 says
zs) A

(vi2 says
zs) A

(vi2 says
zs) A

(vi2 says
zs) A

(vi2 says
zs) A

(vi2 says
zs) A

(vi2 says
zs) A

notf

(7o

(vr2

(vr4

(76

v138 says prop Ueg::xs) =

Vg ::1xS) =

andf wv71)::xs) =

orf wrz)::xs) =

impf VU75) 1 1xS) =

eqf wr7)::xs) =

Urg Says Urg::IS) =

vgo speaks_for wvgi::zs) =
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getMAStatement (vi2 says wvg2 controls vgz::xs) =
getMAStatement zs) A
(Vs vse vUss Us4a Vi2.
getMAStatement (vi2 says reps Usa Uss Use: :TS) =
getMAStatement zs) A
(Vzs vss vs7 vi2.
getMAStatement (vi2 says wvgy domi wgg::zs)
getMAStatement zs) A
(Vzs vgo vg9 V12.
getMAStatement (vi2 says wvgg eqi vgp::xS) =
getMAStatement zs) A
(Vzs ve2 vo1 vi12.
getMAStatement (w2 says wgr doms vga::zS) =
getMAStatement zs) A
(Vzs vga ve3 V12.
getMAStatement (vio says wvgs eqs Ugsa::ZS)
getMAStatement zs) A
(Vzs ves vos V12.
getMAStatement (vi2 says wgs eqn Ugs: :ZS)
getMAStatement zs) A
(Vzs ves vo7 V12.
getMAStatement (vio says wgr lte vgg::xs)
getMAStatement zs) A
(Vzs vgg v12 v100.
getMAStatement (vio says w9 1t v100::z8) =
getMAStatement zs) A
(sz U15 V14 .
getMAStatement (vi4 speaks_for wis::zs) =
getMAStatement zs) A
(sz v17 V16 .
getMAStatement (wvig controls wvir::zs) =
getMAStatement zs) A
(Vzs v20 vig V18-
getMAStatement (reps wvig vig V20::ZS) =
getMAStatement zs) A
(sz V22 V21 .
getMAStatement (wp; domi wpp::zs) = getMAStatement zs) A
(V!BS V24 V23 .
getMAStatement (w23 eqi v24::xs) = getMAStatement zs) A
(Vzs 16 v2s.
getMAStatement (wps doms wae::zs) = getMAStatement zs) A
(Vfbs V28 V27 .
getMAStatement (w27 eqs vog: :ZS)
(V{BS v30 V29.
getMAStatement (w29 eqn v30::2S)
(Vzs v32 v31.
getMAStatement (wv31 lte wv32::xs)
Y xs V34 V33 .
getMAStatement (w33 1t ws4::xs) = getMAStatement s

getMAStatement zs) A

getMAStatement zs) A

getMAStatement zs) A

[getMAStatement_ind]

FVP.
P [ A
(Vma zs.

P (Name MunitionAvail says prop (SOME (MA ma))::zs)) A
(Vzs. P xzs = P (TT::x8)) N (Vas. P zs = P (FF::zs)) A
(Vv 2zs. P xzs = P (prop v2::z5)) A
(Vus zs. P zs = P (notf wv3::z8)) A
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Vvg vs vs. P s = P (vg andf vs::258)) A

(Vv vi zs. P zs = P (vg orf wr::mxs)) A

(Vvg v9 zs. P zs = P (uvg impf wg::xs8)) A

(Vvio vi1 zs. P 2s = P (vio eqf wi1::28)) A

(Vuvi2 ws. P xs = P (vi2 says TT::25)) A

(Vviz zs. P s = P (vi2 says FF::2s)) A

(Vvi34 zs. P zs = P (Name vI34 says prop NONE::zs)) A
(V146 vlf4 =s.

P zs =

P (Name (Staff v146) says prop (SOME vi44)::zs)) A
VY147 vlj4 =s.

P zs =

P (Name (Authority wvwI47) says prop (SOME vl144)::zs)) A
(V148 vlj4 =s.

P s = P (Name (Role v148) says prop (SOME vi144)::zs)) A
V149 vi144 ws.

P s = P (Name (KeyS v149) says prop (SOME vi144)::zs)) A
(V150 v144 zs.

P zs = P (Name (KeyA v150) says prop (SOME vi144)::xs)) A
(Vvil44 zs. P zs = P (Name C2 says prop (SOME wvl/4)::xs)) A
(V156 zs.

P zs =

P

(Name MunitionAvail says prop (SOME (CMD vi156))::
zs)) A
(Vv158 zs.
P zs =
P
(Name MunitionAvail says prop (SOME (KBL v158))::
zs)) A
(Vw159 ws.
P zs =
P
(Name MunitionAvail says prop (SOME (KBT v159))::
zs)) A
Vvl44 zs.

P zs = P (Name GPSKB says prop (SOME wv1/4)::xs)) A
Vw144 zs.

P zs = P (Name TimeKB says prop (SOME v144)::xs)) A
(Vv135 v136 vgs zs.

P s = P (v135 meet v136 says prop vsg::zs)) A
Vo137 v138 wves zs.

P s = P (v137 quoting vI138 says prop uesg::xs)) A
(Vviz veg zs. P xzs = P (vi2 says notf wveg::xs)) A
(Vw2 v70 vr1 xs. xs = P (vi2 says (vrp andf wvr1)::28)) A
(V12 v72 v73 2S. xs = P (ui2 says (vr2 orf wrz)::xs)) A
(Vv v74 vrs xS. xs = P (vi2 says (vza impf wrs) ::z8)) A
(Vv v7¢ vr7r S. xs = P (vi2 says (vre eqf vr7):i:zs)) A
(Vvi2 v78 vrg9 8. xs = P (vi2 says wvrg says vrg::xs)) A
(V12 wso Us1 @S.

P xzs = P (v12 says vgo speaks_for wvgi::z5)) A
(VU12 Vg2 Vg3 IS.

P zs = P (vi2 says vs2 controls wg3::zs)) A
(V12 vss4 vss Use S.

P s = P (vi2 says reps Usa Uss Use::ZS)) A
(Vviz vsr vgs zs. P axs = P (vi2 says vgy domi wgg::xs)) A
(Vviz vgg voo zs. P xs = P (vi2 says vgg eqi wgo::xs)) A
(Vo2 vor vo2 zs. P zs = P (vi2 says vg1 doms vgo::xs)) A

v Baviiaviiav
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(Vviz ve3 vosa zs. P xs = P (vi2 says vg3 eqs wg4a::xS)) A
(Voo vos voe zs. P zs = P (vi2 says vgs eqn wge::zs)) A
(Vviz vo7 veg zs. P xs = P (vi2 says vo7 lte wgg::xs)) A
(Vviz veg v100 zs. P xs = P (v12 says vg9 1t v100::z5)) A
(Vvia vis zs. P s = P (via speaks_for vis::xs)) A

(Vv vir zs. P s = P (vig controls wvi7::x8)) A

(Vvig vig v20 s. P zs = P (reps wvig vig U20::%S)) A

(Vva1 w2 xs. P xs = P (vo1 domi wo2::78)) A
(Vwves voa zs. P xs = P (v23 eqi waa::zs)) A
(Vuvas 126 5. P s = P (ve5 doms w2g::25)) A
(Va7 wes zs. P xs = P (v27 eqgs weg::x8)) A
(Vg w30 zs. P xs = P (w29 eqn w3p::x5)) A
(Vwus1 v32 zs. P s = P (v31 lte v32::75)) A
(Vwusz v34 zs. P s = P (v3z 1t wv34::18)) =

Yv. P

[gpskbSensorContext_def]

- (gpskbSensorContext [] = TT) A
(Vazs loc.
gpskbSensorContext
(Name GPSKB says prop (SOME (KBL loc))::zs) =
Name GPSKB controls prop (SOME (KBL loc))) A
(Vxs. gpskbSensorContext (TT::zs) = gpskbSensorContext zs) A
(Vxs. gpskbSensorContext (FF::zs) = gpskbSensorContext zs) A
Vzxs va.
gpskbSensorContext (prop wvz::xs)
gpskbSensorContext zs) A
Vs vs.
gpskbSensorContext (notf wv3::zs)
gpskbSensorContext zs) A
Vzxs vs va.
gpskbSensorContext (vg andf vs::x8)
gpskbSensorContext zs) A
Vzxs vr vg.
gpskbSensorContext (ve orf wvr::zs) =
gpskbSensorContext zs) A
Vzxs vg vs.
gpskbSensorContext (vg impf Vg :TS)
gpskbSensorContext zs) A
(VIS v11 V10 -
gpskbSensorContext (10 eqf V11::TS) =
gpskbSensorContext zs) A
Vs v12.
gpskbSensorContext (wvi2 says TT::zs) =
gpskbSensorContext zs) A
Vzxs v1a2.
gpskbSensorContext (wvi2 says FF::zs) =
gpskbSensorContext zs) A
Vzs v134.
gpskbSensorContext (Name v134 says prop NONE::zs) =
gpskbSensorContext zs) A
(Vas v146 vigg .
gpskbSensorContext
(Name (Staff v146) says prop (SOME vi44)::zs) =
gpskbSensorContext zs) A
Vs v147 vi44 .
gpskbSensorContext
(Name (Authority wvw147) says prop (SOME vi44)::zs) =
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gpskbSensorContext zs) A
Vs v148 vi44 .
gpskbSensorContext
(Name (Role v148) says prop (SOME vi144)::zs)
gpskbSensorContext xs) A
(Vzs v149 vi44.
gpskbSensorContext
(Name (KeyS v149) says prop (SOME wv144)::xs)
gpskbSensorContext zs) A
(Vzs v150 vi44.
gpskbSensorContext
(Name (KeyA v150) says prop (SOME wv1j4)::xs)
gpskbSensorContext xs) A
Vs vif4.
gpskbSensorContext (Name C2 says prop (SOME w144)::xs) =
gpskbSensorContext xs) A
Vs vif4.
gpskbSensorContext
(Name MunitionAvail says prop (SOME vi144)::xs) =
gpskbSensorContext zs) A
Vas v156.
gpskbSensorContext
(Name GPSKB says prop (SOME (CMD v156))::xs) =
gpskbSensorContext zs) A
Vzs v157.
gpskbSensorContext
(Name GPSKB says prop (SOME (MA v157))::zs) =
gpskbSensorContext zs) A
Vzs v159.
gpskbSensorContext
(Name GPSKB says prop (SOME (KBT v159))::zs) =
gpskbSensorContext zs) A
Vas vi4f4.
gpskbSensorContext
(Name TimeKB says prop (SOME vi144)::zs) =
gpskbSensorContext xs) A
(Vzs veg v186 v185.
gpskbSensorContext (v135 meet v136 says prop vsg::zs) =
gpskbSensorContext xs) A
Vzs veg v188 v187.
gpskbSensorContext (v137 quoting v138 says prop wes::zs) =
gpskbSensorContext xs) A
(Vzs vgg v12.
gpskbSensorContext (vi2 says notf wveg::xs) =
gpskbSensorContext xs) A
Vs vr1 vro vi2.
gpskbSensorContext (vi2 says (vro andf wvr1)::zxs) =
gpskbSensorContext xs) A
Vs vrs vr2 vi2.
gpskbSensorContext (vi2 says (vre orf wvrz)::zs) =
gpskbSensorContext xs) A
Vs vrs vra vi2.
gpskbSensorContext (vi2 says (vra impf wrs)::zxs) =
gpskbSensorContext xs) A
(VIS Urr Ure V12.
gpskbSensorContext (vi2 says (vre eqf v77)::zs) =
gpskbSensorContext xs) A
(VY zs V79 Urg V12.
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gpskbSensorContext (vi2 says wvrg says vrg::zs) =
gpskbSensorContext xs) A

(Vzs vs1 vgo vi2.
gpskbSensorContext (vi2 says wvgo speaks_for wvgi::zs) =
gpskbSensorContext zs) A

(Vzs vss vs2 vi2.
gpskbSensorContext (v12 says vg2 controls Vg3 ::TS) =
gpskbSensorContext zs) A

(Vzs vge vss Usa Vi2.
gpskbSensorContext (vi2 says reps Us4 Uss Use::TS) =
gpskbSensorContext zs) A

(Vzs vss vs7 vi2.
gpskbSensorContext (wvi2 says wgy domi wvgg::zs) =
gpskbSensorContext xs) A

(Vzs vgo vg9 Vi2.
gpskbSensorContext (v12 says vgg €qi go: 1x8) =
gpskbSensorContext zs) A

(Vzs ve2 vo1 vi12.
gpskbSensorContext (vi2 says wgr doms vgz::TS)
gpskbSensorContext zs) A

(Vzs vga ve3 v12.
gpskbSensorContext (vi2 says w93z eqs Ugs::TS)
gpskbSensorContext zs) A

(Vzs vos vos v12.
gpskbSensorContext (vi2 says wgs eqn Ugs: :ZS)
gpskbSensorContext zs) A

(Vzs veg vo7 V12.
gpskbSensorContext (vi2 says wgr lte wvgg::xs)
gpskbSensorContext zs) A

(Vzs vog v12 v100.
gpskbSensorContext (vi2 says wgg 1t v100::xs) =
gpskbSensorContext zs) A

(sz U115 V14 .
gpskbSensorContext (vi4 speaks_for wvis::zs) =
gpskbSensorContext zs) A

(sz v17 V16 .
gpskbSensorContext (wvig controls wvi7::zs) =
gpskbSensorContext zs) A

(Vzs v20 vig 18-
gpskbSensorContext (reps vig vig V20::%S) =
gpskbSensorContext zs) A

(Vfbs V22 V21 .
gpskbSensorContext (wvp; domi wop::zs)
gpskbSensorContext zs) A

(Vfbs V24 V23 .
gpskbSensorContext (123 eqi Vog::TS) =
gpskbSensorContext zs) A

(Vfbs V26 V25 .
gpskbSensorContext (wvps doms wog: :2S)
gpskbSensorContext zs) A

(Vfbs V28 V27.
gpskbSensorContext (vor eqs v28: 1 x8)
gpskbSensorContext zs) A

(VZKS V30 V29 .
gpskbSensorContext (v29 eqn v3p: 1 x8)
gpskbSensorContext zs) A

(VZKS V32 V31 .
gpskbSensorContext (v31 lte wv32::x8)
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gpskbSensorContext zs) A
Vs wv34 v33.
gpskbSensorContext (w33 1t wvs34::xs) = gpskbSensorContext xs

[gepskbSensorContext_ind]

FVYP.
P11 A
(Vloc zs. P (Name GPSKB says prop (SOME (KBL loc))::zs)) A

(Vazs. P xzs = P (TT::xzs)) N (Wazs. P zs = P (FF::xzs)) A
(Vv 2zs. P xzs = P (prop v2::z5)) A

(Vv3 zs. P zs = P (notf w3::z8)) A

(Vug vs 2s. P zs = P (vg andf vs::28)) A

(Vwvs vi vs. P xzs = P (vg orf wr::xs)) A

(Vg v9g zs. P s = P (vg impf wg::xs)) A

(Vvio vi1 zs. P s = P (vio eqf wi1::28)) A

(Vviz zs. P s = P (vi2 says TT::xs)) A

(Vvi2 zs. P zs = P (vi2 says FF::zs)) A

(Vvi34 zs. P zs = P (Name vl134 says prop NONE::zs)) A
(Vvi46 vij4 xs.

P zs =

P (Name (Staff v146) says prop (SOME vi44)::zs)) A
Vul47 vi44 xs.

P zs =

P (Name (Authority wv147) says prop (SOME vl144)::zs)) A
(V148 v144 xs.

P zs = P (Name (Role v148) says prop (SOME vi44)::xs)) A
Vw149 vlj4 =s.

P zs = P (Name (KeyS v149) says prop (SOME v144)::xs)) A
(Vw150 v144 ws.

P s = P (Name (KeyA v150) says prop (SOME vi44)::zs)) A
(Vv144 zs. P xzs = P (Name C2 says prop (SOME wvl/4)::xs)) A
(Vwvl44 ws.

P zs =

P (Name MunitionAvail says prop (SOME v144)::zs)) A
Vvl56 zs.

P s = P (Name GPSKB says prop (SOME (CMD vi156))::xs)) A
(V157 zs.

P zs = P (Name GPSKB says prop (SOME (MA v157))::zs)) A
V159 zs.

P zs = P (Name GPSKB says prop (SOME (KBT v159))::zs)) A
Vwvl44 ws.

P s = P (Name TimeKB says prop (SOME vi144)::zs)) A
Vo135 v136 ves zs.

P s = P (v135 meet v136 says prop vsg::zs)) A
(Vv187 v138 wvss ws.

P zs = P (v137 quoting v138 says prop wsg::zs)) A
(Vo2 veg zs. P xs = P (vi2 says notf vsg::z5)) A
(Vw2 v70 vr1 xS. xs = P (vi2 says (vro andf wvr1)::zs)) A
(VY vi2 v72 v73 TS. xs = P (vi2 says (vr2 orf wr3)::xzs)) A
(Vvia v74 v75 2S. zs = P (vi2 says (vra impf wrs)::z8)) A
Vo2 wvre vrr aS. xs = P (vi2 says (v eqf wvr7)::zs)) A
(Vvi2 v7s8 V79 TS. xs = P (vi2 says vrs says vr9::x8)) A
Y v12 VUgo Vg1 ZIS.

P zs = P (vi2 says vgo speaks_for wvg1::zs5)) A
(Vvlz Vg2 VUs3y IS.

P zs = P (vi2 says vs2 controls wvgz::xs)) A
(Vvi2 vsa vss vse s.

P zs = P (vi2 says reps us4 Uss Use::TS)) A

acBiaviiaviiaviiav!
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(Vvia vgr vgs zs. P xs = P (vi2 says vgy domi wgg::xs)) A
(Vvio vgg voo zs. P zs = P (vi2 says vg9 eqi wgo::zs)) A
(Vviz vo1 vo2 zs. P axs = P (vi2 says vg1 doms vg2::xS)) A
(Vviz ve3 vosa zs. P xs = P (vi2 says Vg3 eqs wg4::xS)) A
(Vvio vgs vos zs. P zs = P (vi2 says vgs eqn wgs::zs)) A
(Vviz vo7 veg zs. P xs = P (vi2 says vo7 lte wgg::xs)) A

(Vo2 vog v100 zs. P zs = P (vi2 says wvgg 1t vI100::z5)) A
(Vvia vis zs. P s = P (via speaks_for vis::xs)) A
(Vv vi7 zs. P s = P (v controls wvir::x8)) A

(Vuoig vig v20 s. P zs = P (reps wvig vig U20::%S)) A
(Vwva1 v 2s. P ws = P (vo1 domi wo2::78)) A

(Vwves voa zs. P xs = P (v23 eqi waa::zs)) A

(Vuvas 126 5. P s = P (vas doms w2g::25)) A

(Vw7 weg zs. P xs = P (v27 egs weg::x8)) A

(Vw9 w30 zs. P xs = P (w29 eqn w3p::x5)) A

(Vwus1 v32 zs. P s = P (v31 lte wv32::75)) A

(Vwusg v34 2s. P xzs = P (v3z 1t wv34::28)) =

Yov. P

[inputOK_def]

F (inputOK (Name C2 says prop (SOME (CMD cmd))) <= T) A
(inputOK (Name MunitionAvail says prop (SOME (MA ma))) <—
) A
(inputOK (Name GPSKB says prop (SOME (KBL locOK))) <= T) A
(inputOK (Name TimeKB says prop (SOME (KBT timeOK))) <= T) A
(inputOK TT <= F) A (inputOK FF <= F) A
(inputOK (prop v) <= F) A (inputOK (notf v1) <= F) A
(inputOK (w2 andf v3) <= F) A (inputOK (vs orf wvs) <= F) A
(inputOK (vs impf v7) <= F) A (inputOK (vs eqf wv) <= F) A
(inputOK (w1 says TT) <= F) A (inputOK (vip says FF) <= F) A
(inputOK (Name vI132 says prop NONE) <= F) A
(inputOK (Name (Staff vl44) says prop (SOME v142)) <= F) A
(inputOK (Name (Authority wvl45) says prop (SOME v142)) <=
F) A
(inputOK (Name (Role vI46) says prop (SOME vi142)) <= F) A
(inputOK (Name (KeyS v147) says prop (SOME v142)) <= F) A
(inputOK (Name (KeyA v148) says prop (SOME vi142)) <= F) A
(inputOK (Name C2 says prop (SOME (MA v155))) <= F) A
(inputOK (Name C2 says prop (SOME (KBL vi56))) <= F) A
(inputOK (Name C2 says prop (SOME (KBT vi57))) <= F) A
(inputOK (Name MunitionAvail says prop (SOME (CMD v162))) <=
F) A
(inputOK (Name MunitionAvail says prop (SOME (KBL vi64))) <
F) A
(inputOK (Name MunitionAvail says prop (SOME (KBT vi65))) <=
F) A
(inputOK (Name GPSKB says prop (SOME (CMD vi170))) <= F) A
(inputOK (Name GPSKB says prop (SOME (MA vI171))) <= F) A
(inputOK (Name GPSKB says prop (SOME (KBT vi173))) <= F) A
(inputOK (Name TimeKB says prop (SOME (CMD w178))) <= F) A
(inputOK (Name TimeKB says prop (SOME (MA v179))) <= F) A
(inputOK (Name TimeKB says prop (SOME (KBL v180))) <= F) A
(inputOK (v133 meet vl134 says prop ves) <= F) A
(inputOK (v185 quoting v186 says prop vss) <= F) A
(inputOK (w10 says notf we7) <= F) A
(inputOK (vip says (ues andf ws9)) <= F) A
(inputOK (w10 says (v7o orf wr1)) <= F) A
(inputOK (vio says (vr2 impf wr3)) <= F) A
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(inputOK (vio says (vr4 eqf v75)) <= F) A

(inputOK (vio says vre¢ says vr7) <= F) A

(inputOK (w10 says wvrs speaks_for wvrg) <= F) A

(inputOK (w10 says wvsp controls ws1) <= F) A

(inputOK (vio says reps g2 Us3 Us4) <= F) A

(inputOK (v10 says vss domi wsg) <= F) A

(inputOK (vip says vsy eqi wvss) <= F) A

(inputOK (w1 says wvgg doms vgg) <= F) A

(inputOK (vi0 says vy eqs we2) <= F) A

(inputOK (vip says wves eqn wg4) <= F) A

(inputOK (vip says wvgs lte wos) <= F) A

(inputOK (vi0 says wvgr 1t wgs) <= F) A

(inputOK (w12 speaks_for vi3) <= F) A

(inputOK (w14 controls wv15) <= F) A

(inputOK (reps vig vir v1s) <= F) A

(inputOK (vig domi wpp) <= F) A

(inputOK (w21 eqi w2) <= F) A

(inputOK (w23 doms wp4) <= F) A

(inputOK (v25 eqs was) <= F) A (inputOK (w27 eqn wpg) <= F) A
(inputOK (w29 lte v30) <= F) A (inputOK (w31 1t wv32) <= F)

[inputOK_ind]

FVYP.
(Vemd. P (Name C2 says prop (SOME (CMD cmd)))) A
(Vma. P (Name MunitionAvail says prop (SOME (MA ma)))) A
(VlocOK. P (Name GPSKB says prop (SOME (XBL locOK)))) A
(VtimeOK. P (Name TimeKB says prop (SOME (XBT ttmeOK)))) A
PTT AN PFF A (Wov. P (prop v)) A (Vui. P (notf wn)) A
(Vwvy vs. P (vy andf w3)) A (Vug vs. P (ug orf ws)) A
Vv vi. P (ug impf v7)) N (Wug v9. P (ug eqf vg)) A
(Vvig. P (vip says TT)) A (Mvio. P (vio says FF)) A
(Vv132. P (Name vI132 says prop NONE)) A
Vvl{4 vif2. P (Name (Staff vi44) says prop (SOME vw142))) A
V1f5 vi2.

P (Name (Authority v145) says prop (SOME v142))) A
(Vv146 v142. P (Name (Role v1/6) says prop (SOME v142))) A
(V147 vi142. P (Name (KeyS v147) says prop (SOME v142))) A
(Vw148 v142. P (Name (KeyA v148) says prop (SOME v142))) A
(Vwvi155. P (Name C2 says prop (SOME (MA v155)))) A
(Vv156. P (Name C2 says prop (SOME (KBL v156)))) A
(Vv157. P (Name C2 says prop (SOME (XBT v157)))) A
Vv162.

P (Name MunitionAvail says prop (SOME (CMD v162)))) A
(Y v164 .

P (Name MunitionAvail says prop (SOME (KBL v164)))) A
(Vv165.

P (Name MunitionAvail says prop (SOME (KBT v165)))) A

(Vv170. P (Name GPSKB says prop (SOME (CMD vwi170)))) A
(Vvi171. P (Name GPSKB says prop (SOME (MA vwI71)))) A

(Vv173. P (Name GPSKB says prop (SOME (KBT v173)))) A
(Vv178. P (Name TimeKB says prop (SOME (CMD v178)))) A
(Vv179. P (Name TimeKB says prop (SOME (MA v179)))) A
(Vv180. P (Name TimeKB says prop (SOME (KBL v180)))) A

V183 v134 wves. P (v133 meet v13/ says prop uss)) A
(V135 v136 ves. P (v135 quoting v136 says prop wes)) A
(Vvip ver. P (vip says notf wve7)) A

(Vo ves veg. P (vio says (veg andf vg9))) A

Vvio vro vr1. P (vio says (vro orf vr1))) A
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(vio says (vr2 impf v73))) A
(vip says (vra eqf w75))) A

(vio says wre says vrr)) A

(vio says wrs speaks_for wvrg)) A
(v1p says wvgp controls vg1)) A
P (v10 says reps Us2 sz Us4)) A
(vio says vss domi wsg)) A

(vio says vs7 eqi wsg)) A

(vip says wgg doms wvgp)) A

(vi0 says vg91 eqs vg2)) A

(vio says wo3 eqn woa)) A

(V1o ves Vo6 - (vio says wvgs lte wg)) A

(Y vio vo7 wos. (vio says vor 1t wog)) A

(Vvi2 vis. P (v12 speaks_for vi3)) A

(Vv1iga v15. P (v14 controls wis)) A

(Vuie vi7 vig. P (reps vig w17 vi1g)) A

(Vw0 vr2 vrs.
Vo vra vrs.
Vo vre vrr.
(Vw10 vrs vre.
(V1o vso si-
(Vo vs2 vs3 v
(V1o vss vse-
(V1o vsr vss.
(V1o vs9 oo
(V1o vor vo2.
(V1o vo3 os.

el Baviiaviiav
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(Vo9 v20. P (uig domi wp0)) A

(Vo1 vo2. P (w21 eqi v22)) A

(Vw23 v24. P (v23 doms w24)) A

(Vwes wee. P (w25 eqs v26)) A (Vwer wes. P (uvar eqn w28)) A
(Vw29 wv30. P (u29 1te v30)) A (Vwz1 wza. P (u31 1t w32)) =
VYv. P o

[maSensorContext_def]

F (maSensorContext [] = TT) A
(Vws load.
maSensorContext
(Name MunitionAvail says prop (SOME (MA load))::zs) =
Name MunitionAvail controls prop (SOME (MA load))) A
(Vzs. maSensorContext (TT::zs) = maSensorContext zs) A
(Vzs. maSensorContext (FF::zs) = maSensorContext zs) A
~Vzs vs.
maSensorContext (prop wva::xs)
Vzxs vs.
maSensorContext (notf w3::xs) = maSensorContext zs) A
(Vzs vs 4.
maSensorContext (vs andf v5::xs) = maSensorContext zs) A
Vzs vr vg.
maSensorContext (vg orf wvr::xs) = maSensorContext zs) A
Vzxs vg vs.
maSensorContext (vg impf wvg::zs) = maSensorContext xs) A
(Vzs v11 vio.
maSensorContext (vip eqf wvi1::25) = maSensorContext zs) A
Vs via.
maSensorContext (vi2 says TT::zs) = maSensorContext zs) A
Vzxs v1a.
maSensorContext (vi2 says FF::xs) = maSensorContext zs) A
Vzs v134.
maSensorContext (Name vl34 says prop NONE::zs) =
maSensorContext zs) A
(Vzs v146 vi44.
maSensorContext
(Name (Staff vl146) says prop (SOME vl144)::zs) =
maSensorContext zs) A
Vas v147 vigg .
maSensorContext
(Name (Authority w147) says prop (SOME vi44)::zs) =
maSensorContext zs) A

maSensorContext zs) A
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Vs v148 vi44 .

maSensorContext

(Name (Role v148) says prop (SOME wv1j4)::xs)

maSensorContext zs) A
Vs v149 vi44.
maSensorContext

(Name (KeyS v149) says prop (SOME v144)::zs)

maSensorContext zs) A
(Vzs v150 vi44 .

maSensorContext

(Name (KeyA v150) says prop (SOME vi144)::xzs)

maSensorContext zs) A
Vs vif4.
maSensorContext (Name
maSensorContext zs) A
(Vs v156.
maSensorContext
(Name MunitionAvail
maSensorContext zs) A
(Vs v158.
maSensorContext
(Name MunitionAvail
maSensorContext zs) A
(Vzs v159.
maSensorContext
(Name MunitionAvail
maSensorContext zs) A
Vs vif4.
maSensorContext (Name
maSensorContext zs) A
Vs vif4.
maSensorContext (Name
maSensorContext zs) A
(Vs ves v136 v135.
maSensorContext (v135
maSensorContext zs) A
(Vs ves v138 v137.
maSensorContext (v137
maSensorContext zs) A
(Vzs vgg v12.

C2 says prop (SOME v144)::xs) =

says prop (SOME (CMD v156))::zs)

says prop (SOME (KBL v158))::zs)

says prop (SOME (KBT v159))::xs)

GPSKB says prop (SOME vl144)::xs)

TimeKB says prop (SOME vi44)::zs) =

meet v136 says prop Ueg::xs) =

quoting vI138 says prop Usg::xs) =

maSensorContext (vi2 says notf veg::xs) =

maSensorContext zs) A
(Vacs V71 Vo Vi2.

maSensorContext (vi2 says (vro andf wri)::xs) =

maSensorContext zs) A
Vs vrz vr2 via.

maSensorContext (vi2 says (vrz orf wvr3)::zs) =

maSensorContext zs) A
Vs vrs vra via.

maSensorContext (vi2 says (vra impf wrs)::xs) =

maSensorContext zs) A
(VLES Urr Ure Vi12.

maSensorContext (vi2 says (vrg eqf wvry)::zs) =

maSensorContext zs) A
(VIS U9 Urs V12.

maSensorContext (vi2 says vrgs says Urg::IS) =

maSensorContext zs) A
(VIS Vg1 VUso Vi2.
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maSensorContext (vi2 says vgo speaks_for wgi::xs) =
maSensorContext zs) A
(Vs vgz vg2 v12.
maSensorContext (vi2 says wsz controls wvgz::zs) =
maSensorContext zs) A
(Vzs vge vss Usa Vi2.
maSensorContext (vi2 says reps Us4 Uss Use::TS) =
maSensorContext zs) A
(Vzs vss vs7 vi2.
maSensorContext (vi2 says wsy domi wvsg::zs)
maSensorContext zs) A
(Vzs vgo vg9 vi12.
maSensorContext (vi2 says wvsg eqi vgo::xS) =
maSensorContext zs) A
(Vzs vo2 vo1 vi12.
maSensorContext (vi2 says wvg; doms vga::zs)
maSensorContext zs) A
(Vzs vga ve3 v12.
maSensorContext (vi2 says w93 eqs Uga::TS)
maSensorContext zs) A
(Vzs vos vos Vi2.
maSensorContext (vi2 says wvgs eqn Ugs: :
maSensorContext zs) A
(Vzs ves vo7 V2.
maSensorContext (vi2 says wgr lte uvgg::xs)
maSensorContext zs) A
(Vzxs vog v12 v100.
maSensorContext (vi2 says wgg 1t v100::zs) =
maSensorContext zs) A
(sz U15 V14 .
maSensorContext (vi4 speaks_for wvis::zs) =
maSensorContext zs) A
(sz v17 V16 .
maSensorContext (v1g controls wvi7::x8) =
maSensorContext zs) A
(Vzs v20 vig V18-
maSensorContext (reps vig vig V20::ZS) =
maSensorContext zs) A
(sz V22 V21 .
maSensorContext (w21 domi ws2::x8) = maSensorContext zs) A
(st V24 V23 .
maSensorContext (v23 eqi w24::25) = maSensorContext zs) A
(Vzs 16 v2s.
maSensorContext (wvs5 doms v96::28) = maSensorContext zs) A
(Vfbs V28 V27.
maSensorContext (v27 eqs wog::zs) = maSensorContext zs) A
(V{BS v30 V29.
maSensorContext (v29 eqn w30::xs) = maSensorContext zs) A
(Vzs v32 v31.
maSensorContext (w3; lte wv32::x8) = maSensorContext zs) A

8

w»

-
1]

Y xs V34 V33 .
maSensorContext (w33 1t w34::xs) = maSensorContext zs

[maSensorContext_ind]

FVP.
P A
(Vload zs.
P (Name MunitionAvail says prop (SOME (MA load))::zs)) A
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(Vas. P axs = P (TT::xzs)) N (Was. P zs = P (FF::xs)) A
(Vv zs. P xs = P (prop v2::xz8)) A

(Vus zs. P zs = P (notf w3::x8)) A

NVvg v5 zs. P s = P (vg andf vs::28)) A

(Vv vi zs. P zs = P (vg orf wr::mxs)) A

(Vvg v9 zs. P zs = P (uvg impf wg::zs)) A

(Voo vi1 zs. P as = P (vio eqf vi1::28)) A

(Vuvi2 ws. P xs = P (vi2 says TT::25)) A

(Vviz zs. P s = P (vi2 says FF::2s)) A

(Vvi34 zs. P zs = P (Name vl134 says prop NONE::zs)) A
(V146 vlj4 =s.

P zs =

P (Name (Staff v146) says prop (SOME vi44)::zs)) A
V147 vlf4 =s.

P zs =

P (Name (Authority wvwI47) says prop (SOME vl144)::zs)) A
Vvl148 vi44 zs.

P s = P (Name (Role v148) says prop (SOME vi44)::zs)) A
V149 vi144 ws.

P s = P (Name (KeyS v149) says prop (SOME vi144)::zs)) A
(Vw150 vi44 zs.

P zs = P (Name (KeyA v150) says prop (SOME vi144)::xs)) A
(Vvl44 zs. P zs = P (Name C2 says prop (SOME wvl/4)::xs)) A
(V156 zs.

P zs =

P

(Name MunitionAvail says prop (SOME (CMD vi156))::
zs)) A
V158 zs.
P zs =
P
(Name MunitionAvail says prop (SOME (KBL v158))::
xs)) A
Vw159 zs.
P zs =
P
(Name MunitionAvail says prop (SOME (KBT v159))::
zs)) A
Vvl44 zs.

P zs = P (Name GPSKB says prop (SOME w144)::xs)) A
Vw144 zs.

P zs = P (Name TimeKB says prop (SOME v144)::xs)) A
(V135 v136 vgs 5.

P s = P (v135 meet v136 says prop vsg::zs)) A
Vo137 v138 wves zs.

P zs = P (v187 quoting v138 says prop Uss::xs)) A
(Vviz veg zs. P xzs = P (vi2 says notf wveg::xs)) A
(Vw2 v70 vr1 xs. xs = P (vi2 says (vrp andf wvr1)::28)) A
(V12 v72 v73 8. xs = P (ui2 says (vr2 orf wrz)::xs)) A
(Vv v74 vrs xS. xs = P (vi2 says (vza impf wrs) ::z8)) A
(Vw2 v7¢ vrr 2S. xs = P (vi2 says (vre eqf vr7):i:xzs)) A
(Vv v7g vrg 8. xs = P (vi2 says vrg says vrg::xs)) A
(Vuviz vso vs1 zs.

P xzs = P (vi2 says vgo speaks_for wvgi::z5)) A
(VY vi2 Vg2 Vg3 IS.

P zs = P (vi2 says wvs2 controls wg3z::zs)) A
(Vv12 vsa vss vse S.

P s = P (vi2 says reps Usa Uss Use::ZS)) A

B Baviiaviiav
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(Vvia vgr vgs zs. P xs = P (vi2 says vgy domi wgg::xs)) A
(Vvio vgg voo zs. P zs = P (vi2 says vg9 eqi wgo::zs)) A
(Vviz vo1 vo2 zs. P axs = P (vi2 says vg1 doms vg2::xS)) A
(Vviz ve3 vosa zs. P xs = P (vi2 says Vg3 eqs wg4::xS)) A
(Vvio vgs vos zs. P zs = P (vi2 says vgs eqn wgs::zs)) A
(Vviz vo7 veg zs. P xs = P (vi2 says vo7 lte wgg::xs)) A

(Vo2 vog v100 zs. P zs = P (vi2 says wvgg 1t vI100::z5)) A
(Vvia vis zs. P s = P (via speaks_for vis::xs)) A

(Vv vi7 z8. s = P (w16 controls wi7::x58)) A

(VY v1ig v19 20 P zs = P (reps vig vig v20::2S)) A

B v

(Vwva1 v 2s. P ws = P (vo1 domi wo2::78)) A
(Vwves voa zs. P xs = P (v23 eqi waa::zs)) A
(Vuvas 126 5. P s = P (vas doms w2g::25)) A
(Vw7 weg zs. P xs = P (v27 egs weg::x8)) A
(Vw9 w30 zs. P xs = P (w29 eqn w3p::x5)) A
(Vwus1 v32 zs. P s = P (v31 lte wv32::75)) A
(Vwusg v34 2s. P xzs = P (v3z 1t wv34::28)) =

Yov. P

[tkbSensorContext_def]

F (tkbSensorContext [] = TT) A
(Vzs time.
tkbSensorContext
(Name TimeKB says prop (SOME (KBT time))::xs) =
Name TimeKB controls prop (SOME (KBT time))) A
(Vzs. tkbSensorContext (TT::zs) = tkbSensorContext zs) A
(Vzs. tkbSensorContext (FF::zs) tkbSensorContext zs) A
NVzxs va.
tkbSensorContext (prop wva::zs)
(Vzs vs.
tkbSensorContext (notf wv3::zs)
(Vzs vs vs4.
tkbSensorContext (vs andf v5::xs) = tkbSensorContext zs) A
Vzxs vr vg.
tkbSensorContext (wg orf wr::xs) = tkbSensorContext zs) A
(Vzs vg vg.
tkbSensorContext (vs impf vg::zs) = tkbSensorContext zs) A
(Vzs v11 vio.
tkbSensorContext (vip eqf vii::xs) =
tkbSensorContext zs) A
Vs via.
tkbSensorContext (vi2 says TT::zs)
tkbSensorContext zs) A
Vs via.
tkbSensorContext (vi2 says FF::zs)
tkbSensorContext zs) A
Vs v134.
tkbSensorContext (Name v13/ says prop NONE::zs)
tkbSensorContext zs) A
Vs v146 v144.
tkbSensorContext
(Name (Staff wv146) says prop (SOME wvl44)::xs)
tkbSensorContext zs) A
(Vzs v147 vi44.
tkbSensorContext
(Name (Authority w147) says prop (SOME v144)::zs) =
tkbSensorContext zs) A
Vs v148 vl4g .

tkbSensorContext zs) A

tkbSensorContext zs) A
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tkbSensorContext
(Name (Role v148) says prop (SOME wvl44)::xs)
tkbSensorContext zs) A
(Vas v149 vl .
tkbSensorContext
(Name (KeyS v149) says prop (SOME wv1j4)::xs)
tkbSensorContext zs) A
Vs v150 v1j4 .
tkbSensorContext
(Name (KeyA v150) says prop (SOME wv1j4)::zs)
tkbSensorContext zs) A
Vas vif4.
tkbSensorContext (Name C2 says prop (SOME vi144)::xzs) =
tkbSensorContext zs) A
Vas vif4.
tkbSensorContext
(Name MunitionAvail says prop (SOME vlj4)::zs) =
tkbSensorContext zs) A
Vs vif4.
tkbSensorContext (Name GPSKB says prop (SOME w1/4)::xs) =
tkbSensorContext zs) A
(Vs v156.
tkbSensorContext
(Name TimeKB says prop (SOME (CMD v156))::zs) =
tkbSensorContext zs) A
(Vs v157.
tkbSensorContext
(Name TimeKB says prop (SOME (MA v157))::zs) =
tkbSensorContext zs) A
(Vzs v158.
tkbSensorContext
(Name TimeKB says prop (SOME (KBL v158))::zs) =
tkbSensorContext zs) A
(Vs ves v136 v135.
tkbSensorContext (v135 meet v136 says prop usg::Is) =
tkbSensorContext zs) A
(Vs ves v138 v137.
tkbSensorContext (v137 quoting vI138 says prop ueg::xs) =
tkbSensorContext zs) A
(Vzs vgg v12.
tkbSensorContext (vi2 says notf wveg::xs) =
tkbSensorContext zs) A
(Vs V71 V7o Vi12.
tkbSensorContext (vi2 says (vro andf v71)::zs) =
tkbSensorContext zs) A
Vs vrz vr2 vi2.
tkbSensorContext (vi2 says (vra orf wvrg)::zs) =
tkbSensorContext zs) A
Vs vrs vra vi2.
tkbSensorContext (vi2 says (vra impf wrs)::xs) =
tkbSensorContext zs) A
(VIS V77 VUre Vi2.
tkbSensorContext (vi2 says (uvrg eqf wvr7)::zs) =
tkbSensorContext zs) A
(VIS Ur9 Urs V12.
tkbSensorContext (vi2 says vrgs says Urg::xS) =
tkbSensorContext zs) A
(Vs Vg1 VUso Vi2.
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tkbSensorContext
tkbSensorContext
(Vzs vss vs2 vi2.
tkbSensorContext
tkbSensorContext

(Vs vse Uss Usa Ui2.

tkbSensorContext
tkbSensorContext
(Vzs vss vs7 vi2.
tkbSensorContext
tkbSensorContext
(Vzs vgo vg9 Vi2.
tkbSensorContext
tkbSensorContext
(Vzs vo2 vo1 vi2.
tkbSensorContext
tkbSensorContext
(Vzs vga w93 v12.
tkbSensorContext
tkbSensorContext
(Vzs ves vos Vi2.
tkbSensorContext
tkbSensorContext
(Vzs ves vo7 V12.
tkbSensorContext
tkbSensorContext
(Vxs vog v12 v100.
tkbSensorContext
tkbSensorContext
(sz U15 V14 .
tkbSensorContext
tkbSensorContext
(sz v17 V16 .
tkbSensorContext
tkbSensorContext
(Vzs v20 vig V18-
tkbSensorContext
tkbSensorContext
(sz V22 V21 .
tkbSensorContext
tkbSensorContext
(Vfbs V24 V23 .
tkbSensorContext
tkbSensorContext
(Vfbs V26 V25 .
tkbSensorContext
tkbSensorContext
(Vfbs V28 V27 .
tkbSensorContext
tkbSensorContext
(Vfbs V30 V29 .
tkbSensorContext
tkbSensorContext
(VZKS V32 V31 .
tkbSensorContext
tkbSensorContext
Y zs V34 V33 .

tkbSensorContext (w33 1t wv34::28) =

(v12 says
xs) A

(v12 says
xs) A

(v12 says
xs) A

(v12 says
xs) A

(v12 says
xs) A

Vg9

(v12 says
xs) A

Vg1

(vi2 says vo3

zs) A
(v12 says vgs
zs) A

(v12 says
xs) A

Vo7

(vi2 says
xs) A

Vg9

vgo controls wsg3:

vg7 domi wgs: :TS)

vgo speaks_for wgi::xs) =

1Ts) =

reps Us4 Uss Use::1xS) =

eqi wgp::ws) =

doms w92 :

eqs Ug4:

eqn Vg6 - -

lte wos:

1 1S)

1 78)

1 28)

1t v100::28) =

(v14 speaks_for vis::xs) =

zs) A

(vig controls wi7::x8) =

zs) A

(reps wv1s w19
xs) A

(v21 domi woo:
zs) A

(v23 eqi woq::
zs) A

(v25 doms w94
zs) A

(v27 eqs wpg::
zs) A

(v29 eqn wso:
xs) A

(v31 lte w3o:
zs) A

V20

1 28)

z8)

1 28)

1 28)

1 28)

1xs) =

tkbSensorContext s
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[tkbSensorContext_ind]

FVYP.
P 1A
(VY time xs.

P (Name TimeKB says prop (SOME (XBT time))::zs)) A
(Vzs. P xs = P (TT::x8)) N (Vas. P zs = P (FF::zs)) A
(Vv 2s. P xs = P (prop v2::z5)) A
(Vv3 zs. P zs = P (notf w3::z8)) A
(Vvy vs 2s. P zs = P (vg andf vs::28)) A
(Vwvs vi 2zs. P xzs = P (vg orf wr::x8)) A
(Vg v9g zs. P s = P (vg impf wg::xs)) A
(Vvio vi1 zs. P s = P (vio eqf wi1::28)) A
(Vviz zs. P s = P (vi2 says TT::xs)) A
(Vvi2 zs. P zs = P (vi2 says FF::zs)) A
(Vvi34 zs. P zs = P (Name vl134 says prop NONE::zs)) A
(Vvi146 v144 xs.

P zs =

P (Name (Staff v146) says prop (SOME vi44)::zs)) A
Vul47 vi44 xs.

P zs =

P (Name (Authority wv147) says prop (SOME vl144)::zs)) A
(V148 vil44 xs.

P zs = P (Name (Role v148) says prop (SOME vi144)::zs)) A
V149 vlj4 =s.

P zs = P (Name (KeyS v149) says prop (SOME v144)::xs)) A
V150 vl1j4 =s.

P s = P (Name (KeyA v150) says prop (SOME vi144)::zs)) A
(Vv144 zs. P xzs = P (Name C2 says prop (SOME wvl/4)::xs)) A
(VYwvl44 ws.

P zs =

P (Name MunitionAvail says prop (SOME v144)::zs)) A
(Vwvl44 ws.

P s = P (Name GPSKB says prop (SOME w144)::xs)) A
(V156 zs.

P zs =

P (Name TimeKB says prop (SOME (CMD v156))::zs)) A
(V157 zs.

P zs = P (Name TimeKB says prop (SOME (MA vi57))::xs)) A
V158 zs.

P zs =

P (Name TimeKB says prop (SOME (KBL v158))::xs)) A
(Vv185 v136 wvgs ws.

P zs = P (v135 meet v136 says prop vsg::xs)) A
(Vv137 v138 wvgs ws.

P s = P (v137 quoting vI138 says prop ueg::xs)) A
(Vvia veg zs. P xs = P (vi2 says notf wvsg::xs)) A

Vviz2 vro v xs. P zs = P (viz2 says (urg andf wvri)::zs)) A
(Vviz vr2 vz zs. P xs = P (vi2 says (vre orf wrz)::xzs)) A
(Vviz v7a v7s zs. P xs = P (vi2 says (vra impf wvrs) i:28)) A
Vvie v vir zs. P zs = P (viz2 says (urg eqf v77):i:zs)) A
(Vviz vrs vr9 zs. P axs = P (vi2 says vrs says vr9::xS)) A

(Vvlz Ugp VUs1 TS.
P zs = P (vi2 says vso speaks_for wvgi::zs)) A
(V’U12 Vg2 Vg3 IS.
P xzs = P (vi2 says vg2 controls wg3::xs)) A
(VU12 Vg4 Vg5 Use IS.
P s = P (vi2 says reps Usa Uss Use::%S)) A
(Vvi2 vsr vsg s. P zs = P (vi2 says vgy domi vgg::xs)) A
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(Vviz vgg oo zs. P xs = P (vi2 says vg9 eqi woo::xs)) A
(Vo2 vor vo2 zs. P zs = P (vi2 says vg1 doms vgo::xs)) A
(Vviz vo3 voa zs. P xs = P (vi2 says Vo3 eqs wgsa::xs)) A
(Vviz ves v zs. P xs = P (vi2 says vgs eqn wgs::xS)) A
(Voo vor vog zs. P zs = P (vi2 says vgy lte wgg::zs)) A

(Vviz vog v100 zs. P xs = P (vi2 says vog9 1t v100::z5)) A
(Vviga vis zs. P xs = P (vi4 speaks_for wvis::zs)) A

(Vuvig v17 2zs. P xzs = P (vig controls wvir::xs)) A

(Vuis vig v20 zs. P as = P (reps vig vig vV20::2S)) A

(Vvo1 v22 zs. P s = P (ve1 domi woo::28)) A
(Vwves voa zs. P xzs = P (w23 eqi waa::x8)) A
(Vwuas 126 8. P s = P (vys doms wog::28)) A
(Vvar vag zs. P xs = P (va7 eqgs wog::75)) A
(Vw29 w30 zs. P xzs = P (w29 eqn w3p::x8)) A
(Vw31 v32 zs. P xzs = P (v31 lte w3z::x8)) A
(Vusz v34 zs. P s = P (v33 1t v34::78)) =

Yv. P o

[uavMO_L1Re_discard_MA_inject_RL_thm]

FYM Oi Os.
TR (M, Oi, Os)
(discard
(inputList
[Name MunitionAvail says prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))1))
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (CMD RL));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins L1lRe
(exec [NONE]::outs))

[uavMO_L1Re_exec_RL_in_KillBox_thm

FVYM Oi Os.
TR (M, Oi, Os)
(exec
[SOME (CMD RL); SOME (MA L); SOME (KBL T);
SOME (KBT T)1)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins LeRe
(exec [SOME (CMD RL)]::outs)) <=
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, 0Oi,Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
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Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) A
(M,0Oi,Os) satList
[prop (SOME (CMD RL)); prop (SOME (MA L));
prop (SOME (KBL T)); prop (SOME (KBT T))]

[uavMO_L1Re_NOP_in_KillBox_thm]

FYM Oi Os.
TR (M, Oi, Os)
(exec [SOME (MA L); SOME (KBL T); SOME (KBT T)])
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins L1Re
(exec [NONE]::outs)) <=
authenticationTest inputOK
[Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi, Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL T));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) A
(M,0i,0s) satList
[prop (SOME (MA L)); prop (SOME (KBL T));
prop (SOME (KBT T))]

[uavMO_L1Re_trap_RL_outside_KillBox_thm]

VM Oi Os.
TR (M, Oi, Os)
(trap
[SOME (CMD RL); SOME (MA L); SOME (KBL F);
SOME (KBT T)1)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs)
(CFG inputOK cmdAuthorizeContext sensorContext ins L1Re
(exec [NONE]::outs)) <+—
authenticationTest inputOK
[Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))] A
CFGInterpret (M, Oi, Os)
(CFG inputOK cmdAuthorizeContext sensorContext
([Name C2 says prop (SOME (CMD RL));
Name MunitionAvail says prop (SOME (MA L));
Name GPSKB says prop (SOME (KBL F));
Name TimeKB says prop (SOME (KBT T))]::ins) LlRe
outs) N (M, Oi,Os) sat prop NONE
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Appendix C

Modeling Cryptographic Operations in HOL

This chapter describes and algebraic model of cryptographic operations. The model supports the kind of
algebraic reasoning behind the use of cryptographic operations for authentication. What is presented here
is based on cipher Theory, which appears in Appendix [D}

The description below is excerpted from Chapter 15, Certified Security by Design Using Higher Order
Logic [14].

C.1 Properties, Reality, Purposes, and Models

We introduce the basic cryptographic operations of encryption and hashing in much the way computer
hardware engineers view logic gates as components, software engineers view system calls and subroutines
as building blocks, or users view applications. In what follows, we model cryptographic components and
prove properties of the models. All models are simplified, incomplete, and inaccurate descriptions of reality.
However, they are useful when their are “close enough” descriptions of reality and simplify the design and
verification tasks of engineers and computer scientists.

Properties We view encryption and decryption algorithms as cryptographic components that hide or
reveal information using cryptographic keys. Symmetric-key cryptographic components use the same key to
hide and reveal information. Asymmetric-key cryptographic components use different keys to hide and reveal
information. These are properties shared by all encryption methods. Encryption algorithms are deemed to
be strong if the amount of effort required to reveal hidden information or deduce cryptographic keys is
impractical.

Cryptographic hash functions take arbitrarily large inputs and produce fixed-sized outputs that are used
to uniquely identify the input. A hash function is deemed to be one way if it is impractical to reverse, i.e.,
for any given hash value, it is impractical to determine an input that produces the given hash value.

Reality At the logic design and architecture levels of hardware design, details of signal delays and non-
switch-level behavior are omitted. In reality, latches enter meta-stable states, where its outputs are neither
zero nor one. Thus, gate level and register-transfer level descriptions are incomplete and imperfect models
of reality. Nonetheless, their proven utility makes them essential design and verification tools for hardware
design.

Cryptographic components are similar. Hash functions associate an infinite number of inputs with a finite
number of hash values. When more than one input has the same hash value, this is called a collision. If
collisions are impractical to predict and construct, we assume in practice that if two inputs have the same hash
value, then the two inputs are identical. In reality, this is a crude approximation and different cryptographic
algorithms have different strengths. Nevertheless, just as we ignore the details of meta-stability and time
delays in digital hardware, we assume that the cryptographic strength of our components is sufficient for our
purposes.

Purposes Cryptographic components are used for two purposes:

1. Assurance of integrity: information and commands are authenticated, i.e., their sources are known and
their contents are free from corruption, and
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Figure C.1: Symmetric-Key Encryption and Decryption

2. Assurance of confidentiality: information and commands are accessible to only those who need to
know.

How the above purposes are accomplished using the properties of cryptographic components is the subject
of this laboratory. For example, we will show that one method to authenticate information is to combine a
cryptographic hash with asymmetric encryption.

Models In what follows, we model cryptographic operations algebraically. We use symbols to represent
cryptographic functions such as encryption functions, hash functions, keys, plain (unencrypted) text, and
cipher (encrypted) text. The use of hash functions and encryption functions is described using algebraic
data types. Accessing or decrypting the encrypted information using keys is defined by functions operating
on datatypes corresponding to encrypted information.

The above approach leads to theorems describing the behavior of cryptographic operations based on the
assumed properties of cryptographic components.

C.2 An Algebraic Model of Symmetric Key Encryption in HOL

Figure is a schematic of symmetric key encryption and decryption. Suppose Bob wishes to send a
message to Alice that only he and Alice can read. Also suppose that Bob and Alice share the same secret
key, which is also known as a symmetric key. Here are the steps that Bob and Alice take to communicate
confidentially.

1. Bob encrypts his message in plaintext with the secret key k he shares with Alice. He forwards to
encrypted message, i.e., the ciphertext, to Alice.

2. Alice uses symmetric key k to decrypt the ciphertext to retrieve the plaintext message.

C.2.1 1Idealized Behavior

Symmetric-key cryptography is used with the following expectations: (1) the same key is the only means to
decrypt what is encrypted, (2) if something useful and recognizable is decrypted, then it must mean that the
decrypted text and the decryption key are identical to the original text and encryption key, and (3) using
anything other than the original encryption key to decrypt will result in an unusable result. We capture
these expectations semi-formally by the following statements.

1. Whatever is encrypted with key k is retrieved unchanged by decrypting with the same key k.

2. If key k1 encrypted any plaintext, and key ko decrypted the resulting ciphertext and retrieved the
original text, then ky = ks.
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option = NONE | SOME ’a

[option_CLAUSES]

F (Vz y. (SOME z = SOME y) <= (z = 1)) A
(Wz. THE (SOME z) = z) A (Vz. NONE # SOME z) A
(Vz. SOME z # NONE) A (Vz. IS_SOME (SOME z) <= T) A
(IS_SOME NONE <= F) A (Vz. IS_NONE z <= (x = NONE)) A
(WVz. —IS_SOME z <= (z = NONE)) A
(Vz. IS_SOME z = (SOME (THE z) = z)) A
(Vz. option_CASE z NONE SOME = z) A
(Vz. option_CASE z z SOME = z) A
(Vz. IS_NONE z = (option_CASE z e f = ¢e)) A
(Vz. IS_SOME z = (option_CASE z e f = f (THE z))) A
(Vz. IS_SOME z = (option_CASE z e SOME = z)) A
(Vv f. option_CASE NONE v f = v) A
(Vz v f. option_CASE (SOME z) v f = f x) A
(Vf z. OPTION_MAP f (SOME z) = SOME (f z)) A
(Vf. OPTION_MAP f NONE = NONE) A (OPTION_JOIN NONE = NONE) A
V. OPTION_JOIN (SOME z) = x

Figure C.2: Option Theory in HOL

3. If plaintext is encrypted with key k1, decrypted with key ko, and nothing useful results, then ky # ko.

4. If nothing useful is encrypted using any key, then nothing useful is decrypted using any key.

C.2.2 Modeling Idealized Behavior in HOL

Adding ”Nothing Useful” as a Value

One aspect we must model is the notion of “nothing useful” as a value or result. To do this in a general
fashion, we use option theory in HOL. Figure shows the type definition of option and the properties of
option types in HOL in the theorem option . CLAUSES.

The option type is polymorphic. option types are created from other types using the type constructor
SOME. For example, when SOME is applied to the natural number 1, i.e., SOMFE 1, the resulting value is
of type num option. The num option type has all the values of SOME n, where n is a natural number in
HOL, with one added value: NONE. We use NONE when we want to return a value other than a natural
number, e.g., in the case where we return a result of dividing by zero.

In the case of modeling encryption and decryption, we use option types to add the value NONE to
whatever we are encrypting or decrypting. Doing so allows us to handle cases such as what value to return
if the wrong key is used to decrypt an encrypted message.

Finally, the accessor function THE is used to retrieve the value to which SOMF is applied. For example,
THE(SOME x) = x, as shown in option.CLAUSES.

Symmetric Keys, Encryption, Decryption, and their Properties

Figure shows the definitions and properties of symmetric-key encryption and decryption. The following
is a list of key definitions and properties.

e Symmetric keys are modeled by the algebraic type symKey. The type constructor is sym. For example,
sym 1234 is a symmetric key. Abstractly, sym 1234 is the symmetric key which is identified by number
1234.
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symKey = sym num

[symKey_one_one]

FVa a. (sym a = sym a') <= (a = a’)
symMsg = Es symKey (’message option)

[symMsg_one_one]

FVYa a1 af af.
(Es ap a1 = Es a) a1) <= (ap = ay) A (a1 = ai)

[deciphS_def]

F (deciphS ki (Es k2 (SOME z)) =
if k1 = ko then SOME z else NONE) A
(deciphS ki (Es k2 NONE) = NONE)

[deciphS_clauses]

F (Vk text. deciphS k (Es k (SOME text)) = SOME text) A
(Vkl kz text .
(deciphS ki1 (Es ky (SOME text)) = SOME text) <
(b1 = k2)) A
(Vkl kz text .
(deciphS ki (Es ko (SOME text)) = NONE) <= ki # ko) A
Vki ko. deciphS ki (Es k2 NONE) = NONE

[deciphS_one_one]

[ (Vkl kg te:ctl textg.
(deciphS ki (Es k2 (SOME textz)) = SOME text;) <=
(k1 = ko) N (lexty = textz)) A
VenMsg text key.
(deciphS key enMsg = SOME text) <—-
(enMsg = Es key (SOME text))

Figure C.3: Definitions and Properties of Symmetric Encryption and Decryption

e Two symmetric keys are identical if they have the same number to which sym is applied. This is shown
in theorem symKey_one_one.

e Symmetrically encrypted messages are modeled by the algebraic type symMsg, whose type constructor
is Fs. Symmetrically encrypted messages have two arguments: (1) a symKey, and (2) a ’message
option. For example, Es (sym 1234) (SOME "This is a string") is a symmetrically encrypted
message using: (1) the symmetric key sym 1234, and (2) the string option value SOME "This is a
string". Abstractly, the type constructor Es stands for any symmetric-key encryption algorithm, e.g.,
DES or AES.

o Two symMsg values are identical if their corresponding components are identical. This is shown in
theorem symMsg_one_one.

e Symmetric-key decryption of symMsgs is defined by deciphS_def. If the same symKey is used to
decipher an encrypted SOME z, then SOME x is returned. Otherwise, NONEFE is returned. If nothing
useful is encrypted, then nothing useful is decrypted. Abstractly, deciphS represents any symmetric
key decryption algorithm.

e Finally, deciphS_clauses is the HOL theorem that shows our type definitions for keys and encryption,
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digest = hash (’message option)

[digest_one_one]

F Va o'. (hash ¢ = hash a') < (a = a')

Figure C.4: Definition of Digests and their Properties
Bob’s Public Key K
(available to all)

Alice's message . < Encrypted >
Encryption | Message

Decryption €———

Bob's Private Key Kp.,
(known only by Bob)

Figure C.5: Asymmetric-Key Encryption and Decryption

coupled with our definition of decryption, has the properties we expect: (1) the same key when used
for encryption and decryption returns the original message, (2) if the original message was retrieved,
identical keys were used, (3) if a different key is used to decrypt ciphertext, then nothing useful is
returned, and (4) garbage in and garbage out holds true.

C.3 Cryptographic Hash Functions

Cryptographic hash functions are used to map inputs of any size into a fixed number of bits. Crypto-
graphic hash functions are one-way functions, (1) the output is easy to compute from the input, and (2) it is
computationally infeasible to determine an input when given only a hash value. Hash values are also known
as digests.

Figure shows the type definition of digest and their properties. The following describes the type
definition and its properties.

e Digests or hashes are modeled by the algebraic type digest. The type constructor is hash and is meant
to represent any hash algorithm, e.g., SHA1 and SHA2. Notice that the hash is applied to polymorphic
arguments of type ’message option, e.g., hash (SOME "A string message").

e The key property of ideal digests is they are one-to-one, as shown by the theorem digest_one_one. In
reality, hashes cannot be one-to-one due to their fixed-length output. Modeling digests in this way is
analogous to abstracting the electrical behavior of transistors as amplifiers away and idealizing them
as perfect switches.

C.4 Asymmetric-Key Cryptography

Figure [C.H] is a schematic of asymmetric key encryption and decryption. The asymmetric nature of
asymmetric key, or public-key cryptography, is two different keys are used instead of the same key. One key,
known as a public key, may be freely disclosed. The other key, known as a private key, must be known only
by one principal.

149



pKey = pubK ’princ | privK ’princ
[pKey_distinct_clauses]

F (Va' a. pubK a # privK a’') A Va' a. privK o’ # pubK a
[pKey_one_one]

F (Va a'. (pubK a = pubK a’) <= (a = a)) A
Va a'. (privk a = privk o) <= (a = d)

asymMsg = Ea (’princ pKey) (’message option)
[asymMsg_one_one]

F Vao ai a{, a{.
(Ea ap a1 = Ea af a1) <= (ap = a}) A (a1 = a1)

Figure C.6: Definitions and Properties of Asymmetric Keys and Messages

Suppose Alice wishes to send a message to Bob that only Bob can read. Alice encrypts the message to
Bob using his public key Kpq,. Only Bob, who alone possesses the private key Kg;b, is able to decrypt the
message encrypted with his public key Kpop.

Asymmetric-key cryptography is used with the following expectations: (1) plaintext that is encrypted
with a private key and can be retrieved only with the corresponding public key, (2) plaintext that is encrypted
with a public key can be retrieved only with the corresponding private key, (3) if plaintext was retrieved
that was encrypted with a private key, then the corresponding public key was was used to decrypt the
ciphertext, (4) if plaintext was retrieved that was encrypted with a public key, then the corresponding
private key was used to decrypt the ciphertext, and (5) nothing useful results if decryption uses anything
but the corresponding public or private key used in encryption.

Figure [C.6] shows the type definitions for asymmetric keys pKey, i.e., public and private keys, and
asymmetrically encrypted messages asymMsg. Figure also shows properties of pKey and asymMsg.

e The type pKey has two forms, pubK P and privK P, public and private, respectively. Asymmetric
keys are polymorphic and intended to be associated with principals P with variable type ’princ.

e The private and public keys of any principal are not the same.
e Public and private keys are the same if they have the same parameters.

e The type asymMsg represents asymmetrically encrypted messages. The parameters of type constructor
Ea are a pKey and a 'message option. Abstractly, the type constructor Ea stands for any asymmetric-
key algorithm, e.g., RSA.

e Two asymMsgs are the same if they have the same pKey and 'message option values.

Figure[C.7|shows the definition and properties of deciphP, which models the decryption of asymmetrically
encrypted messages. Similar to symmetric-key encryption, to retrieve the plaintext SOMFE z requires use of
the correct key, in this case privK P if the message was encrypted using pubK P, or pubK P if the message
was encrypted with privK P. As before, garbage in produces garbage out.

The properties of deciphP are shown in Figures [C.7] and [C.8| by theorems deciphP_clauses and deciphP_-
one_one. Together, they show the circumstances under which the original plaintext is decrypted, when
nothing useful is decrypted, and the conditions that ensure that the expected keys and plaintext messages
were in fact, used.
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[deciphP_def]

F (deciphP key (Ea (privK P) (SOME z)) =
if key = pubK P then SOME z else NONE) A
(deciphP key (Ea (pubK P) (SOME z)) =
if key = privKk P then SOME z else NONE) A
(deciphP ki (Ea k; NONE) = NONE)

[deciphP_clauses]

F (VP text.

(deciphP (pubK P) (Ea (privK P) (SOME text))
SOME text) A
(deciphP (privK P) (Ea (pubK P) (SOME text))
SOME text)) A

(Vk P text.
(deciphP k (Ea (privK P) (SOME texzt)) = SOME text) <=
(k = pubk P)) A

(Vk P text.
(deciphP k (Ea (pubK P) (SOME text)) = SOME text) <=
(k = privk P)) A

(VZE ]fg kl P2 Pl.
(deciphP (pubK P;) (Ea (pubK P») (SOME z)) = NONE) A
(deciphP k; (Ea k2 NONE) = NONE)) A

V2 P> Pi. deciphP (privK P;) (Ea (privK P») (SOME z)) = NONE

Figure C.7: Definitions and Properties of Asymmetric Decryption

C.4.1 Digital Signatures

Digitally signed messages are often a combination of cryptographic hashes of messages encrypted using
the private key of the sender. This is shown in Figure[C.9] which depicts signature generation as the following
sequence of operations:

1. A message is hashed, then
2. the message hash is encrypted using the private key of the sender.

The intuition behind signatures is this: (1) the cryptographic hash is a unique pointer to the message (and
potentially much smaller than the message), and (2) encrypting using the sender’s private key (which is
reversible by the sender’s public key) is a unique pointer to the sender.

Figure shows how decrypted messages are checked for integrity using digital signatures. The top-
most sequence from left to right shows how the decrypted hash value is retrieved from the received digital
signature. The digital signature is decrypted using the sender’s public key to retrieve the hash or digest of
the original message. The retrieved hash is compared to the hash of the decrypted message. If the two hash
values are the same, then the received message is judged to have arrived unchanged from the original.

Figure shows the function definitions in HOL of sign and signVerify. sign takes as inputs a pKey
and a digest and returns an asymmetrically encrypted digest using the asymmetric pKey. signVerify takes
as input a pKey, digital signature, and a received message and compares the decrypted hash in the signature
with the hash of the received message. The properties of signVerify and sign are in theorems sign VerifyOK
and sign Verify_one_one.

o signVerify is always true for signatures generated as shown in Figure

o signVerify and sign combine to have the desired properties that the plaintext must match and the
corresponding keys must match.
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[deciphP_one_one]

[ (VP1 P2 te$t1 textg.
(deciphP (pubK P;) (Ea (privK P>) (SOME textz))
SOME text1) <= (P1 = P2) A (texty = textz)) A
(VPl P2 t6$t1 teth.
(deciphP (privK P;) (Ea (pubK P2) (SOME text))
SOME text1) <= (P1 = P2) A (texty = textz)) A
(Vp ¢ P msg.
(deciphP (pubK P) (Ea p ¢) = SOME msg) <
(p = privKk P) A (¢ = SOME msg)) A
(VenMsg P msg.
(deciphP (pubK P) enMsg = SOME msg) <=
(enMsg = Ea (privK P) (SOME msg))) A
(Vp ¢ P msg.
(deciphP (privK P) (Ea p c¢) = SOME msg) <=
(p = pubK P) A (¢ = SOME msg)) A
VenMsg P msg.
(deciphP (privK P) enMsg = SOME msg) <=
(enMsg = Ea (pubK P) (SOME msg))

Figure C.8: One-to-One Properties of Asymmetric Decryption
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Figure C.10: Digital Signature Verification
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[sign_def]
F VpubKey dgst. sign pubKey dgst = Ea pubKey (SOME dgst)
[signVerify_def]

F VpubKey signature msgContents.
signVerify pubKey signature msgContents <=
(SOME (hash msgContents) = deciphP pubKey signature)

[signVerifyOK]

F VP msg.
signVerify (pubK P) (sign (privK P) (hash (SOME msg)))
(SOME msg)

[signVerify_one_one]

[ (VP my ma.
signVerify (pubK P) (Ea (privK P) (SOME (hash (SOME mi))))
(SOME me) <= (m1 = m2)) A
(V signature P text.
signVerify (pubK P) signature (SOME text) <=
(signature = sign (privK P) (hash (SOME text)))) A
Y texty texty P2 Pi.
signVerify (pubK P;) (sign (privK P») (hash (SOME textz)))
(SOME text1) <= (P1 = P3) N (texty = texts)

Figure C.11: Digital Signature Generation, Verification, and Their Properties

153



154



Appendix D

cipher Theory

D.1 cipher Theory

Built: 23 March 2018
Parent Theories: indexedLists, patternMatches

D.1.1 Datatypes

asymMsg = Ea (’princ pKey) (’message option)
digest = hash (’message option)

pKey = pubK ’princ | privK ’princ

symKey = sym num

symMsg = Es symKey (’message option)

D.1.2 Definitions

[sign_def]
F VpubKey dgst. sign pubKey dgst = Ea pubKey (SOME dgst)

[signVerify_def]
F VpubKey signature msgContents.
signVerify pubKey signature msgContents <=
(SOME (hash msgContents) = deciphP pubKey signature)

D.1.3 Theorems

[asymMsg_one_one]
FVYa a1 af af.
(Ea ap a1 = Ea a) a1) <= (ap = ay) A (a1 = a1)

[deciphP_clauses]
F (VP text.
(deciphP (pubK P) (Ea (privK P) (SOME text)) =
SOME text) A
(deciphP (privK P) (Ea (pubK P) (SOME text)) =
SOME text)) A
(Vk P text.
(deciphP k (Ea (privK P) (SOME text)) = SOME text) <=
(k = pubk P)) A
(Vk P text.
(deciphP k (Ea (pubK P) (SOME text)) = SOME text) <=
(k = privK P)) A
(Vl‘ ]CQ kl P2 P1.
(deciphP (pubK P;) (Ea (pubK P2) (SOME z)) = NONE) A
(deciphP ki (Ea ky NONE) = NONE)) A
Yz Py Pi. deciphP (privK P;) (Ea (privK P2) (SOME z)) = NONE
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deciphP_def
P

F (deciphP key (Ea (privK P) (SOME z)) =
if key = pubK P then SOME z else NONE) A
(deciphP key (Ea (pubK P) (SOME z)) =
if key = privK P then SOME z else NONE) A
(deciphP ki (Ea k; NONE) = NONE)

[deciphP_ind]

FVP.
(Vkey P z. P’ key (Ea (privK P) (SOME z))) A
(Vkey P z. P’ key (Ea (pubK P) (SOME z))) A
Vkr ks Pk (Ea k> NONE)) =
Yo vi. PP v wn

[deciphP_one_one]

|— (VPl P2 t€$t1 teztg.
(deciphP (pubK P;) (Ea (privK P») (SOME textz))
SOME text;) <= (P71 = P3) AN (text; = textz)) A
(VP1 P2 teztl textz.
(deciphP (privK P;) (Ea (pubK P:) (SOME textz))
SOME text;) <= (P1 = P3) AN (text;y = textz)) A
(Vp ¢ P msg.
(deciphP (pubK P) (Ea p c¢) = SOME msg) <=
(p = privKk P) A (¢ = SOME msg)) A
(VenMsg P msg.
(deciphP (pubK P) enMsg = SOME msg) <=
(enMsg = Ea (privK P) (SOME msg))) A
Vp ¢ P msg.
(deciphP (privK P) (Ea p c¢) = SOME msg) <=
(p = pubkK P) A (¢ = SOME msg)) A
VenMsg P msg.
(deciphP (privK P) enlMsg = SOME msg) <=
(enMsg = Ea (pubK P) (SOME msg))

[deciphS_clauses]|

F (Vk text. deciphS k (Es k (SOME text)) = SOME text) A
(Vkl kz text .

(deciphS k1 (Es k2 (SOME text)) = SOME text) <
(b1 = k2)) A
(Vkl kz text .

(deciphS ki (Es k2 (SOME text)) = NONE) <= ki # ko) A
Vki ko. deciphS k1 (Es k; NONE) = NONE

[deciphS_def]

F (deciphS ki (Es k2 (SOME z)) =
if ki = ko then SOME z else NONE) A
(deciphS ki (Es ko NONE) = NONE)

[deciphS_ind]

FVP.

(Vki1 ks . P ki (Es kx (SOME z))) A
(Vki ke. P ki (Es ke NONE)) =
Yo vu. Povwn
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[deciphS_one_one]

" (V k1 IfQ t€$t1 teﬂ?tz.
(deciphS ki (Es ky (SOME textz)) = SOME text;) <=
(k1 = ko) N (text;y = texta)) A
YV enMsg text key.
(deciphS key enMsg = SOME text) <=
(enMsg = Es key (SOME text))

[digest_one_one]

F VYa a'. (hash a = hash a') < (a = a')

[option_distinct]

F Vz. NONE # SOME z

[option_one_one]

FVz y. (SOME z = SOME y) < (z = y)

[pKey_distinct_clauses]|

F (Va' a. pubK a # privK a’') A Va' a. privK o’ # pubK a

[pPKey_one_one]

F (Va o'. (pubK a = pubK a’) <= (a = d)) A
Va a'. (privk a = privk o) < (a = d)

[sign_one_one|

F VpubKey: pubKeys mi mo.
(sign pubKey: (hash my) = sign pubKeys (hash mp)) <=
(pubKey: = pubKeyz) A (ma = ma)

[signVerify_one_one]

F (VP mip ma.
signVerify (pubK P) (Ea (privK P) (SOME (hash (SOME m;))))
(SOME mp) <= (m1 = m2)) A
(V signature P text.
signVerify (pubK P) signature (SOME text) <=
(signature = sign (privK P) (hash (SOME text)))) A
Y texty texty Pa Pi.
signVerify (pubK P;) (sign (privK P;) (hash (SOME teztz)))
(SOME text1) <= (P1 = P3) A (texty = texts)

[signVerifyOK|

F VP msg.
signVerify (pubK P) (sign (privK P) (hash (SOME msg)))
(SOME msg)

[symKey_one_one]

FVa a'. (sym a = sym o) < (a = a’)

[symMsg_one_one]

/ ’
FVa a1 ay ap.

(Es ap a1 = Es a) a1) <= (ap = ay) A (a1 = af)
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