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T here has long been a debate 
about whether systems de

signers can develop secure systems 
on their own or whether develop
ment teams must include cyber
security and assurance experts. 
Central to (yet often implicit in) 
this debate are expectations regard
ing systems designers’ capabilities. 
Because undergraduate computer 
engineering (CE) and computer 
science (CS) programs provide the 
baseline for these capabilities, ad
vancements in undergraduate edu
cation could profoundly influence 
the state of system security.

Our longterm vision is for 
undergraduate CE and CS programs 
to routinely produce graduates who 

can design computer systems that 
are assured to operate securely. As a 
step toward that goal, Syracuse Uni
versity (SU), in partnership with the 
US Air Force Research Lab (AFRL) 
Information Directorate and Serco, 
piloted the 18credit undergradu
ate Cyber Engineering Semester 
(CES) in fall 2011. The objective 
was to equip undergraduates with 
three key capabilities. The first was 
the ability to reason rigorously 
about security concepts of operations 
(ConOps). The second was the abil
ity to employ security mechanisms 
as exemplified by Jerome Saltzer 
and Michael Schroeder’s classic 
paper, “The Protection of Informa
tion in Computer Systems.”1 The 

third was the ability to formally 
verify ConOps and security mecha
nisms using computerassisted rea
soning tools.

Our Approach
We designed the CES as a “semes
ter abroad” available to CE and 
CS majors; the fall 2011 cohort 
included students from SU, Michi
gan Technological University, and 
Texas A&M University. The CES 
emphasizes mathematical rigor, 
sound engineering principles, and 
learning by doing through a com
bination of five courses and a paid 
AFRL internship.2 It also incorpo
rates leadership training and profes
sional development.3

Courses and Schedule
Three of the courses integrated 
security and assurance topics into 
standard undergraduate CE and CS 
courses. The Secure Operating Sys
tems course presented security as 
integral to OS design and empha
sized how different OS resources 
are protected; the Secure Computer 
Architecture course emphasized 
virtualization. The Secure Hard
ware Laboratory course replaced 
the typical junior CE lab course in 
which students design and imple
ment processors and controllers 
using fieldprogrammable gate 
arrays and modern design tools (for 
example, hardware description lan
guages). In this version, students 
implemented a memory manage
ment unit for virtual memory en 



route to building a 12instruction 
CPU. The course also enforced 
secure coding practices.

The Engineering Assurance Lab
oratory course provided students 
with the necessary techniques and 
tools for circumnavigating the “vir
tuous cycle” of specification, design, 
and verification. (By virtuous cycle, 
we mean a collection of tightly cou
pled, mutually reinforcing activities 
that increase the degree of assur
ance and confidence of both the sys
tem designers and customers.) The 
final course, the Cyber Engineering 
Seminar, provided a realworld, pro
fessional problemsolving context 
for the entire program. Students 
devised, analyzed, and presented 
security ConOps for several var
ied systems. We describe these two 
courses more fully later.

A key design criterion for the 
CES was to identify connections 
across courses so as to mutually 
reinforce concepts and help stu
dents “connect the dots.” In partic
ular, we wanted the students to see 
how they can integrate theory, con
cepts, and tools to solve realworld 
problems. Accordingly, CES fac
ulty met biweekly to discuss each 
course’s current topics, the timing 
of assignments, and how we might 
incorporate assignments that build 
on multiple courses. At monthly 
lunches, faculty and students met 
to discuss the students’ percep
tions of the program and to make 
explicit the connections we wished 
them to make.

Access Control
Access control—determining who’s 
permitted to perform which opera
tions on which objects under what 
circumstances—is an important 
security theme that emerges across 
domains. Establishing and main
taining confidentiality, integrity, 
and availability depend on access
control policies at all levels of the 
system stack.

For example, at the hardware 

level, the concern is access to physi
cal memory; the OSlevel issues 
are access to resources and capa
bilities among processes. At the 
network and even policy levels, the 
designer must account for recog
nized authorities, their jurisdiction, 
their possible delegates, and the 
flow of command and control. At 
each level, the same question arises: 
should the system accept or reject 
a given request, on the basis of the 
given policies, trust assumptions, 
and authorizations? Moreover, the 
designer should have a way to pro
vide convincing justification for 
that answer.

With this view in mind, we used 
the accesscontrol logic described 
in our textbook Access Control, Secu-
rity, and Trust: A Logical Approach4 
as a common language for think
ing and reasoning about secu
rity and integrity across domains. 
Despite this logic’s simple syntax, 
it expresses a variety of security
related concepts, including

 ■ principals,
 ■ the statements and requests they 

make,
 ■ accesscontrol policies,
 ■ authorities and their jurisdictions,
 ■ credentials and other certificates, 

and
 ■ delegation.

Throughout the semester, stu
dents applied this logic at different 
abstraction levels, from the control 
of physical memory and network 
protocols to organizations’ security 
and integrity policies.

Computer-Assisted Reasoning
In the Engineering Assurance Lab
oratory, we introduced operational 
semantics and transition systems 
as additional techniques for speci
fying and verifying desired system 
behavior. Such techniques alone 
are insufficient, however: com
puterassisted reasoning tools are 
necessary for practical verification 

and the credible dissemination of 
results. (The situation is analogous 
to hardware design, which depends 
on CAD tools such as designrule 
checkers, logicto layout verifiers, 
and model checkers.)

Hence, the Engineering Assur
ance Laboratory introduced both 
functional programming and theo
rem provers. We used the Haskell 
functional programming language to 
rapidly prototype ideas, create exe
cutable specifications, and perform 
propertybased testing (via Quick
Check5). By providing students 
experience with functional pro
gramming and a strong type system, 
Haskell also helped prepare them to 
work with the HOL (higherorder 
logic) theorem prover.6 (In par
ticular, we used HOL4; http://hol.
sourceforge.net.)

We interleaved Haskell and 
HOL throughout the semester, 
using them to shed light on the 
accesscontrol logic, operational 
semantics, and transition systems. 
For example, students defined the 
accesscontrol logic’s semantics 
in Haskell to implement a simple 
model checker. We also provided 
students with an HOL implementa
tion of the accesscontrol logic that 
embedded its syntax and semantics, 
core inference rules, and the proofs 
of underlying theorems as con
servative extensions to HOL. This 
implementation provided the basis 
for machinechecking their proofs 
throughout the semester.

What We Asked 
Students to Do
All five courses and the AFRL 
internship employed the access
control logic or its concepts. By the 
semester’s end, students had applied 
the logic across three courses and 
the internship to describe and iden
tify flaws in a variety of architec
tures, protocols, and operations.

In the Secure Hardware Labo
ratory, students submitted proofs 
that their memory management 
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designs satisfied certain properties. 
In the Cyber Engineering Seminar, 
students had to formally model the 
PlayStation Network’s architec
ture and use those models to iden
tify possible security flaws. They 
also had to analyze a secure email 
protocol (RFC 1421) and use the 
accesscontrol logic to identify the 
foundations for trust in the RFC 
(request for comments). As part of 
the AFRL internship, they analyzed 
and corrected two flawed protocols 
for secure communication and con
trol in the cloud.

An extended project 
in the Engineering Assur
ance Laboratory helped 
students execute the 
virtuous cycle of speci
fication, design, and veri
fication. Building on 
concepts introduced in 
the Cyber Engineering Seminar and 
internship, this project focused on 
the commandandcontrol ConOps 
for a weapon requiring dual authori
zation for launch. The problem sce
nario involved coalition operations 
between a Blue Force and Gold 
Force, each with a commander, 
operator, and certificate author
ity (CA). A Joint Forces CA certi
fied each force’s CA. The problem 
statement specified CAs, keys, and 
means for authentication; mission 
roles and their jurisdictions; weap
ons launch and abort policies; and 
role assignments and authorizations.

Students defined and verified the 
weapons launch and abort ConOps 
using the accesscontrol logic in 
HOL. They also had to prove their 
authentication ConOps’ validity on 
the basis of role authorization and 
key assignments in HOL. Specifi
cally, they had to

 ■ devise the jurisdiction statements, 
policy statements, and trust 
assumptions;

 ■ express them using the HOL 
implementation; and

 ■ prove the validity of inference 

rules corresponding to weapons 
launch and abort in HOL.

For this problem, they refined, 
described, and verified their 
ConOps at three abstraction levels:

 ■ the highest level, with only roles;
 ■ a middle level, with mission staff 

assigned to roles; and
 ■ the lowest level, with crypto

graphic keys assigned to staff.

The final refinement for this proj
ect required students to define the 

semantics of specific message and 
certificate formats using the access
control logic in HOL. This step 
enabled them to describe and verify 
their designs’ behavior using con
crete message and certificate formats.

Program Assessment 
and Lessons Learned
As instructors, we had three major 
questions when the CES began:

1. Were we asking too much?
2. Would our five courses actually 

reinforce security and integrity 
concepts so that students would 
be able to connect the dots?

3. Would students actually be 
able to do formal proofs of cor
rectness using tools (for exam
ple, theorem provers) generally 
thought to be beyond under
graduates’ grasp?

The answers, in short, are (1) 
almost, (2) mostly, and (3) yes.

Expectations
Students and faculty alike found the 
CES to be intense, largely owing to 
the time demands. Students spent 

roughly 32 hours each week in the 
classroom and internship. The pilot 
program’s small size let us make 
midsemester adjustments to allevi
ate some time pressure and the asso
ciated stress. After teaching these 
courses once, however, we believe 
we can better use our instruction 
time to reduce time pressure with
out reducing student achievement.

Connections
The monthly lunches provided 
important feedback on the degree 
to which students could make con

nections between con
cepts introduced across 
courses. When we ini
tially queried students 
on the connections they 
were making, we real
ized that some concep
tual leaps were too broad 

for them to make on their own. We 
therefore changed tack and articu
lated the specific connections we 
intended them to make. Toward the 
semester’s end, one student stated 
that the extended ConOps proj
ect pulled together all the concepts 
(security policies, organizational 
roles, delegates acting in roles, juris
diction, and trust) for him; the other 
students concurred. Their sugges
tion (which we plan to honor) was 
to introduce such a project much 
earlier in the semester.

Student Achievement
As we discussed earlier, the 
extended project tested whether 
students, given an informal descrip
tion of a highlevel problem, could

 ■ devise a ConOps,
 ■ formalize it in the accesscontrol 

logic, and
 ■ verify its validity in HOL.

Using HOL made assessment 
both easy and objective: the 
instructor checked whether HOL 
accepted their proofs and whether 
it generated the list of theorems he 

The key to our success has been the explicit 

choice to take a narrow, continuous thread 

throughout the courses and internship.

76 IEEE Security & Privacy November/December 2012

Education



expected. Four of the six students 
completed the full assignment, gen
erating the requisite collection of 
theorems. The remaining two stu
dents proved at least 50 percent of 
the expected theorems.

The CES students were users of 
the accesscontrollogic implemen
tation, not HOL experts. However, 
they could wield HOL well enough 
in this domain to get results that 
they recognized as useful and that 
passed inspection by an expert (that 
is, the instructor). Although the stu
dents initially found HOL challeng
ing, they reported that they valued 
the assurance it provided. Whereas 
they doubted their unchecked hand 
proofs’ correctness, they were confi
dent in their HOLchecked proofs.

T he CES provided compelling 
evidence that mathemati

cally rigorous assurance is feasible 
in a way that’s relevant beyond 
one course. Because the students 
came from multiple institutions, 
we designed the CES on common 
CE and CS foundations: discrete 
mathematics, computer organiza
tion, and programming experience 
with a highlevel language. Thus, we 
believe our experiences and results 
are applicable beyond SU.

We used a small collection of 
formal methods and tools that fit 
together nicely and were relevant 
for applications in which security 
and access control are important. By 
the semester’s end, students weren’t 
experts in modal logic, Haskell, or 
HOL. However, they were compe
tent users of these tools who could 
evaluate their and others’ work. The 
participation of AFRL and Serco—
and particularly the internship—
was invaluable in helping students 
see the formal methods’ relevance.

There’s nothing particularly spe
cial about the use of access control, 
modal logic, functional program
ming, or theorem provers. What is 
special, however, is the integration 

of these concepts and tools in a 
way that enables undergraduates to 
devise policies and build systems 
that incorporate access control and 
are amenable to rigorous, indepen
dent verification. The key to our 
success has been the explicit choice 
to take a narrow, continuous thread 
throughout the courses and intern
ship. By narrowing the breadth, we 
achieved significant depth.

Our longterm vision is that the 
ability to build and assure secure 
systems is a routine outcome of 
undergraduate CE and CS curri
cula. The CES provides a testbed 
for refining our ideas on what’s pos
sible and how best to achieve this 
goal. As this article goes to press, 
we’re in the midst of the second 
CES offering, with students from 
five institutions. This time, all five 
courses will employ Haskell, HOL, 
or the accesscontrol logic. We’re 
also exploring how we can apply 
what we’ve learned to our standard 
CE and CS programs. We welcome 
opportunities to share details of our 
experiences and look forward to 
learning from other similar efforts. 
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